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Abstract

The I ETF TRILL (Transparent |nterconnection of Lots of Links)
protocol includes an optional mechani sm (specified in RFC 7178)

call ed RBridge Channel for the transmi ssion of typed nessages between
TRILL switches in the sane canpus and the transm ssion of such
messages between TRILL switches and end stations on the same |ink
Thi s docunent specifies extensions to the RBridge Channel protoco
header to support two features as follows: (1) a standard nethod to
tunnel payl oads whose type can be indicated by Ethertype through
encapsul ati on in RBridge Channel messages; and (2) a nethod to
support security facilities for RBridge Channel nessages. This
docunent updates RFC 7178.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7978
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1.

I nt roducti on

The | ETF TRILL base protocol [RFC6325] [RFC7780] has been extended
with the RBridge Channel [RFC7178] facility to support transm ssion
of typed nessages (for exanple, Bidirectional Forwarding Detection
(BFD) [RFC7175]) between two TRILL switches (RBridges) in the same
campus and the transm ssion of such nmessages between RBridges and end
stations on the sanme |link. Wen sent between RBridges in the sane
campus, a TRILL Data packet with a TRILL Header is used, and the
destination RBridge is indicated by nicknane. Wen sent between a
RBri dge and an end station on the sane link in either direction, a
native RBridge Channel nessage [RFC7178] is used with no TRILL
Header, and the destination port or ports are indicated by a Media
Access Control (MAC) address. (There is no mechanismto stop end
stations on the same |link from sending native RBridge Channe
messages to each other; however, such use is outside the scope of
this docunent.)

Thi s docunent updates [ RFC7178] and specifies extensions to the
RBri dge Channel header that provide two additional facilities as
fol | ows:

(1) A standard nethod to tunnel payl oads, whose type may be
i ndi cated by Ethertype, through encapsul ation in RBridge
Channel messages.

(2) A nmethod to provide security facilities for RBridge Channe
messages. Exanple uses requiring such facilities are the
security of Pull Directory nessages [ RFC7067], address flush
messages [ Addr Fl ush], and port shutdown nessages [ TRILL- AF].

Use of each of these facilities is optional, except that, as
specified below, if this header extension is inplenented, there are
two payl oad types that MJUST be inplenented. Both of the above
facilities can be used in the sane packet. In case of conflict

bet ween this docunent and [RFC7178], this docunent takes precedence.

.1. Termi nol ogy and Acronymns

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

Thi s docunent uses term nol ogy and abbrevi ations defined in [ RFC6325]
and [ RFC7178]. Sone of these are listed below for conveni ence al ong
with new terms and abbreviations.

East| ake, et al. St andards Track [ Page 4]



RFC 7978 TRILL: RBridge Channel Extension Sept enber 2016

2.

application_data - A DTLS [ RFC6347] nessage type.

Data Label - VLAN or FGL.

DTLS - Datagram Transport Layer Security [ RFC6347].
FCS - Franme Check Sequence.

FG - Fine-Gained Label [RFC7172].

HKDF - HMVAC- based Key Derivation Function [ RFC5869].
IS-1S - Intermediate Systemto Internediate System[IS-1S].
PDU - Protocol Data Unit.

MIU - Maxi mum Transmi ssion Unit.

RBridge - An alternative termfor a TRILL switch.

SHA - Secure Hash Al gorithm [ RFC6234].

Sz - Canpus-wi de mninmum | ink MU [ RFC6325] [ RFC7780].

TRILL - Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch - A device that inplenents the TRILL protocol
[ RFC6325] [ RFC7780], sonetines referred to as an RBri dge.

RBri dge Channel Header Extension Format

The general structure of an RBridge Channel nessage between two TRILL
switches (RBridges) in the same canpus is shown in Figure 1 bel ow
The structure of a native RBridge Channel nessage sent between an
RBri dge and an end station on the sane link, in either direction, is
shown in Figure 2 and, conpared with the first case, onits the TRILL
Header, inner Ethernet addresses, and Data Label. A Protocol field
in the RBridge Channel Header gives the type of RBridge Channel
message and indicates howto interpret the Channel - Protocol -Specific
Payl oad [ RFC7178].
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The header extensions specified herein are in the formof an RBridge
Channel protocol, the Extended RBridge Channel Protocol. Figure 4
bel ow expands the RBri dge Channel Header and Protocol - Specific

Payl oad above for the case where the header extension is present.

PN

1111111111222222222233
01234567890123456789012345678901
RBri dge Channel Header:

B o T S ik i oI R TR
| 0x8946

el o ol i I S SR o S
| Fl ags | ERR

+- e N e Sap
g

I i N S s I+
+-
L.

- - -+
CHV:O | Channel Protocol =0x004|
B s e i T NI e RS

B T T I e e e i o o N R

Header Extension Specific: bE RESV4 | SType | PType
e s S e e i e e s I e ks St S e e s
| Security Information, variable length (0 length if SType = 0) /

R i ol I R S S i ik o T S R R S R R S T S T

| Tunnel ed Data, variable length

u

+(n+

Figure 4: RBridge Channel Header Extension Structure

The RBridge Channel Header Protocol field is used to indicate that
the header extension is present. |Its contents MJST be the val ue

all ocated for this purpose (see Section 6). The use of an RBridge
Channel protocol to indicate extensions nmakes it easy to determine if
a renote RBridge in the canpus supports extensions since RBridges
advertise in their LSP which such protocols they support.

The Extended RBridge Channel - Protocol -Specific Data fields are as
fol | ows:

SubERR: This field provides further details when an error is
indicated in the RBridge Channel ERR field. |If ERR is zero,
then SubERR MJST be sent as zero and ignored on receipt. See
Section 5.

RESV4: This field MIJST be sent as zero. If non-zero when
received, this is an error condition. See Section 5.

SType: This field describes the type of security information and
features, including keying material, being used or provided by
the extended RBridge Channel nessage. See Section 4.

PType: Payload Type. This describes the tunneled data. See
Section 3.
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Security Information: Variable-length information. Length is zero
if SType is zero. See Section 4.

The RBridge Channel Header Extension is integrated with the RBridge
Channel facility. Extension errors are reported as if they were

RBri dge Channel errors, using newy allocated code points in the ERR
field of the RBridge Channel Header suppl enented by the SubERR fiel d.

3. Extended RBridge Channel Payl oad Types

The Extended RBridge Channel Protocol can carry a variety of payl oads
as indicated by the PType (Payload Type) field. Values are shown in
the table below with further explanation below the table (see also
Section 6.2.2).

PType Description Ref erence
0 Reserved
1 Nul | Section 3.1 of RFC 7978
2 Et hertyped Payl oad Section 3.2 of RFC 7978
3 Et her net Frane Section 3.3 of RFC 7978

4-14 Unassi gned
15 Reserved

Table 1: Payl oad Type Val ues

VWil e inplenentation of the RBridge Channel Header Extension is
optional, if it is inplenmented, PType 1 (Null) MJST be inplenented
and PType 2 (Ethertyped Payl oad) with the RBridge-Channel Ethertype
MUST be inpl enented. PType 2 for any Ethertypes other than the
RBri dge- Channel Ethertype MAY be inplenmented. PType 3 MAY be

i mpl ement ed.

The processing of any particul ar extended header RBridge Channe
nmessage and its payl oad depends on neeting local security and other
policy at the destination TRILL switch or end station

3.1. Null Payl oad

The Nul |l payl oad type (PType = 1) is intended to be used for testing
or for messages such as key negotiation or the |like where only
security information is present. It indicates that there is no user
data payload. Any tunnel ed user data after the Security Information
field is ignored. |If the RBridge Channel Header Extension is

i mpl emented, the Null Payl oad MJUST be supported in the sense that an
"Unsupported PType" error is not returned (see Section 5). Any
particul ar use of the Null Payload should specify what VLAN or FGL
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and what priority should be used in the inner Data Label of the
RBri dge Channel nessage (or in an outer VLAN tag for the native
RBri dge Channel nessage case) when those values are rel evant.

3.2. FEthertyped Payl oad

A PType of 2 indicates that the payload (tunnel ed data) of the

ext ended RBridge Channel nessage begins with an Ethertype. A TRILL
swi tch supporting the RBridge Channel Header Extension MJST support a
PType of 2 with a payl oad begi nning with the RBri dge-Channel

Et hertype as described in Section 3.2.1. Qher Ethertypes, including
the TRILL and L2-1S-1S Ethertypes as described in Sections 3.2.2 and
3.2.3, MAY be supported.

3.2.1. RBridge Channel Message as the Payl oad

A PType of 2 whose payload has an initial RBridge-Channel Ethertype
i ndi cates an encapsul ated RBri dge Channel nessage. A typical reason
for sending an RBridge Channel nessage inside an extended RBridge
Channel message is to provide security services, such as

aut hentication or encryption, for the encapsul ated nessage.

Thi s RBridge Channel nessage type |ooks |ike the foll ow ng:

1111111111222222222233
01234567890123456789012345678901

B i s T T i i o S o T Ji I
| RBri dge- Channel (0x8946) | CHv=0 | Channel Protocol =0x004|
e s o i e S R S i it it N R S
| FI ags | ERR | SubERR] RESV4 | SType | O0x2 |
i e e e e S o i e e i i S SR SN S S
/ Security Information, variable length (0 length if SType = 0) /
B i s T T i i o S o T Ji I
| RBri dge- Channel (0x8946) | CHvV=0 | Nested Channel Protocol |
e s o i e S R S i it it N R S
| FI ags | ERR | |
b ok SR S NI S R R S |
| Nest ed Channel - Protocol - Specific Data ... /
/ /

Figure 5: Message Structure with RBridge Channel Payl oad
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.2.2. TRILL Data Packet as the Payl oad

A PType of 2 whose payload has an initial TRILL Ethertype indicates
an encapsul ated TRILL Data packet as shown in Figure 6. |If this

Et hertype is supported for PType = 2 and the nessage neets | ocal
policy for acceptance, the TRILL Data packet is handled as if it had
been received by the destination TRILL switch on the port where the
Ext ended RBri dge Channel message was received.

1111111111222222222233

01234567890123456789012345678901
I S i o T s S S S e s s T
| RBri dge- Channel (0x8946) | CHV=0 | Channel Protocol =0x004
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| FI ags | ERR | SubERR] RESV4 | SType | 0x2
el i I e i it T e e e e i i T o S e e S e T R R
/ Security Information, variable length (0 length if SType = 0) /
I S i o T s S S S e s s T
| TRI LL (0x22F3) | VJACM RESV |F| Hop Count
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Egress N cknane | I ngress Ni ckname |
el i I e i it T e e e e i i T o S e e S e T R R
/ Optional Flags Wrd /
I S i o T s S S S e s s T
| | nner . MacDA |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| I nner. MacDA conti nued | I nner. MacSA |
el i I e i it T e e e e i i T o S e e S e T R R
| I nner. MacSA (cont.) |
I S i o T s S S S e s s T
| I nner Data Label (2 or 4 bytes)
B i s ik T I S SR S R S T e i
| TRILL Data Packet payl oad
B b i T i S R S i i i ol it SR

Figure 6: Message Structure with TRILL Data Packet Payl oad

The optional flags word is only present if the F bit in the TRILL
Header is one [RFC7780].

.2.3. TRILL IS-1S Packet as the Payl oad

A PType of 2 and an initial L2-1S-1S Ethertype indicate that the

payl oad of the Extended RBridge Channel protocol nessage is an
encapsul ated TRILL I S-1S PDU as shown in Figure 7. |If this Ethertype
is supported for PType = 2, the tunneled TRILL IS-1S packet is
processed by the destination RBridge if it neets local policy. One
possible use is to expedite the receipt of a link state PDU (LSP) by
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sone TRILL switch or switches with an imedi ate requirement for the
link state information. A link local IS 1S PDU would not normally be
sent via this Extended RBridge Channel method except possibly to
encrypt the PDU since such PDUs can just be transmitted on the |ink
and do not nornally need RBridge Channel handling. (Link local IS 1S
PDUs are (1) Hello, CSNP, PSNP [IS-1S]; (2) MIU probe, MIU ack

[ RFC7176]; and (3) circuit scoped FS-LSP, FS-CSNP, and FS- PSNP

[ RFC7356] .)

111111111122222
0123456789012345678901234
+

[ \¥]

78901

I S i o T s S S S e s s T
| RBri dge- Channel (0x8946) | CHV=0 | Channel Protocol =0x004
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| FI ags | ERR | SubERR| RESV4 | SType | 0x2
B T S i T s i i e e SEI S
/ Security Information, variable length (0 length if SType = 0) /
B T T i T e i I S R S e i i T B TR S R S e e S S
| L2-1S-1S (0x22F4) | 0x83 |

i T S S i St S S S e

| rest of 1S-1S PDU

i T S S S T

Figure 7: Message Structure with TRILL I S-1S Packet Payl oad
3.3. Ethernet Frame

If PType is 3, the extended RBridge Channel payload is an Ethernet
frane as mght be received fromor sent to an end station except that
the encapsul ated Ethernet frane’s FCS is onmtted, as shown in

Figure 8. (There is still an overall final FCS if the RBridge
Channel message is being sent on an Ethernet link.) If this PType is
i mpl ement ed and the nessage neets | ocal policy, the encapsul ated
frane is handled as if it had been received on the port on which the
Ext ended RBridge Channel nessage was received.

The priority of the RBridge Channel message can be copied fromthe
Et hernet frame VLAN tag, if one is present, except that priority 7
SHOULD only be used for nmessages critical to establishing or

mai nt ai ni ng adj acency and priority 6 SHOULD only be used for other
i nportant control nessages.
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1111111111222222222233
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| RBri dge- Channel (0x8946) | Ox0 | Channel Protocol =0x004|
e s o i e S R S i it it N R S
| FI ags | ERR | SubERR] RESV4 | SType | 0x3 |
i e e e e S o i e e i i S SR SN S S
/ Security Information, variable length (0 length if SType = 0) /
B i s T T i i o S o T Ji I
| Mac DA |
e L o i e S  th o i R S
| MacDA (cont.) | Mac SA |
i e e i e T o S i ol S N S S
| MacSA (cont.) |
B i s T T i i o S o T Ji I
| Any Ethernet frame tagging...

i i S S e ek
| Ethernet frane payl oad. ..
i e T e s o o i o SR S S S e

Figure 8: Message Structure with Ethernet Frame Payl oad

In the case of a non-Ethernet |ink, such as a PPP (Point-to-Point
Protocol) link [RFC6361], the ports on the link are considered to
have |ink-1ocal synthetic 48-bit MAC addresses constructed as

descri bed below. Such a constructed address MAY be used as a MacSA
If the RBridge Channel nessage is individually addressed to a |ink-

| ocal port, the source TRILL switch will have the information to
construct such a MAC address for the destination TRILL switch port,
and that MAC address MAY be used as the MacDA. By the use of such a
MacSA and either such a unicast MacDA or a group-addressed MacDA, an
Et hernet frame can be sent between two TRILL switch ports connected
by a non-Et hernet Iink.

These synthetic TRILL switch port MAC addresses for non-Et hernet
ports are constructed as follows (and as shown in Figure 9): OxXFEFF,
t he nickname of the TRILL switch used in TRILL Hell os sent on that
port, and the Port ID that the TRILL switch has assigned to that
port. (Both the Port ID of the port on which a TRILL Hello is sent
and t he nicknane of the sending TRILL switch appear in the Special
VLANs and Fl ags sub-TLV [ RFC7176] in TRILL 1S-1S Hellos.) The
resul ting MAC address has the Local bit on and the Goup bit off

[ RFC7042]. However, since there will be no Ethernet end stations on
a non-Ethernet link in a TRILL campus, such synthetic MAC addresses
cannot conflict on the link with a real Ethernet port address
regardl ess of their val ues.
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1111111111222222222233
01234567890123456789012345678901
i S S T i S S e e i S S S S

| OxFEFF | Ni cknarme |
i S e
| Port 1D |

s T i T s sl T S i R S R T
Figure 9: Synthetic MAC Address
4. Extended RBridge Channel Security

Tabl e 2 bel ow gi ves the assigned values of the SType (Security Type)
field and their neaning. Use of DTLS Pairw se Security (SType = 2)
or Conposite Security (SType = 3) i s RECOMVENDED.

Wiile 1S 1S CRYPTO AUTH based aut hentication is also specified and
can be used for both pairwise and multi-destination traffic, it
provides only authentication and is not considered to neet current
security standards. For example, it does not provide for key
negotiation; thus, its use is NOI RECOVMENDED.

The Extended RBridge Channel DTLS-based security specified in
Section 4.4 and the Conposite Security specified in Section 4.5 are
i ntended for pairw se (known unicast) use. That is, the case where
the Mbit in the TRILL Header is zero and any Quter.MacDA is

i ndi vi dual I y addr essed.

Mul ti-destinati on Extended RBri dge Channel packets woul d be those
with the Mbit in the TRILL Header set to one or, in the native

RBri dge Channel case, the Quter.MacDA woul d be group addressed. The
DTLS Pairw se Security and Conposite Security STypes can al so be used
in the nulti-destination case by serially unicasting the messages to
al | data-accessible RBridges (or stations in the native RBridge
Channel case) in the recipient group. For TRILL Data packets, that
group is specified by the Data Label; for native franmes, the group is
speci fied by the groupcast destination MAC address. It is intended
to specify a true group keyed SType to secure mnulti-destination
packets in a separate document [ G oupKey].
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SType Description Ref erence
0 None Section 4.2 of RFC 7978
1 1S-1S CRYPTO AUTH Based Section 4.3 of RFC 7978
Aut henti cati on
2 DILS Pairw se Security Section 4.4 of RFC 7978
3 Conposite Security Section 4.5 of RFC 7978

4-14 Unassi gned
15 Reserved

Tabl e 2: SType Val ues
4.1. Derived Keying Mteria

In sone cases, it is possible to use material derived fromIS-IS
CRYPTO AUTH keying material [RFC5310] as an el ement of Extended
RBri dge Channel security. It is assunmed that the I1S-1S keying
material is of high quality. The material actually used is derived
fromthe IS IS keying material as follows:

Derived Material =
HKDF- Expand- SHA256 ( | S-1S-key, "Extended Channel" | O0x0S, L)

where "|" indicates concatenation, HKDF is as in [ RFC5869], SHA256 is
as in [RFC6234], 1S-1S-key is the input IS 1S keying naterial,

"Ext ended Channel" is the 16-character ASCI| [RFC20] string indicated
wi thout any |l eading length byte or trailing zero byte, Ox0S is a
single byte where S is the SType for which this key derivation is
bei ng used and the upper nibble is zero, and L is the Iength of the
out put -derived material needed.

Whenever 1S-1S keying material is being used as above, the underlying
I S-1S CRYPTO AUTH keying material [RFC5310] m ght expire or be
invalidated. At the tinme of or before such expiration or
invalidation, the use of the Derived Material fromthe |IS-1S keying
mat eri al MJUST cease. Continued security MAY use new derived material
fromcurrently valid I S-1S CRYPTO AUTH keyi ng materi al

4.2. SType None

No security services are being invoked. The length of the Security
Information field (see Figure 4) is zero
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4.3. 1S 1S CRYPTO AUTH Based Aut henti cation

This SType provides security for Extended RBridge Channel nessages
simlar to that provided for [IS1S] PDUs by the [IS-15

Aut hentication TLV. The Security Information (see Figure 4) is as
shown in Figure 10

111111
0123456789012345
Bl I I R e R e ik T T TR I SR S

RESV | Size |
B S i S S S
Key 1D |

B i T S e s sl DI T S S S S

Aut hentication Data (Vari abl e)

T T AT T T 4

-+ - - - - - -

Figure 10: SType 1 Security Information
0 RESV: Four bits that MJST be sent as zero and i gnored on receipt.
0 Size: Set to 2 + the size of Authentication Data in bytes.

0 Key ID specifies the keying value and authentication algorithm
that the Key ID specifies for TRILL I S-1S LSP [ RFC5310]
Aut hentication TLVs. The keying material actually used is always
derived as shown in Section 4.1.

0 Authentication Data: The authentication data produced by the
derived key and algorithmassociated with the Key ID acting on the
part of the TRILL Data packet shown. Length of the authentication
data depends on the algorithm The authentication value is
included in the security information field and is treated as zero
when aut hentication is cal cul at ed.

As show in Figure 11, the area covered by this authentication starts
with the byte imediately after the TRILL Header optional Flag Wrd
if it is present. |If the Flag Word is not present, it starts after
the TRILL Header Ingress N cknane. |In either case, it extends to
just before the TRILL Data packet link trailer. For exanple, for an
Et hernet packet it would extend to just before the FCS
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Fom e e e e i +

| Link Header |

o e e e e e e e e m o +

| TRILL Header |

| (plus optional Flag Wrd) |

o mm e e e e e e e i + A
| I'nner Ethernet Addresses | |
o e e e e e e e ememao - + .
| Data Label (VLAN or FGQ) | |
oo e e e e e e e e oo - - + .
| RBridge Channel Header | | <-authentication
o mm e e e e e e e i +

| Extended Channel Header | |
|  (plus Security Information)|

o e e e e e e e e e oo oo + |
| Payl oad |
oo e e eeaao oo + v
| Link Trailer |
oo e e e eeeao oo +

Figure 11: SType 1 Authentication Coverage

In the native RBridge Channel case, this authentication coverage is
as specified in the above paragraph except that it starts with the
RBri dge- Channel Ethertype, since there is no TRILL Header, inner

Et hernet addresses, or inner Data Label (see Figure 12).

oo e e e e e e e e oo - - +

| Ethernet Header |

o mm e e e e e e e i + A
| RBridge Channel Header | |
o e e e e e e e ememao - + .
| Extended Channel Header | | <-authentication
| (plus Security Information))|
s + |
| Payl oad |

Fom e e e e i + Vv
| Ethernet Trailer |

o e e e e e e e e m o +

Figure 12: Native SType 1 Authentication Coverage

RBri dges, which are |S-1S routers, can reasonably be expected to hold
I S-1S CRYPTO AUTH keying material [RFC5310] so that this SType can be
used for RBridge Channel nessages, which go between RBridges. How

end stations mght come to hold I S-1S CRYPTO AUTH keying nmaterial is
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beyond the scope of this docunment. Thus, this SType might not be
applicable to native RBridge Channel nessages, which are between an
RBri dge and an end station

4.4. DILS Pairw se Security

DTLS [ RFC6347] supports key negotiation and provi des both encryption
and authentication. The RBridge Channel Extended Header DTLS

Pai rwi se SType uses a negoti ated DTLS version that MJST NOT be |ess
than 1.2.

When DITLS pairw se security is used, the entire payl oad of the

Ext ended RBri dge Channel packet, starting just after the nul
Security Information and ending just before the link trailer, is one
or nmore DTLS records [RFC6347]. As specified in [RFC6347], DILS
records MJUST be limted by the path MIU, in this case so that each
record fits entirely within a single Extended RBridge Channe
message. A mninmum path MU can be determ ned fromthe TRILL canpus
nm ni mum MU Sz, which will not be |less than 1470 bytes, by allow ng
for the TRILL Data packet, extended RBridge Channel, and DTLS fram ng
overhead. Wth this SType, the security informati on between the
extended RBridge Channel header and the payload is null because all
the security information is in the payl oad area.

The DTLS Pairw se keying is set up between a pair of RBridges,

i ndependent of Data Label, using nessages of a priority configurable
at the RBridge |evel, which defaults to priority 6. DILS nessage
types other than application_data can be the payl oad of an extended
RBri dge Channel nessage with a TRILL Header using any Data Label,
and, for such DTLS nessage types, the PType in the RBridge Channe
Header Extension is ignored.

Actual application_data sent within such a message using this SType
SHOULD use the Data Label and priority as specified for that
application_data. In this case, the PType value in the RBridge
Channel Header Extension applies to the decrypted application_data.

TRILL switches that inplenment the extended RBridge Channel DTLS

Pai rwi se SType SHOULD support the use of certificates for DILS, but
certificate size nay be limted by the DTLS requirenent that each
record fit within a single nessage. Appropriate certificate contents
are out of scope for this docunent.

TRILL switches that support the extended RBridge Channel DTLS

Pai rwi se SType MJUST support the use of pre-shared keys. |If the

psk identity (see [RFC4279]) is two bytes, it is interpreted as a Key
ID as defined in [ RFC5310], and the val ue derived as shown in

Section 4.1 fromthat key is used as a pre-shared key for DILS
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negotiation. A psk_identity with a length other than two bytes MAY
be used to indicate other inplenentation-dependent pre-shared keys.
Pre-shared keys used for DILS negotiation SHOULD be shared only by

the pair of endpoints; otherw se, security could be attacked by

di verting nessages to another endpoint hol ding that pre-shared key.

4.5. Conposite Security

Conposite Security (SType = 3) is the conbination of DTLS Pairw se
Security and |1S-1S CRYPTO AUTH Based Aut hentication. On

transm ssion, the DTLS record or records to be sent are secured as
specified in Section 4.4 then used as the payload for the application
of Authentication as specified in Section 4.3. On reception, the

I S-1S CRYPTO AUTH- based authentication is verified first and an error
is returned if it fails. |If the IS 1S CRYPTO AUTH based

aut henti cati on succeeds, then the DILS record or records are
processed.

An advant age of Conposite Security is that the payload is

aut henti cated and encrypted with a nodern security protocol; in
addition, the RBridge Channel Header and (except in the native case)
precedi ng the MAC addresses and Data Label are provided with sone
aut henti cati on.

5. Extended RBridge Channel Errors

RBri dge Channel Header Extension errors are reported |ike RBridge
Channel errors. The ERR field is set to one of the follow ng error
codes:

Val ue RBri dge Channel Error Code Meaning

6 Unknown or unsupported field val ue
7 Aut hentication failure
8 Error in nested RBridge Channel nessage

Tabl e 3: Additional ERR Val ues
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5.1. SubERRs

If the ERR field is 6, the SubERR field indicates the probl ematic
field or value as shown in the table below. At this tinme no
suberrror codes are assigned under any other ERR field val ue.

Err SubERR Meaning (for ERR = 6)

0 No Error; suberrors not allowed

1-5 (no suberrors assigned)

Reserved

Non- zero RESV4 ni bbl e

Unsupported SType

Unsupported PType

Unknown Key I D

Unsupported Ethertype with PType = 2
Unsupported authentication algorithmfor SType =1
Non-zero SUbERR with zero ERR field
7-14 (no suberrors assigned)

15 Reserved

[e2Ne)NerNerNerNerNerNep]
~No ok~ wWNERLO

Tabl e 4: SubERR Val ues

5.2. Secure Nested RBridge Channel Errors

0 an extended RBridge Channel nessage is sent with security and with
a payl oad type (PType) indicating an Ethertyped payl oad and the
Et hertype indicates a nested RBridge Channel nmessage and

o there is an error in the processing of that nested nessage that
results in a return RBridge Channel nmessage with a non-zero ERR

field,
then that returned nessage SHOULD al so be nested in an extended
RBri dge Channel message using the sane type of security. 1In this

case, the ERR field in the Extended RBridge Channel envelope is set
to 8 indicating that there is a nested error in the message being
tunnel ed back.

6. | ANA Consi derations

6.1. Extended RBridge Channel Protocol Nunber
I ANA has assigned 0x004 fromthe range assigned by Standards Action

[ RFC5226] as the RBridge Channel protocol nunber to indicate RBridge
Channel Header Extension
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The added "RBridge Channel Protocols" registry in the TRILL
Paraneters registry is as foll ows:

Pr ot ocol Descri ption Ref erence

0x004 RBri dge Channel Extension RFC 7978

6.2. RBridge Channel Protocol Subregistries

| ANA has created three subregistries under the "RBridge Channe
Protocol s" registry as detailed in the subsections bel ow.

6.2.1. RBridge Channel Error Codes

I ANA has assigned three additional code points in the "RBridge
Channel Error Codes" subregistry in the "Transparent |nterconnection
of Lots of Links (TRILL) Paraneters" registry. The additiona
entries are as shown in Table 3 in Section 5 and the "Reference"
columm value is "RFC 7978" for those rows.

6.2.2. RBridge Channel SubError Codes

| ANA has created a subregistry indented under the "RBridge Channe
Error Codes" registry, for RBridge Channel SubError Codes. The
initial contents of this subregistry are shown in Table 4 in Section
5.1 and the fourth colum "Reference" includes value "RFC 7978" for
all rows. The header information is as foll ows:

Regi stry Name: RBridge Channel SubError Codes
Regi stration Procedures: |ETF Revi ew
Ref erence: RFC 7978

6.2.3. Extended RBridge Channel Payl oad Types Subregistry
| ANA has created an "Extended RBridge Channel Payl oad Types"
subregistry after the "RBridge Channel Protocols" registry in the
"Transparent |nterconnection of Lots of Links (TRILL) Paraneters"
registry. The header information is as foll ows:

Regi stration Procedures: |ETF Revi ew
Ref erence: RFC 7978

The initial registry content is in Table 1 in Section 3 of this
docunent .
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6.2.4. Extended RBridge Channel Security Types Subregistry

| ANA has created an "Extended RBridge Channel Security Types"
subregistry after the "Extended RBri dge Channel Payl oad Types"
registry in the "Transparent |nterconnection of Lots of Links (TRILL)
Par aneters" registry. The header information is as foll ows:

Regi stration Procedures: |ETF Revi ew
Ref erence: RFC 7978

The initial registry content is in Table 2 in Section 4 of this
docunent .

7. Security Considerations

The RBridge Channel Header Extension has potentially positive and
negative effects on security.

On the positive side, it provides optional security that can be used
to authenticate and/or encrypt RBridge Channel nessages. Sone

RBri dge Channel nessage payl oads, such as BFD [ RFC7175], provide
their own security but where this is not true, consideration should
be given, when specifying an RBridge Channel protocol, to
recomrendi ng or requiring use of the security features of the RBridge
Channel Header Extension

On the negative side, the optional ability to tunnel nore payl oad
types, and to tunnel them between TRILL switches and to and from end
stations, can increase risk unless precautions are taken. The
processi ng of decapsul ated extended RBri dge Channel payloads is a

pl ace where you SHOULD NOT be l|iberal in what you accept. This is
because the tunneling facility makes it easier for unexpected
messages to pop up in unexpected places in a TRILL canpus due to
accidents or the actions of an adversary. Local policies SHOULD
generally be strict and only accept payload types required and then
only with adequate security for the particul ar circunstances

See the first paragraph of Section 4 for recommendati ons on SType
usage.

See [ RFC7457] for security considerations of DILS
If 1S 1S authentication is not being used, then |IS-1S CRYPTO AUTH
keying material [RFC5310] would not normally be avail abl e but that

presumably represents a judgnent by the TRILL canpus operator that no
security is needed.
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See [ RFC7178] for general RBridge Channel security considerations and

[ RFC6325]

for general TRILL security considerations.
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