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Abstract

The Third Generation Partnership Project (3GPP) has identified cases
where different SIP private header extensions referred to as "P-"
header fields, and defined in RFC 7315, need to be included in SIP
requests and responses currently not all owed according to RFC 7315.
Thi s docunent updates RFC 7315, in order to allow inclusion of the
affected "P-" header fields in such requests and responses.

Thi s docunent al so nakes updates for RFC 7315 in order to fix
m sal i gnments that occurred when RFC 3455 was updated and obsol et ed
by RFC 7315.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7976
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Third Generation Partnership Project (3GPP) has identified cases
where different Session Initiation Protocol (SIP) [RFC3261] private
header extensions referred to as "P-" header fields, and defined in
[ RFC7315], need to be included in SIP requests and responses
currently not allowed according to RFC 7315. This docunent updates
RFC 7315, in order to allow inclusion of the affected "P-" header
fields in such requests and responses.

Thi s docunent al so nakes updates for RFC 7315 in order to fix

m sal i gnments that occurred when RFC 3455 [ RFC3455] was updated and
obsol eted by RFC 7315.
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As the "P-" header fields are mainly used in (and in nost cases, only
defined for) networks defined by the 3GPP, where the updates defined
in this docunent are already defined [TS. 3GPP. 24. 229], the updates
are not seen to cause backward-conpatibility concerns.

M sal i gnnents and 3GPP Use Cases
1. Genera

RFC 7315 contains contradicting statenments regardi ng the usage of SIP
"P-" header fields in SIP requests and responses, which | eave the
presence of the SIP "P-" header fields in the SIP requests and
responses open to interpretation and different inplenentations.
Statements in Section 5.7 of that RFC are not aligned with the
definitions and usage of the SIP "P-" header fields specified in
Section 4. This section describes the msalignnments that occurred
when RFC 3455 was updat ed and obsol eted by RFC 7315, and how t hey are
fixed.

NOTE: In the case of the P-Called-Party-1D header field, allowing it
in PUBLI SH requests was deliberately done in RFC 7315. Therefore, it
is not considered a msalignnent.

Since RFC 7315 was published, 3GPP defined new use cases that require
the RFC to be updated. This section describes the 3GPP use cases
behi nd the updates, and the updates needed to RFC 7315 in order to
support the use cases.

Section 3 updates RFC 7315, based on the nisalignnments and 3GPP use
cases.

2. Msalignnents

The foll owi ng updates are needed in order to fix the msalignnents
bet ween RFCs 7315 and 3455:

o0 P-Associated-URI: Renpve the statenment that the header field can
appear in the SIP REG STER net hod

0 P-Called-Party-1D: Delete the statement that the P-Called-Party-1D
header field can appear in SIP responses. Add a statenent that
the P-Cal |l ed-Party-1D header field can appear in the SIP REFER
met hod.

0 P-Visited-Network-1D: Delete the statement that the P-Visited-
Net wor k-1 D header field can appear in SIP responses. Add a
statenent that the P-Visited-Network-ID header field cannot appear
in the SIP NOTIFY, PRACK, |INFO, and UPDATE net hods.
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0 P-Access-Network-Info: Add a statenent that the P-Access- Network-
Info header field can appear in SIP responses.

0 P-Charging-Vector: Add a statenment that the P-Charging-Vector
header field can appear in SIP responses. Add a statenent that
t he P-Chargi ng-Vector header field cannot appear in the SIP ACK
met hod.

0 P-Chargi ng-Functi on- Addresses: Add a statenent that the
P- Char gi ng- Functi on- Addr esses header field can appear in SIP
responses.

3GPP Use Cases
1. Cenera

The foll owi ng updates are needed in order to inplenment the 3GPP use
cases:

0 P-Access-Network-I1nfo: Add statenent that the P-Access-Network-
Info header field can appear in the SIP ACK net hod when triggered
by a SIP 2xx response.

0 P-Charging-Vector: Add statenment that the P-Charging-Vector header
field can appear in the SIP ACK nethod when triggered by a SIP 2xx
response.

This follow ng sections describe, for individual "P-" header fields,
the 3GPP use cases that are the basis for the updates. The use cases
are based on the procedures defined in [TS. 3GPP. 24. 229].

2. P- Access- Net wor k-1 nfo

The P-Access-Network-Info header field may contain the Network
Provi ded Location Information (NPLI). The NPLI is described in
[ TS. 3GPP. 23. 228] .

A proxy in possession of appropriate information about the access
technol ogy might insert a P-Access-Network-1nfo header field with its
own values. Such values are identified by the string "network-

provi ded" defined in RFC 7315. Based on operator policy and/or
roami ng agreement, the local time of the visited network may be

i ncl uded.

The Call Data Records (CDRs) generated within the IP Miltinmedia
Subsystem (1 M5) have to contain the NPLI in order to guarantee
correct billing. Wen an | M5 session is nodified, the NPLI also
needs to be stored as the location of the user at the tine when the
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session is nodified may generate a charging event. |In case of a
session nodi fication event at I M5, the NPLI needs to be provided:

o0 when the bearer establishnment is triggered, or
0 at session rel ease when the bearer deactivation is triggered, or

0 when the bearer nodification is triggered, e.g., a QS
nmodi fication for the use of a newy negotiated codec.

In sone scenarios, the bearer nodification may be triggered by the
proxy upon reception of a Session Description Protocol (SDP) answer
within SIP 2xx response to the SIP I NVITE request. In such case, the
NPLI needs to be provided within the SIP ACK request. However, RFC
7315 does not allow the usage of the P-Access-Network-Info header
field in SIP ACK request.

Upon reception of the SDP answer within SIP 2xx response on the SIP
I NVI TE request, a proxy may initiate procedures to obtain the NPLI
and may include the P-Access-Network-Info header field with the NPLI
in the SIP ACK request.

The P-Access-Network-1nfo header field shall not be included in SIP
ACK requests triggered by non-2xx responses.

2.3.3. P-Charging-Vector

RFC 7315 defines an Inter Operator ldentifier (10) to enable
different operators involved in a SIP dialog or a transaction outside
a dialog to identify each other by exchangi ng operator identification
informati on wi thin the P-Charging-Vector header field.

In the interconnection scenarios in nulti-operator environnents,
where one or nore transit operators are between the originating and
term nating operator, the identities of the involved transit
operators are represented by a transit-ioi paranmeter of the

P- Char gi ng- Vect or header fi el d.

Transit operators can be sel ected i ndependently for each SIP nethod
and direction of request. A transit network will only have know edge
of an individual SIP request, and transit network selection will be
an i ndependent decision for each request and coul d be nade based on

| oad, cost, percentage, time of day, and other factors. For this
reason, it is necessary that the P-Charging-Vector header field,
which carries the transit 1O information, is included in each SIP
request and response. However, RFC 7315 does not allow the usage of
t he P-Chargi ng-Vector header field in the SIP ACK request.
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A SI P proxy that supports this extension and receives the SIP ACK
request may include a P-Chargi ng-Vector header field in the SIP ACK
request.

The P- Chargi ng-Vector header field shall not be included in SIP ACK
requests triggered by SIP non-2xx responses.

3. Updates to RFC 7315

This section inplenents the update to Section 5.7 of RFC 7315, in
order to inplenent the misalignnment fixes and the 3GPP requirenents
described in Section 2.

ad text:

The P-Associ ated-URI header field can appear in SIP REG STER net hod
and 2xx resonses [sic]. The P-Called-Party-1D header field can
appear in SIP INVITE, OPTIONS, PUBLISH, SUBSCRIBE, and MESSAGE

met hods and all responses. The P-Visited-Network-1D header field can
appear in all SIP nmethods except ACK, BYE, and CANCEL and all
responses. The P-Access-Network-Info header field can appear in al
SI P net hods except ACK and CANCEL. The P-Chargi ng-Vector header
field can appear in all SIP nethods except CANCEL. The

P- Char gi ng- Functi on- Addresses header field can appear in all SIP

met hods except ACK and CANCEL.

New t ext:

The P-Associ ated-URI header field can appear in SIP REG STER 2xx
responses. The P-Called-Party-1D header field can appear in the SIP
I NVI TE, OPTIONS, PUBLISH, REFER, SUBSCRI BE, and MESSAGE net hods. The
P- Vi sit ed- Net wor k-1 D header field can appear in all SIP methods
except ACK, BYE, CANCEL, NOTIFY, PRACK, |NFO and UPDATE. The

P- Access- Network-1nfo header field can appear in all SIP nethods and
non- 100 responses, except in CANCEL net hods, CANCEL responses, and
ACK net hods triggered by non-2xx responses. The P-Chargi ng-Vector
header field can appear in all SIP nethods and non-100 responses,
except in CANCEL nethods, CANCEL responses, and ACK mnethods triggered
by non-2xx responses. The P-Chargi ng-Functi on- Addresses header field
can appear in all SIP nethods and non-100 responses, except in CANCEL
met hods, CANCEL responses, and ACK net hods.
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Security Considerations

The security considerations for these "P-" header fields are defined
in [RFC7315]. This specification allows sone header fields to be
present in nessages where they were previously not allowed, and the
security considerations and assunptions described in [ RFC7315] (e.g.,
regarding only sending information to trusted entities) also apply to
those nessages. In addition, this specification also disallow sone
header fields to be present in nessages where they were previously
all oned. That does not cause any security issues, but inplenmentors
need to be aware that inplenentations may not have been updated
according to this docunent, and take proper actions if a header field
occurs, or does not occur, in a nessage where it should occur (or
occurs in a nmessage where it should not occur). This docunent adds
the ability to include P-Access-Network-Info in ACK requests. As
docunented in [ RFC7315], P-Access-Network-Info may include privacy
sensitive information, including the user’s location. The security
and privacy considerations for P-Access-Network-Info in ACK requests
are simlar to those for the other SIP requests discussed in

[ RFC7315] .
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