I nternet Engi neering Task Force (IETF) B. Niven-Jenkins, Ed.

Request for Comments: 7975 Noki a
Cat egory: Standards Track R van Brandenburg, Ed.
| SSN: 2070-1721 TNO

Cct ober 2016

Request Routing Redirection Interface for
Content Delivery Network (CDN) Interconnection

Abst ract

The Request Routing interface conprises (1) the asynchronous

adverti senent of footprint and capabilities by a downstream Content
Delivery Network (CDN) that allows an upstream CDN to deci de whet her
to redirect particular user requests to that downstream CDN;, and (2)
the synchronous operation of an upstream CDN requesti ng whether a
downstream CDN i s prepared to accept a user request and of a
downstream CDN responding with how to actually redirect the user
request. This docunment describes an interface for the latter part,
i.e., the CDNI Request Routing Redirection interface.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7975.
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1.

I nt roducti on

A Content Delivery Network (CDN) is a systembuilt on an existing IP
network that is used for |arge-scale content delivery, via
prefetching or dynamically caching content on its distributed
surrogates (caching servers). [RFC6707] describes the problem area
of interconnecting CDNs.

The CDNI Request Routing interface outlined in [RFC7336] is conprised
of :

1. The asynchronous advertisenent of footprint and capabilities by a
downstream CDN (dCDN) that allows an upstream CDN (uCDN) to
deci de whether to redirect particul ar user requests to that dCDN

2. The synchronous operation of a uCDN requesting whether a dCDN is
prepared to accept a user request and of a dCDN responding with
how to actually redirect the user request.

Thi s docunent describes an interface for the latter part, i.e., the
CDNI Request Routing Redirection interface (Rl)

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s docunent reuses the term nology defined in [ RFC6707].
The following additional ternms are introduced by this docunent:

Application-Level Redirection: The act of using an application-
specific redirection nmechanismfor the request routing process of
a CDN. The Redirection Target (RT) is the result of a CDN' s
routing decision at the tine it receives a content request via an
application-specific protocol response. Exanples of an
application-level redirection are HTTP 302 Redirection and Rea
Ti me Messagi ng Protocol (RTMP) [RTMP] 302 Redirection

DNS Redirection: The act of using DNS nane resolution for the
request routing process of a CDN. In DNS Redirection, the DNS
nane server of the CDN nakes the routing decision based on a | oca
policy and selects one or nmore Redirection Targets (RTs) and
redirects the User Agent (UA) to the RT(s) by returning the
details of the RT(s) in response to the DNS query request fromthe
User Agent’s DNS resol ver.
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HTTP Redirection: The act of using an HITP redirection response for
the request routing process of a CON. The Redirection Target (RT)
is the result of the routing decision of a CODN at the tine it
receives a content request via HITP. HITP Redirection is a
particul ar case of application-level redirection.

Redirection Target (RT): The endpoint to which the User Agent is
redirected. In CDNI, an RT may point to a nunber of different
components, sone exanples include a surrogate in the same CDN as
the request router, a request router in a dCDN, or a surrogate in
a dCDN.

3. Interface Function and Operation Overvi ew

The main function of the CONI Redirection interface (RI) is to allow
the request routing systens in interconnected CDNs to comrunicate to
facilitate the redirection of User Agent requests between

i nterconnect ed CDNs.

The detailed requirements for the Redirection interface and their
relative priorities are described in Section 5 of [RFC7337].

The User Agent will make a request to a request router in the uCDN
using one of either DNS or HTTP. The R is used between the uCDN and
one or nmore dCDNs. The dCDN s Rl response nmay contain a Redirection
Target with a type that is conpatible with the protocol used between
the User Agent and uCDN request router. The dCDN has control over
the Redirection Target it provides. Depending on the returned

Redi rection Target, the User Agent’'s request may be redirected to:

o The final surrogate, which nay be in the dCDN that returned the R
response to the uCDN or another CDN (if the dCDN del egates the
delivery to another CDN); or

0 A request router (in the dCDN or another CDN), which nmay use a
different redirection protocol (DNS or HTTP) than the one included
in the R request.

The Redirection interface operates between the request routing
systens of a pair of interconnected CDNs. To enable communication
over the Redirection interface, the uCDN needs to know t he UR
(endpoint) in the dCDN to send CDNI request routing queries.

The Redirection interface URI may be statically preconfigured,
dynani cal | y di scovered via the CDNI Control interface, or discovered
via ot her nmeans. However, such di scovery nechanisns are not
specified in this docunent, as they are considered out of the scope
of the Redirection interface specification
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The Redirection interface is only relevant in the case of Recursive
Request Redirection, as Iterative Request Redirection does not invoke
any interaction over the Redirection interface between interconnected
CDNs. Therefore, the scope of this docunent is limted to Recursive
Request Redirection.

In the case of Recursive Request Redirection, in order to perform
redirection of a request received froma User Agent, the uCDN queries
the dCDN so that the dCDN can sel ect and provide a Redirection
Target. In cases where a uCDN has a choice of dCDNs, it is up to the
UCDN to decide (for exanple, via configured policies) which dCDN(s)
to query and in which order to query them A nunber of strategies
are possible, including selecting a preferred dCDN based on | oca
policy, possibly falling back to querying an alternative dCDN(s) if
the first dCDN does not return a Redirection Target or otherw se
rejects the uCDN's Rl request. A nore conplex strategy could be to
query nultiple dCDNs in parallel before selecting one and using the
Redi rection Target provided by that dCDN

The uCDN->User Agent redirection protocols addressed in this docunent
are: DNS redirection and HITP redirection. Oher types of
application-level redirection will not be discussed further in this
docunent. However, the Redirection interface is designed to be
extensi bl e and could be extended to support additional application-

| evel redirection protocols.

For both DNS and HTTP redirection, either HITP or HITPS coul d be used
to connect to the Redirection Target. Wen HITPS is used to connect
to the uCDN, if the uCDN uses DNS redirection to identify the RT to
the User Agent, then the new target domain nane may not match the
domain in the URL dereferenced to reach the uCDN;, wi thout operationa
precautions, and in the absence of DNSSEC, this can make a legitimte
redirection | ook |ike a DNS-based attack to a User Agent and trigger
security warnings. Wen DNS-based redirection with HITPS i s used,
this specification assunmes that any RT can conpl ete the necessary
Transport Layer Security (TLS) handshake with the User Agent. Any
operational nmechanisns this requires, e.g., private key distribution
to surrogates and request routers in dCDNs, are outside the scope of
this docunent.

Thi s docunent al so defines an Rl | oop prevention and detection
mechani sm as part of the Redirection interface.
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4.

HTTP- Based Interface for the Redirection Interface

Thi s docunent defines a sinple interface for the Redirection
interface based on HTTP [ RFC7230], where the attributes of a User
Agent’s requests are encapsul ated along with any other data that can
aid the dCDN in processing the requests. The Rl response

encapsul ates the attributes of the RT(s) that the uCDN should return
to the User Agent (if it decides to utilize the dCDN for delivery)
along with the policy for how the response can be reused. The
exanpl es of Rl requests and responses bel ow do not contain a conplete
set of HITP headers for brevity; only the pertinent HTTP headers are
shown.

The Rl between the uCDN and dCDN uses the same HTTP interface to
encapsul ate the attributes of both DNS and HTTP requests received
fromUser Agents, although the contents of the Rl requests/responses
contain data specific to either DNS or HTTP redirection

Thi s approach has been chosen because it enables CDN operators to
only have to deploy a single interface for the Rl between their CDNs,
regardl ess of the User Agent redirection nethod. |In this way, from
an operational point of view, there is only one interface to nonitor,
manage, devel op troubl eshooting tools for, etc.

In addition, having a single RI where the attributes of the User
Agent’s DNS or HTTP request are encapsul ated along with the other
data required for the dCDN to nake a request routing decision, avoids
having to both 1) try to encapsul ate or proxy DNS/ HTTP/ RTMP/

etc. requests and 2) find ways to sonehow enbed the additi onal CDN
Request Routing Redirection interface properties/data within those
end- user DNS/ HTTP/ RTMP/ etc. requests.

Finally, the Rl is easily extendable to support other User Agent
request redirection nethods (e.g., RTMP 302 redirection) by defining
addi tional protocol-specific keys for Rl requests and responses al ong
with a specification about how to process them
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The generic Recursive Request Redirection nmessage fl ow between
Request Routing systens in a pair of interconnected CDNs is as
fol | ows:

User Agent CDN B RR CDN A RR
| UA Request (DNS or HTTP) | |
| 2ommrnre s s
| | HTTP POST to CDN B's Rl |
| | URI encapsul ati ng UA |
| | request attributes |
| | <emmrnne e @
| | HTTP Response with body |
| | containing RT attributes |
| | of the protocol-specific |
| | response to return to UA |
I |---mmmmmm e > (3)
I I
I I
|
I

Figure 1. Generic Recursive Request Redirection Message Fl ow

1. The User Agent sends its (DNS or HITP) request to CDN A The
Request Routing System of CDN A processes the request and,
through | ocal policy, recognizes that the request is best served
by another CDN, specifically CDN B (or that CDN B nmay be one of a
nunber of candidate dCDNs it could use).

2. The Request Routing System of CDN A sends an HITP POST to CDN B' s
Rl URI containing the attributes of the User Agent’s request.

3. The Request Routing System of CDN B processes the Rl request and,
assuning the request is well-forned, responds with an HTTP "200"
response with a nmessage body containing the RT(s) to return to
the User Agent as well as parameters that indicate the properties
of the response (cacheability and scope).

4. The Request Routing System of CDN A sends a protocol-specific
response (containing the returned attributes) to the User Agent,
so that the User Agent’s request will be redirected to the RT(S)
returned by CDN B.
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4.1. Information Passed in Rl Requests and Responses

The information passed in R requests splits into two basic
cat egori es:

1. The attributes of the User Agent’s request to the uCDN

2. Properties/paranmeters that the uCDN can use to control the dCDN s
response or that can help the dCDN nake its decision

General |y, dCDNs can provide better routing decisions given

addi tional information about the content request, e.g., the URl of
the requested content or the User Agent’s | P address or subnet. The
information required to base a routing decision on can be highly
dependent on the type of content delivered. A uCDN SHOULD only
include information that is absolutely necessary for delivering that
type of content. Cookies in particular are especially sensitive from
a security/privacy point of view and in general SHOULD NOT be
conveyed in the RI Requests to the dCDN. The information necessary
to be conveyed for a particular type of request is expected to be
conveyed out of band between the uCDN and dCDN. See Section 5.2 for
nore detail on the privacy aspects of using RI Requests to convey

i nformati on about UA requests.

In order for the dCDN to determine whether it is capable of
delivering any requested content, it requires CDNl netadata rel ated
to the content the User Agent is requesting. That metadata will
describe the content and any policies associated with it. It is
expected that the RI request contains sufficient information for the
Request Router in the dCDN to be able to retrieve the required CDN
Met adata via the CDNI Metadata interface.

The information passed in Rl responses splits into two basic
cat egori es:

1. The attributes of the RT to return to the User Agent in the DNS
response or HITP response.

2. Parameters/policies that indicate the properties of the response,
such as, whether it is cacheable, the scope of the response, etc.

In addition to details about how to redirect the User Agent, the dCDN
may wish to return additional policy information to the uCDN. For
exanple, the dCDN may wish to return a policy that expresses "this
response can be reused without requiring an Rl request for 60 seconds
provided the User Agent’'s |IP address is in the range 198.51.100.0 --
198. 51. 100. 255".
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These additional policies split into two basic categories:

(o]

Cacheability information signaled via the HITP response headers of
the RI response (to reduce the nunber of subsequent Rl requests
the uCDN needs to nake).

The scope of a cacheabl e response signaled in the HTTP response
body of the Rl response, for exanple, whether the response applies
to a wider range of |P addresses than what was included in the R
request.

The cacheability of the response is indicated using the standard HTTP
Cache- Control nechani sns.

4. 2.

JSON Encodi ng of RI Requests and Responses

The body of RI requests and responses is a JSON object [RFC7159] that
contains a dictionary of key:value pairs that MJST conformto

[ RFC7493]. Senders MJST encode all (top-level object and sub-object)
keys specified in this document in | owercase. Receivers MJST ignore
any keys that are unknown or invalid.
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The followi ng table defines the top-level keys and indicates whether
they are applicable to R requests, R responses, or both:

The attributes of the UA's DNS
request or the attributes of the
RT(s) to return in a DNS response.
Bot h The attributes of the UA's HITP
request or the attributes of the RT
to return in an HTTP response.
scope Response The scope of the response (if it is
cacheabl e). For exanpl e, whether
the response applies to a wi der
range of | P addresses than what was
included in the RI request.

error

Response Additional details if the response

I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
| is an error response. |
I I
cdn-path Bot h | A List of Strings. Contains a list |
| of the CDN Provider |IDs of previous

| CDNs that have participated in the

| request routing for the associated |
| User Agent request. On Rl requests,
| it contains the |list of previous |
| CDNs that this R request has |
| passed through. On Rl responses, it |
| contains the list of CDNs that were |
| involved in obtaining the final |
| redirection included in the Rl |
| response. See Section 4. 8. |
I I
max- hops Request | I'nteger specifying the maxi num |
| nurmber of hops (CDN Provider |Ds)
| this request is allowed to be |
| propagated along. This allows the |
| uCDN to coarsely constrain the |
| latency of the request routing |
| chain. |

Table 1. Top-Level Keys in Rl Requests/Responses
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A single request or response MUST contain only one of the dns or http
keys. Requests MJST contain a cdn-path key and responses MAY contain

a cdn-path key. If the max-hops key is not present, then there is no
limt on the nunber of CDN hops that the Rl request can be propagated
along. If the first uCDN does not wish the RI request to be

propagat ed beyond the dCDN it is naking the request to, then the uCDN
MUST set max-hops to 1.

The cdn-path MAY be reflected back in R responses, although doing so
coul d expose information to the uCDN that a dCDN may not w sh to
expose (for exanple, the existence of business relationships between
a dCDN and ot her CDNs).

If the cdn-path is reflected back in the Rl response, it MJST contain
the val ue of cdn-path received in the associated RI request with the
final dCDN s CDN Provider |ID appended. Transit CDNs MAY renove the
cdn-path from Rl responses but MJST NOT nodify the cdn-path in other
ways.

The presence of an error key within a response that al so contains
either a dns or http key does not automatically indicate that the R
request was unsuccessful as the error key MAY be used for

conmuni cating additional (e.g., debugging) information. Wen a
response contains an error key as well as either a dns or http key,
the error-code SHOULD be 1xx (e.g., 100). See Section 4.7 for nore
details about encoding error information in Rl responses.

Al'l inplementations that support |Pv4 addresses MJST support the
encodi ng specified by the 'I Pvdaddress’ rule in Section 3.2.2 of

[ RFC3986]. Likewi se, inplenmentations that support |Pv6 addresses
MUST support all 1Pv6 address formats specified in [ RFC4291]. Server
i npl ement ati ons SHOULD use | Pv6 address formats specified in

[ RFC5952] .

4.3. MM Media Types Used by the Rl Interface
Rl requests MJST use a M ME nedia type of application/cdni as
specified in [RFC7736], with the Payl oad Type (ptype) paraneter set
to 'redirection-request’.
Rl responses MUST use a M ME nedia type of application/cdni as

specified in [RFC7736], with the Payl oad Type (ptype) paraneter set
to 'redirection-response’
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4.4. DNS Redirection
The foll owi ng sections provide detail ed descriptions of the
informati on that should be passed in Rl requests and responses for
DNS redirection.

4.4.1. DNS Redirection Requests

For DNS-based redirection, the uCDN needs to pass the foll ow ng
information to the dCDN in the Rl request:

0 The I P address of the DNS resolver that nade the DNS request to
t he uCDN.

o The type of DNS query made (usually either A or AAAA).
o0 The class of DNS query nmade (usually IN).

o The fully qualified domain nane for which DNS redirection is being
request ed.

o0 The I P address or prefix of the User Agent (if known to the uCDN).
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The preceding information is encoded as a set of key:value pairs

within the dns dictionary as foll ows:

The | P address of the UA s
DNS resol ver.

resolver-ip

The type of DNS query nade by
the UA's DNS resolvers in
uppercase. The value of this
field SHALL be set to either
A or T AAAA

qtype

gcl ass String Yes The class of DNS query nade

I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
| in uppercase (IN, etc.). |
I I
gnane String Yes | The fully qualified domain |
| name being queri ed. |
| |
c- subnet String | The I P address (or prefix) of
| the UAin Cassless Inter- |
| Dormain Routing (CIDR) format. |
I I
dns-only Bool ean | I'f True, then dCDN MJST only |
| use DNS redirection and MJST
| include RTs to one or nore |
| surrogates in any successful
| Rl response. CDNs MJST |
| include the dns-only property |
| set to True on any cascaded
| Rl requests. Defaults to |
I I

Fal se.

Table 2

An Rl request for DNS-based redirection MIST include a dns
dictionary. This dns dictionary MIST contain the follow ng keys:
resol ver-ip, qtype, qclass, and gnane; the val ue of each MJST be the
val ue of the appropriate part of the User Agent’s DNS query/request.
For internationalized domain nanes contai ning non-ASClI | characters,
the value of the gnane field MIUST be the ASClI-conpati bl e encoded
(ACE) representation (A-label) of the domain name [ RFC5890].
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An example Rl request (uCDN->dCDN) for DNS-based redirection is as
fol | ows:

POST /dcdn/ri HTTP/ 1.1

Host: rr 1. dcdn. exanpl e. net

Cont ent - Type: application/cdni; ptype=redirection-request
Accept: application/cdni; ptype=redirection-response

{

"dns" : {
"resolver-ip" : "192.0.2.1",
"c-subnet" : "198.51.100.0/ 24",
"qtype" @ "A",
"qclass" @ "IN',
"gnane” : "www. exanpl e. cont

}

",dn—path": ["AS64496: 0"],
"max- hops": 3

}

4.4.2. DNS Redirection Responses

For a successful DNS-based redirection, the dCDN needs to return one
of the following to the uCDN in the R response

o0 The I P address(es) of (or the CNAME of) RTs that are dCDN
surrogates (if the dCDN is perfornm ng DNS-based redirection
directly to a surrogate); or

0 The I P address(es) of (or the CNAME of) RTs that are Request
Routers (if the dCDN will performrequest redirection itself). A
dCDN MUST NOT return an RT that is a Request Router if the dns-
only key is set to True in the R request.
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The preceding information is encoded as a set of key:value pairs
within the dns dictionary as foll ows:

AR, S S o e e e e e e e e e e e e oo oo +
| Key | Val ue | Mandatory | Description |
Fomm o - Fom e oo Fom e oo S +
rcode | | nteger Yes DNS response code (see
[ RFC6895] ).
nane String Yes The fully qualified donmain nane

the response rel ates to.

I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
| a | List of | No | Set of |Pv4 Addresses of RT(S).

e |
| aaaa | List of | No | Set of IPv6 Addresses of RT(S). |
e | |
| cnane | List of | No | Set of fully qualified domain |
| | String | | names of RT(S). |
| | | | |
| ttl | Integer | No | TTL in seconds of DNS response.

| | | | Default is O. |
Fomm o - Fom e oo Fom e oo S +

Table 3

A successful Rl response for DNS-based redirection MJST include a dns
dictionary and MAY include an error dictionary (see Section 4.7). An
unsuccessful Rl response for DNS-based redirecti on MIUST include an
error dictionary. |If a dns dictionary is included in the R

response, it MJST include the rcode and name keys and it MJST i ncl ude
at |l east one of the follow ng keys: a, aaaa, or cnane. The dns
dictionary MAY include both a and aaaa keys. |If the dns dictionary
contains a cnane key, it MJUST NOT contain either an a or aaaa key.

For internationalized domai n nanes contai ni ng non-ASClI | characters,
the value of the cname field MIST be the ACE representati on (A-1abel)
of the donmai n nane.
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An exanpl e of a successful Rl response (dCDN->uCDN) for DNS-based
redirection with both a and aaaa keys is |listed bel ow

HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GV
Cont ent - Type: application/cdni; ptype=redirection-response

"dns" : {
"rcode" : 0,
"name" : "www. exanpl e. cont',

"a" : ["203.0.113.200", "203.0.113.201", "203.0.113.202"],
"aaaa" : ["2001:DB8::C8", "2001:DB8::C9"],
"ttl" : 60
}
}

A further exanple of a successful Rl response (dCDN->uCDN) for DNS-
based redirection is listed below, in this case with a cnane key
contai ning the FQDN of the RT.

HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GV
Cont ent - Type: application/cdni; ptype=redirection-response

"dns" : {
"rcode" : 0,
"nanme" : "www. exanpl e. cont',
"cnane" : ["rrl.dcdn.exanple"],
"ttt o 20

}
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4.5.

4.5.

Ni v

HTTP Redirection

The foll owi ng sections provide detail ed descriptions of the
informati on that should be passed in Rl requests and responses for
HTTP redirection.

The dictionary keys used in HITP Redirection requests and responses
use the follow ng conventions for their prefixes:

0 c- is prefixed to keys for information related to the Client (User
Agent) .

0 cs- is prefixed to keys for information passed by the Cient (User
Agent) to the Server (uCDN).

0 sc- is prefixed to keys for information to be passed by the Server
(uCDN) to the dient (User Agent).

1. HTTP Redirection Requests

For HTTP-based redirection, the uCDN needs to pass the foll ow ng
information to the dCDN in the Rl request:

0 The I P address of the User Agent.

o0 The URI requested by the User Agent.

o The HITP met hod requested by the User Agent.

o The HTTP version nunber requested by the User Agent.

The uCDN nmay al so decide to pass the presence and val ue of particul ar
HTTP headers included in the User Agent request to the dCDN
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The preceding information is encoded as a set of key:value pairs
within the http dictionary as foll ows:

The | P address of the
UA.

The Effective Request
URI [ RFC7230] requested
by the UA

cs- et hod Yes The nethod part of the
request-line as defined
in Section 3.1.1 of

[ RFC7230] .

the request-line as
defined in Section 3.1.1
of [RFC7230].

The field-value of the
HTTP header field naned
<Header Nane> as a
string, for example,
cs-(cookie) would
contain the value of the
HTTP Cooki e header from
the UA request.

cs- (<header nane>)

I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
| cs-version | String | Yes | The HTTP-version part of

I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I

Tabl e 4

An Rl request for HTTP-based redirection MJST include an http

dictionary. This http dictionary MJST contain the follow ng keys:
c-ip, cs-nethod, cs-version, and cs-uri; the value of each MJST be
the value of the appropriate part of the User Agent’s HITP request.

The http dictionary of an Rl request MJST contain a maxi num of one
cs- (<headernanme>) key for each uni que header field-name (HTTP header
field). <headername> MJST be identical to the equival ent HTTP header
field-nane encoded in all |owercase
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In the case where the User Agent request includes nultiple HTTP
header fields with the same field-nane, it is RECOMVENDED t hat the
UCDN conbi ne these different HITP headers into a single val ue
according to Section 3.2.2 of [RFC7230]. However, because of the
plurality of already defined HTTP header fields and the inconsistency
of sonme of these header fields concerning the conbination mechani sm
defined in RFC 7230, the uCDN MAY have to deviate fromusing the
combi nati on mechani sm where appropriate. For exanple, it mght only
send the contents of the first occurrence of the HITP Headers

i nst ead.

An exanmple Rl request (uCDN->dCDN) for HTTP-based redirection is as
fol |l ows:

POST /dcdn/rrri HITP/ 1.1

Host: rrl. dcdn. exanpl e. net

Cont ent - Type: application/cdni; ptype=redirection-request
Accept: application/cdni; ptype=redirection-response

{

"http":
"c-ip": "198.51.100.1",
"cs-uri": "http://ww. exanpl e. coni,

"cs-version": "HITP/1.1",
"cs-net hod": "GET"

} i)
"cdn-path": ["AS64496:0"],
"max- hops": 3

}
4.5.2. HTTP Redirection Responses

For a successful HTTP-based redirection, the dCDN needs to return one
of the following to the uCDN in the Rl response

0 A UR pointing to an RT that is the selected dCDN surrogate(s) (if
the dCDN is perform ng HTTP-based redirection directly to a
surrogate); or

o0 A URl pointing to an RT that is a Request Router (if the dCDN will
performrequest redirection itself).
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The preceding information is encoded as a set of key:value pairs
within the http dictionary as foll ows:

sc-status

sc-version

SC-reason

CS-uri

sc-(locati

Ni ven- Jenki ns,

on)

sc- (<header nane>)

et al.

String

String

String

String

String

Yes

Yes

Yes

Yes

Table 5

St andards Track

The status-code part of
the status-line as
defined in Section
3.1.2 of [RFC7230] to
return to the UA
(usually set to 302).

The HTTP-version part
of the status-line as
defined in Section
3.1.2 of [RFC7230] to
return to the UA

The reason-phrase part
of the status-line as
defined in Section
3.1.2 of [RFC7230] to
return to the UA

The URI requested by
the UA/client.

The contents of the
Locati on header to
return to the UA (i.e.,
a URI pointing to the
RT(s)).

The field-value of the
HTTP header field nanmed
<Header Name> to return
to the UA. For exanpl e,
sc- (expires) woul d
contain the val ue of
the HTTP Expires
header .
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Note: The sc-(location) key in the preceding table is an exanpl e of
sc- (<headernanme>) that has been called out separately as its presence
is mandatory in Rl responses.

A successful Rl response for HITP-based redirecti on MJST include an
http dictionary and MAY include an error dictionary (see

Section 4.7). An unsuccessful Rl response for HITP-based redirection
MUST include an error dictionary. |If an http dictionary is included
in the Rl response, it MJST include at |east the follow ng keys:
sc-status, sc-version, sc-reason, cs-uri, and sc-(location).

The http dictionary of an Rl response MJST contain a maxi mum of one
sc- (<header nanme>) key for each uni que header fiel d-nane (HTTP header
field). <headername> MJST be identical to the equival ent HTTP header
field-nane encoded in all |owercase

The uCDN MAY decide to not return, override, or alter any or all of
the HTTP headers defined by sc-(<headernane>) keys before sending the
HTTP response to the UA. |t should be noted that in sone cases,
sendi ng the HTTP Headers indicated by the dCDN transparently on to
the UA might result in, for the uCDN, undesired behavior. As an
exanpl e, the dCDN m ght include sc-(cache-control),
sc-(last-nodified), and sc-(expires) keys in the http dictionary,

t hrough which the dCDN may try to influence the cacheability of the
response by the UA. |If the uCDN woul d pass these HTTP headers on to
the UA, this could nean that further requests fromthe uCDN woul d go
directly to the dCDN, bypassing the uCDN and any | ogging it may
performon incom ng requests. Therefore, the uCDN is recomended to
carefully consider which HTTP headers to pass on, and which to either
override or not pass on at all

An exanpl e of a successful Rl response (dCDN->uCDN) for HITP-based
redirection is a foll ows:

HTTP/ 1.1 200 K
Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/cdni; ptype=redirection-response

"http": {
"sc-status": 302,
"sc-version": "HITP/1.1",
"sc-reason": "Found",
"cs-uri": "http://ww. exanpl e. cont
"sc-(location)":
"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',
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4.6. Cacheability and Scope of Responses

Rl responses may be cacheable. As long as a cached Rl response is
not stale according to standard HTTP Cache-Control or other

appl i cabl e nechanisns, it may be reused by the uCDN in response to
User Agent requests without sending another Rl request to the dCDN

An Rl response MUST NOT be reused unless the request fromthe User

Agent woul d generate an identical R request to the dCDN as the one
that resulted in the cached Rl response (except for the c-ip field

provided that the User Agent’s c-ip is covered by the scope in the

original Rl response, as el aborated upon bel ow).

Additionally, although RI requests only encode a single User Agent
request to be redirected, there may be cases where a dCDN wi shes to
indicate to the uCDN that the Rl response can be reused for other
User Agent requests without the uCDN having to nake anot her request
via the RI. For exanple, a dCDN rmay know that it will always sel ect
the sane surrogates for a given set of User Agent |IP addresses and in
order to reduce request volume across the RI or to renove the
additional |atency associated with an RI request, the dCDN may wi sh
to indicate that set of User Agent |P addresses to the uCDN in the
initial RI response. This is achieved by including an optional scope
dictionary in the R response.

Scope is encoded as a set of key:value pairs within the scope
dictionary as foll ows:

S T Fom e o m e e e e e e e e eeee e +
| Key | Value | Mandatory | Description |
S R R o m m e e e e e e e e ee oo +
| iprange | List | No | A List of IP subnets in ClDR |
| | of | | notation that this Rl response can |
| | String | | be reused for, provided the Rl |
| | | | response is still considered |
| | | | fresh. |
S R R o m m e e e e e e e e ee oo +
Table 6

If a uCDN has nultiple cached responses with overl appi ng scopes and a
UA request cones in for which the User Agent’s |IP matches with the IP
subnets in multiple of these cached responses, the uCDN SHOULD use
the nmost recent cached response when determ ning the appropriate R
response to use.
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The following is an example of a DNS redirection response from

Section 4.4.2 that

is cacheable by the uCDN for 30 seconds and can be

returned to any User Agent with an I Pv4 address in 198.51.100. 0/ 24.

HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/cdni; ptype=redirection-response
Cache-Control : public, nax-age=30

{

"dns" : {
"rcode" : 0,
"name" : "www. exanpl e. cont',

}

a" : ["203.0.113.200", "203.0.113.201"],
"aaaa" : ["2001:DB8::C8", "2001:DB8::C9"],
“ttl" : 60

"scope" : {

}
}

The following is an exanple of an HTTP redirection response from

Section 4.5.2 that

is cacheable by the uCDN for 60 seconds and can be

returned to any User Agent with an | Pv4 address in 198.51.100. 0/ 24.

Not e:

the uCDN can cache the R response for 60 seconds.

HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI
Cont ent - Type: application/cdni; ptype=redirection-response
Cache-Control : public, nax-age=60

"http": {

"sc-status": 302,

"cs-uri": "http://ww. exanpl e. cont

"sc-(location)":
"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',

"sc-(cache-control)" : "public, nax-age=30"
}
"scope" : {
"iprange" : ["198.51.100.0/24"]
}
Ni ven-Jenkins, et al. St andards Track
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4.7. FError Responses

From a uCDN perspective, there are two types of errors that can be
the result of the transm ssion of an Rl request to a dCDN

1. An HTTP protocol error signaled via an HTTP status code,
indicating a problemwith the reception or parsing of the R
request or the generation of the R response by the dCDN, and

2. An Ri-level error specified in an R response nessage.

This section deals with the latter type. The former type is outside
the scope of this docunent.

There are nunerous reasons for a dCDN to be unable to return an
affirmative Rl response to a uCDN. Reasons nmay include both dCDN
internal issues such as capacity problens, as well as reasons outside
the influence of the dCDN, such as a nalfornmed Rl request. To aid
wi t h di agnosi ng the cause of errors, Rl responses SHOULD i ncl ude an
error dictionary to provide additional information to the uCDN as to
the reason/cause of the error. The intention behind the error
dictionary is to aid with either manual or autonatic diagnosis of

i ssues. The resolution of such issues is outside the scope of this
docunent; this docunent does not specify any consequent actions a
UCDN shoul d take upon receiving a particul ar error-code.

Error information (if present) is encoded as a set of key:value pairs
within a JSON-encoded error dictionary as foll ows:

Fom e e o - S Fom e oo o m e e e e e e i e e ee oo +
| Key | Val ue | Mandatory | Description |
Fomm e oo - B N o m e e e e e e e e e +
| error-code | Integer | Yes | Athree-digit nuneric code |
| | | | defined by the server to |
| | | | indicate the error(s) that |
| | | | occurred. |
I I I I I
| reason | String | No | A string providing further

| | | | information related to the |
| | | | error. |
Fom ek S Fom e o m e e e e e e e e eea oo +

Table 7
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The first digit of the error-code defines the class of error. There
are 5 classes of errors distinguished by the first digit of the
error-code:

1xx: Informational (no error): The response shoul d not be
considered an error by the uCDN, which nmay proceed by redirecting
the UA according to the values in the Rl response. The error-code
and acconpanyi ng description may be used for informationa

pur poses, e.g., for |ogging.

2xx: Reserved.
3xx: Reserved.

4xx: UuCDN error: The dCDN cannot or will not process the request
due to sonething that is perceived to be a uCDN error, for
exanple, the R request could not be parsed successfully by the
dCDN. The last two-digits nmay be used to nore specifically

i ndi cate the source of the probl em

5xx: dCDN error: Indicates that the dCDN is aware that it has
erred or is incapable of satisfying the RI request for sone
reason, for exanple, the dCDN was able to parse the Rl request but
encountered an error for sone reason. Exanples include the dCDN
not being able to retrieve the associated netadata or the dCDN
bei ng out of capacity.

The followi ng error-codes are defined and mai ntai ned by | ANA (see
Section 6).

Error-codes with a "Reason" of "<reason>" do not have a defined val ue
for their 'reason’ -key. Depending on the error-code senmantics, the
value of this field may be determ ned dynam cally.

Ceneric informati onal error-code nmeant for
carrying a human-readabl e string

<r eason>
(see
Descri ption)

I I I
| | |
I I I
I I I
| <reason> | Generic error-code for uCDN errors where |
| (see | the dCDN cannot or will not process the |
| Description) | request due to sonething that is perceived

| | to be a uCDN error. The reason field may

| | be used to provide nore details about the

| | source of the error. |
I I I
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| 500 | <reason> | Generic error-code for dCDN errors where |
| | (see | the dCDN is aware that it has erred or is |
| | Description) | incapable of satisfying the RI request for |
| | | sone reason. The reason field may be used

| | | to provide nore details about the source of |
| | | the error. |
I I I I
| 501 | Unable to | The dCDN is unable to retrieve the netadata

| | retrieve | associated with the content requested by |
| | netadata | the UA. This may indicate a configuration |
| | | error or that the content requested by the |
| | | UA does not exist. |
I I I I
| 502 | Loop | The dCDN detected a redirection |oop (see |
| | detected | Section 4.8). |
I I I I
| 503 | Maxi num hops | The dCDN detected the maxi num nunber of |
| | exceeded | redirection hops exceedi ng nmax-hops (see |
| | | Section 4.8). |
I I I I
| 504 | Qut of | The dCDN does not currently have sufficient

| | capacity | capacity to handle the UA request. |
I I I I
| 505 | Delivery | The dCDN does not support the (set of) |
| | protocol not | delivery protocols indicated in the CDN |
| | supported | Metadata of the content requested by the |
L - |
| 506 | Redirection | The dCDN does not support the requested |
| | protocol not | redirection protocol. This error-code is |
| | supported | also used when the Rl request has the dns- |
| | | only flag set to True and the dCDN i s not |
| | | supported or is not prepared to return an |
| | | RT of a surrogate directly. |
Femmm o - oo s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +

Table 8
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The following is an exanmpl e of an unsuccessful Rl response
(dCDN->uCDN) for a DNS-based User Agent request:

HTTP/ 1.1 500 Internal Server Error

Date: Mon, 06 Aug 2012 18:41:38 GV

Cont ent - Type: application/cdni; ptype=redirection-response
Cache-Control : private, no-cache

"error" : {

“error-code" : 504,

"description" : "Qut of capacity"
}

}

The following is an exanple of a successful R response (dCDN- >uCDN)
for an HTTP-based User Agent request containing an error dictionary
for informational purposes:

HTTP/ 1.1 200 K

Date: Mon, 06 Aug 2012 18:41:38 GMI

Cont ent - Type: application/cdni; ptype=redirection-response
Cache-Control : private, no-cache

"http": {

"sc-status": 302,

"sc-version": "HITP/1.1",

"sc-reason": "Found",

"cs-uri": "http://ww. exanpl e. cont

"sc-(location)":
"http://surl.dcdn. exanpl e/ ucdn/ exanpl e. cont',

}
"error" : {
"“error-code" : 100,
"description"
"This is a human-readabl e message nmeant for debuggi ng purposes”
}
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4.8. Loop Detection and Prevention

In order to prevent and detect Rl request |oops, each CDN MJST insert
its CDN Provider IDinto the cdn-path key of every R request it

origi nates or cascades. Wen receiving R requests, a dCDN MJST
check the cdn-path and reject any Rl requests that already contain
the dCDN' s Provider IDin the cdn-path. Transit CDNs MJST NOT
propagate to any downstream CDNs if the number of CDN Provider IDs in
cdn-path (before adding its own Provider ID) is equal to or greater

t han max- hops.

The CDN Provider ID uniquely identifies each CDN Provi der during the
course of request routing redirection. It consists of the characters
AS foll owed by the CDN Provider’s AS number, then a colon (':') and
an additional qualifier that is used to guarantee uni queness in case
a particular AS has nultiple independent CDNs depl oyed; for exanple,
" AS64496: 0".

If a dCDN receives an Rl request whose cdn-path already contains that
dCDN' s Provider ID, the dCDN MJUST send an Rl error response that
SHOULD i ncl ude an error-code of 502

If a dCDN receives an Rl request where the nunber of CDN Provider |Ds
in cdn-path is greater than max-hops, the dCDN MJUST send an Rl error
response that SHOULD include an error-code of 503.

It should be noted that the | oop detection and prevention nechani sns
descri bed above only cover preventing and detecting | ocops within the
Rl itself. Besides loops within the Rl itself, there is also the
possibility of loops in the data plane; for exanple, if the IP
address(es) or URI(s) returned in Rl responses do not resolve
directly to a surrogate in the final dCDN, there is the possibility
that a User Agent may be continuously redirected through a | oop of
CDNs. The specification of solutions to address data-pl ane request
redirection | oops between CDNs is outside of the scope of this
docunent .
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5

5

Security Considerations

I nformati on passed over the Rl could be considered personal or
sensitive, for exanple, Rl requests contain parts of a User Agent’'s
original request and R responses reveal information about the dCDN s
policy for which surrogates shoul d serve which content/user

| ocati ons.

The Rl interface also provides a mechani sm whereby a uCDN coul d probe
a dCDN and infer the dCDN s edge topol ogy by nmaking repeated R
requests for different content and/or UA | P addresses and correl ating
the responses fromthe dCDN. Additionally, the ability for a dCDN to
indicate that an Rl response applies nore widely than the origina
request (via the scope dictionary) may significantly reduce the
nunber of Rl requests required to probe and infer the dCDN s edge

t opol ogy.

The sane information could be obtained in the absence of the R
interface, but it could be nore difficult to gather as it would
require a distributed set of machines with a range of different IP
addresses, each making requests directly to the dCDN. However, the
Rl facilitates easier collection of such information as it enables a
single client to query the dCDN for a redirection/surrogate sel ection
on behal f of any UA | P address.

1. Authentication, Authorization, Confidentiality, and Integrity
Protection

An inplenentation of the CONl Redirection interface MJST support TLS
transport as per [RFC2818] and [RFC7230]. The use of TLS for
transport of the CDNI Redirection interface nmessages all ows the dCDN
and uCDN to authenticate each other. Once they have nutually

aut henti cated each other, it allows:

o0 The dCDN and uCDN to authorize each other (to ensure they are
transmtting/receiving CONI Redirection nessages to/from an
aut hori zed CDN);

0 CDNl Redirection interface nessages to be transmtted with
confidentiality; and

0 The integrity of the CONl Redirection interface nmessages to be
protected during the exchange.
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In an environment where any such protection is required, mutually

aut henti cated encrypted transport MJST be used to ensure
confidentiality of the redirection information; to do so, TLS MJST be
used (including authentication of the renpte end) by the server side
(dCDN) and the client side (uCDN) of the CDNI Redirection interface.

When TLS is used, the general TLS usage guidance in [ RFC7525] MJST be
fol | oned.

5.2. Privacy

I nformati on passed over the RI ought to be considered personal and
sensitive. |In particular, parts of a User Agent’s original request,
most notably the UA's | P address and requested URI, are transmtted
over the Rl to the dCDN. The use of nutually authenticated TLS, as
described in the previous section, prevents any other party than the
aut hori zed dCDN from gai ning access to this information.

Regar dl ess of whether the uCDN and dCDN use the R, a successfu
redirect froma uCDN to a dCDN wi Il nmke that dCDN aware of the UA' s
| P address. As such, the fact that this information is transmtted
across the Rl does not allow the dCDN to | earn new i nformati on. On
the other hand, if a uCDN uses the RI to check with nmultiple

candi date dCDNs, those candi dates that do not end up getting
redirected to do obtain information regardi ng end-user |P addresses
and requested URIs that they would not have if the RI not been used.

While it is technically possible to mask some information in the R
Request, such as the last bits of the UAIP address, it is inportant
to note that this will reduce the effectiveness of the Rl in certain
cases. CDN depl oynents need to strike a bal ance between end-user
privacy and the features inpacted by such masking. This balance is
likely to vary fromone depl oynent to another. As an exanple, when
the UA and its DNS resolver is behind a Carrier-grade NAT, and the R
is used to find an appropriate delivery node behind the same NAT, the
full I'P address m ght be necessary. Another potential issue when
using | P anonymization is that it is no |onger possible to correlate
an R Request with a subsequent UA request.
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6. | ANA Consi derations
6.1. CDN Payl oad Type Paraneter Registrations
| ANA has registered the following two new Payl oad Types in the

"Content Delivery Network |Interconnection (CDNI) Paraneters" registry
for use with the application/cdni MM nedia type.

T T +
| Payl oad Type | Specification |
Fom e Fom e +
| redirection-request | RFC 7975 |
I I
| redirection-response | RFC 7975 |
T T +
Tabl e 9

6.1.1. CDNI Rl Redirection Request Payl oad Type

Pur pose: The purpose of this payload type is to distinguish Rl
request nessages.

Interface: R
Encodi ng: See Section 4.4.1 and Section 4.5.1
6.1.2. CDNI Rl Redirection Response Payl oad Type

Pur pose: The purpose of this payload type is to distinguish Rl
response messages.

Interface: R
Encodi ng: See Section 4.4.2 and Section 4.5.2

6.2. R Error Response Registry
| ANA has created a new "CDNl Rl Error response code" subregistry
within the "Content Delivery Network Interconnection (CDN)
Par aneters" registry. The "CDNI Rl Error response code" nanespace
defines the valid values for the error-code key in Rl error
responses. The CDNI Rl Error response code MJST be a three-digit
i nt eger.

Additions to the "Rl Error response registry" will be nmade via
"Specification Required" as defined in [ RFC5226].
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The Designated Expert will verify that new error-code registrations
do not duplicate existing error-code definitions (in name or
functionality), ensure that the new error-code is in accordance wth
the error classes defined in Section 4.7 of this docunent, prevent
gratuitous additions to the nanespace, and prevent any additions to
t he namespace that would inpair the interoperability of CDN

i mpl emrent ati ons.

New regi strations are required to provide the follow ng information:

Code: A three-digit nuneric error-code, in accordance with the
error classes defined in Section 4.7 of this docunent.

Reason: A string that provides further information related to the
error that will be included in the JSON error dictionary with the
"reason’ -key. Depending on the error-code semantics, the value of
this field nay be determned dynamically. |In that case, the
registration should set this value to '<reason> and define its
semantics in the description field.

Description: A brief description of the error-code semantics.

Speci fication: Reference to the specification that defines the
error-code in nore detail.

The entries in Table 8 are registered by this docunent, with the
val ue of the ’Specification’ field set to RFC 7975 (this docunent).
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