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Abst ract

Thi s specification specifies requirements for providing D aneter
security at the level of individual Attribute-Value Pairs (AVPS).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7966
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1. Introduction

The Di ameter base protocol specification [2] defines security
protection between nei ghboring D aneter peers. Dianeter nandates
that peer connections nmust be protected by Transport Layer Security
(TLS) [6] for TCP, by Datagram TLS (DTLS) [7] for the Stream Control
Transm ssion Protocol (SCTP), or by security nechanisns that are

i ndependent of Diameter (such as IPsec [5]). These security
protocols offer a wide range of security properties, including entity
aut hentication, data-origin authentication, integrity protection,
confidentiality protection, and replay protection. They al so support
a | arge nunber of cryptographic algorithns, algorithmnegotiation,

and different types of credentials. It should be understood that
TLS/ DTLS/ I Psec in the D aneter context does not provide end-to-end
security unless the D ameter nodes are direct peers, i.e.,

nei ghbori ng D aneter nodes. The current Dianeter security is
realized hop by hop.

The need to al so offer additional security protection of AVPs between
non- nei ghbori ng Di ameter nodes was recogni zed very early in the work

on Dianeter. This led to work on Di aneter security using the

Crypt ographi ¢ Message Syntax (CMS) [3]. However, due to the lack of

depl oynent interest at that tine (and the conplexity of the devel oped
solution), the specification was never conpl eted.

In the meanwhil e, Di aneter had received a | ot of deploynent interest
fromthe cellular operator community, and because of the

sophi stication of those deploynents, the need for protecting D aneter
AVPs between non-nei ghbori ng nodes resurfaced. Since the early 2000s
(when the work on [3] was discontinued), the Internet conmunity has
seen advances in cryptographic algorithnms (for exanple, authenticated
encryption algorithns), and new security buil ding bl ocks have been
devel oped.

Thi s docunent specifies requirenents for developing a solution to
protect Dianmeter AVPs between non-nei ghboring D aneter nodes.
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2

Ter mi nol ogy

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', ’'SHALL NOT',
"SHOULD , ' SHOULD NOT', ' RECOWWENDED , 'MAY', and "OPTIONAL' in this
docunent are to be interpreted as described in RFC 2119 [1].

Thi s docunent reuses term nology fromthe Di aneter base specification

[2].

In the figures below, AVP refers to an unprotected AVP, and {AVP}k
refers to an AVP that experiences security protection (using key "k")
wi t hout further distinguishing between integrity and confidentiality
protection.

The following terns are also used in this docunent:
AAA br oker

An entity that manages Authentication, Authorization, and
Accounting (AAA) traffic between roam ng partner networKks.

AAA br oker network

A network operated by a AAA broker, which consists of necessary
AAA functions to provide AAA brokering services for its custoner
AAA net wor ks.

D aneter firewall

A Dianeter firewall is a proxy (or a relay) agent that acts
simlarly to conventional IP traffic firewalls but only at the
D ameter AVP and command level. A Dianmeter firewall may, for
exanpl e, discard AVPs that violate security policy, thus
preventing themfromtraversing the firewall. The Di aneter
firewall may even discard entire D aneter nessages based on the
security policy.
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3.

Security Threats

This section describes various security threats that raise the need
for protecting Dianeter Attribute-Value Pairs (AVPs). Figure 1
illustrates an exanple of a Dianmeter-based roanming architecture in
which Dianeter clients within the visited networks need to interact
with D aneter servers in the home donain. AAA domains are

i nterconnected using a D aneter-based AAA interconnection network

| abel ed as " AAA broker network".

+000000000000000000+ [} s ——————
| Exanpl e. net | | |
+--|- ----- + +-----|---+ +--|- ----- + +-----|---+
| Di anet er | | Di aneter +-------- +Di amet er | | Di anet er |
| dient 1| | Proxy Al| | Proxy B | | Proxy C |
| (NAS) +------ + | +------ + S . + |----+
S + S + S + S +

| Visited Domain 1 |
+000000000000000000+

I
I
I
I
I
I
| AL+
I
I
I
I
I
I
I

AR + Exanpl e. com |
| Di anet er | |
+000000000000000000+ | Server X+--+ L +
| Exanpl e. org | e + | | Di aret er |
| | Fommmme s S S +Proxy D |-+
R + R + | Di aret er | | R +
| Di anet er | | Di anet er | | Server Y+--+ |
|Cient 2+4------ +Proxy A2+-+ e + Home Dormai n |
| (NAS) | | | AL+
S . + S . +

| Visited Domain 2 |
+000000000000000000+

Figure 1. Exanple D aneter Depl oynent

Eavesdr oppi ng: Sone Di aneter applications carry information that is
only intended for consunption by end points, either by the
D ameter client or by the D ameter server but not by
intermediaries. As an exanple, consider the Dianmeter Extensible
Aut henti cation Protocol (EAP) application [4] that allows the
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transport of keying material between the Dianmeter server to the
D ameter client (using the EAP-Master-Session-Key AVP) for the
protection of the air interface (i.e., the wireless |ink) between
the end device (such as a nobil e phone; not shown in the figure)
and the Network Access Server (NAS). The content of the EAP-

Mast er - Sessi on- Key AVP shoul d benefit from protection agai nst
eavesdroppi ng by internediaries. Qher AVPs (for exanple, those
listed in Section 13.3 of [2]) might also carry sensitive persona
data that, when collected by internmediaries, allow for traffic
anal ysi s.

In the context of the deploynent shown in Figure 1, the adversary
could, for exanple, be in the AAA broker networKk.
I njection and Mani pul ati on: The Di aneter base protocol specification
mandat es security protection between nei ghboring nodes, but
D amet er agents may be conproni sed or msconfigured and inject or
mani pul ate AVPs. To detect such actions, additional security
protection needs to be applied at the Di aneter |ayer

—.

Nodes that could |launch such an attack are any D aneter agents
al ong the end-to-end communi cation path.

| npersonation: |nmagine a case where a Dianeter nessage from
Exanpl e. net contains information claining to be from Exanpl e. org.
This would either require strict verification at the edge of the
AAA Dbroker network or cryptographic assurance at the D ameter
| ayer to prevent a successful inpersonation attack

Any Di aneter real mcould | aunch such an attack aimng for
financial benefits or to disrupt service availability.
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4.

Scenarios for D ameter AVP-Level Protection

This scenario outlines a nunber of cases for deploying security
protection of individual D aneter AVPs.

In the first scenario, shown in Figure 2, end-to-end security
protection is provided between the Dianeter client and the Di aneter
server with any nunber of intermedi ate Di ameter agents. Dianeter
AVPs exchanged between these two Di aneter nodes may be protected end
to end (notation '{AVP}k’) or unprotected (notation 'AVP ).

S + S +
| Di aret er| AVP, {AVP}k | Di aret er |
|[Adient  H-------m L e e e +Server |
Fomm oo + Fomm oo +

Figure 2: End-to-End D ameter AVP Security Protection

In the second scenario, shown in Figure 3, a Dianmeter proxy acts on
behal f of the Dianeter client with regard to security protection. It
applies security protection to outgoing D aneter AVPs and verifies
incomng AVPs. Typically, the proxy enforcing the security
protection belongs to the sane domain as the Dianeter client/server
wi t hout end-to-end security features.

B + B + B +
| D amreter| AVP | Di aneter| AVP, {AVP}k | Di anet er |
|dient +----- FProxy A 4---------- L e +Server |
S + S + S +

Figure 3: Mddle-to-End Dianmeter AVP Security Protection

In the third scenario, shown in Figure 4, a D aneter proxy acts on
behal f of the Di ameter server.

S + S + S +
| Di aret er| AVP, {AVP}k | Di aeter| AVP | Di anet er |
[Adient +-------mmmmaea- ----+Proxy D +----- +Server |
Fomm oo + Fomm oo + Fomm oo +

Figure 4: End-to-M ddle Dianmeter AVP Security Protection

The fourth and the final scenario (see Figure 5) is a conbination of
the mddl e-to-end and the end-to-m ddl e scenari os shown in Figures 3
and 4. From a depl oynment point of view, this scenario is easier to
acconplish for two reasons. First, Dianeter clients and D aneter
servers remain unnodified. This ensures that no nodifications are
needed to the installed Dianeter infrastructure, except for the
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security-enabl ed proxies, obviously. Second, the key managenent is
also sinplified since a fewer nunber of keys need to be negoti ated
and provisioned. The assunption here is that the nunber of security-
enabl ed proxies would be significantly | ess than unprotected D aneter
nodes in the installed base.

Fommmaa - + Fommmaa - + Fommmaa - + Fommmaa - +
| Di areter| AVP | Di anet er | AVP, {AVP}k | Di areter| AVP | Di anet er
|dient +----- +Proxy A +-- ... ... ----+Proxy D +----- +Server

S SRR + S SRR + S SRR + S SRR +

Figure 5. Mddle-to-Mddle Dianmeter AVP Security Protection
5. Requirements

Requirenment #1: The sol ution MJST support an extensible set of
crypt ographi c al gorithns.

Motivation: Solutions MJST be able to evolve to adapt to

evol ving cryptographic algorithnms and security requirements
This may include the provision of a modul ar mechanismto all ow
cryptographic algorithns to be updated w thout substantial

di sruption to depl oyed inpl enentations.

Requi rement #2: The solution MJST support confidentiality,
integrity, and data-origin authentication. Solutions for
integrity protection MJST work in a backwards-conpatible way with
exi sting Diameter applications and therefore be able to traverse
| egacy proxy and relay agents.

Requi rement #3: The solution MJST support replay protection

Requi rement #4: The solution MJST support the ability to del egate
security functionality to another entity.

Motivation: As described in Section 4, the ability to let a

D ameter proxy perform security services on behal f of al
clients within the same adnministrative domain is inmportant for
incremental deployability. The same applies to the other
conmmuni cati on side where a | oad bal ancer term nates security
services for the servers it interfaces

Requi rement #5: The solution MJST be able to selectively apply its
cryptographic protection to certain D anmeter AVPs.

Motivation: Sone Di aneter applications assunme that certain AVPs

are added, renoved, or nodified by internediaries. As such, it
must be possible to apply security protection selectively.
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Furthernore, there are AVPs that nmust not be confidentiality
protected but may still be integrity protected, such as those
required for Diameter nmessage routing.

Requi renment #6: The solution MJST define a nandatory-to-inplenent
crypt ographi c al gorithm

Motivation: For interoperability purposes, it is beneficial to
have a mandatory-to-inpl ement cryptographic al gorithm specified
(unl ess profiles for specific usage environnents specify

ot herw se).

Requi rement #7: The solution MJST support symretric keys and
asymetric keys.

Motivation: Symmetric and asynmetric cryptographic al gorithns
provide different security services. Asynmmetric algorithns,
for exanple, allow non-repudiation services to be offered.

Requi rement #8: A solution for dynam c key nmanagenent MJST be
included in the overall solution framework

However, it is assuned that no "new' key nanagenent protoco
needs to be devel oped; instead, existing ones are reused, if at
all possible. Rekeying could be triggered by (a) nanagenent
actions and (b) expiring keying materi al

6. Security Considerations

This entire docunent focuses on the discussion of new functionality
for securing Dianeter AVPs sel ectively between non-nei ghboring nodes.

Various security threats are mtigated by sel ectively applying
security protection for individual D aneter AVPs. W thout
protection, there is the possibility for password sniffing,
confidentiality violation, and AVP insertion, deletion, or

modi fication. Additionally, applying a digital signature offers non-
repudi ati on capabilities, a feature not yet available in today’s

D amet er depl oynent. Mbodification of certain Dianeter AVPs nay not
necessarily be the act of malicious behavior but could al so be the
result of msconfiguration. An over-aggressively configured

firewal ling Diameter proxy may al so renpve certain AVPs. |n nost
cases, data-origin authentication and integrity protection of AVPs
will provide the nmost benefits for existing deploynents with m nimal
overhead and (potentially) operate in a full-backwards conpati bl e
manner .
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