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Abst ract

Domai n- based Message Authentication, Reporting, and Conformance
(DVARC) introduces a nmechani smfor expressing domain-1evel policies
and preferences for emai|l nessage validation, disposition, and
reporting. However, the DMARC nechani sm enabl es potentially
disruptive interoperability issues when nessages do not flow directly
fromthe author’s administrative domain to the final Recipients.

Col l ectively, these email flows are referred to as "indirect emi
flows". This docunent describes these interoperability issues and
presents possi bl e nethods for addressing them

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7960
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1. Introduction

DVARC [ RFC7489] introduces a nechani smfor expressing donmin-|eve
policies and preferences for nmessage validation, disposition, and
reporting. The DMARC mechani sm especially when enployed with
restrictive policies, encounters several different types of
interoperability issues due to third-party nessage sourcing, nessage
transformation, or rerouting. |In particular, DMARC with restrictive
policies causes problens for many Mailing Lists.

At the tine of witing this docunent, the DMARC base specification
has been published as Informational RFC 7489 [ RFC7489] and has seen
significant deployment within the email comunity.

Cases in which enmail does not flow directly fromthe author’s

adm nistrative donmain to the recipient’s donmain(s) are collectively

referred to in this document as "indirect email flows". Due to

exi sting and increasing adopti on of DMARC, the inpact of DMARC- based
email rejection policies on indirect email flows can be significant

for a select subset of general email traffic.

Several known causes of interoperability issues are presented,
foll owed by a description of conmponents within the Internet Mil
Architecture [ RFC5598] where interoperability issues can arise.

Finally, known and possi bl e nethods for addressing interoperability
i ssues are presented. There are often nmultiple ways to address any
given interoperability issue. Wiile this docunment strives to be
conprehensive in its review, it should not be treated as conplete.
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Note that some practices that are in use at the tine of this docunent
may or may not be "best practices", especially as future standards
evol ve.

1.1. Docunent Conventions

The notation used in this docunent for structured fields is taken
from[RFC5598], Section 1.3.

The term"notification nessage" ([RFC5321], Section 4.5.5) is used to
refer to a nmessage with a null RFC5321. Mai | Fr om

The terms "Organi zati onal Domain" and "Authenticated Identifiers" are
specified in DMARC ([ RFC7489], Section 3).

Al words that begin with capital letters take their formal neanings
fromthese references.

2. Causes of Interoperability |Issues

Interoperability issues between DMARC and indirect email flows arise
when confornmance to the DMARC specification | eads a receiving

i npl ementation to apply DVMARC-based policy restrictions to nessages
that are both conpliant with the architecture as specified in

[ RFC5598] and viewed as legitimate by the intended Recipient.

Not e that domains that assert a "p=none" policy and emnil nessages
that pass standard DVMARC val i dation do not have any interoperability
i ssues.

Emai | nmessages that do not conformto | ETF email specifications but
are considered legitimate by the intended Recipients are not
di scussed in this docunent.

The rest of this section describes several conceptual causes of
interoperability issues.

2.1. ldentifier Aignnent

Note to operators and adm nistrators: The identifiers that are used
by the Sender Policy Framework (SPF) are technical conponents of the
transport process for SMIP. They may or nmay not, as described bel ow,
bear a neaningful relationship to the content or source of the
message itself. This "relationship by proximty" can be a point of
confusion for non-technical end users, either recipients or senders.
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DMVARC relies on Donmai nKeys ldentified Mail (DKIM [RFC6376] and SPF
[ RFC7208] to perform nessage source validation. The DVMARC [ RFC7489]
specification refers to source domains that are validated by DKIM or
SPF as "Authenticated Identifiers". To be used by DMARC, an

"Aut henticated ldentifier" nmust also be related to the domain found
in the nessage’s RFC5322. From header field [ RFC5322]. This

rel ati onship between an Authenticated Identifier’s domain and the
domai n of the RFC5322. Fromis referred to as "ldentifier Alignment”

DVARC al lows for ldentifier Alignment to be determned in two
different nodes: strict and relaxed. Strict npde requires an exact
mat ch between the donmain of any of the Authenticated |Identifiers and
the nmessage’s RFC5322. From header field [RFC5322]. Rel axed node
allows for Identifier Alignnent if Authenticated ldentifiers and the
message’ s RFC5322. From header field [ RFC5322] share the same

Organi zational Domain. |In general, DVARC interoperability issues are
the sane for both strict and rel axed alignnent, but strict alignnent
constrains the possible solutions because of the nore rigorous

mat chi ng requirement. Sone of the mitigations described in this
docunent only work with the rel axed node of ldentifier Aignnment.

2.1.1. DKIMIdentifier(s)

DKI M provi des a cryptographi c nmeans for one or nore donain
identifiers to be associated with a particular nmessage. As a

st andal one technol ogy, DKIMidentifiers are not required to be
related to the source of the message’s content. However, for a DKIM
identifier to align in DVARC, the signing domain of a valid signature
must be part of the sane Organizational Donmain as the domain in the
RFC5322. From header field [ RFC5322].

In addition, DKIMallows for the possibility of multiple valid
signatures. These nultiple signatures may be fromthe same or
different donmmins; there are no restrictions within the DKIM
specification. The DVARC nechanismw || process Authenticated
Identifiers that are based on DKIM signatures until an aligned

Aut henticated ldentifier is found (if any). However, operationa
experi ence has shown that some inplementations have difficulty
processing multiple signatures. Inplenentations that cannot process
mul tiple DKIM signatures may incorrectly flag nessages as "not

passi ng" (DVMARC al i gnnent) and erroneously apply DVARC- based policy
to ot herwi se conformn ng nessages
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2.1.2. SPF Identifier(s)

The SPF specification [ RFC7208] defines two Authenticated Identifiers
for each nmessage. These identifiers derive from

a. the RFC5321. Mail From [ RFC5321] dormi n, and
b. the RFC5321. HELQ . EHLO SMIP dori n.

In the SPF specification, the RFC7208. MAI LFROM [ RFC7208] val ue is
defined to be based on RFC5321. Mai | From unl ess that value is absent
(as in the case of notification nmessages), in which case, the second
(RFC5321. HELO . EHLO) identifier value is used. This "fallback"
definition has occasionally been m sunderstood by operators of MA
systens since notification nessages are often an "automatic" feature
of MIA software. Some MIA software does not provide the ability to
apply a DKIM signature to such notification nessages.

See Appendix A for an exanple treatment of this scenario.

For the purposes of DMARC validation/alignment, the hybrid
RFC7208. MAI LFROM [ RFC7208] identifier’'s domain is used if and only if
it is aligned with the RFC5322. From [ RFC5322] domain. The alignnent
of the validated domain is deternined based on the DVARC record’s
"strict" or "rel axed" designation as descri bed above for the DKIM
identifiers and in [ RFC7489].

2.1.3. Miltiple RFC5322. Fr om Addr esses

[ RFC5322] pernits only one From header field, but it nmay contain
multiple mail boxes. Since this is an extrenely rare usage, DVARC
specifies that the handling of this situation is inplementation
dependent .

Because the presence of multiple donmains can be used by an attacker
(an attacker could add their domain to the RFC5322. From fi el d,
provide arbitrary new content, and sign the nessage), the DVARC
specification recommends that the strictest policy be applied to such
messages (Section 6.6.1 of [RFC7489]).

2.2. Message Forwarding

Section 3 describes forwarding behavior as it relates to the
components of the Internet Ml Architecture.

Al'l forwarding operations involve the retransm ssion of email. As

di scussed above, in order for SPF to yield an Authenticated
Identifier that is pertinent to DMARC, the domain of the
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RFC7208. VAl LFROM nmust be in alignment with the RFC5322. From header
field. Forwarding introduces specific issues to the availability of
SPF-based Authenticated ldentifiers:

o |If the RFC5321. Mail Fromis present and the forwarder naintains the
original RFC5321. Mail From SPF validation will fail unless the
forwarder is an authorized part of the originator’s email sending
infrastructure. |If the forwarder replaces the RFC5321. Mai | Fr om
with its own domain, SPF m ght pass, but ldentifier Alignment with
t he RFC5322. From header field will fail.

o |If the RFC5321. Mail Fromis enpty (as in the case of Delivery
Status Notifications), the RFC5321. HELO . EHLO dorai n of the
forwarder will likely be in a different O ganizational Domain than
the original RFC5322. From header field s domain. SPF may pass,
but Identifier Alignnent with the RFC5322. From header field wll
fail

In both cases, SPF cannot yield relevant Authenticated ldentifiers,
and DKI M nust be relied upon to produce results that are relevant to
DVARC

2.3. Message Mdification

Modi fication of email content invalidates nost DKIM signatures, and
many nessage-forwardi ng systens nodify email content. Mailing List
processors are a comon exanpl e of such systens, but other forwarding
systens al so nmake nodifications.

Al t hough DKI M provides a length flag so that content can be appended
wi thout invalidating the signature, in practice, particularly with

M ME- encoded [ RFC2045] nessages, a Mailing List processor will do
nmore than sinply append content (see Section 5.3 of [RFC5598] for
details). Furthernore, the length flag is sel domused due to
security issues (see Section 8.2 of [RFC6376] for additional security
considerations). Therefore, this nethod is only nentioned here for
conpl et eness.

DKI M descri bes two canoni calizations for use when preparing the
header and body for DKIM processing: sinple and rel axed. The latter
is designed to accompdate trivial nodifications to whitespace and
folding that, at least in the header case, generally have no senantic
significance. However, the relaxed canonicalization is nore
computationally intensive and may not have been preferred in the
early depl oynent of DKIM |eaving some deploynments using the | ess
forgiving "sinple" canonicalization. Wile the prevalence is
unknown, there are sonme DKIMverifiers that have probl ens eval uating
rel axed canonicalization correctly.
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3. Internet Mail Architecture, DMARC, and Indirect Email Fl ows
Thi s section describes conponents within the Internet Mail
Architecture [ RFC5598] where interoperability issues between DVARC
and indirect email flows can be found.

3.1. Message Handling System

Section 4 of [RFC5598] describes six basic conponents that make up
the Message Handling System (IVHS):

o0 Message

0 Message User Agent (MJA)

0 Message Subm ssion Agent (MBA)
0 Message Transfer Agent (MIA)
0 Message Delivery Agent (MDA)
0 Message Store (M)

O these conmponents, MSA, MIA, and MDA are discussed in relation to
interoperability with DVARC.

Section 5 of [RFC5598] also defines a Mediator as a hybrid of several
conponent types. A Mediator is given special consideration in this
section due to the unique issues they face when attenpting to

i nteroperate with DVARC.

3.1.1. Message Subm ssion Agents
An MBA accepts nessages subnmitted by a Message User Agent (MJA) and
enforces the policies of the hosting ADm nistrative Managenent Donai n
(ADMD) and the requirenents of Internet standards.
MBAs are split into two sub-conponents:
0 Author-focused MSA functions (aMsA)
0 MHS-focused MSA functions (hMSA)
MBA interoperability issues with DMARC begi n when an aMSA accepts a
message where the RFC5322. From header field contains a domain that is
outside of the ADMD of the MSA. This situation manifests in one of

several ways, such as when soneone uses a mail service with their own
domai n but has failed to properly configure an SPF record or when an

Martin, et al. I nf or mat i onal [ Page 8]



RFC 7960 DVARC I ndirect Email Interop |ssues Sept enber 2016

MJUA attenpts to transnmit mail as sonmeone else. Exanples of the
latter situation include "forward-to-friend" functionality comonly
found on news/article websites or "send-as" functionality present on
some MJAs.

When an hMSA takes responsibility for transit of a nmessage contai ning
a domain in the RFC5322. From header field that is outside of the
hMSA' s ADMD, the hMSA faces DMARC interoperability issues if the
domai n publishes a DMARC policy of "quarantine" or "reject”. These

i ssues are marked by the inherent difficulty of establishing
alignment with the domain present in a nessage’'s RFC5322. From header
field. Exanples of this issue include:

o Partially open relays - a residential ISP that allows its
custonmers to relay non-1ocal domains through its infrastructure.

o0 Enbedded devices - cable/DSL nodens, firewalls, wreless access
points, and printers that send enmil using hardcoded donai ns.

0 Devices that send mail on behalf of a user - scanners, security
caneras, and alarns that send nmail as their owner or a device
user.

0 Email service providers - ESPs that service custonmers who are
usi ng domai ns that publish a DVARC "reject” policy.

0 Calendaring software - an invited nmenber of an event nodifies the
event, causing the calendaring software to enit an update that
clainms to come fromthe creator of the event.

3.1.2. Message Transfer Agents

MIAs relay a nessage until the nessage reaches a destinati on MDA
Sone common nessage- handling strategies break the integrity of DKIM
signatures. A restrictive DMARC policy along with a broken DKI M
signature causes latent interoperability problens to beconme overt
probl ens.

3.1.2.1. Message Encoding
An MTA may nodify the message encoding, for instance, by converting
8-bit MM sections to quoted-printable 7-bit sections. This

nmodi fication is outside the scope of DKIM canonicalization and wll
i nval i date DKI M signatures that include nmessage content.
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An MTA could al so re-encode the nessage wi t hout changi ng the encoding
type: receiving a M Me-encoded nmessage and producing a semantically
and semotically equivalent MME body that is not identical to the
original. This is characteristic of systens that use sone ot her
nmessage representation internally.

3.1.2.2. Header Standardi zation

An MITA may rewite headers to bring theminto conpliance with
exi sting RFCs. For exanple, sonme common MIAs will correct
conpr ehensi bl e but non-conpliant date formats to conpliant ones.

Header rewiting is outside the scope of DKIM canonicalization and
will invalidate DKIM signatures. Al downstream DMARC processi ng
with be unable to utilize DKIMto yield Authenticated ldentifiers due
to header rewiting.

Providing solutions for issues relating to non-RFC-conpliant emails
is outside the scope of this docunent.

3.1.2.3. Content Validation

An MTA nmay al so inplenent security-notivated changes to the content
of email nessages, dropping or altering sections of nessages, causing
br eakage of DKI M signatures.

3.1.3. Message Delivery Agents

The MDA transfers a nmessage fromthe MHS to a mmil box. Like the MSA,
the MDA consists of two sub-conponents:

0 IMHS-focused MDA functions (hNMDA)
0 Recipient-focused MDA functions (rNMDA)

Both the hMDA and the rMDA can redirect a nmessage to an alternative
address. DMARC interoperability issues related to redirecting of
messages are described in Section 3.2.

Si eve [ RFC5228] functionality often lives in the r MDA sub-conponent
and can cause DMARC interoperability issues. The Sieve 'addheader’
and ' del eteheader’ filtering actions can nodify nessages and

i nval i date DKI M si gnatures, renoving DKI M supplied Authenticated
Identifiers as inputs to the DMARC nmechanism There are al so Sieve
ext ensi ons [ RFC5703] that nodify the body. Sieve alterations may
only becone an issue when the enmail is reintroduced into the
transport infrastructure.
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3.2. Mediators

Medi at ors [ RFC5598] forward nessages through a re-posting process.
Medi ators share sone functionality with basic MIA rel ayi ng but have
greater flexibility in both addressing and content nodifications.

DMARC interoperability issues are conmon within the context of
Medi ators, which are often used precisely for their ability to nodify
nmessages.

The DMARC design does not cope with some Mediator functionality such
as content nodifications that invalidate DKIM signatures and
RFC5321. Mail Fromrewiting to support SPF authentication of re-sent
mai | when the new Reci pi ent receives the nessage fromthe Mediator
rather than the initial organization.

3.2.1. Aias

An Alias is a sinple re-addressing facility that provides one or nore
new I nternet Mail addresses, rather than a single, internal one. A
message continues through the transfer service for delivery to one or
nore alternative addresses.

Al iases can be inplenented by mail box-1evel forwarding (e.g., through
"dot-forwarding"), Sieve-level forwarding (through the Sieve
"redirect" action), or other methods. Wen an Alias preserves
message content and does not make significant header changes, DKIM
signatures may renmain valid. However, Aliases often extend the
delivery path outside of the scope covered by the originating ADVD s
SPF record(s).

Exanpl es of Aliasing include:

o0 Forwarding email between free email (freemmil) providers to try
different interfaces while nmaintaining an original enail address;

o Consolidating many email addresses into a single account to
centralize processing; and

0 Services that provide "activity-based", "rol e-based", "vanity", or
"tenporary" enmil addresses such as universities and professiona
associations. For instance, professional or alumi institutions
may offer their menbers an Alias for the duration of their
menber ship but may not want to deal with the |ong-term storage of
emails.

Martin, et al. I nf or mat i onal [ Page 11]



RFC 7960 DVARC I ndirect Email Interop |ssues Sept enber 2016

In nost cases, the aMBA providing Alias services has no

adm nistrative relationship to the ADVMD of the originator or the

Fi nal Recipient, so solutions to Alias-related DVARC failure should
not assume such a rel ationship.

3.2.2. ReSenders

ReSenders "splice" a nessage’s addressing information to connect the
Aut hor of the original nmessage with the Recipient(s) of the new
message. The new Reci pi ent sees the nessage as being fromthe
original Author, even if the Mediator adds comentary.

Wthout Authenticated ldentifiers aligned with the Author’s
RFC5322. From header field domain, the new Recipient has no way to
achi eve a passi ng DVMARC eval uati on.

Exanpl es of ReSenders include MJA-|I evel forwarding by resending a
message to a new Recipient or by forwarding a nessage "inline" to a
new Recipient (this does not include forwardi ng a nessage "as an
attachnent”). An additional exanple conmes in the form of cal endaring
software that allows a nmeeting attendee (not the meeting organizer)
to nodify the content of an invite generating new invitations that
claimto be reissued fromthe neeting organi zer.

3.2.3. Miiling Lists

A Mailing List receives nessages as an explicit addressee and then
reposts themto a |ist of subscribed nenbers. The Miling List
performs a task that can be viewed as an el aboration of the ReSender
actions.

Mailing Lists share the sane DMARC interoperability issues as
ReSenders (Section 3.2.2) and very comonly nodify headers or nessage
content in ways that will cause DKIMto fail, including:

0 prependi ng the RFC5322. Subj ect header field with a tag, to allow
the Recipient to easily identify the Mailing List within a subject
line listing;

0 adding a footer to the email body to contain adm nistrative
i nstructions;

0 renoving sone MMEe-parts fromthe email or converting the nessage
to text only;

0 encrypting the body with the Recipient’s key using PGP (Pretty
Good Privacy) or S/'M Mg
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o enforcing community standards by rewiting banned words; and

o allowing noderators to add arbitrary comentary to messages
(discussed in [ RFC6377]).

Any such nodifications would invalidate a DKIM signature.

Header and content nodifications are conmon for many Mailing Lists
and are often central to present Miiling List functionality and
usage. Furthernore, MJAs have cone to rely on Mailing List nessage
nmodi fi cations to present nessages to end users in expected ways.

3.2.3.1. Miling List Operational Effects

3.

2.

Mailing Lists may al so have the follow ng DVARC i nteroperability
i ssues:

0 Subscribed nenbers nmay not receive enmail from nmenbers that post
usi ng domai ns that publish a DMARC "p=reject" policy.

0o Miling Lists may interpret DMARC-rel ated email rejections as an
inability to deliver email to the Recipients that are checking and
enforcing DVARC policy. This processing may cause subscribers
that are checking and enforcing DVARC policy to be inadvertently
suspended or removed fromthe Miling List.

4. (Gateways

A Gateway perforns the basic routing and transfer work of nessage
relaying, but it is also pernmitted to nodify content, structure,
addressi ng, and/or other attributes as needed to send the nessage
into a nessagi ng environnment that operates under different standards
or potentially inconpatible policies.

Gat eways share the same DMARC interoperability issues as ReSenders
(Section 3.2.2).

Gat eways may al so share the sane DMARC interoperability issues as
MIAs (Section 3.1.2).

Recei ver systens on the non-SMIP side of a protocol Gateway nmay be
unable to evaluate DKIM and SPF. |f a nessage passes through a
second protocol Gateway back into the SMIP domain, the
transformati ons comonly break the original DKIM signature(s).

Gat eway- | evel forwarding can introduce DMARC interoperability issues
if the Gateway is configured to rewite the nessage into alternate
recei ving domains. For exanple, an acquisition may |ead an acquiring
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conmpany to decide to decomm ssion the acquired conpany’s domai ns by
rewiting nmessages to use the domain of the acquiring conpany. Since
the RFC5322. To header field is usually DKIMsigned, this kind of
rewriting will invalidate such DKIM signatures

3.2.5. Boundary Filters

To enforce security boundaries, organizations can subject nessages to
anal ysis for conformance with their safety policies. A filter m ght
alter the content to render it safe, such as by renoving or otherw se
altering content deemed unacceptabl e.

Boundary Filters share the same DMARC interoperability issues as
ReSender s.

I ssues may arise with SPF and DKIM eval uation if perforned after
filter nodifications.

Exanpl es of Boundary Filters include:

o Mlware scanning: To protect readers and its reputation, an MA
that transfers a nessage nay renove content believed to be harnfu
from nmessages, refornulate content to canonical formats in order
to nmake them nore trustworthy or easier to scan, and/or add text
in the body to indicate the nessage has been scanned. Any such
modi fi cati ons woul d invalidate a DKIM si gnhature.

0o Spamfiltering: To protect its reputation and assist other MIAs,
an MTA may nodify a nmessage to indicate its decision that the
message is likely to be unwanted and/or add text in the body to
i ndi cate that such filtering has been done.

0 Oher text additions: An MIA may add an organi zati onal discl ai mer
or advertisenent, for instance.

o URL alteration: Sonme systems will rewite or alter enbedded URLs
as a way to control the potential threat from nmalware

0 Secondary MX services: The secondary MX for an organi zati on may be
external to the normal mmil processing for the organization, and
it may queue and forward to the primary when it becones avail abl e.
This will not invalidate DKIMbut will prevent the primary from
validating SPF normally. In this case, however, it is
i nappropriate for a primary MX server to perform an SPF check
against its own secondaries. Rather, the secondary MX shoul d
performthis function and enpl oy sone trusted nmechanismto
conmmuni cate the results of the SPF, DKIM and DVARC eval uati on(s)
to the primary MX server
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3.3. Conbinations

Indirect email flows can be conbined. For exanple, a university
student may subscribe to a Mailing List (using his university emil
address) while this university email address is configured to forward
all emails to a freemail or a post-education corporate account

provi der where a nore pernmanent enail address for this student

exi sts.

Wthin an organi zation, the nessage may pass through various MIAs
(Section 3.1.2), each of which perfornms a different function
(authentication, filtering, distribution, etc.).

4. Possible Mtigations of Interoperability |Issues

Solutions to interoperability issues between DVMARC and i ndirect enai
flows vary widely in their scope and inplications. They range from
i nprovenents to underlying processing, such as proper handling of
mul tiple DKIM signhatures, to nore radical changes to the messagi ng
architecture. This section describes possible ways to address
interoperability issues. Note that these particular mechani sns may
not be considered "best practices" and may, in sone cases, violate
various conventions or expectations.

Recei vers sonetines need to deliver email nessages that do not
conformto any standard or protocol, but are otherw se desired by end
users. Mtigating the inpact of DMARC on indirect email flows is
especially inportant to receivers that operate services where ease of
use and conpatibility with existing email flows is a priority.

DMARC provi des a mechani sm (1l ocal policy) for receivers to make

deci sions about identity alignnent acceptability based on information
out si de DMARC and communi cate those decisions as "overrides"” to the
sender. This facility can be used to ease sone interoperability

i ssues, although care is needed to ensure that this does not create

| oophol es for abuse.

To further conplicate the usage of nitigations, nmitigation may not be

desired if the email in question is of a certain category of high
val ue or high risk (security-related) transactional nessages (dealing
with financial transactions or nedical records, for exanple). In

these cases, mitigating the inpact of DVMARC due to indirect enail
flows may not be desirable (counterproductive or allow ng for abuse).

As a final note, mail systens are diverse and w dely depl oyed.
Systens of various ages and capabilities are expected to preserve
interoperability with the rest of the SMIP ecosystem For instance,
Qmil is still used, although the base code has not been updated
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since 1998. ezmim a once popular MM is still deployed but has not
been updated since 1997, although a new version (ezm midx) exists.
A d versions of other open- and cl osed-source MIAs are still comonly

in operation. Wen dealing with aging or unsupported systens, sone
solutions nmay be tine-consum ng and/or disruptive to inplenent.

4.1. Mtigations in Current Use

Because DMARC is al ready wi dely depl oyed, many operators already have
mtigations in use. These mitigations vary in their effectiveness
and side effects but have the advantage that they are currently

avai | abl e.

4.1.1. Mtigations for Senders
4.1.1.1. ldentifier Aignnent

0 MIAs handling nultiple domains may choose to change
RFC5321. Mai |l Fromto align with RFC5322. Fromto inprove SPF
usability for DVARC.

0 MIAs handling nultiple domains may al so choose to align
RFC5321. HELQ' . EHLO t 0 RFC5322. From particul arly when sendi ng
notification nmessages. Dynanically adjusting the
RFC5321. HELQ' . EHLO based on the RFC5322. From may not be possible
for sone MIA software.

o0 MIAs may choose to DKIMsign notification nessages with an aligned
domain to all ow a DKI M based DVARC pass.

0 MIAs sending email on behalf of nultiple domains may require
Domain Omers to provide DKIM keys to use DKIMto avoi d SPF
val idation issues, given the requirenment for DMARC alignment with
the RFC5322. From header field. Managing DKIMkeys with a third
party has security risks that should be carefully nmanaged (see
al so [ RFC6376], Section 8). Methods involving CNAMEsS and/ or
subdorai ns may al |l evi ate sone ri sks.

o0 Senders who are sending on behalf of users in other admnistrative
domai ns may choose to use an RFC5322. From under the sender’s
control. The new From can be either a forwarding address in a
domai n controlled by the Sender or a placehol der address, with the
original user’s address in an RFC5322. Reply-to header field.
However, performng this nodification my cause the Recipient’s
MJA to deviate from customary behavi or.
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When i npl ermenting "forward-to-friend" functionality, one approach
to avoid DVARC failures is to pass a well-forned nessage to the
user’s MJA so that it may fill in an appropriate identity and
submit through its own MSA

Senders can use domains with distinct DMARC policies for enail

sent directly and email known to use indirect mail flows.

However, for nobst well-known brands, all active domains are likely
to be targeted equally by abusers.

2. Message Modification

Senders can maximn ze survivability of DKIM signatures by liniting
the header fields they sign and using rel axed canonicalization
Using the DKIM |l ength tag to all ow appended signatures is

di scouraged due to the security risk created by allowing arbitrary
content to be appended to legitimte enmail.

Senders can al so nmaxim ze survivability by starting with RFC
compl i ant headers and comon body formats.

In order to minimze transport-based conversions, Senders can
convert nessages to a | owest denonmi nator M ME content-transfer
encodi ng such as quoted-printable or base64 before signing

([ RFC6376], Section 5.3).

Mtigations for Receivers
1. ldentifier Aignnent

Recei vers shoul d update DKIM handling libraries to ensure that
they process all valid DKIM signatures and check each signature
for alignnent.

2. Policy Override

Recei vers can anal gamate data fromtheir user base to create lists
of forwarders and use such lists to i nform DMARC | ocal policy
overrides. This process may be easier for large receivers where
data and resources to create such lists are nore readily avail abl e
than at smaller sites, where there are fewer accounts that receive
forwarded mai|l and other resources may be scarce.
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4.1.3. Mtigations for ReSenders
4.1.3.1. Changes to the RFC5322. From

Many ReSender issues can be avoi ded by using an RFC5322. From header
field under the ReSender’s control, instead of the initial

RFC5322. From This will correct Identifier Alignnent issues and

all ow arbitrary message nodification as |ong as the ReSender signs
the message with an aligned domain signature. When ReSenders change
the RFC5322.From it is desirable to preserve the information about
the original initiator of the nmessage.

A first optionis to use the Oiginal-From[RFC5703] (or X-Oiginal-
From header field for this purpose in various contexts (X- header
field nanes are di scouraged by [ RFC6648]). However, handling of
Oiginal-From(or X-Original-From is not defined anywhere. It is
not currently used consistently or displayed to the user, and in any
situation where it is used, it is a new unauthenticated identifier
avai |l abl e for exploitation unless included within the scope of the
new DKI M si ghat ure(s).

Anot her option for ReSenders is to rewite the RFC5322. Fr om header
field address to a locally controll ed address that will be forwarded
back to the original sender (subject to its own ReSender forwarding
mtigations).

4.1.3.2. Avoiding Message Mdification

o Forwarders can choose to add emai| header fields instead of
nmodi fyi ng exi sting headers or bodies, for instance, to indicate a
nmessage may be spam

0 Forwarders can mnimze the circunstances in which they choose to
fix messages, preferring to preserve non-conpliant headers to
creating DKIM failures.

o Forwarders can choose to reject nessages with suspect or harnful
content instead of nodifying them

4.1.3.3. Miiling Lists
[ RFC6377] provides some gui dance on using DKIMwith Mailing lists.
The following mtigation techniques can be used to ease
interoperability issues with DMARC and Mailing lists:
0 Configuring the Mailing List Manager (MLM to alter the

RFC5322. From header field to use the domain of the MMMis a
mtigation policy that is now present in several different Miling
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Li st software distributions. Since nost |ist subscribers prefer
to know the identity of the Author of the original message,
typically this information may be provided in the display nanme
part of the RFC5322. From header field. This display nanme needs to
be carefully crafted so as to not collide with the origina

di spl ay nanme of the Author, nor contain sonmething that |ooks |ike
an email address or donain name. These nodifications may to sone
extent defeat the purpose of DMARC itself. It may nake it
difficult to ensure that users of all email clients can easily
reply to the Author, the list, or all using the email client
features provided for that purpose. Use of the RFC5322. Reply-To
header field can alleviate this probl em dependi ng on whether the
Mailing List is configured to reply-to-list, reply-to-author, or
reply-to-fixed-address; however, it is inportant to note that this
header field can take multiple emanil addresses. When altering the
RFC5322. From there are three possibilities:

1. change it to put the Mailing List email address,

2. change it to a locally defined address that will be forwarded
back to the original sender, or

3. "break" the address by nodifying the donmain to a non-existent
domai n (such as by adding a suffix like ".invalid").

The latter nodification my create issues because it is an invalid
domai n nane, and sone MIAs nmay pay particular attention to the
validity of emai| addresses in RFC5322. From and the reputation of
the donai ns present there.

o Configuring the MMMto "wap" the nessage in a M M nessage/rfc822
part and to send as the Mailing List email address. Many enai
clients (as of the publication of this docunent), especially
mobil e clients, have difficulty readi ng such nessages, and this is
not expected to change soon

o0 Configuring the MLMto not nodify the nmessage so that the DKIM
signature remains valid. Some Mailing Lists are set up this way
and require few additional changes to ensure the DKIM signature is
preserved. Myving lists that currently nodify mail to a policy
like this may be too nmuch of a change for the nenbers of such
|ists.

0 Rejecting posts or nenbership requests fromdomains with a DVARC

policy other than "p=none". However, nenbers or potential nenbers
of such Mailing Lists nay conpl ain of unfair exclusion.
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0 To alleviate unsubscribes to the Mailing List due to the nmessages
bounci ng because of DMARC, the M.M needs to not act on
notification messages due to nessage authentication issues.

[ RFC3463] specifies Enhanced Miil System Status Codes, which help
differentiate between various failure conditions. Correctly
interpreting Extended SMIP error nmessages is useful in this case
In particular, extended status codes for SPF and DKI M causes are
defined in [ RFC7372], and DMARC-rel ated failure indications are
di scussed in DVARC ([ RFC7489], Section 10.3).

Al'l these techniques may provide sonme specific challenges to MJAs and
different operational usages for end users (like rewiting filters to
sort emails in folders). There will be sone time before al

i mplications are understood and accommodat ed.

4.2. Proposed and In-Progress Mtigations

The following mtigations are based on Internet-Drafts (I-Ds) that
are still in process. They are described here to offer an

expl oratory path for solutions. These solutions should not be used
in a production environnent. Because of the transient nature of

|-Ds, specific citations are not included because a nunber of them
will inevitably becone obsolete, and those that gain consensus in the
community will becone RFCs and shoul d be di scovered as such

o Third-party authorization schenes provi de ways to extend
Identifier Alignment under control of the Domain Oaner.

0 \Ways to canonicalize nessages that transit Miiling Lists so that
their alterations can be isolated fromthe original signed
content.

0 Mechanisns to record nessage transformations applied at each hop
so they can be reversed and the original signed content recovered.

0 "Conditional" DKIMsignatures, whereby the Author domain indicates
its signature is only good if acconpanied by a signature from an
expect ed downstreamrel ay.

0 Mechanisns to extend Authentication-Results [RFC7601] to nultiple

hops, creating a provable chain of custody as well as a view of
message authentication results at each handling step
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4.2.1. Getting Mre Radical: Requiring New Conmuni cation Paths between
MUAs

In practice, a nunber of operators are using strict alignnent node in
DMARC in order to avoid receiving new and i nnovative forns of

unwant ed and unauthentic emmil through systens purporting to be

Mai ling List handlers. The receiving ADVMD has no know edge of which
lists the user has subscribed to and which they have not. One avenue
of exploration would be for the user to authorize Miling Lists as
proxies for authentication, at which point the receiving ADVD woul d
be vesting some trust in the Mailing List service. The creators of
DKI M foresaw precisely this possibility at the tine by not tightly

bi ndi ng any semantics to the RFC5322. From header field. Sone
experinmental work has taken place in this area, as nentioned above.
Addi tional work m ght exam ne a new communi cation path to the user to
aut horize sonme formof transitive trust.

5. Security Considerations

Thi s docunent is an analysis of DMARC s inpact on indirect email

flows. It describes the possibility of accidental denial of service
that can be created by rejections of nessages by DVARC-aware nail
receivers.

Section 4.1.1.1 discusses the inportance of appropriate DKIM key
managenent vis-a-vis third-party email senders.

Section 4.1.3.3 warns that rewiting the RFC5322. From header field to
create an artificial domain nane should not be done with any donain.
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Appendi x A. Exanpl e SPF Bounce
This exanple illustrates a notification nessage "bounce".
A.1l. Initial Message
Here is the nessage as it exits the Origin MA (segv. dl. exanpl e):

Return-Pat h: <jqd@il. exanpl e>
Recei ved: from[10.10.10.131] (wx-y-z.dsl.static.isp.com|[wX.Yy.2z])
(aut henti cated bits=0)
by segv.dl.exanple with ESMIP id t OFN4a80084569;
Thu, 14 Jan 2015 15:00: 01 -0800 (PST)
DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/sinple; d=dl1.exanpl e;
$=20130426; t=1421363082;
bh=EoJgaaRvhr ngQxm@BVnRI | MRBgecuKf 1pdkxt f GyWal=;
h=Message- | D: Dat e: Fr om M ME- Ver si on: To: CC: Subj ect : Cont ent - Type:
Cont ent - Tr ansf er - Encodi ng;
b=HxsvPubDE+RI6vIdMY7V3dJUXvaj d6r vF5ec5BPe/ vpVBRIND4l 2weEl yYi j r vQw
bv9OuUALt 94k MNOQ+haFo6hi @QPnkuDxku5+oxyZWogt NH7 CTMyc BWATp4Q@D4Gd3TRI|
got sX4RkbNcUh! f noQOp+CywW i el 8aR6eof 6\WWDQ=
Message- | D <54B84785. 1060301 @l1. exanpl e>
Date: Thu, 14 Jan 2015 15:00: 01 -0800
From John Q Doe <jqd@1l. exanpl e>
To: no-recipient @marc. org
Subj ect: Exanple 1

Hey gang,

This is a test nmessage.
--J.
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A.2. Notification Message

VWhen dmarc.org rejects the message without a DKIM signature, it
specifies the RFC5321. HELQ . EHLO domai n as dmarc.org. | ocal, which has
no SPF record. dmarc.org has a reject policy in place for such non-
passing cases. Since there is no DKIM signature on the notification

message, the failed SPF | ookup results in a dmarc=fail, and
dl. exanpl e coul d be expected to discard the notification nmessage
itself:

Ret urn- Pat h: <>

Recei ved: fromdnmarc.org.local (mail.dmarc.org. [192.0.2.1])
by nx.dl.example with ESMIPS id Lkn25302j JR5
for <jqd@1l. exanpl e>
(versi on=TLS1_2 ci pher =ECDHE- RSA- AES128- GCM SHA256 bi t s=128/128);
Thu, 14 Jan 2015 15:00: 24 -0800 (PST)

Aut henti cation-Results: nx.dl. exanpl e;
spf =none (dl. exanple: dmarc.org.local does not designate
permitted sender hosts) sntp. il =;
dmarc=fail (p=REJECT di s=NONE) header. from=dmarc. org

M ME- Version: 1.0

Recei ved: from segv. dl. exanpl e (segv. dl. exanpl e [198.51.100.1])

by 192.0.2.2 with SMIP id u67nr 102828634qge33; Thu,
14 Jan 2015 15:00: 24 -0800 (PST)

From Mail Delivery Subsystem <nuil er-daenon@marc. or g>

To: jgd@ll. exanpl e

Subj ect: Delivery Status Notification (Failure)

Message- |1 D <00lallcl6e6a9ead220528df 294a@inar c. or g>

Date: Thu, 14 Jan 2016 23: 00: 24 +0000

Cont ent - Type: text/plain; charset=UTF-8

This is an automatically generated Delivery Status Notification
Delivery to the followi ng recipient failed permanently:
no-reci pi ent @marc. org
Techni cal details of permanent failure:
Your nessage was rejected by the server for the recipient domain

dmarc.org by mail.dmarc.org [192.0.2.1].

The error that the other server returned was:
550 5.1.1 <no-recipient@marc.org>... User unknown

————— Oiginal nessage -----

Return-Path: <jqd@1l. exanpl e>

Received: from[203.252.0.131] (131-0-252-203-dsl.static.exanple.com
[ 203. 252. 0. 131]) (authenticated bits=0)
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by segv.dl.exanple with ESMIP id t OFN4a80084569;
Thu, 14 Jan 2015 15: 00: 01 -0800 (PST)
(envel ope-from jgd@ll. exanpl e)
DKI M Si gnature: v=1; a=rsa-sha256; c=rel axed/sinple; d=dl1.exanpl e;
$=20130426; t=1421363082;
bh=EoJgaaRvhr ngQxm@BVnRI | MRBgecuKf 1pdkxt f GyWaU=;
h=Message- | D: Dat e: Fr om M ME- Ver si on: To: CC: Subj ect : Cont ent - Type:
Cont ent - Tr ansf er - Encodi ng;
b=HxsvPubDE+RI6v9dMIY7V3dJIUXvaj d6r vF5ec5BPe/ vpVBRINDAI 2weEl yYi j r vQw
bv9uUALt 94k MNOQ+haFo6hi QPnkuDxku5+0oxyZWogt NH7 CTMyc BWAM p4QD4GA3TRI|
got sX4RkbNcUhl f noQOp+CywW i el 8aR6eof 6\WWDQ=
Message- | D. <54B84785. 1060301 @l1. exanpl e>
Date: Thu, 14 Jan 2015 15:00: 01 - 0800
From John Q Doe <jqd@ll. exanpl e>
To: no-recipient @marc. org
Subj ect: Exanple 1

Hey gang,
This is a test message.
--J.
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