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Bl ock-W se Transfers in the Constrai ned Application Protocol (CoAP)
Abst ract

The Constrai ned Application Protocol (CoAP) is a RESTful transfer
protocol for constrained nodes and networks. Basic CoAP nessages
work well for small payloads from sensors and actuators; however
applications will need to transfer |arger payl oads occasionally --
for instance, for firnmvare updates. In contrast to HTTP, where TCP
does the grunt work of segmenting and resequenci ng, CoAP is based on
datagram transports such as UDP or Datagram Transport Layer Security
(DTLS). These transports only offer fragnentation, which is even
nmore problematic in constrai ned nodes and networks, limting the
maxi mum si ze of resource representations that can practically be
transferred.

Instead of relying on I P fragnentation, this specification extends
basic CoAP with a pair of "Block" options for transferring nultiple
bl ocks of information froma resource representation in nmultiple
request-response pairs. In nany inportant cases, the Bl ock options
enable a server to be truly stateless: the server can handl e each
bl ock transfer separately, with no need for a connection setup or
ot her server-side menory of previous block transfers. Essentially,
the Bl ock options provide a minimal way to transfer |arger
representations in a bl ock-w se fashion

A CoAP inplenentation that does not support these options generally
islimted in the size of the representations that can be exchanged,
so there is an expectation that the Block options will be wi dely used
in CoAP inplementations. Therefore, this specification updates

RFC 7252.
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Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7959

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The work on Constrained RESTful Environments (CoRE) ains at realizing
the Representational State Transfer (REST) architecture in a suitable
formfor the nost constrai ned nodes (such as nmicrocontrollers with
limted RAM and ROM [ RFC7228]) and networks (such as |Pv6 over Low
Power Wrel ess Personal Area Networks (6LOWPANs) [ RFC4944])

[ RFC7252]. The CoAP protocol is intended to provide RESTful [REST]
services not unlike HITP [ RFC7230], while reducing the conplexity of
inplementation as well as the size of packets exchanged in order to
make these services useful in a highly constrained network of highly
constrai ned nodes.

This objective requires restraint in a nunber of sonetines
conflicting ways:

0 reducing inplenentation conplexity in order to mnimze code size,

0 reducing nessage sizes in order to mnimze the nunber of
fragments needed for each nessage (to maxim ze the probability of
delivery of the message), the amount of transm ssion power needed,
and the |l oading of the |imted-bandw dth channel,

0 reducing requirenents on the environnment such as stabl e storage,
good sources of randommess, or user-interaction capabilities.

Because CoAP is based on datagramtransports such as UDP or Datagram
Transport Layer Security (DTLS), the maxi mum size of resource
representations that can be transferred w thout too much
fragmentation is linmted. |In addition, not all resource
representations will fit into a single link-1ayer packet of a
constrai ned network, which nay cause adaptation |ayer fragnentation
even if IP-layer fragnmentation is not required. Using fragmentation
(either at the adaptation |layer or at the IP layer) for the transport
of larger representations would be possible up to the maxi num si ze of
t he underlying datagram protocol (such as UDP), but the
fragmentation/reassenbly process burdens the lower layers with
conversation state that is better managed in the application |ayer.

The present specification defines a pair of CoAP options to enable

bl ock-wi se access to resource representations. The Bl ock options
provide a nmnimal way to transfer |arger resource representations in
a bl ock-wi se fashion. The overriding objective is to avoid the need
for creating conversation state at the server for bl ock-w se GET
requests. (It is inpossible to fully avoid creating conversation
state for POST/PUT, if the creation/replacenent of resources is to be
atom c; where that property is not needed, there is no need to create
server conversation state in this case, either.)
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Bl ock-wi se transfers are realized as conbi nati ons of exchanges, each
of which is performed according to the CoAP base protocol [RFC7252].
Each exchange in such a conbination is governed by the specifications
in [RFC7252], including the congestion control specifications
(Section 4.7 of [RFC7252]) and the security considerations

(Section 11 of [RFC7252]; additional security considerations then
apply to the transfers as a whole, see Section 7). The present
specification mnimzes the constraints it adds to those base
exchanges; however, not all variants of using CoAP are very usefu
inside a block-wise transfer (e.g., using Non-confirmable requests
within bl ock-wi se transfers outside the use case of Section 2.8 would
escal ate the overall non-delivery probability). To be perfectly
clear, the present specification also does not renmpove any of the
constraints posed by the base specification it is strictly |ayered on
top of. For exanple, back-to-back packets are limted by the
congestion control described in Section 4.7 of [RFC7252] (NSTART as a
limt for initiating exchanges, PROBING RATE as a limt for sending
with no response); block-wi se transfers cannot send/solicit nore
traffic than a client could be sending to / soliciting fromthe sane
server without the bl ock-w se node.

In sone cases, the present specification will RECOWEND that a client
perform a sequence of block-wi se transfers "w thout undue del ay".
Thi s cannot be phrased as an interoperability requirenent, but is an
expectation on inplementation quality. Conversely, the expectation
is that servers will not have to go out of their way to accommodate
clients that take considerable tinme to finish a bl ock-w se transfer
For exanple, for a block-wise CET, if the resource changes while this
proceeds, the entity-tag (ETag) for a further bl ock obtained may be
different. To avoid this happening all the tine for a fast-changing
resource, a server MAY try to keep a cache around for a specific
client for a short amount of time. The expectation here is that the
lifetime for such a cache can be kept short, on the order of a few
expected round-trip tines, counting fromthe previous bl ock
transferred.

In summary, this specification adds a pair of Bl ock options to CoAP
that can be used for block-wi se transfers. Benefits of using these
options include:

o Transfers larger than what can be accommpdated in constrai ned-
network |ink-Iayer packets can be performed in smaller bl ocks.

0 No hard-to-nanage conversation state is created at the adaptation
| ayer or IP layer for fragmentation.

o The transfer of each block is acknow edged, enabling individua
retransm ssion if required.
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0 Both sides have a say in the block size that actually will be
used.

o0 The resulting exchanges are easy to understand using packet
anal yzer tools, and thus quite accessible to debugging.

o |f needed, the Block options can al so be used (w thout changes) to
provi de random access to power-of-two sized blocks within a
resource representation

A CoAP inplenentation that does not support these options generally
islimted in the size of the representations that can be exchanged,
see Section 4.6 of [RFC7252]. Even though the options are Critical,
a server may decide to start using themin an unsolicited way in a
response. No effort was expended to provide a capability indication
mechani sm supporting that decision: since the bl ock-w se transfer
mechani sns are so fundanental to the use of CoAP for representations
| arger than about a kilobyte, there is an expectation that they are
very wi dely inplenented

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119, BCP 14 [RFC2119] and indicate requirenent |evels for conpliant
CoAP i npl enent ati ons.

In this docunment, the term"byte" is used in its now customary sense
as a synonymfor "octet".

Where bit arithnmetic is explained, this docunment uses the notation
fam liar fromthe progranmi ng | anguage C, except that the operator
"**" stands for exponentiation

2. Block-Wse Transfers

As di scussed in the introduction, there are good reasons to linit the
size of datagrams in constrai ned networks:

0 by the maxi num dat agram si ze (~ 64 Ki B for UDP)
0 by the desire to avoid |IP fragnentati on (MU of 1280 for | Pv6)

0 by the desire to avoi d adaptation-layer fragnmentation (60-80 bytes
for 6LOWPAN [ RFC4919])

When a resource representation is |arger than can be confortably

transferred in the payl oad of a single CoAP datagram a Bl ock option
can be used to indicate a bl ock-wi se transfer. As payl oads can be
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sent both with requests and with responses, this specification

provi des two separate options for each direction of payl oad transfer.
In nam ng these options (for block-w se transfers as well as in
Section 4), we use the nunber 1 ("Blockl", "Sizel") to refer to the
transfer of the resource representation that pertains to the request,
and the nunmber 2 ("Block2", "Size2") to refer to the transfer of the
resource representation for the response.

In the followi ng, the term"payload" will be used for the actua
content of a single CoAP nessage, i.e., a single block being
transferred, while the term"body" will be used for the entire
resource representation that is being transferred in a bl ock-wi se
fashion. The Content-Format Option applies to the body, not to the
payl oad; in particular, the boundaries between the bl ocks may be in
pl aces that are not separating whole units in terns of the structure,
encodi ng, or content-coding used by the Content-Format. (Simlarly,
the ETag Option defined in Section 5.10.6 of [RFC7252] applies to the
whol e representation of the resource, and thus to the body of the
response.)

In nost cases, all blocks being transferred for a body (except for
the last one) will be of the sane size. (If the first request uses a
bi gger bl ock size than the receiver prefers, subsequent requests wll
use the preferred block size.) The block size is not fixed by the
protocol. To keep the inplenentation as sinple as possible, the

Bl ock options support only a small range of power-of-two bl ock sizes,
from2**4 (16) to 2**10 (1024) bytes. As bodies often will not
evenly divide into the power-of-two bl ock size chosen, the size need
not be reached in the final block (but even for the final block, the
chosen power-of-two size will still be indicated in the bl ock size
field of the Bl ock option).

2.1. The Bl ock2 and Bl ockl Options

. S N STTE TR Sy S S ocmmnaaan +
| No. | C| U] N| R] Nane | Format | Length | Default |
Hommm- T e L Fommmaa - Fommmma - T +
| 23] C| U] - | - | Block2 | uint | 0-3 | (none) |
| [ | | | |
| 27 ] C|] U] -] - | Blockl | uint | 0-3 | (none) |
e T R e e T S I S I S TRy +

Table 1: Bl ock Option Nunmbers

Bot h Bl ockl and Bl ock2 Options can be present in both the request and
response nessages. In either case, the Blockl Option pertains to the
request payl oad, and the Bl ock2 Option pertains to the response

payl oad.
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Hence, for the nethods defined in [ RFC7252], Blockl is useful with

t he payl oad-bearing POST and PUT requests and their responses.

Bl ock2 is useful with GET, POST, and PUT requests and their payl oad-
bearing responses (2.01, 2.02, 2.04, and 2.05 -- see Section 5.5 of
[ RFC7252] ).

Where Bl ockl is present in a request or Block2 in a response (i.e.,
in that message to the payload of which it pertains) it indicates a
bl ock-wi se transfer and describes how this specific bl ock-w se

payl oad forns part of the entire body being transferred ("descriptive
usage"). Wiere it is present in the opposite direction, it provides
additional control on how that payload will be forned or was
processed ("control usage").

I mpl enent ati on of either Block option is intended to be optional
However, when it is present in a CoAP nessage, it MJST be processed
(or the nessage rejected); therefore, it is identified as a Critica
option. Either Block option MJST NOT occur nore than once in a

si ngl e message.

2.2. Structure of a Block Option

Three itens of information nmay need to be transferred in a Bl ock
(Bl ockl or Bl ock2) option:

o the size of the block (SzX);
o whether nore blocks are following (M;

o the relative nunber of the block (NUM within a sequence of bl ocks
with the given size

The val ue of the Block option is a variable-size (0 to 3 byte)

unsi gned integer (uint, see Section 3.2 of [RFC7252]). This integer
val ue encodes these three fields, see Figure 1. (Due to the CoAP

ui nt-encodi ng rules, when all of NUM M and SzZX happen to be zero, a
zero-byte integer will be sent.)
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0
01234567
R S
| NUM | M SZX |
I

0 1
0123456789012345
B T it o R ik sl I (I I S TR S
I NUM M SzZX |
e o ik I S R R e S i N

0 1 2

012345678901234567890123
i S T S S e S S
| NUM | M SzX |

T o T

Figure 1: Bl ock Option Val ue

The bl ock size is encoded using a three-bit unsigned integer (0 for
2**4 pytes to 6 for 2**10 bytes), which we call the "SzX' ("size

exponent"); the actual block size is then "2**(SzX + 4)". SZX is
transferred in the three least significant bits of the option value
(i.e., "val & 7" where "val" is the value of the option).

The fourth |l east significant bit, the Mor "nore" bit ("val & 8"),
i ndi cates whether nore blocks are following or if the current bl ock-
wi se transfer is the |ast block being transferred.

The option value divided by sixteen (the NUMfield) is the sequence
nunber of the block currently being transferred, starting from zero.
The current transfer is, therefore, about the "size" bytes starting
at byte "NUM << (SZX + 4)".

I mpl ementation note: As an inplenmentation conveni ence, "(val & ~0xF)
<< (val & 7)", i.e., the option value with the last 4 bits masked
out, shifted to the left by the value of SZX, gives the byte
position of the first byte of the block being transferred.

More specifically, within the option value of a Blockl or Bl ock2
Option, the neaning of the option fields is defined as follows:

NUM Bl ock Number, indicating the bl ock number being requested or

provi ded. Bl ock nunber 0 indicates the first block of a body
(i.e., starting with the first byte of the body).
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M Mre Flag ("not |ast block"). For descriptive usage, this flag,
if unset, indicates that the payload in this nmessage is the | ast
bl ock in the body; when set, it indicates that there are one or
nore additional blocks available. Wen a Block2 Option is used in
a request to retrieve a specific block nunber ("control usage"),
the Mbit MJUST be sent as zero and ignored on reception. (lIn a
Bl ockl Option in a response, the Mflag is used to indicate
atomcity, see below)

SzX: Block Size. The block size is represented as a three-bit
unsi gned integer indicating the size of a block to the power of
two. Thus, block size = 2**(SZX + 4). The all owed val ues of SZX
are 0 to 6, i.e., the mninumblock size is 2**(0+4) = 16 and the
maxi mumis 2**(6+4) = 1024. The value 7 for SzX (which would
indicate a block size of 2048) is reserved, i.e., MJST NOT be sent
and MUST | ead to a 4.00 Bad Request response code upon reception
in a request.

There is no default value for the Blockl and Bl ock2 Options. Absence
of one of these options is equivalent to an option value of 0 with
respect to the value of NUM and Mthat could be given in the option,
i.e., it indicates that the current block is the first and only bl ock
of the transfer (block nunber 0, Mbit not set). However, in
contrast to the explicit value 0, which would indicate an SzZX of 0
and thus a size value of 16 bytes, there is no specific explicit size
implied by the absence of the option -- the size is left unspecified.
(As for any uint, the explicit value 0 is efficiently indicated by a
zero-length option; this, therefore, is different in semantics from
the absence of the option.)

2.3. Block Options in Requests and Responses

The Bl ock options are used in one of three roles:

0 |In descriptive usage, i.e., a Block2 Option in a response (such as
a 2.05 response for GET), or a Blockl Option in a request (a PUT
or POST):

* The NUMfield in the option value describes what bl ock nunmber
is contained in the payload of this nessage.

* The Mbit indicates whether further blocks need to be
transferred to conplete the transfer of that body.

* The block size inplied by SZX MUST match the size of the
payload in bytes, if the Mbit is set. (SZX does not govern
the payload size if Mis unset). For Block2, if the request
suggested a | arger value of SzZX, the next request MJST nove SZX
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down to the size given in the response. (The effect is that,

if the server uses the smaller of (1) its preferred block size
and (2) the block size requested, all blocks for a body use the
same bl ock size.)

o0 A Block2 Option in control usage in a request (e.g., CET):

* The NUMfield in the Bl ock2 Option gives the bl ock number of
the payload that is being requested to be returned in the
response.

* |n this case, the Mbit has no function and MJST be set to
zero.

* The bl ock size given (SzZX) suggests a block size (in the case
of block nunber 0) or repeats the block size of previous bl ocks
received (in the case of a non-zero bl ock nunber).

o0 A Blockl Option in control usage in a response (e.g., a 2.xx
response for a PUT or POST request):

* The NUMfield of the Blockl Option indicates what bl ock nunber
i s being acknow edged.

* |f the Mbit was set in the request, the server can choose
whet her to act on each bl ock separately, with no nmenory, or
whet her to handl e the request for the entire body atomically,
or any m x of the two.

+ |If the Mbit is also set in the response, it indicates that
this response does not carry the final response code to the
request, i.e., the server collects further blocks fromthe
same endpoint and plans to inplenent the request atomcally
(e.g., acts only upon reception of the |ast block of
payload). |In this case, the response MJUST NOT carry a
Bl ock2 Opti on.

+ Conversely, if the Mbit is unset even though it was set in
the request, it indicates the bl ock-w se request was enacted
now specifically for this block, and the response carries
the final response to this request (and to any previ ous ones
with the Mbit set in the response’s Blockl Option in this
sequence of bl ock-w se transfers); the client is stil
expected to continue sending further blocks, the request
met hod for which may or may not al so be enacted per-Dbl ock
(Note that the resource is nowin a partially updated state;
this approach is only appropriate where exposing such an

Bor mann & Shel by St andards Track [ Page 11]



RFC 7959 Bl ock-W se Transfer in CoAP August 2016

internmedi ate state is acceptable. The client can reduce the
wi ndow by qui ckly continuing to update the resource, or, in
case of failure, restarting the update.)

* Finally, the SZX bl ock size given in a control Blockl Option
i ndi cates the largest block size preferred by the server for
transfers toward the resource that is the sane or smaller than
the one used in the initial exchange; the client SHOULD use
this block size or a smaller one in all further requests in the
transfer sequence, even if that neans changi ng the bl ock size
(and possi bly scaling the bl ock nunber accordingly) from now
on.

Usi ng one or both Bl ock options, a single REST operation can be split
into multiple CoAP nessage exchanges. As specified in [RFC7252],
each of these nessage exchanges uses their own CoAP Message | D.

The Content-Format Option sent with the requests or responses MJST
reflect the Content-Format of the entire body. |If blocks of a
response body arrive with different Content-Format Options, it is up
to the client howto handle this error (it will typically abort any
ongoi ng bl ock-wi se transfer). |If blocks of a request arrive at a
server with m smatchi ng Content-Fornmat Options, the server MJST NOT
assenble theminto a single request; this usually leads to a 4.08
(Request Entity Inconplete, Section 2.9.2) error response on the

m smat chi ng bl ock.

2.4. Using the Block2 Option

Wien a request is answered with a response carrying a Bl ock2 Option
with the Mbit set, the requester may retrieve additional bl ocks of
the resource representation by sending further requests with the same
options as the initial request and a Bl ock2 Option giving the bl ock

nunber and bl ock size desired. In a request, the client MIST set the
Mbit of a Block2 Option to zero and the server MJST ignore it on
reception.

To influence the block size used in a response, the requester MAY

al so use the Block2 Option on the initial request, giving the desired
size, a block nunber of zero and an Mbit of zero. A server MJST use
the block size indicated or a smaller size. Any further block-w se
requests for blocks beyond the first one MJUST indicate the sanme bl ock
size that was used by the server in the response for the first
request that gave a desired size using a Bl ock2 Option.

Once the Block2 Option is used by the requester and a first response

has been received with a possibly adjusted bl ock size, all further
requests in a single block-wi se transfer will ultinmately converge on
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usi ng the sane size, except that there may not be enough content to
fill the last block (the one returned with the Mbit not set). (Note
that the client may start using the Block2 Option in a second request
after a first request without a Block2 Option resulted in a Bl ock2
Option in the response.) The server uses the block size indicated in
the request option or a snaller size, but the requester MJST take
note of the actual block size used in the response it receives to its
initial request and proceed to use it in subsequent requests. The
server behavior MJIST ensure that this client behavior results in the
sanme bl ock size for all responses in a sequence (except for the |ast
one with the Mbit not set, and possibly the first one if the initial
request did not contain a Block2 Option).

Bl ock-wi se transfers can be used to GET resources whose
representations are entirely static (not changing over time at all,
such as in a schenma describing a device), or for dynam cally changi ng
resources. In the latter case, the Bl ock2 Option SHOULD be used in
conjunction with the ETag Option ([RFC7252], Section 5.10.6), to
ensure that the bl ocks being reassenbled are fromthe sane version of
the representation: The server SHOULD include an ETag Option in each
response. |If an ETag Option is available, the client, when
reassenbling the representation fromthe bl ocks bei ng exchanged, MJST
conpare ETag Options. |If the ETag Options do not match in a GET
transfer, the requester has the option of attenpting to retrieve
fresh values for the blocks it retrieved first. To minimze the
resulting inefficiency, the server MAY cache the current value of a
representation for an ongoi ng sequence of requests. (The server may
identify the sequence by the conbination of the requesting endpoint
and the URI being the sane in each bl ock-w se request.) Note well
that this specification nakes no requirenent for the server to
establish any state; however, servers that offer quickly changing
resources may thereby make it inpossible for a client to ever
retrieve a consistent set of blocks. dients that want to retrieve
all blocks of a resource SHOULD strive to do so wi thout undue del ay.
Servers can fully expect to be free to discard any cached state after
a period of EXCHANGE LI FETI ME ([ RFC7252], Section 4.8.2) after the

| ast access to the state, however, there is no requirenent to always
keep the state for as |ong.

The Bl ock2 Option provides no way for a single endpoint to perform
mul tiple concurrently proceedi ng bl ock-w se response payl oad transfer
(e.g., CET) operations to the same resource. This is rarely a

requi renent, but as a workaround, a client may vary the cache key
(e.g., by using one of several URIs accessing resources with the sane
semantics, or by varying a proxy-safe elective option).
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2.5. Using the Bl ockl Option

In a request with a request payload (e.g., PUT or POST), the Bl ockl
Option refers to the payload in the request (descriptive usage).

In response to a request with a payload (e.g., a PUT or POST
transfer), the block size given in the Blockl Option indicates the
bl ock size preference of the server for this resource (contro
usage). Cbviously, at this point the first block has already been
transferred by the client without benefit of this know edge. Still,
the client SHOULD heed the preference indicated and, for all further
bl ocks, use the block size preferred by the server or a snaller one.
Note that any reduction in the bl ock size may nmean that the second
request starts with a block nunber |arger than one, as the first
request already transferred nultiple blocks as counted in the smaller
si ze.

To counter the effects of adaptation-layer fragnmentation on packet-
delivery probability, a client may want to give up retransmtting a
request with a relatively | arge payl oad even before MAX RETRANSM T
has been reached, and try restating the request as a bl ock-w se
transfer with a smaller payload. Note that this new attenpt is then
a new nessage-| ayer transaction and requires a new Message |D.
(Because of the uncertainty about whether the request or the

acknow edgenent was lost, this strategy is useful nostly for

i denpot ent requests.)

In a bl ock-wi se transfer of a request payload (e.g., a PUT or PQOST)
that is intended to be inplenented in an atomc fashion at the
server, the actual creation/replacenent takes place at the tine the
final block, i.e., a block with the Mbit unset in the Blockl Option,
is received. |In this case, all success responses to non-final blocks
carry the response code 2.31 (Continue, Section 2.9.1). If not all
previous blocks are available at the server at the tinme of processing
the final block, the transfer fails and error code 4.08 (Request
Entity Inconplete, Section 2.9.2) MIST be returned. A server MNAY
also return a 4.08 error code for any (final or non-final) Bl ockl
transfer that is not in sequence; therefore, clients that do not have
speci fic nmechanisns to handle this case SHOULD al ways start with

bl ock zero and send the follow ng bl ocks in order

One reason that a client m ght encounter a 4.08 error code is that
the server has already tinmed out and di scarded the partial request
body being assenbled. Cients SHOULD strive to send all blocks of a
request w thout undue delay. Servers can fully expect to be free to
discard any partial request body when a period of EXCHANGE LI FETI ME

Bor mann & Shel by St andards Track [ Page 14]



RFC 7959 Bl ock-W se Transfer in CoAP August 2016

([ RFC7252], Section 4.8.2) has el apsed after the npbst recent bl ock
was transferred; however, there is no requirenent on a server to
al ways keep the partial request body for as |ong.

The error code 4.13 (Request Entity Too Large) can be returned at any
time by a server that does not currently have the resources to store
bl ocks for a bl ock-w se request payload transfer that it would intend
to inmplenent in an atomc fashion. (Note that a 4.13 response to a
request that does not enploy Blockl is a hint for the client to try
sendi ng Bl ockl, and a 4.13 response with a smaller SZX in its Bl ockl
Option than requested is a hint to try a smaller SZX.)

A bl ock-wi se transfer of a request payload that is inplemented in a
statel ess fashion at the server is likely to | eave the resource being
operated on in an inconsistent state while the transfer is stil
ongoi ng or when the client does not conplete the transfer. This
characteristic is closer to that of renpote file systens than to that
of HTTP, where state is always kept on the server during a transfer
Techni ques well known from shared file access (e.g., client-specific
tenmporary resources) can be used to mitigate this difference from
HTTP.

The Bl ockl Option provides no way for a single endpoint to perform
mul tiple concurrently proceedi ng bl ock-w se request payl oad transfer
(e.g., PUT or PCST) operations to the same resource. Starting a new
bl ock-wi se sequence of requests to the sane resource (before an old
sequence fromthe same endpoint was finished) sinply overwites the
context the server may still be keeping. (This is probably exactly
what one wants in this case -- the client may sinply have restarted
and lost its know edge of the previous sequence.)

2.6. Combining Bl ock-Wse Transfers with the Cbserve Option

The Chserve option provides a way for a client to be notified about
changes over time of a resource [ RFC7641]. Resources observed by
clients may be larger than can be confortably processed or
transferred in one CoAP nessage. The following rules apply to the
conbi nati on of bl ock-wi se transfers with notifications.

oservation rel ationshi ps always apply to an entire resource; the
Bl ock2 Option does not provide a way to observe a single block of a
resource.

As with basic GET transfers, the client can indicate its desired
bl ock size in a Block2 Option in the GET request establishing or
renewi ng the observation relationship. |f the server supports bl ock-
wi se transfers, it SHOULD take note of the block size and apply it as
a maxi mum size to all notifications/responses resulting fromthe CET
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request (until the client is renoved fromthe |ist of observers or
the entry in that list is updated by the server receiving a new GET
request for the resource fromthe client).

When sending a 2.05 (Content) notification, the server only sends the
first block of the representation. The client retrieves the rest of
the representation as if it had caused this first response by a GET
request, i.e., by using additional GET requests with Bl ock2 Options
contai ning NUM val ues greater than zero. (This results in the
transfer of the entire representation, even if only sone of the

bl ocks have changed with respect to a previous notification.)

As with other dynami cally changi ng resources, to ensure that the

bl ocks bei ng reassenbl ed are fromthe same version of the
representation, the server SHOULD i nclude an ETag Option in each
response, and the reassenbling client MJUST conpare the ETag Options
(Section 2.4). Even nore so than for the general case of Bl ock2,
clients that want to retrieve all blocks of a resource they have been
notified about with a first block SHOULD strive to do so w thout
undue del ay.

See Section 3.4 for exanples.
2.7. Conbining Bl ockl and Bl ock2

In PUT and particularly in POST exchanges, both the request body and
the response body may be | arge enough to require the use of bl ock-

wi se transfers. First, the Blockl transfer of the request body
proceeds as usual. In the exchange of the last slice of this block-
wi se transfer, the response carries the first slice of the Bl ock2
transfer (NUMis zero). To continue this Block2 transfer, the client
continues to send requests simlar to the requests in the Bl ockl
phase, but |eaves out the Blockl Options and includes a Bl ock2
request option with non-zero NUM

Bl ock2 transfers that retrieve the response body for a request that
used Bl ockl MJST be performed in sequential order

2.8. Combining Block2 with Milticast

A client can use the Block2 Option in a nulticast GET request with
NUM=0toaidinlimting the size of the response.

Simlarly, a response to a multicast GET request can use a Bl ock2

Option with NUM= 0 if the representation is large, or to further
limt the size of the response.
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In both cases, the client retrieves any further bl ocks using unicast
exchanges; in the unicast requests, the client SHOULD heed any bl ock
size preferences indicated by the server in the response to the
mul ti cast request.

O her uses of the Block options in conjunction with multicast
nmessages are for further study.

2.9. Response Codes

Beyond the response codes defined in [RFC7252], this specification
defines two response codes and extends the neani ng of one.

2.9.1. 2.31 Continue

This new success status code indicates that the transfer of this
bl ock of the request body was successful and that the server
encour ages sending further blocks, but that a final outconme of the
whol e bl ock-w se request cannot yet be determined. No payload is
returned with this response code.

2.9.2. 4.08 Request Entity Inconplete

This new client error status code indicates that the server has not
recei ved the bl ocks of the request body that it needs to proceed.
The client has not sent all blocks, not sent themin the order
required by the server, or has sent them|ong enough ago that the
server has al ready discarded them

(Note that one reason for not having the necessary bl ocks at hand may

be a Content-Format mismatch, see Section 2.3. |Inplenentation note:
A server can reject a Blockl transfer with this code when NUM!= 0
and a different Content-Format is indicated than expected fromthe
current state of the resource. |If it inplenents the transfer in a
statel ess fashion, it can match up the Content-Format of the bl ock
agai nst that of the existing resource. |If it inplenents the transfer

in an atomic fashion, it can match up the bl ock against the partially
reassenbl ed pi ece of representation that is going to replace the
state of the resource.)

2.9.3. 4.13 Request Entity Too Large

In Section 5.9.2.9 of [RFC7252], the response code 4.13 (Request
Entity Too Large) is defined to be like HITP 413 "Request Entity Too
Large". [RFC7252] also recomends that this response SHOULD i ncl ude
a Sizel Option (Section 4) to indicate the nmaxi nrum si ze of request
entity the server is able and willing to handle, unless the server is
not in a position to nmake this information avail abl e.
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The present specification allows the server to return this response
code at any tine during a Blockl transfer to indicate that it does
not currently have the resources to store blocks for a transfer that
it would intend to inplenent in an atomc fashion. It also allows
the server to return a 4.13 response to a request that does not

enpl oy Blockl as a hint for the client to try sending Bl ockl
Finally, a 4.13 response to a request with a Blockl Option (contro
usage, see Section 2.3) where the response carries a smaller SZX in
its Blockl Option is a hint to try that smaller SzZX

2.10. Caching Considerations

This specification attenpts to |leave a variety of inplenmentation
strategi es open for caches, in particular those in caching proxies.
For exanple, a cache is free to cache blocks individually, but also
could wait to obtain the conplete representation before it serves
parts of it. Partial caching may be nore efficient in a cross-proxy
(equivalent to a streaming HTTP proxy). A cached block (partial
cached response) can be used in place of a conplete response to
satisfy a bl ock-wi se request that is presented to a cache. Note that
different bl ocks can have different Max- Age val ues, as they are
transferred at different tinmes. A response with a block updates the
freshness of the conplete representation. |Individual blocks can be
val i dated, and validating a single block validates the conplete
representation. A response with a Blockl Option in control usage
with the Mbit set invalidates cached responses for the target URI.

A cache or proxy that conbines responses (e.g., to split blocks in a
request or increase the block size in a response, Oor a Cross-proxy)
may need to conbine 2.31 and 2.01/2.04 responses; a statel ess server
may be responding with 2.01 only on the first Blockl bl ock
transferred, which dom nates any 2.04 responses for |ater bl ocks.

| f-None-Match only works correctly on Blockl requests with ( NUM=0)
and MUST NOT be used on Bl ockl requests with NUM!= 0

3. Examples

This section gives a nunber of short exanples with nessage flows for
a bl ock-wi se GET, and for a PUT or POST. These exanpl es denobnstrate
the basic operation, the operation in the presence of

retransm ssions, and exanples for the operation of the block size
negoti ati on.
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In all these exanples, a Block option is shown in a deconposed way

i ndi cating the kind of Block option (1 or 2) followed by a colon, and
then the bl ock number (NUM, nore bit (M, and block size exponent
(2**(SZX+4)) separated by slashes. For exanple, a Block2 Option

val ue of 33 would be shown as 2:2/0/32) and a Bl ockl Option val ue of
59 woul d be shown as 1:3/1/128.

As in [RFC7252], "MD" is used as an abbreviation for "Message |ID".
3.1. Block2 Exanples

The first exanple (Figure 2) shows a CET request that is split into

three bl ocks. The server proposes a bl ock size of 128, and the

client agrees. The first two ACKs contain a payl oad of 128 bytes
each, and the third ACK contains a payl oad between 1 and 128 bytes.

CLI ENT SERVER
I CON [ M D=1234], CET, /status — a----- > I
I <------ ACK [ M D=1234], 2.05 Content, 2:0/1/128 I
I CON [ M D=1235], GCET, /status, 2:1/0/128  ------ > I
I <m----- ACK [ M D=1235], 2.05 Content, 2:1/1/128 I
I CON [ M D=1236], CET, /status, 2:2/0/128  ------ > I
I <------ ACK [ M D=1236], 2.05 Content, 2:2/0/128 I

Fi gure 2: Sinple Bl ock-Wse GET
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In the second exanple (Figure 3), the client anticipates the bl ock-
wi se transfer (e.g., because of a size indication in the |ink-format
description [ RFC6690]) and sends a bl ock size proposal. Al ACK
messages except for the last carry 64 bytes of payload; the | ast one
carries between 1 and 64 bytes.

CLI ENT SERVER
I CON [ M D=1234], GCET, /status, 2:0/0/64 ------ > I
I <------ ACK [ M D=1234], 2.05 Content, 2:0/1/64 I
I CON [ M D=1235], GCET, /status, 2:1/0/64 ------ > I
I <------ ACK [ M D=1235], 2.05 Content, 2:1/1/64 I
| CON [MD=1238], GET, /status, 2:4/0/64 =----- > |
I <------ ACK [ M D=1238], 2.05 Content, 2:4/1/64 I
I CON [ M D=1239], CET, /status, 2:5/0/64  ------ > I
I <------ ACK [ M D=1239], 2.05 Content, 2:5/0/64 I

Figure 3: Block-Wse GET with Early Negoti ation
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In the third exanple (Figure 4), the client is surprised by the need
for a bl ock-w se transfer, and unhappy with the size chosen
unilaterally by the server. As it did not send a size proposal
initially, the negotiation only influences the size fromthe second
message exchange onward. Since the client already obtained both the
first and second 64-byte block in the first 128-byte exchange, it
goes on requesting the third 64-byte block ("2/0/64"). None of this
is (or needs to be) understood by the server, which sinply responds
to the requests as it best can.

CLI ENT SERVER
I CON [ M D=1234], CET, /status — ------ > I
I <------ ACK [ M D=1234], 2.05 Content, 2:0/1/128 I
I CON [ M D=1235], CET, /status, 2:2/0/64 ------ > I
I <m----- ACK [ M D=1235], 2.05 Content, 2:2/1/64 I
I CON [ M D=1236], CET, /status, 2:3/0/64  ------ > I
I <------ ACK [ M D=1236], 2.05 Content, 2:3/1/64 I
I CON [ M D=1237], GCET, /status, 2:4/0/64 ------ > I
I <------ ACK [ M D=1237], 2.05 Content, 2:4/1/64 I
I CON [ M D=1238], CET, /status, 2:5/0/64  ------ > I
I <------ ACK [ M D=1238], 2.05 Content, 2:5/0/64 I

Figure 4: Block-Wse GET with Late Negotiation
In all these (and the follow ng) cases, retransnissions are handl ed

by the CoAP nessage exchange | ayer, so they don't influence the bl ock
operations (Figures 5 and 6).
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CLI ENT SERVER
I CON [ M D=1234], GET, /status  —ee--- >I
I <------ ACK [ M D=1234], 2.05 Content, 2:0/1/128 I
I CON [ M D=1235], GE////1111Hirirniiiiiinni I
I (timeout) I
I CON [ M D=1235], CET, /status, 2:2/0/64 ------ > I
I S ACK [ M D=1235], 2.05 Content, 2:2/1/64 I
| CON [MD=1238], GET, /status, 2:5/0/64 ------ > |
I Cmmmmm- ACK [ M D=1238], 2.05 Content, 2:5/0/64 I
Figure 5. Block-Wse GET with Late Negotiation and Lost CON
CLI ENT SERVER
CON [ M D=1234], CET, /status  ------ >
<------ ACK [ M D=1234], 2.05 Content, 2:0/1/128
CON [ M D=1235], GCET, /status, 2:2/0/64 ------ >

|
I I
I I
I I
| |
I I
| |
| JLLLLLEETI LTI T T tent, 22/ 1/ 64 |
I I
| |
I I
I I
I I
I I

(timeout)

CON [ M D=1235], GCET, /status, 2:2/0/64 ------ >

<o ACK [ M D=1235], 2.05 Content, 2:2/1/64
| CON [MD=1238], GET, /status, 2:5/0/64  ------ > |
| |
| <eoee-- ACK [ M D=1238], 2.05 Content, 2:5/0/ 64 |

Figure 6: Block-Wse GET with Late Negotiation and Lost ACK
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3.2. Blockl Exanples

The foll owi ng exanpl es denonstrate a PUT exchange; a POST exchange

| ooks the sane, with different requirenents on atomicity/idenpotence.
Note that, simlar to GET, the responses to the requests that have a
more bit in the request Blockl Option are provisional and carry the
response code 2.31 (Continue); only the final response tells the
client that the PUT succeeded.

CLI ENT SERVER
I CON [ M D=1234], PUT, /options, 1:0/1/128  ------ > I
I <------ ACK [ M D=1234], 2.31 Continue, 1:0/1/128 I
} CON [ M D=1235], PUT, /options, 1:1/1/128  ------ > }
I <-mmm-- ACK [ M D=1235], 2.31 Continue, 1:1/1/128 I
I CON [ M D=1236], PUT, /options, 1:2/0/128 @ ------ > I
} <------ ACK [ M D=1236], 2.04 Changed, 1:2/0/128 }

Figure 7: Sinple Atom c Bl ock-Wse PUT

A statel ess server that sinply builds/updates the resource in place
(statelessly) may indicate this by not setting the nore bit in the
response (Figure 8); in this case, the response codes are valid
separately for each block being updated. This is of course only an
accept abl e behavior of the server if the potential inconsistency
present during the run of the nessage exchange sequence does not | ead
to problems, e.g., because the resource being created or changed is
not yet or not currently in use.
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CLI ENT SERVER
I CON [ M D=1234], PUT, /options, 1:0/1/128  ------ > I
I <------ ACK [ M D=1234], 2.04 Changed, 1:0/0/128 I
I CON [ M D=1235], PUT, /options, 1:1/1/128 @ ------ > I
I <------ ACK [ M D=1235], 2.04 Changed, 1:1/0/128 I
I CON [ M D=1236], PUT, /options, 1:2/0/128  ------ > I
I Cmmmmm- ACK [ M D=1236], 2.04 Changed, 1:2/0/128 I

Figure 8 Sinple Statel ess Bl ock-Wse PUT

Finally, a server receiving a bl ock-wi se PUT or POST may want to
indicate a snmaller block size preference (Figure 9). 1In this case,
the client SHOULD continue with a smaller block size; if it does, it
MUST adj ust the bl ock nunmber to properly count in that smaller size.

CLI ENT SERVER
I CON [ M D=1234], PUT, /options, 1:0/1/128  ------ > I
I <------ ACK [ M D=1234], 2.31 Continue, 1:0/1/32 I
} CON [ M D=1235], PUT, /options, 1:4/1/32  ------ > }
I <------ ACK [ M D=1235], 2.31 Continue, 1:4/1/32 I
I CON [ M D=1236], PUT, /options, 1:5/1/32  ------ > I
} <------ ACK [M D=1235], 2.31 Continue, 1:5/1/32 }
I CON [M D=1237], PUT, /options, 1:6/0/32  ------ > I
I <------ ACK [ M D=1236], 2.04 Changed, 1:6/0/32 I

Figure 9: Sinple Atomic Bl ock-Wse PUT with Negotiation
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3.3. Conbining Bl ockl and Bl ock2

Bl ock options may be used in both directions of a single exchange.
The foll owi ng exanpl e denpnstrates a bl ock-w se POST request,
resulting in a separate bl ock-w se response.

CLI ENT SERVER

CON [ M D=1234], POST, /soap, 1:0/1/128  ------ >

<emmmns ACK [ M D=1234], 2.31 Continue, 1:0/1/128

CON [ M D=1235], POCST, /soap, 1:1/1/128 ------ >

<------ ACK [ M D=1235], 2.31 Continue, 1:1/1/128

CON [ M D=1236], POST, /soap, 1:2/0/128 ------ >

<------ ACK [ M D=1236], 2.04 Changed, 2:0/1/128, 1:2/0/128
CON [ M D=1237], POST, /soap, 2:1/0/128  ------ >

(could also do | ate negotiation by requesting,
e.g., 2:2/0/64)

<------ ACK [ M D=1237], 2.04 Changed, 2:1/1/128
CON [ M D=1238], PCST, /soap, 2:2/0/128 ------ >
<------ ACK [ M D=1238], 2.04 Changed, 2:2/1/128

CON [M D=1239], POST, /soap, 2:3/0/128 ~  ------ >

I
I
I
I
I
I
I
I
I
I
I
|
| (no payload for requests with Block2 with NUM!= 0)
I
I
I
I
I
I
I
I
I
I
I
I

<------ ACK [ M D=1239], 2.04 Changed, 2:3/0/128

Fi gure 10: Atonic Bl ock-Wse POST with Bl ock- W se Response
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Thi s nodel does provide for early negotiation input to the Bl ock2
bl ock-wi se transfer, as shown bel ow.

CLI ENT SERVER
| CON [M D=1234], PCST, /soap, 1:0/1/128 ------ > I
I S ACK [M D=1234], 2.31 Continue, 1:0/1/128 I
} CON [ M D=1235], POST, /soap, 1:1/1/128 ------ > }
I <------ ACK [ M D=1235], 2.31 Continue, 1:1/1/128 I
I CON [ M D=1236], POST, /soap, 1:2/0/128, 2:0/0/64 ------ > I
} <------ ACK [ M D=1236], 2.04 Changed, 1:2/0/128, 2:0/1/64
I CON [ M D=1237], POST, /soap, 2:1/0/64 ------ > I
| (no payload for requests with Block2 with NUM!= 0) |
I . ACK [M D=1237], 2.04 Changed, 2:1/1/64 I
I CON [ M D=1238], POST, /soap, 2:2/0/64 ------ > I
I Cemmme ACK [ M D=1238], 2.04 Changed, 2:2/1/64 I
I CON [ M D=1239], POCST, /soap, 2:3/0/64 ------ > I
I <-mmm-- ACK [ M D=1239], 2.04 Changed, 2:3/0/64 I

Figure 11: Atonic Bl ock-Wse POST with Bl ock- W se Response,
Early Negotiation

3.4. Conbi ning Cbserve and Bl ock2

In the followi ng exanple, the server first sends a direct response
(Cbserve sequence nunber 62350) to the initial GET request (the
resulting bl ock-wi se transfer is as in Figure 4 and has therefore
been left out). The second transfer is started by a 2.05
notification that contains just the first block (Cbserve sequence
nunber 62354); the client then goes on to obtain the rest of the
bl ocks.
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<----- + Header: 2.05 0x61451638
| Token: Oxfc

| Bl ock2: 2/0/128

| ETag: 6f00f 392

| Payl oad: [53 bytes]

Figure 12: (observe Sequence with Bl ock- W se Response

(Note that the choice of token Oxfc in this exanple is arbitrary;
tokens are just shown in this exanple to illustrate that the requests
for additional blocks cannot nake use of the token of the Observation
relationship. As a general comment on tokens, there is no other
mention of tokens in this document, as bl ock-w se transfers handl e
tokens |ike any other CoAP exchange. As usual, the client is free to
choose tokens for each exchange as it |ikes.)

In the followi ng exanple, the client also uses early negotiation to
limt the block size to 64 bytes.

CLI ENT SERVER

+--- - >| Header: GET 0x41011636

| GET | Token: Oxfb

| | Uri-Path: status-icon

| | oserve: (enpty)

| | Bl ock2: 0/0/64

| |

| <----- + Header: 2.05 0x61451636

| 2.05 | Token: Oxfb

| | Bl ock2: 0/1/64

| | oserve: 62350

| | ETag: 6f 00f 38e

| | Max- Age: 60

| | Payl oad: [64 bytes]

I I

| | (Usual GET transfer |eft out)
| (Notification of first block)
|

<----- + Header: 2.05 0x4145af 9c

2.05 Token: Oxfb

I

| Bl ock2: 0/1/64

| oserve: 62354

| ETag: 6f00f392

| Payl oad: [64 bytes]
I
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+ - -3 Header: 0x6000af 9c

I I

| | (Retrieval of remaining bl ocks)

I I

+--- - >| Header: GET 0x41011637

| GET | Token: Oxfc

| | Uri-Path: status-icon

| | Bl ock2: 1/0/ 64

| |

| <----- + Header: 2.05 0x61451637

| 2.05 | Token: Oxfc

| | Bl ock2: 1/1/64

| | ETag: 6f00f 392

| | Payl oad: [64 bytes]

I I

+--- - >| Header: GET 0x41011638

| GET | Token: Oxfc

| | Uri-Path: status-icon

| | Bl ock2: 4/0/ 64

| |

| <----- + Header: 2.05 0x61451638

| 2.05 | Token: Oxfc

| | Bl ock2: 4/0/64

| | ETag: 6f00f 392

| | Payl oad: [53 bytes]

Figure 13: Observe Sequence with Early Negotiation

4. The Size2 and Sizel Options

Bor mann & Shel by

In many cases when transferring a | arge resource representati on bl ock
by block, it is advantageous to know the total size early in the
process. Sone indication may be available fromthe maxi mum size
estimate attribute "sz" provided in a resource description [ RFC6690].
However, the size may vary dynamically, so a nore up-to-date

i ndi cati on may be useful

Thi s specification defines two CoAP options, Sizel for indicating the
size of the representation transferred in requests, and Size2 for
indicating the size of the representation transferred in responses.
(Si zel has al ready been defined in Section 5.10.9 of [RFC7252] to
provide "size information about the resource representation in a
request”; however, that section only details the narrow case of
indicating in 4.13 responses the maxi mnum si ze of request payl oad that
the server is able and willing to handle. The present specification
provi des details about its use as a request option as well.)
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The Size2 Option nay be used for two purposes:

0o In a request, to ask the server to provide a size estimate al ong
with the usual response ("size request”). For this usage, the
val ue MUST be set to O.

0 In a response carrying a Block2 Option, to indicate the current
estimate the server has of the total size of the resource
representation, nmeasured in bytes ("size indication").

Simlarly, the Sizel Option nay be used for two purposes:

o0 In a request carrying a Blockl Option, to indicate the current
estimate the client has of the total size of the resource
representation, nmeasured in bytes ("size indication").

0 In a 4.13 response, to indicate the nmaxi num size that woul d have
been acceptabl e [ RFC7252], neasured in bytes.

Apart from conveying/asking for size information, the Size options
have no other effect on the processing of the request or response.

If the client wants to mnimize the size of the payload in the
resulting response, it should add a Bl ock2 Option to the request with
a small block size (e.g., setting SzZX=0).

The Size options are "elective", i.e., a client MIST be prepared for
the server to ignore the size estimte request. Either Size option
MUST NOT occur nore than once in a single nessage.

+o-m o - U SR S T T S +
| No. | C| U] N| R] Nane | Format | Length | Default |
Fomm - - T LI S S Fomm e - o - Fomm e - o - B +
| 60 | | | x| | Sizel | uint | 0-4 | (none)
I 28 I I I X I I Si ze2 I ui nt I 0-4 I (none)
+o-m o - U SR S T T S +

Table 2: Size Option Numbers
I mpl enent ati on Not es:

0 As a quality of inplenentation consideration, block-wi se transfers
for which the total size considerably exceeds the size of one
bl ock are expected to include size indications, whenever those can
be provided wi thout undue effort (preferably with the first bl ock
exchanged). |If the size estimate does not change, the indication
does not need to be repeated for every bl ock
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5.

o The end of a block-wi se transfer is governed by the Mbits in the
Bl ock options, _not_ by exhausting the size estimates exchanged.

0 As usual for an option of type uint, the value 0 is best expressed
as an enpty option (0 bytes). There is no default value for
either Size option

o The Size options are neither critical nor unsafe, and are marked
as No- Cache- Key.

HTTP- Mappi ng Consi derati ons

In this subsection, we give sonme brief exanples of the influence that
the Bl ock options m ght have on internediaries that map between CoAP
and HTTP.

For mappi ng CoAP requests to HITP, the internediary nay want to map

t he sequence of block-wise transfers into a single HITP transfer

For exanple, for a GET request, the internediary could performthe
HTTP request once the first block has been requested and coul d then
fulfill all further block requests out of its cache. A constrained

i npl ementation nay not be able to cache the entire object and may use
a conbination of TCP flow control and (in particular if tinmeouts
occur) HITP range requests to obtain the informati on necessary for
the next block transfer at the right tine.

For PUT or POST requests, historically there was nore variation in
how HTTP servers m ght inplenent ranges; recently, [RFC7233] has
defined that Range header fields received with a request nethod other
than GET are not to be interpreted. So, in general, the CoAP-to-HTTP

intermediary will have to try sending the payload of all the blocks
of a bl ock-wi se transfer for these other methods w thin one HTTP
request. If enough buffering is available, this request can be

started when the | ast CoAP bl ock is received. A constrained

i npl ementation nay want to relieve its buffering by already starting
to send the HTTP request at the tine the first CoAP block is

recei ved; any HTTP 408 status code that indicates that the HITP
server becane inmpatient with the resulting transfer can then be
mapped into a CoAP 4.08 response code (simlarly, 413 maps to 4.13)

For mapping HTTP to CoAP, the internediary may want to map a single
HTTP transfer into a sequence of block-wi se transfers. |f the HITP
client is too slow delivering a request body on a PUT or POST, the
CoAP server mght tine out and return a 4.08 response code, which in
turn maps well to an HTTP 408 status code (again, 4.13 maps to 413).
HTTP range requests received on the HTTP side may be served out of a
cache and/or mapped to CGET requests that request a sequence of bl ocks
that cover the range.
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(Note that, while the semantics of CoAP 4.08 and HTTP 408 differ,
this difference is largely due to the different way the two protocols
are mapped to transport. HITP has an underlying TCP connecti on,

whi ch supplies connection state, so an HTTP 408 status code can

i medi ately be used to indicate that a tineout occurred during
transmtting a request through that active TCP connection. The CoAP
4.08 response code indicates one or nore m ssing bl ocks, which my be
due to tineouts or resource constraints; as there is no connection
state, there is no way to deliver such a response i medi ately;
instead, it is delivered on the next block transfer. Still, HITP 408
is probably the best mapping back to HTTP, as the tinmeout is the nost
likely cause for a CoAP 4.08. Note that there is no way to

di stinguish a timeout froma mssing block for a server w thout
creating additional state, the need for which we want to avoid.)

6. | ANA Consi derations

Thi s docunent adds the follow ng option nunbers to the "CoAP Option
Nunbers" registry defined by [ RFC7252]:

Fomm oo Fomm oo R +
| Nunber | Name | Reference

T T Fom e +
| 23 | Block2 | RFC 7959 |
I I I
| 27 | Blockl | RFC 7959 |
| | | |
| 28 | Size2 | RFC 7959 |
T T Fom e +

Tabl e 3: CoAP Option Numbers

Thi s docunent adds the follow ng response codes to the "CoAP Response
Codes" registry defined by [ RFC7252]:

Tabl e 4: CoAP Response Codes
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7

7

Security Considerations

Provi ding access to blocks within a resource may | ead to surprising
vulnerabilities. Were requests are not inplenented atomcally, an
attacker nay be able to exploit a race condition or confuse a server
by inducing it to use a partially updated resource representation
Partial transfers nmay al so make certain problematic data invisible to
Intrusion Detection Systenms (I1DSs); it is RECOWENDED that an |IDS
that anal yzes resource representations transferred by CoAP inpl enent
the Bl ock options to gain access to entire resource representations.
Still, approaches such as transferring even-nunbered bl ocks on one
pat h and odd-nunbered bl ocks on another path, or even transferring
bl ocks nultiple times with different content and obtaining a
different interpretation of tenporal order at the IDS than at the
server, may prevent an IDS from seeing the whole picture. These

ki nds of attacks are well understood fromI|P fragnentati on and TCP
segnent ati on; CoAP does not add fundanental |y new consi derations.

Where access to a resource is only granted to clients maki ng use of
specific security associations, all blocks of that resource MJST be
subject to the sanme security checks; it MJST NOT be possible for
unpr ot ect ed exchanges to influence bl ocks of an ot herw se protected
resource. As a related consideration, where object security is

enpl oyed, PUT/ POST shoul d be inplenmented in the atonic fashion,

unl ess the object security operation is perforned on each access and
the creation of unusable resources can be tolerated. Future end-to-
end security mechani snms that may be added to CoAP itself may have
rel ated security considerations, this includes considerations about
caching of blocks in clients and in proxies (see Sections 2.10 and 5
for different strategies in perfornming this caching); these security
considerations will need to be described in the specifications of

t hose nechani sns.

A statel ess server nmight be susceptible to an attack where the
adversary sends a Blockl (e.g., PUT) block with a high block nunber:
A naive inplenentation mght exhaust its resources by creating a huge
resource representation

M sl eadi ng size indications my be used by an attacker to induce
buffer overflows in poor inplenentations, for which the usua
consi derations apply.

1. Mtigating Resource Exhaustion Attacks

Certain bl ock-wi se requests may induce the server to create state,
e.g., to create a snapshot for the bl ock-wi se GET of a fast-changing
resource to enabl e consistent access to the sane version of a
resource for all blocks, or to create tenporary resource
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7

8.

8.

representations that are collected until pressed into service by a
final PUT or POST with the nore bit unset. Al mechani snms that

i nduce a server to create state that cannot sinply be cl eaned up
create opportunities for denial-of-service attacks. Servers SHOULD
avoi d being subject to resource exhaustion based on state created by
untrusted sources. But even if this is done, the nitigation may
cause a denial-of-service to a legitimte request when it is drowned
out by other state-creating requests. Werever possible, servers
shoul d therefore nminimze the opportunities to create state for
untrusted sources, e.g., by using statel ess approaches.

Perform ng segnentation at the application layer is al nost always
better in this respect than at the transport |ayer or lower (IP
fragmentation, adaptation-layer fragnmentation), for instance, because
there are application-layer semantics that can be used for mitigation
or because |l ower | ayers provide security associations that can
prevent attacks. However, it is |ess commobn to apply tineouts and
keepal i ve nechani sns at the application layer than at |ower |ayers.
Servers MAY want to clean up accunul ated state by timng it out (cf.
response code 4.08), and clients SHOULD be prepared to run bl ock-w se
transfers in an expedient way to mnimze the |likelihood of running
into such a tineout.

2. Mtigating Amlification Attacks

[ RFC7252] discusses the susceptibility of CoAP endpoints for use in
anplification attacks.

A CoAP server can reduce the ampunt of anplification it provides to
an attacker by offering large resource representations only in
relatively small blocks. Wth this, e.g., for a 1000-byte resource,
a 10-byte request might result in an 80-byte response (with a 64-byte
bl ock) instead of a 1016-byte response, considerably reducing the
anplification provided.
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