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Thi s docunent presents a nunber of considerations regarding

eval uating Information-Centric Networking (I CN) and sheds sone |ight
on the inmpact of ICN on network security. 1t also surveys the

eval uation tools currently available to researchers in the ICN area
and provi des suggestions regardi ng net hodol ogy and netrics.
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1.

I nt roducti on

Information-Centric Networking (ICN) is a networking concept that
arose fromthe desire to align the operation nodel of a network with
the nodel of its typical use. For TCP/IP networks, this inplies
changi ng the nmechani sns of data access and transport from a host-to-
host nmodel to a user-to-information nodel. The premise is that the
effort invested in changing models will be offset, or even surpassed,
by the potential of a "better"” network. However, such a claimcan be
validated only if it is quantified.

Different | CN approaches are evaluated in the peer-revi ewed
literature using a m xture of theoretical analysis, simulation and
enul ati on techni ques, and enpirical (testbed) nmeasurenents. The
speci fi c net hodol ogy enpl oyed may depend on the experinmentation goal,
e.g., whether one wants to evaluate scalability, quantify resource
utilization, or analyze economic incentives. In addition, though, we
observe that ease and conveni ence of setting up and running
experinents can sonetines be a factor in published evaluations. As
di scussed in [RFC7476], the devel opnent phase that ICN is going
through and the plethora of approaches to tackle the hardest problens
make this a very active and growi ng research area but, on the
downside, it also nmakes it nore difficult to conpare different
proposal s on an equal footing.

Per f ormance eval uati on using actual network depl oynents has the
advant age of realistic workl oads and reflects the environment where

the service or protocol is to be deployed. |In the case of ICN
however, it is not currently clear what qualifies as a "realistic
wor kl oad". Trace-based analysis of ICNis in its infancy, and nore

work is needed towards defining characteristic workloads for |ICN

eval uation studies. Accordingly, the experimental process and the
eval uati on net hodol ogy per se are actively being researched for
different ICN architectures. Nunerous factors affect the
experinmental results, including the topology sel ected; the background
traffic that an application is being subjected to; network conditions
such as available link capacities, link delays, and |l oss-rate
characteristics throughout the sel ected topol ogy; failure and

di sruption patterns; node nobility; and the diversity of devices
used.

The goal of this docunment is to sunmmarize eval uation gui delines and
tool s al ongsi de suggested data sets and hi gh-level approaches. W
expect this to be of interest to the ICN conmunity as a whole, as it
can assi st researchers and practitioners alike to conpare and
contrast different ICN designs, as well as with the state of the art
in host-centric solutions, and identify the respective strengths and
weaknesses. W note that, apart fromthe technical evaluation of the
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functionality of an ICN architecture, the future success of ICN wll
be largely driven by its deployability and economic viability.
Therefore, ICN evaluations should assess increnmental deployability in
the existing network environment together with a view of how the

technical functions will incentivize deployers to invest in the
capabilities that allow the architecture to spread across the
net wor k.

Thi s docunent has been produced by the I RTF Information-Centric
Net wor ki ng Research Group (ICNRG. The nmin objective of the | CNRG
is to couple ongoing ICN research in the above areas with sol utions
that are relevant for evolving the Internet at large. The | CNRG
produces documents that provide guidelines for experinmental
activities in the area of ICN so that different, alternative
solutions can be conpared consistently, and information sharing can
be acconplished for experinmental deploynments. This docunent

i ncorporates input fromI|CNRG participants and their correspondi ng
text contributions; it has been reviewed by several |ICNRG active
participants (see the Acknow edgrments), and represents the consensus
of the research group. That said, note that this document does not
constitute an | ETF standard; see al so [ RFC5743].

The remai nder of this docunent is organized as follows. Section 2
presents various techni ques and considerations for evaluating
different I1CN architectures. Section 3 discusses the inmpact of I|ICN
on network security. Section 4 surveys the tools currently avail able
to ICN researchers

2. Evaluation Considerations

It is clear that the way we evaluate I P networks will not be directly

applicable to evaluating ICN. In IP, the focus is on the performance
and characteristics of end-to-end connections between a source and a
destination. In ICN, the "source" responding to a request can be any

I CN node in the network and may change fromrequest to request. This
makes it difficult to use concepts |like delay and throughput in a
traditional way. |In addition, evaluating resource usage in ICNis a
more conplicated task, as menory used for caching affects del ays and
use of transm ssion resources; see the discussion on resource
equi val ents in Section 2.4.

There are two nmjor types of evaluations of ICN that we see a need to
make. One type is to conmpare ICN to traditional networking, and the
other type is to conpare different ICN inplementations and approaches
agai nst each ot her.

In this section, we detail sonme of the functional conponents needed
when evaluating different ICN inplenentations and approaches.
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2.1. Topol ogy Sel ection

There’s a wealth of earlier work on topol ogy selection for sinulation
and performance eval uati on of host-centric networks. Wile the

cl assic dunbbel|l topology is regarded as inappropriate for |ICN, nopst

I CN studies so far have been based on that earlier work for host-
centric networks [ RFC7476]. However, there is no single topol ogy
that can be used to easily evaluate all aspects of ICN. Therefore,
one shoul d choose from a range of topol ogi es depending on the focus
of the eval uation

For scalability and resilience studies, there is a w de range of

synt hetic topol ogi es, such as the Barabasi-Al bert nodel [ Barabasi 99]
and the Watts-Strogatz small-world topology [WAtts98]. These all ow
experinents to be perfornmed whilst controlling various key paraneters
(e.g., node degree). These synthetic topologies are appropriate in
the general case, as there are no practical assurances that a future
i nformati on-centric network will have the same topol ogy as any of
today’ s networks.

When studies | ook at cost (e.g., transit cost) or migration to I CN
realistic topol ogi es should be used. These can be inferred from
Internet traces, such as the CAI DA Macroscopic I nternet Topol ogy Data
Kit (http://ww.caida.org/data/active/internet-topol ogy-data-kit) and
Rocket f uel

(http://ww. cs. washi ngt on. edu/ r esear ch/ net wor ki ng/ rocketfuel ). A
problemis the large size of the topol ogy (approximately 45K

Aut ononobus Systens, close to 200K links), which may limt the
scalability of the enployed evaluation tool. Katsaros et al

[ Kat sar 0s15] address this problem by using scal ed down topol ogi es
created foll owing the nethodol ogy described in [Dinitropoul 0s09].

Studi es that focus on node or content nobility can benefit from
topol ogi es and their dynami c aspects as used in the Del ay-Tol erant
Net wor ki ng (DTN) community. As mentioned in [RFC7476], DTN traces
are available to be used in such |ICN eval uati ons.

As with host-centric topol ogies, defining just a node graph will not
be enough for nost ICN studies. The experinenter should also clearly
define and list the respective matrices that correspond to the
networ k, storage, and conputation capacities available at each node
as well as the delay characteristics of each link [Montage]. Rea

val ues for such paranmeters can be taken from existing platforns such
as i Plane (http://iplane.cs.washington.edu). Synthetic values could
be produced with specific tools [Kaune09].

Penti kousis, et al. I nf or mat i onal [ Page 5]



RFC 7945 I CN Eval uation and Security Sept enber 2016

2.2. Traffic Load

In this subsection, we provide a set of conmon guidelines, in the
formof what we will refer to as a content catalog for different
scenarios. This catalog, which is based on previously published
work, can be used to evaluate different |ICN proposals, for instance,
on routing, congestion control, and perfornmance, and can be

consi dered as other kinds of ICN contributions energe. As we are
still lacking ICN-specific traffic workloads, we can currently only
extrapol ate fromtoday’'s workloads. A significant challenge then
relates to the identification of the applications contributing to the
observed traffic (e.g., Wb or peer-to-peer), as well as to the exact
anmount of traffic they contribute to the overall traffic mxture.
Efforts in this direction can take heed of today's traffic mx
conmprising Web, peer-to-peer file sharing, and User-CGenerated Content
(UGC) platfornms (e.g., YouTube), as well as Video on Demand (VoD)
services. Publicly available traces for these include those fromweb
sites such as the Milti Probe Framework

<http://multiprobe.ew .tudelft.nl/multiprobe. htm >,
<http://an.kaist.ac. kr/traces/|I M22007. ht i > (see al so [ Cha07]), and
the Uvass Trace Repository
<http://traces. cs. unmass. edu/ i ndex. php/ Net wor k/ Net wor k>

Taking a nore systematic approach, and with the purpose of nopdeling
the traffic |l oad, we can resort to nmeasurement studies that

i nvestigate the conposition of Internet traffic, such as [Labovitz10]
and [Maier09]. |In [Labovitz10], a |arge-scal e nmeasurement study was
performed, with the purpose of studying the traffic crossing inter-
domain links. The results indicate the dom nance of Wb traffic,
amounting to 52% over all neasured traffic. However, Deep Packet

I nspection (DPlI) techniques reveal that 25-40% of all HITP traffic
actually carries video traffic. Results from DPl techniques al so
reveal the difficulty in correctly identifying the application type
in the case of P2P traffic: nmapping observed port nunbers to well-
known applications shows P2P traffic constituting only 0.85% of
overall traffic, while DPl raises this percentage to 18.32%

[ Labovitz10]. Relevant studies on a large | SP show that the
percentage of P2P traffic ranges from17%to 19% of overall traffic

[ Maier09]. Table 1 provides an overview of these figures. The
"other" traffic type denotes traffic that cannot be classified in any
of the first three application categories, and it consists of

uncl assified traffic and traffic heavily fragnmented i nto several
applications (e.g., 0.17%DNS traffic).
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Traffic Type | Ratio

Wb | 31-39%
PP | 17-19%
Video | 13-21%
Qher | 29-31%

Table 1. Traffic Type Ratios of Total Traffic [Labovitz10] [ Maier09]

The content catal og for each type of traffic can be characterized by
a specific set of paraneters

a) the cardinality of the estinated content catal og

b) the size of the exchanged contents (either chunks or entire named
i nformati on objects)

c) the popularity of objects (expressed in their request frequency)

In nost application types, the popularity distribution foll ows sone
power law, indicating that a small nunber of information itens
trigger a large proportion of the entire set of requests. The exact
shape of the power |aw popularity distribution directly inpacts the
performance of the underlying protocols. For instance, highly skewed
popul arity distributions (e.g., a Zipf-like distribution with a high
sl ope val ue) favor the deploynment of caching schemes, since caching a
very small set of information itens can dramatically increase the
cache hit ratio.

Several studies in the past few years have stated that Zipf's lawis
the discrete distribution that best represents the request frequency
in a nunber of application scenarios, ranging fromthe Wb to VoD
services. The key aspect of this distribution is that the frequency
of a content request is inversely proportional to the rank of the
content itself, i.e., the smaller the rank, the higher the request
frequency. |If Mdenotes the content catalog cardinality and 1 <= i
<= M denotes the rank of the i-th npbst popular content, we can
express the probability of requesting the content with rank "i

as:

P(X=i) = (1/ i~(alpha)) / C, with C=SUM1/ j~(alpha)), alpha >0
where the sumis obtained considering all values of j, 1 <=j <=M
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A recent analysis of HTTP traffic showed that content popularity is
better reflected by a trinodal distribution nodel in which the head
and tail of a Zipf distribution (with slope value 0.84) are repl aced
by two discrete Weibull distributions with shape paraneter values 0.5
and 0.24, respectively [1MB2014].

A variation of the Zipf distribution, terned the Mandel brot - Zi pf

di stribution was suggested [ Sal en06] to better nodel environments
where nodes can locally store previously requested content. For
exanple, it was observed that peer-to-peer file-sharing applications
typically exhibited a 'fetch-at-npst-once’ style of behavior. This
i s because peers tend to persistently store the files they downl oad,
a behavior that may al so be prevalent in ICN

Popul arity can al so be characterized in ternms of:

a) The tenporal dynam cs of popularity, i.e., how requests are
distributed in tine. The popularity distribution expresses the
nunber of requests submitted for each information item
participating into a certain workload. However, they do not
descri be how these requests are distributed in time. This aspect
is of primary inportance when considering the performance of
cachi ng schenes since the ordering of the requests obviously
affects the contents of a cache. For exanple, with a Least
Frequently Used (LFU) cache replacenent policy, if all requests
for a certain itemare submtted close intime, the itemis
unlikely to be evicted fromthe cache, even by a (globally) nore
popul ar item whose requests are nore evenly distributed in tine.
The tenporal ordering of requests gains even nore inportance when
consi dering workl oads consisting of various applications, all
competing for the sane cache space

b) The spatial locality of popularity i.e., how requests are
di stributed throughout a network. The inportance of spatial
locality relates to the ability to avoid redundant traffic in the

network. |If requests are highly localized in sone area of the
entire network, then sinilar requests can be nore efficiently
served with nechani snms such as caching and/or nulticast, i.e., the

concentration of simlar requests in a limted area of the network
all ows increasing the perceived cache hit ratios at caches in the
area and/or the traffic savings fromthe use of nulticast.

Tabl e 2 provides an overview of distributions that can be used to
model each of the identified traffic types i.e., Wb, Video (based
on YouTube neasurenents), and P2P (based on BitTorrent
measurenents). These distributions are the outcone of a series of
nodel i ng efforts based on neasurenents of real traffic workl oads
([ Bresl au99] [Mahanti 00] [Busari02] [Arlitt97] [Barford98]

[ Barford99] [ Hefeeda08] [Guo07] [Bellissim04] [Cheng08]
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for the creation of synthetic workl oads

Tenporal Locality

and al so allowi ng the generation of
is described in [Katsarosl?].

Popul arity Distribution

Concat enati on
of Lognor nal
(body) and
Pareto (tail)
[ Bar f or d98]

[ Bar f or d99]

Ordering via the
Least Recently Used
(LRU) stack nodel

[ Busari 02]

Exact timng via
exponenti al
distribution
[Arlitto7]

Zipf: p(i)=K'i"a

i: popularity rank

N total itens

K: 1/ Sum(1/i"a)

a: distribution slope
val ues 0.64-0.84

Dur ati on/ si ze:
Concat enat ed
nor mal ; nost
vi deos

~330 kbit/s

[ Chengl3]

No anal ytical nodels
Random di stri bution
across total
duration

[ Bresl au99] [ Mahanti 00]
Wi bul | : k=0.513,
| anbda=6010

Gamma: k=0. 372,
t het a=23910
[ Cheng08]

W de variation
on torrent

si zes

[ Hef eeda08] .
No anal ytica
nmodel s exi st :
Sanple a rea
Bi t Torrent

di stribution

[ Bel i ssi no04]
or use fixed
val ue

Mean arrival rate of
0. 9454 torrents/ hour
Peers in a swarm

arrive as

I (t)= 10*enr(-t/tau)
I0: initial arriva
rate (87.74 average)
tau: object

popul arity

(1.16 average)*

[ Guo07]

Mandel br ot - Zi pf

[ Hef eeda08] :

p(i) =K/ ((i+q)/a)

gq: plateau factor

5 to 100.

Fl atter head than in
Zipf-like distribution
(where g=0)

* Random ordering of swarmbirths (first
calculate a different tau.
popul arity.

Table 3 summari zes the content catal og.
the use of the same set of paraneters (depending on the
interest) anong researchers wll

ref erence,
scenari o of

Exponenti al

request).
Based on average tau and object
decay rule for subsequent

For each swarm

requests.

Table 2: Overview of Traffic Type Mdels

proposal s coul d be conpared on a common base.

Pent i kousi s,

et al.

I nf or mat i onal

Wth this shared point of

be eased, and different

[ Page 9]



RFC 7945 I CN Eval uation and Security Sept enber 2016

2. 3.

Pen

Traffic | Catalog | Mean Object Size | Popularity Distribution
Load | Size | [Zhoull] [Fril2] | [ChaO7] [Fril2] [YuO6]
| [ Goog08] | [ Marciniak08] | [Breslau99] [ Mahanti 00]
| [Zhangl0a] | [Bellissinmo04] |
| [ Cha07] | [Psarasll] |
| [Fril2] | [Carofiglioll] |
I I I
I I I
R R R R
Wb | 10712 | Chunk: 1-10 KB | Zipf with
| | | 0.64 <= al pha <= 0.83
File | 5x1076 | Chunk: 250-4096 KB | Zipf with
sharing | | Object: ~800 MB | 0.75 <= al pha <= 0.82
v ce: | 1078 | Coject: ~10 MB | zipf, alpha >= 2
VoD | 10" | Object: ~100 MB | zipf, 0.65 <= alpha <=1
(+HLS) | | ~1 KB (*) |
(+DASH) | | ~5.6 KB (*) |

UGC = User - CGenerat ed Content

VoD = Vi deo on Denand

HLS HTTP Live Stream ng

DASH = Dynam c Adaptive Stream ng over HITP

(*) Using adaptive video streaming (e.g., HLS and DASH), with an
optimal segnent length (10 s for HLS and 2 s for DASH and a
bitrate of 4500 kbit/s [RFC7933] [Led12]

Tabl e 3: Content Catal og
Choosi ng Rel evant Metrics

Quantification of network performance requires a set of standard
metrics. These nmetrics should be broad enough so they can be applied
equally to host-centric and information-centric (or other) networks.
This will allow reasoning about a certain ICN approach in relation to
an earlier version of the same approach, to another |CN approach, or
to the incunbent host-centric approach. It will therefore be |ess
difficult to gauge optimnization and research direction. On the other
hand, the netrics should be targeted to network performance only and
shoul d avoi d unnecessary expansion into the physical and application
layers. Simlarly, at this point, it is nore inportant to capture as
metrics only the main figures of nerit and to | eave nore esoteric and
| ess frequent cases for the future.
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RFC 7945 I CN Eval uation and Security Sept enber 2016

To arrive at a set of relevant metrics, it would be beneficial to

| ook at the netrics used in existing |ICN approaches, such as Content-
Centric Networking (CCN) [Jacobson09] [VoCCN] [ZhanglOb], Netl nf

[ 4AWARD6. 1] [ 4WARDG6. 3] [SAIL-B2] [SAIL-B3], PURSU T [ PRST4.5], COVET
[CMT-D5.2] [CMI-D6.2], Connect [Muscarielloll] [Perinoll], and
CONVERCENCE [Detti12] [Blefari-Melazzi1l2] [Sal sanol2]. The netrics
used in these approaches fall into two categories: netrics for the
approach as a whole, and netrics for individual conponents (name
resolution, routing, and so on). Metrics for the entire approach are
further subdivided into traffic and systemnetrics. It is inportant
to note that the various approaches do not nane or define netrics
consistently. This is a major problemwhen trying to find nmetrics
that allow conpari son between approaches. For the purposes of
exposition, we have tried to snooth over differences by classifying
simlarly defined nmetrics under the sane nane. Also, due to space
constraints, we have chosen to report here only the nost conmmon
metrics between approaches. For nore details, the reader should
consult the references for each approach.

Traffic metrics in existing | CN approaches are summari zed in Table 4.
These are metrics for evaluating an approach mainly fromthe
perspective of the end user, i.e., the consuner, provider, or owner
of the content or service. Depending on the |evel where these
metrics are measured, we have nade the distinction into user,
application, and network-level traffic nmetrics. So, for exanple,
networ k-1 evel metrics are nmostly focused on packet characteristics,
wher eas user-|evel netrics can cover el enents of human perception
The approaches do not nake this distinction explicitly, but we can
see fromthe table that CCN and Netlnf have used netrics from al

| evel s, PURSU T and COMVET have focused on | ower-level metrics, and
Connect and CONVERGENCE opted for higher-level metrics. Throughput
and downl oad time seemto be the npbst popul ar netrics altogether.
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RFC 7945 I CN Eval uation and Security Sept enber 2016

User | Appli cation | Net wor k
~ Download | Goodput | Startup | Throughput | Packet

time | | latency | | delay
coN 1 ox L ox &1 ox 1 ox
Netinf | x| 1 x| x 1 ox
PRSUT | | 1 x| x 1 ox
COMET I I I X I X I
Comnect | x| | 1
COWERGNGE | x| x | 1 1

Table 4: Traffic Metrics Used in | CN Eval uati ons

VWhile traffic metrics are nore inportant for the end user, the owner
or operator of the networking infrastructure is nornally nore
interested in systemnetrics, which can reveal the efficiency of an
approach. The npbst commpn system netrics used are: protoco
overhead, total traffic, transit traffic, cost savings, router cost,
and router energy consunption.

Besides the traffic and systens netrics that aimto evaluate an
approach as a whole, all surveyed approaches al so evaluate the
performance of individual conponents. Nane resol ution, request/data
routing, and data caching are the nost typical conponents, as

summari zed in Table 5. Forwarding Information Base (FIB) size and
path length, i.e., the routing conponent netrics, are al nost

ubi qui t ous anobng approaches, perhaps due to the networking background
of the involved researchers. That m ght be also the reason for the
sonet i nes decreased focus on traffic and systemnetrics, in favor of
component metrics. It can certainly be argued that traffic and
systemmetrics are affected by conponent netrics; however, no
approach has nmade the relationship clear. Wth this in m nd and
taking into account that traffic and systemnetrics are readily
useful to end users and network operators, we will restrict ourselves
to those in the follow ng subsections.
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Resol ution | Rout i ng | Cache

Resolution | Request | FIB | Path | Size | Ht

time | rate | size | length | | ratio

coN 1 ox &L x ox I ox 1 ox
Netinf | x| x| 1 x | 1 x
PRSUT | | x| x | 1
CvET | x| x| ox | x | 1 x
COWERGNGE | | x | x | | x1

Tabl e 5: Conponent Metrics in Existing | CN Approaches

Bef ore proceedi ng, we should note that we would |ike our metrics to

be applicable to host-centric networks as well. Standard metrics
al ready exist for IP networks, and it would certainly be benefici al
to take theminto account. It is encouraging that many of the

metrics used by existing | CN approaches can al so be used on IP
networks and that all of the approaches have tried on occasion to
draw the parallels.

2.3.1. Traffic Metrics

The | ETF has been working for nore than a decade on devising netrics
and net hods for neasuring the performance of | P networks. The work
has been carried out largely within the I P Performance Metrics (I PPM
wor ki ng group, guided by a relevant framework [RFC2330]. |PPM
metrics include delay, delay variation, |oss, reordering, and
duplication. Wile the IPPMwork is certainly based on packet -
switched I P networks, it is conceivable that it can be nodified and
extended to cover ICN networks as well. However, nore study is
necessary to turn this claiminto a certainty. Many experts have
toiled for a long time on devising and refining the IPPMnetrics and
met hods, so it would be an advantage to use them for measuring | CN
performance. |In addition, said nmetrics and nmet hods work al ready for
host-centric networks, so conparison with information-centric
networ ks woul d entail only the I CN extension of the |IPPM framework.
Finally, an inportant benefit of measuring the transport performance
of a network at its output, using Quality of Service (QS) metrics
such as IPPM is that it can be done nostly w thout any dependence to
appl i cations.
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Anot her option for neasuring transport perfornmance would be to use
QS netrics, not at the output of the network like with I PPM but at
the input to the application. For a live video-stream ng application
the relevant netrics would be startup | atency, playout |ag, and

pl ayout continuity. The benefit of this approach is that it
abstracts away all details of the underlying transport network, so it
can be readily applied to conmpare between networks of different
concepts (host-centric, information-centric, or other). As inplied
earlier, the drawback of the approach is its dependence on the
application, so it is likely that different types of applications
will require different nmetrics. It might be possible to identify
standard netrics for each type of application, but the situation is
not as clear as with IPPMnetrics, and further investigation is
necessary.

At a higher level of abstraction, we could nmeasure the network’s
transport perfornmance at the application output. This entails
measuring the quality of the transported and reconstructed

i nformati on as perceived by the user during consunption. |In such an
instance we woul d use Quality of Experience (QoE) nmetrics, which are
by definition dependent on the application. For example, the

st andardi zed nethods for obtaining a Mean Opinion Score (MOS) for
VolP (e.g., ITU-T Recomrendation P.800) is quite different fromthose
for IPTV (e.g., Perceptual Evaluation of Video Quality (PEVQ).

These nethods are notoriously hard to inplenent, as they involve rea
users in a controlled environment. Such constraints can be rel axed
or dropped by using methods that nodel human perception under certain
environnments, but these nethods are typically intrusive. The nobst

i mportant drawback of neasuring network performance at the output of
the application is that only one part of each neasurenent is related
to network performance. The rest is related to application
performance, e.g., video coding, or even device capabilities, both of
which are irrelevant to our purposes here and are generally hard to
separate. We therefore see the use of QOE netrics in measuring |ICN
performance as a poor choice at this stage.

2.3.2. System Metrics

Overall systemnetrics that need to be considered include
reliability, scalability, energy efficiency, and del ay/di sconnection
tolerance. |In deploynents where ICN is addressing specific
scenarios, relevant systemnetrics could be derived from current
experience. For exanmple, in Internet of Things (l10T) scenarios,

whi ch are discussed in [RFC7476], it is reasonable to consider the
current generation of sensor nodes, sources of information, and even
measur enent gateways (e.g., for smart netering at honmes) or

smart phones. In this case, |ICN operation ought to be evaluated with
respect not only to overall scalability and network efficiency, but
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al so the inpact on the nodes thensel ves. Karnouskos et al

[ SensReqs] provide a conprehensive set of sensor and |oT-rel ated
requi renents, for example, which include aspects such as resource
utilization, service life-cycle managenent, and devi ce nanagenent.

Additionally, various specific nmetrics are also critical in
constrai ned environments, such as processing requirenments, signaling
over head, and nenory allocation for caching procedures, in addition
to power consunption and battery lifetine. For gateways (which
typically act as a point of service to a |arge nunber of nodes and
have to satisfy the information requests fromrenote entities), we
need to consider scalability-related nmetrics, such as frequency and
processi ng of successfully satisfied information requests.

Finally, given the in-network caching functionality of |CNs,
efficiency and performance netrics of in-network caching have to be
defined. Such nmetrics will need to guide researchers and operators
regardi ng the perfornmance of in-network caching algorithms. A first
step on this direction has been made in [Psarasll]. The paper
proposes a formula that approxi mates the proportion of tinme that a
pi ece of content stays in a network cache. The nodel takes as input
the rate of requests for a given piece of content (the Content of
Interest (Col)) and the rate of requests for all other contents that
go through the given network elenent (router) and nove the Col down
in the (LRU cache. The formula takes also into account the size of
the cache of this router.

The output of the nodel essentially reflects the probability that the
Col will be found in a given cache. An initial study [Psarasll] is
applied to the CCN/ Nanmed Data Networking (NDN) framework, where
contents get cached at every node they traverse. The formula
according to which the probability or proportion is calculated is

gi ven by:

pi =[mu/ (mu + |anbda)] "N

where lanbda is the request rate for the Col, mu is the request rate
for contents that nove the Col down the cache, and Nis the size of
the cache (in slots).

The formula can be used to assess the caching performance of the
system and can al so potentially be used to identify the gain of the
system due to caching. This can then be used to compare agai nst
gains by other factors, e.g., addition of extra bandwi dth in the
net wor k.
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2.4. Resource Equival ence and Trade-Ofs

As we have seen above, every ICN network is built froma set of
resources, which include link capacities, and different types of
menory structures and repositories used for storing naned data

obj ects and chunks tenporarily (i.e., caching) or persistently, as
wel | as name resolution and other |ookup services. A range of

engi neering trade-offs arise fromthe conplexity and processing

requi renents of forwarding decisions, managenent needs (e.g., nmanua
configuration, explicit garbage collection), and routing needs (e.g.,
anmount of state, nanual configuration of routing tables, support for
nmobility).

In order to be able to conpare different |ICN approaches, it would be
beneficial to be able to define equivalence in ternms of different
resources that today are considered inconparable. For exanple, would
provisioning an additional 5 Mit/s link capacity lead to better
performance than adding 100 GB of in-network storage? Wthin this
context, one would consider resource equival ence (and the associ ated

trade-offs) -- for example, for cache hit ratios per GB of cache,
forwardi ng decision tinmes, CPU cycles per forwardi ng decision, and so
on.

3. ICN Security Aspects

The introduction of an information-centric networking architecture
and the correspondi ng comuni cation paradigmresults in changes to
many aspects of network security. These will affect all scenarios
described in [RFC7476]. Additional evaluation will be required to
ensure relevant security requirenents are appropriately net by the
i mpl erent ati on of the chosen architecture in the various scenari os.

The I CN security aspects described in this docunment reflect the |ICN
security challenges outlined in [ RFC7927].

The I CN architectures currently proposed have concentrated on

aut henti cation of delivered content to ensure its integrity. Even
though the approaches are prinmarily applicable to freely accessible
content that does not require access authorization, they wll
general |y support delivery of encrypted content.

The introduction of w despread caching nechani sns may al so provi de
additional attack surfaces. The caching architecture to be used al so
needs to be evaluated to ensure that it meets the requirenments of the
usage scenari os.
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In practice, the work on security in the various |ICN research

proj ects has been heavily concentrated on authentication of content.
Work on aut hori zation, access control, and privacy and security
threats due to the expanded rol e of in-network caches has been quite
limted. For exanple, a roadmap for inproving the security nodel in
Net I nf can be found in [Renault09]. As secure communi cati ons on the
Internet are becoming the norm major gaps in ICN security aspects
are bound to underm ne the adoption of ICN. A conprehensive overvi ew
of ICN security is also provided in [Tourani16].

In the foll owi ng subsections, we briefly consider the issues and
provi de pointers to the work that has been done on the security
aspects of the architectures proposed.

3.1. Authentication

For fully secure content distribution, content access requires that
the receiver be able to reliably assess:

validity: Is it a conplete, uncorrupted copy of what was
originally published?

provenance: Can the receiver identify the publisher? If so, can it
and the source of any cached version of the docunent
be adequately trusted?

rel evance: |Is the content an answer to the question that the
recei ver asked?

Al ICN architectures considered in this docunent prinmarily target
the validity requirement using strong cryptographic nmeans to tie the
content request nane to the content. Provenance and rel evance are
directly targeted to varying extents: There is a tussle or trade-off
between sinplicity and efficiency of access and | evel of assurance of
all these traits. For exanple, nmaintaining provenance infornmation
can becone extrenely costly, particularly when considering (historic)
rel ati onshi ps between nmultiple objects. Architectural decisions have
therefore been made in each case as to whether the assessnment is
carried out by the information-centric network or left to the
appl i cation.

An additional consideration for authentication is whether a name
shoul d be irrevocably and immutably tied to a static piece of

preexi sting content or whether the name can be used to refer to
dynami cal |y or subsequently generated content. Schemes that only
target immutable content can be | ess resource-hungry as they can use
di gest functions rather than public key cryptography for generating
and checking signatures. However, this can increase the | oad on
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appl i cations because they are required to manage many nanes, rather
than use a single nanme for an item of evolving content that changes
over time (e.g., a piece of data containing an age reference).

Dat a- Ori ented Network Architecture (DONA) [ DONA] and CCN [ Jacobson09]
[Snetters09] integrate nost of the data needed to verify provenance
into all content retrievals but need to be able to retrieve
additional information (typically a security certificate) in order to
compl ete the provenance authentication. Wether the application has
any control of this extra retrieval will depend on the
implementation. CCN is explicitly designed to handl e dynani c content
all owing nanes to be pre-allocated and attached to subsequently
generated content. DONA offers variants for dynamic and i nmutabl e
content.

Publ i sh- Subscri be Internet Technol ogy (PURSU T) [ Tagger12] appears to
all ow i npl enenters to choose the authentication nechanismso that it
can, in theory, enulate the authentication strategy of any of the
other architectures. It is not clear whether different choices would
lead to lack of interoperability.

Net I nf uses the Naned Information (ni) URI schene [ RFC6920] to
identify content. This allows Netlnf to assure validity w thout any
additional information but gives no assurance on provenance or

rel evance. A "search" request allows an application to identify

rel evant content, and applications my choose to structure content to
al | ow provenance assurance, but this will typically require

addi tional network access. Netlnf validity authentication is
consequently efficient in a network environnent with intermttent
connectivity as it does not force additional network accesses and
all ows the application to decide on provenance validation if
required. For dynamic content, Netlnf can use, e.g., signed

mani fests. For nore details on Netlnf security, see [Dannew tz10].

3.2. Authorization, Access Control, and Loggi ng

A potentially major concern for all ICN architectures considered here
is that they do not provide any inbuilt support for an authorization
framework or for |ogging. Once content has been published and cached
in servers, routers, or endpoints not controlled by the publisher,
the publisher has no way to enforce access control, determ ne which
users have accessed the content, or revoke its publication. In fact,
in some cases (where requests do not necessarily contain host/user
identifier information), it is difficult for the publishers
thensel ves to perform access control
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Access could be limted by encrypting the content, but the necessity
of distributing keys out-of-band appears to negate the advantages of
i n-network caching. This also creates significant chall enges when
attenpting to nmanage and restrict key access. An authorization

del egati on schenme has been proposed [Fotioul2]. This schene allows
sem -trusted entities (such as caches or CDN nodes) to del egate
access control decisions to third-party access control providers that
are trusted by the content publisher. The forner entities have no
access to subscriber-related informati on and shoul d respect the

deci sions of the access control providers.

A recent proposal for an extra layer in the protocol stack [LIRA]

gi ves control of the name resolution infrastructure to the publisher
Thi s enabl es access | ogging as well some degree of active cache
managenent, e.g., purging of stale content.

One possi bl e technique that could allow for providing access contro
to heterogeneous groups and still allow for a single encrypted object
representation that remai ns cacheable is Attribute-Based Encryption
(ABE). A first proposal for this is presented in [Ionl3]. To
support het erogeneous groups and avoid having a single authority that
has a master key multi-authority, ABE can be used [Lewkoll].

Eval uati ng the inpact of the absence of these features will be
essential for any scenario where an ICN architecture m ght be

deployed. It nmay have a seriously negative inpact on the
applicability of 1CNin comercial environments unless a solution can
be found.

3.3. Privacy

Anot her area where the architectures have not been significantly
anal yzed is privacy. Caching inplies a trade-off between network
efficiency and privacy. The activity of users is significantly nore
exposed to the scrutiny of cache owners with whomthey nmay not have
any rel ationship. However, it should be noted that it is only the
first-hop router/cache that can see who requests what, as requests
are aggregated and only the previous-hop router is visible when a
request is forwarded.

Al though in many I CN architectures the source of a request is not
explicitly identified, an attacker may be able to obtain considerable
information if he or she can nobnitor transactions on the cache and
obtain details of the objects accessed, the topol ogical direction of
requests, and information about the timng of transactions. The
persi stence of data in the cache can nmake life easier for an attacker
by giving a longer tinmescale for analysis.
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The inmpact of CCN on privacy has been investigated in [Lauinger10],
and the analysis is applicable to all ICN architectures because it is
mostly focused on the common caching aspect. The privacy risks of
Nanmed Data Networking are al so highlighted in [Lauingerl12]. Further
work on privacy in ICNs can be found in [Chaabanel3]. Finally,
Fotiou et al. define an ICN privacy evaluation framework in

[ Fotioul4d].

3.4. Changes to the Network Security Threat Mde

The architectural differences of the various |ICN nodels versus TCP/IP
have consequences for network security. There is limted

consi deration of the threat nodels and potential mitigation in the
various documents describing the architectures. [Lauingerl1l0] and

[ Chaabanel3] al so consider the changed threat nodel. Some of the key
aspects are:

0 Caching inplies a trade-off between network efficiency and user
privacy as discussed in Section 3.3.

0 More-powerful routers upgraded to handl e persistent caching
increase the network’s attack surface. This is particularly
the case in systens that may need to perform cryptographic
checks on content that is being cached. For exanple, not doing
this could lead routers to disseminate invalid content.

0 ICNs makes it difficult to identify the origin of a request (as
mentioned in Section 3.3), slowi ng dowmn the process of bl ocking
requests and requiring alternative nechanisns to differentiate
legitimate requests frominappropriate ones as access contro
lists (ACLs) will probably be of little value for ICN requests.

0 Denial-of-service (DoS) attacks may require nore effort on ICN
than on TCP/| P-based host-centric networks, but they are stil
feasible. One reason for this is that it is difficult for the
attacker to force repeated requests for the sane content onto a
single node; ICNs naturally spread content so that after the
initial few requests, subsequent requests will generally be
satisfied by alternative sources, blunting the inpact of a DoS
attack. That said, there are nany ways around this, e.g.,
generating randomsuffix identifiers that always result in
cache nmi sses.

0 Per-request state in routers can be abused for DoS attacks.
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0 Caches can be misused in the foll owi ng ways:

+ Attackers can use caches as storage to make their own
content avail abl e.

+ The efficiency of caches can be decreased by attackers with
the goal of DoS attacks.

+ Content can be extracted by any attacker connected to the
cache, putting users’ privacy at risk.

Appropriate mitigation of these threats will need to be considered in
each scenari o.

4, Eval uati on Tool s

Since ICNis an energing area, the comunity is in the process of
devel opi ng effective evaluation environnents, including releasing
open-source inpl enentations, simulators, emulators, and testbeds. To
date, none of the avail abl e evaluation tools can be seen as the one
and only community reference evaluation tool. Furthernmore, no single
envi ronnment supports all well-known | CN approaches, as we describe
bel ow, hi ndering the direct conparison of the results obtained for
different |ICN approaches. The subsections that foll ow reviewthe
currently publicly available ICN inpl enentations, simulators, and
experinental facilities.

An updated |ist of the available evaluation tools will be maintained
at the ICNRG Wki page: <https://trac.tools.ietf.org/group/irtf/trac/
wi ki /I cnEval uat i onAndTest beds>

4.1. Open-Source |nplenmentations

The Naned Data Networking (NDN) project has open-sourced a software
reference inplenentation of the architecture and protocol called NDN
(http://named-data.net). NDN is available for deploynment on various
operating systenms and includes C and Java libraries that can be used
to build applications.

CCN-lite (http://www. ccn-lite.net) is a |lightweight inplenentation of
the CCN protocol that supports nost of the key features of CCNx and
is interoperable with CCNx. CCN-lite inplenents the core CCN | ogic

i n about 1000 lines of code, so it is ideal for classroomwork and
course projects as well as for quickly experinmenting with CCN
extensions. For exanple, Baccelli et al. use CCN-lite on top of the
Rl OT operating systemto conduct experinents over an |oT testbed

[ Baccel i 14].
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PARC i s offering CCN source code under various |icensing schemes,
pl ease see <http://wwv ccnx.org> for details.

The PURSUI T project (http://ww.fp7-pursuit.eu) has open-sourced its
Bl ackhawk publi sh-subscri be (Pub/Sub) inplenmentation for Linux and
Androi d; nore details are avail able at
<https://github. com fp7-pursuit/blackadder>. Bl ackadder uses the
Cick nmodul ar router for ease of devel opment. The code distribution
features a set of tools, test applications, and scripts. The PO NT
project (http://ww. point-h2020.eu) is currently maintaining

Bl ackadder .

The 4WARD and SAIL projects have open-sourced software that

i mpl ements different aspects of NetInf, e.g., the Netlnf UR fornat
and HTTP and UDP convergence | ayer, using different progranm ng

| anguages. The Java inplenentation provides a |ocal caching proxy
and client. Further, an OpenNetlnf prototype is available as well as
a hybrid host-centric and information-centric network architecture
called the dobal Information Network (G N, a browser plug-in and

vi deo-streanmi ng software. See <http://ww. netinf.org/open-source>
for nore details.

4.2. Simulators and Emul ators

Simul ators and emul ators should be able to capture faithfully al
features and operations of the respective ICN architecture(s) and any
limtations should be openly docunented. It is essential that these
tools and environnents cone with adequate logging facilities so that
one can use themfor in-depth analysis as well as debuggi ng.

Addi tional requirenments include the ability to support nedium to

| arge-scal e experinments, the ability to quickly and correctly set
various configurations and paraneters, as well as to support the

pl ayback of traffic traces captured on a real testbed or network.

Qovi ously, this does not even begin to touch upon the need for strong
val idation of any eval uated inplenentations.

4.2.1. ndnSIM

The Naned Data Networking (NDN) project (http://naned-data.net) has
devel oped ndnSIM [ndnSIM [ndnSIM]; this is a nodule that can be

pl ugged into the ns-3 sinmulator (https://ww. nsnam org) and supports
the core features of NDN. One can use ndnSIMto experiment wth
various NDN applications and services as well as conponents devel oped
for NDN such as routing protocols and caching and forwardi ng
strategies, anong others. The code for ns-3 and ndnSIMis openly
available to the community and can be used as the basis for

i mpl ementing I CN protocols or applications. For nore details, see
<http://ndnsi mnet/2.0/>.
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4.2.2. ccnSIM

ccnSim[cenSim is a CCN-specific simulator that was specially
designed to handl e forwarding of a | arge nunber of CCN chunks
(http://ww.infres.enst.fr/~drossi/index. php?n=Software.ccnSim.
ccnSimis witten in C++ for the OWNeT++ sinulation franmework
(https://ometpp.org). Oher CCN-specific sinulators include the CCN
Packet - Level Sinulator [CCNPL] and CCN-Joker [Giancil12]. CCN- Joker
enul ates in user space all basic aspects of a CCN node (e.g.,
handl i ng of Interest and Data packets, cache sizing, replacenent
policies), including both flow and congestion control. The code is
open source and is suitable for both enul ati on-based anal yses and
real experinments. Finally, Cabral et al. [Mni CCNx] use contai ner-
based enul ati on and resource isolation techniques to develop a

prot otypi ng and enul ati on t ool

4.2.3. lcarus Sinulator

The I carus simulator [I CARUS] focuses on caching in ICN and is
agnostic with respect to any particular ICN inplementation. The
simulator is inplemented in Python, uses the Fast Network Sinmul ator
Setup tool [Sainol3], and is avail able at
<http://icarus-simgithub.io> |carus has several caching strategies
i mpl ement ed, including anong ot hers ProbCache [ Psarasl2], node-
centrality-based caching [Chai 12], and hash-route-based caching

[ HASHROUT] .

ProbCache [ Psarasl2] is taking a resource nanagenent view on caching
deci si ons and approxi mates the avail abl e cache capacity al ong the
path fromsource to destination. Based on this approxinmtion and in
order to reduce cachi ng redundancy across the path, it caches content
probabilistically. According to [Chail2], the node with the highest
"bet weenness centrality” along the path fromsource to destination is
responsi ble for caching inconmng content. Finally, [HASHROUT]
cal cul ates the hash function of a content’s name and assi gns contents
to caches of a domain according to that. The hash space is split
according to the nunber of caches of the network. Then, upon
subsequent requests, and based again on the hash of the nane included
in the request, edge routers redirect requests to the cache assigned
with the correspondi ng hash space. [HASHROUT] is an off-path caching
strategy; in contrast to [Psarasl2] and [Chai1l2], it requires m ni num

coordination and redirection overhead. In its |atest update, |carus
al so includes inplementation of the "Satisfied Interest Table" (SIT)
[ Sourl as15]. The SIT points in the direction where content has been

sent recently. Anobng other benefits, this enables information
resilience in case of network fragnmentation (i.e., content can stil
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be found in neighbor caches or in users’ devices) and inherently
supports user-assisted caching (i.e., P2P-like content distribution).

Tortelli et al. [ICNSIMS] provide a conparison of ndnSIM ccnSim and
| carus.

4.3. Experinmental Facilities

An inmportant consideration in the evaluation of any kind of future
Internet mechanismlies in the characteristics of that evaluation
itself. Central to the assessnent of the features provided by a
novel mechanismis the consideration of how it inproves over already
exi sting technol ogi es, and by "how nmuch". Wth the disruptive nature
of clean-sl ate approaches generati ng new and different technol ogica
requirenents, it is conplex to provide neaningful results for a

net wor k-1 ayer framework, in conparison with what is deployed in the
current Internet. Thus, despite the availability of ICN

i npl ement ations and sinmulators, the need for |arge-scale environments
supporting experinental evaluation of novel research is of prine

i mportance to the advancenent of | CN depl oynent.

Different experimental facilities have different characteristics and
capabilities, e.g., having | ow cost of use, reproducible
configuration, easy-to-use tools, and avail abl e background traffic,
and bei ng sharabl e.

4.3.1. Open Network Lab (ONL)

An exanpl e of an experinmental facility that supports CCN is the Open
Network Lab [ONL] that currently conprises 18 extensible gigabit
routers and over a 100 conputers representing clients and is freely
available to the public for running CCN experinents. Nodes in ONL
are preloaded with CCNx software. ONL provides a graphical user
interface for easy configuration and testbed setup as per the
experinment requirenents, and al so serves as a control nechani sm

al | owi ng access to various control variables and traffic counters.

Further, it is also possible to run and eval uate CCN over popul ar

t est beds [ PLANETLAB] [EMJLAB] [DETERLAB] [COFELIA] by directly

runni ng, for exanple, the CCNx open-source code [ Sal sanol3]
[Carofigliol3] [Aw phanl3] [Bernardini1l4]. Al so, the Network
Experimentation Programm ng Interface (NEPI) [NEPI] is a too

devel oped for controlling and nanagi ng | arge-scal e network
experinents. NEPlI can be used to control and manage | arge-scal e CCNx
experinents, e.g., on PlanetlLab [Quereil hacl4].
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4.3.2. PO NT Testbed

The PO NT project is maintaining a testbed with 40 machi nes across
Europe, North Anerica (Massachusetts Institute of Technology (MT)),
and Japan (National Institute of Information and Conmuni cati ons
Technol ogy (NICT)) interconnected in a topol ogy containing one

Topol ogy Manager and one rendezvous node that handl e al

publ i sh/ subscri be and topol ogy formati on requests [Parisisl13]. Al
machi nes run Bl ackadder (see Section 4.1). New nodes can join, and
experinments can be run on request.

4.3.3. CUTE : Container-Based | CN Test bed

NI CT has al so devel oped a testbed used for |ICN experiments [Asaedald]
comprising multiple servers located in Asia and other |ocations.

Each testbed server (or virtual machine) utilizes a Linux kernel -
based container (LXC) for node virtualization. This testbed enables
users to run applications and protocols for ICNin two
experinentati on nodes using two different contai ner designs:

1. application-level experinentation using a "comon container"
and

2. network-level experinmentation using a "user container."

A common container is shared by all testbed users, and a user
container is assigned to one testbed user. A conmmpn container has a
gl obal 1P address to connect with other containers or externa

net wor ks, whereas each user container uses a private | P address and a
user space providing a closed networking environnment. A user can
login to his/her user containers using SSH with his/her certificate,
or access them from PCs connected to the Internet using SSH
tunnel i ng.

This testbed also inplenents an "on-filesystem cache" to allocate
caching data on a UNIX filesystem The on-fil esystem cache system
acconmodat es two ki nds of caches: "individual cache" and "shared
cache.” Individual cache is accessible for one dedicated router for
the individual user, while shared cache is accessible for a set of
routers in the sane group to avoid duplicated caching in the

nei ghbor hood for cooperative caching.

5. Security Considerations
Thi s docunent does not inpact the security of the Internet, but

Section 3 outlines security and privacy concerns that m ght affect a
depl oynent of a future | CN approach
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