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This meno specifies the Logging interface between a downstream
Content Distribution Network (dCDN) and an upstream CDN (uCDN) t hat
are interconnected as per the CDN Interconnection (CDNI) frameworKk.
First, it describes a reference nodel for CDNI |ogging. Then, it
specifies the CDNI Logging File format and the actual protocol for
exchange of CDNI Logging Files.
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recei ved public review and has been approved for publication by the
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This meno specifies the CONI Logging interface between a downstream

CDN (dCDN) and an upstream CDN (uCDN). First, it describes a
reference nodel for CDNI |ogging. Then, it specifies the CDN
Logging File format and the actual protocol for exchange of CDN
Loggi ng Fil es.

The reader should be famliar with the follow ng docunents:

0 CDN problemstatenment [RFC6707] and franmework [RFC7336], which

identify a Logging interface,

0 Section 8 of [RFC7337], which specifies a set of requirenents for

Loggi ng,

0 [RFC6770] outlines real world use cases for interconnecting CDNs.

These use cases require the exchange of Loggi ng information
bet ween the dCDN and the uCDN
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Le

As stated in [ RFC6707], "the CDNI Logging interface enables details
of content distribution and delivery activities to be exchanged
bet ween i nterconnected CDNs."

The present docurent descri bes:

o The CDNI Loggi ng reference nodel (Section 2)

o The CDNI Logging File format (Section 3)

o The CDNI Logging File Exchange protocol (Section 4)
Ter m nol ogy

In this docunment, the first letter of each CDNI-specific termis
capitalized. W adopt the term nol ogy described in [ RFC6707] and
[ RFC7336], and extend it with the additional terns defined bel ow

I ntra-CDN Loggi ng i nformation: Logging infornmation generated and
collected within a CON. The format of the Intra-CDN Loggi ng
informati on may be different fromthe format of the CDNI Loggi ng
i nfornation.

CDNI Loggi ng information: Logging informati on exchanged across CDNs
using the CDNI Logging interface.

Loggi ng i nformati on: Loggi ng i nformati on generated and col |l ected
within a CDN or obtained from another CDN using the CDNI Loggi ng
i nterface.

CDNI Logging Field: An atomic elenent of information that can be
included in a CODNI Loggi ng Record. The time an event/task started,
the I P address of an end user to whom content was delivered, and the
Uni form Resource ldentifier (URI) of the content delivered, are
exanpl es of CDNI Logging fields.

CDNI Loggi ng Record: An information record providing information
about a specific event. This conprises a collection of CDNI Loggi ng
fields.

CDNI Logging File: A file containing CDNl Loggi ng Records, as well as
additional information facilitating the processing of the CDN
Loggi ng Records.

CDN Reporting: The process of providing the relevant information that
will be used to create a formatted content delivery report provided
to the Content Service Provider (CSP) in deferred tinme. Such
information typically includes aggregated data that can cover a |arge
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1.

2

2

period of tine (e.g., fromhours to several nonths). Uses of
reporting include the collection of charging data related to CDN
services and the conputation of Key Performance Indicators (KPISs)

CDN Monitoring: The process of providing or displaying content
delivery information in a tinmely fashion with respect to the
correspondi ng deliveries. Mnitoring typically includes visibility
of the deliveries in progress for service operation purposes. It
presents a view of the global health of the services as well as

i nformati on on usage and performance, for network services

supervi sion and operation managenent. |n particular, nonitoring data
can be used to generate al arns.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

CDNI Loggi ng Ref erence Mode
1. CDN Logging Interactions

The CDNI | ogging reference nodel between a given uCDN and a given
dCDN i nvol ves the follow ng interactions:

0 custom zation by the uCDN of the CDNI Logging information to be
provided by the dCDN to the uCDN (e.g., control of which CDN
Logging fields are to be comunicated to the uCDN for a given task
performed by the dCDN or control of which types of events are to
be |1 ogged). The dCDN takes into account this CDN Loggi ng
custom zation information to determ ne what Logging information to
provide to the uCDN, but it nay, or nay not, take into account
this CDNI Loggi ng custom zation information to influence what CDN
Logging information is to be generated and collected within the
dCDN (e.g., even if the uCDN requests a restricted subset of the
Loggi ng information, the dCDN rmay el ect to generate a broader set
of Logging information). The nechanismto support the
custom zation by the uCDN of CDNI Logging information is outside
the scope of this docunment and is left for further study. Unti
such a mechanismis available, the uCDN and dCDN are expected to
agree off-1ine on what exact set of CDNl Logging information is to
be provided by the dCDN to the uCDN, and to rely on managenent -
pl ane actions to configure the CDNI Logging functions in the dCDN
to generate this information set and in the uCDN to expect this
i nformation set.
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0 generation and collection by the dCDN of the intra-CDN Loggi ng
information related to the conmpletion of any task performed by the
dCDN on behalf of the uCDN (e.g., delivery of the content to an
end user) or related to events happening in the dCDN that are
relevant to the uCDN (e.g., failures or unavailability in dCDN)
This takes place within the dCDN and does not directly involve
CDNl interfaces.

0 comunication by the dCDN to the uCDN of the Logging information
collected by the dCDN relevant to the uCDN. This is supported by
the CDNI Logging interface and is in the scope of the present
docunment. For exanple, the uCDN may use this Logging information
to charge the CSP, to perform analytics and nonitoring for
operational reasons, to provide analytics and nonitoring views on
its content delivery to the CSP, or to performtroubl eshooting.
Thi s docunent exclusively specifies non-real-tinme exchange of
Logging infornmation. Coser to real-tine exchange of Logging
informati on (say sub-minute or sub-second) is outside the scope of
the present document and is left for further study. This document
excl usively specifies exchange of Logging information related to
content delivery. Exchange of Logging information related to
operational events (e.g., dCDN request routing function
unavai |l abl e and content acquisition failure by dCDN) for audit or
operational reactive adjustnents by uCDN i s outside the scope of
the present docunent and is left for further study.

0 custom zation by the dCDN of the CDNI Logging information to be
provi ded by the uCDN on behalf of the dCDN. The mechanismto
support the custonization by the dCDN of CDNI Loggi ng infornmation
is outside the scope of this docunent and is left for further
st udy.

0 generation and collection by the uCDN of Intra-CDN Loggi ng
information related to the conpletion of any task performed by the
UCDN on behal f of the dCDN (e.g., serving of content by uCDN to
dCDN for acquisition purposes by dCDN) or related to events
happening in the uCDN that are relevant to the dCDN. This takes
pl ace within the uCDN and does not directly involve CDN
i nterfaces.

0 comunication by the uCDN to the dCDN of the Logging infornation
collected by the uCDN rel evant to the dCDN. For exanple, the dCDN
m ght potentially benefit fromthis information for security
auditing or content acquisition troubleshooting. This is outside
the scope of this document and is left for further study.
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Figure 1 provides an exanple of CDNl Logging interactions (focusing
only on the interactions that are in the scope of this docunent) in a
particul ar scenario where four CDNs are involved in the delivery of
content froma given CSP: the uCDN has a CDNI interconnection with
dCDN-1 and dCDN-2. In turn, dCDN-2 has a CDNI interconnection with
dCDN- 3, where dCDN-2 is acting as an upstream CDN rel ative to dCDN 3.
In this exanple, uCDN, dCDN-1, dCDN-2, and dCDN-3 all participate in
the delivery of content for the CSP. 1In this exanple, the CDN
Logging interface enables the uCDN to obtain Logging information from
all the dCDNs involved in the delivery. 1In the exanple, the uCDN
uses the Logging information:

o0 to analyze the performance of the delivery performed by the dCDNs
and to adjust its operations after the fact (e.g., request
routing) as appropriate.

0 to provide (non-real-tine) reporting and nonitoring information to
t he CSP.

For instance, the uCDN nerges Logging information, extracts rel evant
KPI's, and presents a formatted report to the CSP, in addition to a
bill for the content delivered by uCDN itself or by its dCDNs on the
CSP's behalf. The uCDN nmay al so provide Logging information as raw
log files to the CSP, so that the CSP can use its own | oggi ng

anal ysis tools.

Le Faucheur, et al. St andards Track [ Page 7]



RFC 7937 CDNI Loggi ng August 2016

S +
| CSP |
+--m - - +
N Reporting and nonitoring data
* Billing
Logging -’ L
Data =>( uCDN )<= Loggi ng
/1 L I \\ Data
I I
( dCDN- 1 ) ( dCDN- 2 )<== Loggi ng

f- , f- , \\ Data
e __1r_ e __1 ||

===> CDNI Logging interface
***> outside the scope of CDN

Figure 1: Interactions in the CDNl Loggi ng Reference Model

A downstream CDN rel ative to uCDN (e.g., dCDN-2) integrates the

rel evant Logging information obtained fromits own downstream CDNs
(i.e., dCDN-3) in the Logging information that it provides to the
UCDN, so that the uCDN ultinmately obtains all Logging information
relevant to a CSP for which it acts as the authoritative CDN. Such
aggregation is further discussed in Section 3.7.

Note that the format of Logging information that a CDN provi des over
the CDNI interface nmight be different fromthe one that the CDN uses
internally. 1In this case, the CDN needs to refornmat the Logging
information before it provides this information to the other CDN over
the CDNI Logging interface. Simlarly, a CDN mght reformat the
Logging information that it receives over the CDNI Logging interface
before injecting it into its |og-consum ng applications or before
provi ding sone of this Logging information to the CSP. Such
reformatting operations introduce |atency in the |ogging distribution
chain and i ntroduce a processing burden. Therefore, there are
benefits in specifying CONI Logging formats that are suitable for use
inside CDNs and al so are close to the intra-CDN Loggi ng formats
commonly used in CDNs today.
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2.2. Overall Logging Chain

Thi s section discusses the overall |ogging chain within and across
CDNs to clarify how CDN Logging information is expected to fit in
this overall chain. Figure 2 illustrates the overall 1ogging chain

within the dCDN, across CDNs using the CDNI Logging interface, and
within the uCDN. Note that the logging chain illustrated in the
figure is obviously only an exanpl e and varies depending on the
specific environments. For exanple, there may be nore or fewer
instantiations of each entity (e.g., there may be 4 | o0g-consum ng
applications in a given CDN). As another exanple, there may be one
instance of a Rectification process per |og-consum ng application

i nstead of a shared one.
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Figure 2: CDNI Logging in the Overall Logging Chain

The foll owi ng subsections describe each of the processes potentially
involved in the | ogging chain of Figure 2

2.2.1. Logging Generation and During-Generation Aggregation
CDNs typically generate Logging information for all significant task
conpl etions, events, and failures. Logging information is typically

generated by many devices in the CDN including the surrogates, the
request routing system and the control system
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The ampunt of Logging information generated can be huge. Therefore,
during contract negotiations, interconnected CDNs often agree on a
retention duration for Logging information, and/or potentially on a
maxi mum vol une of Logging information that the dCDN ought to keep

If this volunme is exceeded, the dCDN is expected to alert the uCDN
but may not keep nore Logging information for the considered tine
period. In addition, CDNs rmay aggregate Logging information and
transmt only sunmmaries for some categories of operations instead of
the full Logging information. Note that such aggregation |eads to an
information | oss, which nmay be problematic for sone usages of the
Logging information (e.g., debugging).

[ RFC6983] di scusses | ogging for HITP Adaptive Streaming (HAS). In
accordance with the recomendations articulated there, it is expected
that a surrogate will generate separate Logging information for
delivery of each chunk of HAS content. This ensures that separate
Loggi ng i nfornmation can then be provided to interconnected CDNs over
the CDNI Logging interface. Still in line with the recommendations
of [RFC6983], the Logging information for per-chunk delivery may

i nclude sone information (a Content Collection IDentifier and a
Session IDentifier) intended to facilitate subsequent post-generation
aggregation of per-chunk logs into per-session logs. Note that a CDN
may al so elect to generate aggregate per-session | ogs when performng
HAS delivery, but this needs to be in addition to, and not instead
of, the per-chunk delivery logs. W note that aggregate per-session
|l ogs for HAS delivery are for further study and are outside the scope
of this docunent.

2.2.2. Logging Collection

This is the process that continuously collects Logging information
generated by the | og-generating entities within a CDN

In a CONI environnment, in addition to collecting Logging information
fromlog-generating entities within the local CDN, the Collection
process al so collects Logging information provided by another CDN, or
ot her CDNs, through the CDNI Logging interface. This is illustrated
in Figure 2 where we see that the Collection process of the uCDN
collects Logging information from |l og-generating entities within the
UCDN as well as Logging information com ng fromthe dCDNs through the
CDNI Loggi ng interface.

2.2.3. Logging Filtering
A CDN may be required to only present different subsets of the whole

Logging information collected to various |og-consunm ng applications.
This is achieved by the Filtering process.
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In particular, the Filtering process can also filter the right subset
of Logging information that needs to be provided to a given

i nterconnected CDN. For exanple, the filtering process in the dCDN
can be used to ensure that only the Logging information related to
tasks perforned on behal f of a given uCDN are nade avail able to that
UCDN (thereby filtering out all the Logging information related to
deliveries by the dCDN of content for its own CSPs). Simlarly, the
Filtering process may filter or partially mask sone fields, for
exanple, to protect end-users’ privacy when conmuni cati ng CDN
Logging infornmation to another CDN. Filtering of Logging information
prior to comunication of this infornmation to other CDNs via the CDNI
Logging interface requires that the downstream CDN can recogni ze the
subset of Logging information that relates to each interconnected
CDN.

The CDN will also filter sone internal scope information such as
information related to its internal alarms (security, failures, |oad,
etc.).

In sone use cases described in [ RFC6770], the interconnected CDNs do
not want to disclose details on their internal topology. The
filtering process can then also filter confidential data on the

dCDNs’ topol ogy (nunber of servers, location, etc.). In particular,

i nformati on about the requests served by each Surrogate may be
confidential. Therefore, the Logging information needs to be
protected so that data such as the Surrogates’ hostnanmes are not
disclosed to the uCDN. In the "Inter-Affiliates |Interconnection"” use

case, this information may be disclosed to the uCDN because both the
dCDN and the uCDN are operated by entities of the sanme group

2.2.4. Logging Rectification and Post-Generation Aggregation

If Logging information is generated periodically, it is inportant
that the sessions that start in one Logging period and end i n anot her
are correctly reported. |If they are reported in the starting period,
then the Logging information of this period will be available only
after the end of the session, which delays the Logging information
generation. A sinple approach is to provide the conpl ete Loggi ng
Record for a session in the Logging Period of the session end.

A Logging rectification/update nechanismcould be useful to reach a
good trade-off between the Logging infornmation generation delay and
the Logging i nformati on accuracy.

In the presence of HAS, sone |og-consum ng applications can benefit
from aggregate per-session logs. For exanple, for analytics, per-
session logs all ow display of session-related trends, which are nuch
nmore meani ngful for sonme types of analysis than chunk-rel ated trends.
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In the case where aggregate | ogs have been generated directly by the
| og-generating entities, those can be used by the applications. In
the case where aggregate | ogs have not been generated, the
Rectification process can be extended with a Post-Generation
Aggregation process that generates per-session |ogs fromthe per-
chunk | ogs, possibly |leveraging the information included in the per-
chunk logs for that purpose (Content Collection IDentifier and a
Session IDentifier). However, in accordance with [RFC6983], this
docunent does not define the exchange of such aggregate |ogs on the
CDNI Logging interface. W note that this is for further study and
is outside the scope of this docunent.

2.2.5. Log-Consum ng Applications
2.2.5.1. Mintenance and Debuggi ng

Logging infornmation is useful to permt the detection (and linit the
risk) of content delivery failures. |In particular, Logging
information facilitates the detection of configuration issues.

To detect faults, Logging information needs to report the success and
failure of CDN-delivery operations. The uCDN can summari ze such
information into KPls. For instance, Logging information needs to

al l ow the conputation of the nunmber of times, during a given time
period, that content delivery related to a specific service succeeds
or fails.

Loggi ng i nfornati on enabl es the CDN providers to identify and

troubl eshoot perfornmance degradations. |In particular, Logging

i nformati on enabl es tracking of traffic data (e.g., the amount of
traffic that has been forwarded by a dCDN on behal f of an uCDN over a
given period of tinme), which is particularly useful for CDN and

net wor k pl anni ng operati ons.

Sone of these mai ntenance and debuggi ng applications only require
aggregate Logging information highly conpatible with the use of
anonym zation of | P addresses (as supported by the present docunent
and specified in the definition of the c-groupid field in

Section 3.4.1). However, in some situations, it may be useful, where
conpatible with privacy protection, to access sone CDNI Loggi ng
Records containing full non-anonym zed | P addresses. This is allowed
in the definition of the c-groupid (in Section 3.4.1), with very
significant privacy protection limtations that are discussed in the
definition of the c-groupid field. For exanple, this may be usefu
for detailed fault tracking of a particular end-user content delivery
i ssue. Wiere there is a hard requirenent by uCDN or CSP to associ ate
a given end user to individual CDNI Logging Records (e.g., to allow a
posteriori analysis of individual delivery, for exanple, in
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situations of performance-based penalties), instead of using
aggregates containing a single client as discussed in the c-groupid
field definition, an alternate approach is to ensure that a client
identifier is enbedded in the request fields that can be logged in a
CDNI Loggi ng Record (for exanple, by including the client identifier
in the URI query string or in an HTTP Header). That l|atter approach
offers two significant benefits: first, the aggregate inside the
c-groupid can contain nore than one client, thereby ensuring stronger
privacy protection; second, it allows a reliable identification of
the client while I P address does not in many situations (e.g., behind
NAT, where dynamic | P addresses are used and reused, etc.). However,
care SHOULD be taken so that the client identifiers exposed in other
fields of the CDNI Records cannot thenselves be |inked back to actua
users.

2.2.5.2. Accounting

Logging information is essential for accounting, to pernmt inter-CDN
billing and CSP billing by uCDNs. For instance, Logging infornmation
provi ded by dCDNs enabl es the uCDN to conpute the total amount of
traffic delivered by every dCDN for a particular Content Provider, as
wel | as the associ ated bandwi dth usage (e.g., peak, 95th percentile),
and t he maxi mum nunber of sinultaneous sessions over a given period
of tine.

2.2.5.3. Analytics and Reporting

The goal s of analytics include gathering any relevant information in
order to be able to develop statistics on content downl oad, anal yze
user behavior, and nonitor the performance and quality of content
delivery. For instance, Logging information enabl es the CDN
providers to report on content consunption (e.g., delivered sessions
per content) in a specific geographic area.

The goal of reporting is to gather any relevant infornmation to
moni tor the performance and quality of content delivery, and allow
detection of delivery issues. For instance, reporting could track
the average delivery throughput experienced by end users in a given
region for a specific CSP or content set over a period of tine.

2.2.5.4. Content Protection

The goal of content protection is to prevent and nonitor unauthorized
access, msuse, nodification, and denial of access to content. A set
of information is logged in a CDN for security purposes. In
particular, a record of access to content is usually collected to
permit the CSP to detect infringenents of content delivery policies
and ot her abnormal end-user behavi ors.
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2.2.5.5. Notions Commn to Miltiple Log-Consum ng Applications
2.2.5.5.1. Logging Information Views

Wthin a given | og-consuning application, different views nmay be
provided to different users depending on privacy, business, and
scal ability constraints.

For exanple, an analytics tool run by the uCDN can provide one view
to a uCDN operator that exploits all the Logging infornmation
available to the uCDN, while the tool may provide a different viewto
each CSP exploiting only the Logging information related to the
content of the given CSP.

As anot her exanpl e, mai ntenance and debuggi ng tools may provide
different views to different CDN operators, based on their
operational role.

2.2.5.5.2. Key Performance Indicators (KPISs)

This section presents, for explanatory purposes, a non-exhaustive
list of Key Performance I ndicators (KPIs) that can be extracted/
produced from | ogs.

Mul tiple | og-consum ng applications, such as analytics, nonitoring,
and mai ntenance applications, often conpute and track such KPIs.

In a CDNI environnment, depending on the situation, these KPls may be
conputed by the uCDN or by the dCDN. But it is usually the uCDN that
conmput es KPlI's, because the uCDN and dCDN nmay have different
definitions of the KPls and the conputation of some KPIs requires a
vision of all the deliveries performed by the uCDN and all its dCDNs.

Here is a list of inportant exanples of KPIs:

0 Nunber of delivery requests received fromend users in a given
region for each piece of content, during a given period of tine
(e.g., hour/day/week/ nmont h)

o0 Percentage of delivery successes/failures anong the aforenentioned
requests

0 Nunber of failures listed by failure type (e.g., HTTP error code)
for requests received fromend users in a given region and for
each piece of content, during a given period of time (e.qg.,
hour / day/ week/ nont h)
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0 Nunber and cause of premature delivery termnation for end users
in a given region and for each piece of content, during a given
period of tine (e.g., hour/day/week/nonth)

o Maxi mum and nmean nunber of sinultaneous sessions established by
end users in a given region, for a given Content Provider, and
during a given period of tine (e.g., hour/day/ week/ nonth)

o Volume of traffic delivered for sessions established by end users
in a given region, for a given Content Provider, and during a
given period of tinme (e.g., hour/day/week/ nonth)

0 Maxi mum nean, and m ni num delivery throughput for sessions
establi shed by end users in a given region, for a given Content
Provider, and during a given period of tine (e.g., hour/day/ week/
nmont h)

0 Cache-hit and byte-hit ratios for requests received fromend users
in a given region for each piece of content, during a given period
of time (e.g., hour/day/week/ nmonth)

0 Top 10 nost popularly requested contents (during a given day/week/
nmont h)

o Termnal type (nobile, PC, Set-Top Box (STB), if this information
can be acquired fromthe browser type inferred fromthe User Agent
string, for exanple)

Addi tional KPIs can be conputed from other sources of information
than the Logging information, for instance, data collected by a

content portal or by specific client-side application programr ng
interfaces. Such KPIs are out of scope for the present docunent.

The KPI's used depend strongly on the considered | og-consum ng
application -- the CDN operator nmay be interested in different
metrics than the CSP. 1In particular, CDN operators are often
interested in delivery and acquisition performance KPls, information
related to Surrogates’ performance, caching information to eval uate
the cache-hit ratio, informati on about the delivered file size to
conpute the volunme of content delivered during peak hour, etc.

Sone of the KPlIs, for instance those providing an instantaneous
vision of the active sessions for a given CSP's content, are usefu
essentially if they are provided in a tinely manner. By contrast,
some other KPlIs, such as those averaged over a long period of tine,
can be provided in non-real-tine.
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3. CDN Logging File

3.1. Rules
Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
notation and core rules of [RFC5234]. |In particular, the present
docunent uses the following rules from|[RFC5234]:

CR = %0D ; carriage return

ALPHA = %41-5A /| 9%61-7A ; AZ | a-z
DIGT = %30-39 ; 0-9
DQUOTE = %22 ; " (Doubl e Quote)

CRLF = CR LF ; Internet standard new ine

HEXDIG = DIGT/ "A*/ "B" [/ "C" |/ "D" /] "E" [ "F"
HTAB = %09 ; horizontal tab

LF = %O0A ; linefeed

VCHAR

%21-7E ; visible (printing) characters
OCTET = %O00-FF ; 8 bits of data

The present docurent al so uses the following rules from[ RFC3986]:
host = as specified in Section 3.2.2 of [RFC3986].
| Pvdaddress = as specified in Section 3.2.2 of [RFC3986].

| Pv6addr ess

as specified in Section 3.2.2 of [RFC3986].
partial-time = as specified in Section 5.6 of [RFC3339].

The present docunment al so defines the follow ng additional rules:
ADDRESS = | Pv4address / | Pv6address
ALPHANUM = ALPHA / DIA T
DATE = 4DIGT "-" 2DDG T "-" 2DIGA T

; Dates are encoded as "full-date" specified in [ RFC3339].
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DEC = 1*DIG T ["." 1*DIGT]
NAVEFORMAT = ALPHANUM * (ALPHANUM / " " [ "-")

DQUOTE *( NDQUOTE / PCT- ENCODED) DQUOTE

Ux20-21 /| 9x23-24 | 9%26-7E / UTF8-2 / UTF8-3 / UTF8-4

QSTRI NG

NDQUOTE

; whereby a DQUOTE is conveyed inside a QSTRI NG unanbi guously
; by escaping it w th PCT- ENCODED

PCT- ENCODED = "% HEXDI G HEXDI G

; percent encoding is used for escaping octets that night be

; possible in HITP headers such as bare CR, bare LF, CR LF

; HTAB, SP, or null. These octets are rendered with percent

; encoding in ABNF as specified by [RFC3986] in order to avoid
; considering themas separators for the Loggi ng Records.

NHTABSTRI NG = 1*(SP / VCHAR)

TIME = partial-tine

USER- COMMENT = *(SP / VCHAR / UTF8-2 / UTF8-3 / UTF8-4)
3.2. CDNI Logging File Structure

As defined in Section 1.1, a CDNI Logging Field is an atom c Loggi ng
informati on el enent, a CDNI Logging Record is a collection of CDN
Logging fields containing all logging information corresponding to a
singl e | oggi ng event, and a CDNI Logging File contains a collection
of CDNI Loggi ng Records. This structure is illustrated in Figure 3.
The use of a file structure for transfer of CDNI Logging information
is selected since this is the nost common practice today for exchange
of Logging information within and across CDNs.
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| CDNI Logging File

#Directive 1
#Directive 2

#D| rective P

o +
| CONI Loggi ng Record 1 |

e + Fom e eeaaaaa + e + |
| |CDNI Logging | |CDNI Logging | ... |CDNl Logging | |
| Field 1 | | Field 2 | | Field N | |
| o e e e e oo o + o Fmm e e m e oo - + o e e e e oo o + |
o +
T T +
| CONI Loggi ng Record 2 |
| - S S U + - + |
| | CDNI Logging | |CDNI Logging | ... |CDNl Logging | |
| Field 1 | | Field 2 | | Field N | |
| S S SR SRR + S + |
B T T L TSP +

#Directive P+1

I T +
| CDNI Loggi ng Record M |
| S S S S + S + |
| |CDNI Logging | |CDNI Logging | ... |CDNl Logging | |
| Field 1 | | Field 2 | | Field N | |
| - R + - + |
I T +

Figure 3: Structure of Logging Files
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The CDNI Logging File format is inspired fromthe WBC Extended Log
File Format [ELF]. However, it is fully specified by the present
docunent. \ere the present document differs fromthe WBC Ext ended
Log File Format, an inplenentation of the CDNI Logging interface MJST
comply with the present docunment. The WBC Extended Log Fil e Fornmat
was used as a starting point, reused where possible, and expanded
when necessary.

Using a format that resenbles the WBC Extended Log File Format is
intended to keep the CDNI | ogging format close to the intra-CDN
Logging information format conmonly used in CDNs today, thereby
m nimzing systematic translation at the CON CDNI boundary.

A CDNI Logging File MJST contain a sequence of |ines containing US-
ASCI| characters [CHAR SET] terminated by CRLF. Each line of a CDN
Logging File MUST contain either a directive or a CDNI Loggi ng
Recor d.

Directives record informati on about the CDNI Loggi ng process itself.
Li nes containing directives MIST begin with the "#" character.
Directives are specified in Section 3. 3.

Loggi ng Records provide actual details of the |ogged event. Logging
Records are specified in Section 3.4.

The CDNI Logging File has a specific structure. It always starts
with a directive line, and the first directive it contains MJST be
the version.

The directive lines formtogether a group that contains at |east one
directive line. Each directives group is followed by a group of
Loggi ng Records. The records group contains zero or nore actua
Loggi ng Record |ines about the event being |l ogged. A record |line
consists of the values corresponding to all or a subset of the
possi bl e Logging fields defined within the scope of the record-type
directive. These values MJST appear in the order defined by the
fields directive.

Note that future extensions MJST be conpliant with the previous
description. The follow ng exanples depict the structure of a
CDNI LOGFI LE as defined currently by the record-type

"cdni _http request v1."
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3. 3.

Le

DIRLINE = "#" directive CRLF
DI RGROUP = 1*Dl RLI NE

RECLI NE = <any subset of record values that nmatch what is expected
according to the fields directive within the i nmediately precedi ng
DI RGROUP>

RECGROUP = *RECLI NE
CDNI LOGFI LE = 1*( DI RGROUP RECGROUP)
CDNI Logging Directives

A CDNI Logging directive line contains the directive nane foll owed by
":" HTAB and the directive val ue.

Directive nanes MUST be of the format NAMEFORMAT. All directive
nanmes MJUST be registered in the "CDNI Loggi ng Directives Nanes"
registry. Directive nanes are case-insensitive as per the basic ABNF
([ RFC5234]). Unknown directives MJST be ignored. Directive values
can have various formats. Al possible directive values for the
record-type "cdni _http request v1" are further detailed in this
section.

The foll owi ng exanpl e shows the structure of a directive and
enunerates strictly the directive values presently defined in the
version "cdni/1.0" of the CDNI Logging File.
directive = DIRNAME ":" HTAB DI RVAL
DI RNAVE = NAMEFORNMAT
FI ENAME = <any CDNI Logging field nane registered in the CDN
Logging Field Names registry (Section 6.4) that is valid for the
record type specified in the record-type directive.>

DI RVAL = NHTABSTRI NG / QSTRING / host / USER- COMMENT / FI ENAVE
*(HTAB FI ENAME) / 64HEXDI G
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An inmplenentation of the CDNl Logging interface MJUST support all of
the following directives, listed below by their directive nane:

o Version:
*  Format: NHTABSTRI NG

* Directive value: Indicates the version of the CODNl Logging File
format. The entity transmitting a CDNI Logging File as per the
present docunent MUST set the value to "cdni/1.0". 1In the
future, other versions of the CDNI Logging File night be
specified; those would use a value different from"cdni/1l.0",
which allows the entity receiving the CDNI Logging File to
identify the corresponding version. CDN Logging File versions
are case-insensitive as per the basic ABNF ([ RFC5234]).

* Qccurrence: There MJST be one and only one instance of this
directive per the CDNI Logging File. It MJST be the first line
of the CDNI Logging File.

* Exanpl e: "version: HTAB cdni/1.0".

o UUD

*  Format: NHTABSTRI NG

* Directive value: This a Uniform Resource Name (URN) fromthe
Uni versally Unique IDentifier (UU D) URN nanespace specified in
[ RFC4122]. The UUID contained in the URN uniquely identifies
the CDNI Logging File.

* Qccurrence: There MUST be one and only one instance of this
directive per the CDNI Logging File.

*  Exanple: "UU D: HTAB NHTABSTRI NG'.
o O ainmed-origin:
*  Format: Host
* Directive value: This contains the clained identification of
the entity transmtting the CDNI Logging File (e.g., the host

in a dCDN supporting the CDNI Logging interface) or the entity
responsible for transmtting the CONI Logging File (e.g., the

dCDN) .
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Qccurrence: There MJST be zero or exactly one instance of this
directive per the CDNI Logging File. This directive MAY be
included by the dCDN. It MJST NOT be included or nodified by
t he uCDN.

Exanpl e: "cl ai med-origin: HTAB host".

o Established-origin:

*

For mat : Host

Directive value: This contains the identification, as
established by the entity receiving the CONl Logging File, of
the entity transmtting the CDNl Logging File (e.g., the host
in a dCDN supporting the CDNI Logging interface) or the entity
responsible for transmtting the CONI Logging File (e.g., the

dCDN) .

Qccurrence: There MJST be zero or exactly one instance of this
directive per the CDNI Logging File. This directive MAY be
added by the uCDN (e.g., before storing the CDNI Logging File).
It MJUST NOT be included by the dCDN. The nechani sns used by
the uCDN to establish and validate the entity responsible for
the CDNI Logging File is outside the scope of the present
docunment. We observe that, in particular, this may be achieved
t hrough aut hentication mechani sms that are part of the
transport |layer of the CDNI Logging File pull mechani sm
(Section 4.2).

ABNF exanpl e: "established-origin: HTAB host".

0o Renmrk:

*

For mat : USER- COMMVENT

Directive value: This contains comment information. Data
contained in this field is to be ignored by anal ysis tools.

Qccurrence: There MAY be zero, one, or any nunber of instances
of this directive per the CDNIl Logging File.

Exanpl e: "remark: HTAB USER- COVIVENT" .
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0 Record-type
*  Format: NAMEFORVAT

* Directive value: Indicates the type of the CDNl Loggi ng Records
that follow this directive, until another record-type directive
appears in the CDNl Logging File (or the end of the CDN
Logging File). This can be any CDNI Loggi ng Record type
registered in the "CDNl Loggi ng record-types" registry
(Section 6.3). For exanple, this may be "cdni _http_request vi1"
as specified in Section 3.4.1. CDN Logging record-types are
case-insensitive as per the basic ABNF ([ RFC5234]).

* Qccurrence: There MUST be at |east one instance of this
directive per the CDNl Logging File. The first instance of
this directive MJST precede a fields directive and MJST precede
all CDNI Loggi ng Records.

*  Example: "record-type: HTAB cdni _http_request_v1".
o Fields:

* Format: FIENAME *(HTAB FI ENAME) ; where FI ENAME can take any
CDNI Logging field name registered in the "CDNI Logging Field
Nanes" registry (Section 6.4) that is valid for the record type
specified in the record-type directive.

* Directive value: This lists the nanes of all the fields for
which a value is to appear in the CDNl Loggi ng Records that
follow the instance of this directive (until another instance
of this directive appears in the CDNI Logging File). The nanes
of the fields, as well as their occurrences, MJST conply with
the corresponding rules specified in the docunent referenced in
the "CDNI Loggi ng record-types" registry (Section 6.3) for the
correspondi ng CDNI Loggi ng record-type.

* Qccurrence: There MUST be at |east one instance of this
directive per record-type directive. The first instance of
this directive for a given record-type MIST appear before any
CDNI Loggi ng Record for this record-type. One situation where
nmore than one instance of the fields directive can appear
within a given CDNI Logging File is when there is a change, in
the middle of a fairly large |ogging period, and in the
agreenment between the uCDN and the dCDN about the set of fields
that are to be exchanged. The multiple occurrences allow
records with the old set of fields and records with the new set
of fields to be carried inside the sanme Logging File.
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*  Exanple: "fields: HTAB FI ENAME * (HTAB FI ENAME) ".
0 SHA256- hash:
*  Format: 64HEXD G

* Directive value: This directive pernmits the detection of a
corrupted CDNI Logging File. This can be useful, for instance,
if a problemoccurs on the file systemof the dCDN Loggi ng
systemand leads to a truncation of a Logging File. The valid
SHA256- hash value is included in this directive by the entity
that transmits the CDNI Logging File. It MJST be conputed by
appl yi ng the SHA-256 ([ RFC6234]) cryptographic hash function on
the CDNI Logging File, including all the directives and Loggi ng
Records, up to the SHA256-hash directive itself, excluding the
SHA256- hash directive itself. The SHA256- hash val ue MJUST be
represented as a 64-digit hexadeci mal nunber encoded in US-
ASCI | (representing a 256 bit hash value). The entity
receiving the CODNI Logging File also conputes, in a simlar
way, the SHA-256 hash on the received CDNl Logging File and
compares this hash to the value of the SHA256-hash directive
If the two values are equal, then the received CDNI Loggi ng
File is to be considered non-corrupted. |[|f the two values are
different, the received CDNI Logging File is to be considered
corrupted. The behavior of the entity that received a
corrupted CDNI Logging File is outside the scope of this
specification; we note that the entity MAY attenpt to pull the
same CDNI Logging File fromthe transmitting entity again. |If
the entity receiving a non-corrupted CDONI Logging File adds an
established-origin directive, it MJST then reconpute and update
t he SHA256- hash directive so that it also protects the added
establ i shed-origin directive.

* Qccurrence: There MJUST be zero or exactly one instance of this
directive. There SHOULD be exactly one instance of this
directive. One situation where that directive could be onitted
is where integrity protection is already provided via anot her
mechani sm (for exanple, if an integrity hash is associated to
the CDNI Logging File out of band through the CDNI Loggi ng Feed
(Section 4.1) |everagi ng ATOM ext ensi ons such as those proposed
in [ATOWUB]. Wen present, the SHA256-hash field MJST be the
last line of the CDNI Logging File.

*  Exanpl e: "SHA256- hash: HTAB 64HEXDI G'.
A uCDN-side inplenmentation of the CDNI Logging interface MJST ignore

a CDNI Logging File that does not conply with the occurrences
speci fi ed above for each and every directive. For exanple, a uCDN
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side inplementation of the CDNI Logging interface receiving a CDN
Logging File with zero occurrence of the version directive, or with
two occurrences of the SHA256-hash, MJST ignore this CDNI Loggi ng
File.

An entity receiving a CDNl Logging File with a value set to
"cdni/1.0" MJIST process the CDNI Logging File as per the present
docunent. An entity receiving a CONl Logging File with a val ue set
to a different value MJST process the CDNl Logging File as per the
specification referenced in the "CDNl Logging File version" registry
(see Section 6.1) if the inplenentation supports this specification
and MJST ignore the CDNI Logging File otherw se.

3.4. CDN Loggi ng Records

A CDNI Loggi ng Record consists of a sequence of CDNI Logging fields
relating to that single CDNI Loggi ng Record.

CDNI Logging fields MJUST be separated by the horizontal tabulation
(HTAB) character.

To facilitate readability, a prefix schene is used for CDNI Loggi ng
field nanes in a sinmlar way to the one used in WBC Extended Log File
Format [ELF]. The senmantics of the prefix in the present docunent
are:

0 c-" refers to the User Agent that issues the request (corresponds

to the "client" of WBC Extended Log Fornmat)

o "d-" refers to the dCDN (relative to a given CDN acting as an

uCDN)

0 "s-" refers to the dCDN Surrogate that serves the request
(corresponds to the "server" of the WBC Extended Log Format)

0 "u-" refers to the uCDN (relative to a given CDN acting as a dCDN)

0 "cs-" refers to comunication fromthe User Agent towards the dCDN
Surrogate

0 "sc-" refers to comunication fromthe dCDN Surrogate towards the
User Agent

An inmplenentation of the CDONl Logging interface as per the present
specification MIUST support the CDNI HITP Request Loggi ng Record as
specified in Section 3.4.1
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A CDNI Loggi ng Record contains the corresponding values for the
fields that are enunerated in the last fields directive before the
current log line. Note that the order in which the field val ues
appear is dictated by the order of the fields nanes in the fields
directive. There SHOULD be no dependency between the various fields
val ues.

3.4.1. HITP Request Loggi ng Record

This section defines the CDNI Loggi ng Record of record-type

"cdni _http request _v1". It is applicable to content delivery
performed by the dCDN using HTTP/ 1.0 ([ RFC1945]), HTTP/ 1.1 ([ RFC7230]
[ RFC7231] [RFC7232] [RFC7233] [RFC7234] [RFC7235]), or HITPS

([ RFC2818] [RFC7230]). W observe that, in the case of HTTPS
delivery, there may be value in | ogging additional information
specific to the operation of HITP over Transport Layer Security (TLS)
and we note that this is outside the scope of the present docunent
and may be addressed in a future docunent defining another CDN
Loggi ng Record or another version of the HTTP Request Loggi ng Record.

The "cdni _http_request_v1" record-type is al so expected to be
applicable to HTTP/ 2 [ RFC7540] since a fundanmental design tenet of
HTTP/2 is to preserve the HITP/ 1.1 semantics. W observe that, in
the case of HTTP/ 2 delivery, there may be value in | ogging additiona
i nformation specific to the additional functionality of HTTP/2 (e.g.,
information related to connection identification, to stream
identification, to streampriority, and to flow control). W note
that such additional information is outside the scope of the present
docunent and nmay be addressed in a future docunent defining another
CDNI Loggi ng Record or another version of the HTTP Request Loggi ng
Recor d.

The "cdni _http_request_v1" record-type contains the foll ow ng CDN
Logging fields, listed by their field name:

o Date:
*  Format: DATE

* Field value: The date on which the processing of the request
conpl eted on the Surrogate.

* Qccurrence: There MUST be one and only one instance of this
field.
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o Tine:
*  Format: TIME

* Field value: The tine, which MJIST be expressed in Coordi nated
Universal Time (UTC), at which the processing of the request
conpl eted on the Surrogate.

* Qccurrence: There MJST be one and only one instance of this
field.

o Tine-taken
* Format: DEC

* Field value: Decinmal value of the duration, in seconds, between
the start of the processing of the request and the conpletion
of the request processing (e.g., conpletion of delivery) by the
Surrogat e.

* Qccurrence: There MJST be one and only one instance of this
field.

0 c-groupid:
*  Format: NHTABSTRI NG

* Field value: An opaque identifier for an aggregate set of
clients, derived fromthe client IPv4 or |Pv6 address in the
request received by the Surrogate and/or other network-1evel
identifying information. The c-groupid serves to group clients
into aggregates. Exanple aggregates include civil geol ocation
information (the country, second-|evel adm nistrative division,
or postal code fromwhich the client is presuned to nake the
request based on a geol ocati on database | ookup) or network
topol ogi cal information (e.g., the BGP autononbus system (AS)
number announci ng the prefix containing the address). The
c-groupi d MAY be structured, e.g., US/ TN MEM 38138. Agreenent
bet ween the dCDN and the uCDN on a mappi ng between | Pv4 and
| Pv6 addresses and aggregates is presuned to occur out of band.
The aggregati on mappi ng SHOULD be chosen such that each
aggregate contains nore than one client.

+ Wen the aggregate is chosen so that it contains a single
client (e.g., to allow nore detailed analytics, or to allow
a posteriori analysis of individual delivery, for exanple,
in situations of perfornmance-based penalties), the c-groupid
MAY be structured where sone el enents identify aggregates
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and one elenent identifies the client, e.g.,

US/ TN MEM 38138/ 43a5bdd6- 95c4- 4d62- be65- 7410df 0021e2. In
the case where the aggregate is chosen so that it contains a
single client:

- The elenent identifying the client SHOULD be
algorithmically generated (fromthe client | Pv4 or |Pv6
address in the request received by the Surrogate and/or
ot her network-level identifying information) in a way
that SHOULD NOT be |inkable back to the gl obal addressing
context and that SHOULD vary over time (to offer
protection against |long-term attacks).

- It is RECOMVENDED t hat the mapping varies at |east once
every 24 hours.

- The algorithm c mapping and variation over tine can, in
sone cases, allow the uCDN (with the know edge of the
algorithm the time variation, and the associated
attributes and keys) to reconstruct the actual client
I Pv4 or |1 Pv6 address and/or other network-I|eve
identifying informati on when required (e.g., to allow a
posteriori analysis of individual delivery, for exanple,
in situations of perfornmance-based penalties). However,
these end-user addresses SHOULD only be reconstructed on-
demand and the CDNI Logging File SHOULD only be stored
with the anonym zed c-groupid val ue.

- Allowing reconstruction of client address information
carries with it grave risks to end-user privacy. Since
the c-groupid is, in this case, equivalent in
identification power to a client |IP address, its use may
be restricted by regulation or |aw as personally
identifiable information. For this reason, such use is
NOT RECOMVENDED

-  One nethod for mapping that MAY be supported by
i mpl ementations relies on a symetric key that is known
only to the uCDN, the dCDN, and the HVAC- based Extract-
and- Expand Key Derivation Function (HKDF) key derivation
([ RFC5869]), as will be used in TLS 1.3 ([TLS-1.3]).
When that nmethod is used:

o The uCDN and dCDN need to agree on the "salt" and
"input keying material", as described in Section 2.2
of [RFC5869] and the initial "info" paraneter (which
could be sonething |like the business nanes of the two
organi zations in UTF-8, concatenated), as described in
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Section 2.3 of [RFC5869]. The hash SHOULD be eit her
SHA-2 or SHA-3 [SHA-3], and the encryption algorithm
SHOULD be 128-bit AES [AES] in Galois Counter Mde
(GCM [GCM (AES-GCM) or better. The pseudorandom key
(PRK) SHOULD be chosen by both parties contributing

al ternate random bytes until sufficient |length exists.
After the initial setup, client-information can be
encrypted using the key generated by the "expand" step
of Section 2.3 of [RFC5869]. The encrypted val ue
SHOULD be hex encoded or base64 encoded (as specified
in Section 4 of [RFC4648]). At the agreed-upon
expiration tinme, a new key SHOULD be generated and
used. New keys SHOULD be indi cated by prefixing the
key with a special character such as an excl amation
point. In this way, shorter lifetinmes can be used as
needed.

* Qccurrence: There MJST be one and only one instance of this
field.

o s-ip:
*  Format: ADDRESS

* Field value: The I Pv4 or | Pv6 address of the Surrogate that
served the request (i.e., the "server" address).

* Qccurrence: There MJUST be zero or exactly one instance of this
field.

0 s-hostnane:
*  Format: Host

* Field value: The hostnane of the Surrogate that served the
request (i.e., the "server" hostnane).

* Qccurrence: There MUST be zero or exactly one instance of this
field.

0 s-port:
* Format: 1*DIGAT

* Field value: The destination TCP port (i.e., the "server" port)
in the request received by the Surrogate.
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Qccurrence: There MJST be zero or exactly one instance of this
field.

met hod:
Format : NHTABSTRI NG

Field value: This is the method of the request received by the
Surrogate. In the case of HTTP delivery, this is the HITP
met hod in the request.

Qccurrence: There MJST be one and only one instance of this
field.

uri:
Format : NHTABSTRI NG

Field value: This is the "effective request URI" of the request
received by the Surrogate as specified in [RFC7230]. It
complies with the "http" URI schenme or the "https" URl schene
as specified in [RFC7230]. Note that cs-uri can be privacy
sensitive. In that case, and where appropriate, u-uri could be
used instead of cs-uri.

Qccurrence: There MJST be zero or exactly one instance of this
field.

0O u-uri:

*

Format : NHTABSTRI NG

Field value: This is a conplete URI, derived fromthe
"effective request URI" ([RFC7230]) of the request received by
the Surrogate (i.e., the cs-uri) but transformed by the entity
generating or transmtting the CONI Loggi ng Record, in a way
that is agreed upon between the two ends of the CDNI Logging
interface, so the transformed URI is meaningful to the uCDN

For exanple, the two ends of the CDNI Logging interface could
agree that the u-uri is constructed fromthe cs-uri by renoving
the part of the hostname that exposes which individua

Surrogate actually perforned the delivery. The details of

nmodi fication perforned to generate the u-uri, as well as the
mechanismto agree on these nodifications between the two sides
of the CDNI Logging interface are outside the scope of the
present docunent.
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* Qccurrence: There MUST be one and only one instance of this
field.

o Protocol
*  Format: NHTABSTRI NG
* Field value: This is the value of the HTTP-Version field as
specified in [ RFC7230] of the Request-Line of the request
received by the Surrogate (e.g., "HTTP/1.1").

* Qccurrence: There MJST be one and only one instance of this
field.

0 sc-status:
* Format: 3DIGAT
* Field value: This is the Status-Code in the response fromthe
Surrogate. In the case of HTTP delivery, this is the HITP
St atus- Code in the HTTP response.

* Qccurrence: There MJST be one and only one instance of this
field.

0 sc-total -bytes:
* Format: 1*DIGT
* Field value: This is the total nunber of bytes of the response
sent by the Surrogate in response to the request. 1In the case
of HTTP delivery, this includes the bytes of the Status-Line,

the bytes of the HITP headers, and the bytes of the nmessage-
body.

* Qccurrence: There MJST be one, and only one, instance of this
field.

0 sc-entity-bytes:
* Format: 1*DIGT
* Field value: This is the nunber of bytes of the message-body in
the HTTP response sent by the Surrogate in response to the

request. This does not include the bytes of the Status-Line or
the bytes of the HTTP headers.
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* Qccurrence: There MUST be zero or exactly one instance of this
field.

0 cs(insert HTTP_header nane_here):
*  Format: QSTRI NG

* Field value: The value of the HTTP header (identified by the
insert _HTTP_header _name_here in the CDNI Logging field nane) as
it appears in the request processed by the Surrogate, but
prepended by a DQUOTE and appended by a DQUOTE. For exanpl e,
when the CDNI Logging field name (FIENAME) listed in the
preceding fields directive is cs(User-Agent), this CDNl Loggi ng
field value contains the value of the User-Agent HTTP header as
received by the Surrogate in the request it processed, but
prepended by a DQUOTE and appended by a DQUOTE. |If the HTTP
header, as it appeared in the request processed by the
Surrogate, contains one or nore DQUOTE, each DQUOTE MJST be
escaped with percent encoding. For exanple, if the HTTP header
contai ns My_Header"value", then the field value of the
cs(insert_HITP_header_nane_here) is "M_Header %22val ue%?22".
The entity transmitting the CDNl Logging File MJST ensure that
the respective insert HITP_header nane_here of the
cs(insert HTTP_header _nane_here) listed in the fields directive
comply with HTTP specifications. |In particular, this field
nane does not include any HTAB, since this would prevent proper
parsing of the fields directive by the entity receiving the
CDNI Logging File.

* Qccurrence: There MAY be zero, one, or any nunber of instance
of this field.

0 sc(insert_HTTP_header_nane_here):
*  Format: QSTRI NG

* Field value: The value of the HTTP header (identified by the
i nsert _HTTP_header _name_here in the CDNI Logging field nane) as
it appears in the response issued by the Surrogate to serve the
request, but prepended by a DQUOTE and appended by a DQUOTE.
If the HTTP header, as it appeared in the request processed by
the Surrogate, contains one or nore DQUOTEs, each DQUOTE MJST
be escaped with percent encoding. For example, if the HITP
header contai ns My_Header"val ue", then the field value of the
sc(insert_ HITP_header_nane_here) is "M_Header %22val ue¥%?22".
The entity transmitting the CDNl Logging File MJST ensure that
the respective insert HITP_header nane_here of the
cs(insert HTTP_header _nane_here) listed in the fields directive
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comply with HTTP specifications. |In particular, this field
nane does not include any HTAB, since this would prevent proper
parsing of the fields directive by the entity receiving the
CDNI Logging File.

Cccurrence: There MAY be zero, one, or any nunber of instances
of this field. For a given insert HITP_header_name_here, there
MJST be zero or exactly one instance of this field.

s-cci d:

*

Format: QSTRI NG

Field value: This contains the value of the Content Collection
I Dentifier (CCID) associated by the uCDN to the content served
by the Surrogate via the CDNI Metadata interface ([CDN -META]),
prepended by a DQUOTE and appended by a DQUOTE. If the CCID
conveyed in the CONI Metadata interface contains one or nore
DQUOTEs, each DQUOTE MUST be escaped with percent encoding.

For exanple, if the CCI D conveyed in the CDNI Metadata
interface is My_CCl DD'val ue", then the field value of the
s-ccid is "My_CCl D¥%22val ue%x22".

Qccurrence: There MJST be zero or exactly one instance of this
field. For a given insert HITP _header name_here, there MJST be
zero or exactly one instance of this field.

s-sid:

*

Format: QSTRI NG

Field value: This contains the value of a Session |IDentifier
(SID) generated by the dCDN for a specific HITP sessi on,
prepended by a DQUOTE and appended by a DQUOTE. In particular,
for an HTTP Adaptive Stream ng (HAS) session, the SID value is
included in the Loggi ng Record for every content chunk delivery
of that session in view of facilitating the later correlation
of all the per-content chunk |og records of a given HAS
session. See Section 3.4.2.2. of [RFC6983] for nore di scussion
on the concept of Session IDentifier in the context of HAS. |If
the SID conveyed contains one or nore DQUOTEs, each DQUOTE MJST
be escaped with percent-encoding. For exanple, if the SIDis
My_SID'value", then the field value of the s-sid is

"My_SI D¥%22val ue%x22" .

Cccurrence: There MJST be zero or exactly one instance of this
field.
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0 s-cached:
* Format: 1DIGT

* Field value: This characterizes whether or not the Surrogate
served the request using content already stored on its |oca
cache. The allowed values are "0" (for mss) and "1" (for
hit). "1" MJUST be used when the Surrogate did serve the request
excl usively using content already stored on its local cache.

"0" MUIST be used otherw se (including cases where the Surrogate
served the request using sone, but not all, content already
stored on its local cache). Note that a "0" only neans a cache
m ss in the Surrogate and does not provide any information on
whet her or not the content was already stored in another device
of the dCDN, i.e., whether this was a "dCDN hit" or a "dCDN

m ss".

* Qccurrence: There MJST be zero or exactly one instance of this
field.

CDNI Logging field names are case-insensitive as per the basic ABNF
([ RFC5234]). The "fields" directive corresponding to an HITP Request
Loggi ng Record MUST contain all the fields names whose occurrence is
speci fied above as "[t]here MJST be one and only one instance of this
field." The corresponding fields value MJST be present in every HTTP
Request Loggi hg Record.

The "fields" directive corresponding to an HITP Request Loggi ng
Record MAY list all the fields val ues whose occurrence is specified
above as "[t]here MJST be zero or exactly one instance of this field"
or "[t]here MAY be zero, one, or any nunber of instances of this
field." The set of such field names actually listed in the "fields"
directive is selected by the CDN generating the CODNI Logging File
based on agreenents between the interconnected CDNs established

t hrough nechani sns outside the scope of this specification (e.g.,
contractual agreenents). Wien such a field name is not listed in the
"fields" directive, the corresponding field val ue MJST NOT be
included in the Logging Record. Wen such a field name is listed in
the "fields" directive, the corresponding field value MIJST be
included in the Logging Record; if the value for the field is not
avail abl e, this MJST be conveyed via a dash character ("-").

The fields names listed in the "fields" directive MAY be listed in

the order in which they are listed in Section 3.4.1 or MAY be listed
in any other order.

Le Faucheur, et al. St andards Track [ Page 35]



RFC 7937 CDNI Loggi ng August 2016

Loggi ng sone specific fields fromHITP requests and responses can

i ntroduce serious security and privacy risks. For exanple, cookies
will often contain (nmonths) long-lived token values that can be used
to log into a service as the relevant user. Simlar values may be
included in other header fields or within URLs or el sewhere in HITP
requests and responses. Centralizing such values in a CDNl Loggi ng
File can therefore represent a significant increase in risk both for
the user and the web service provider, but also for the CDNs

invol ved. Therefore, inplenentations ought to attenpt to | ower the
probability of such bad outcones, e.g., by only allow ng a configured
set of headers to be added to CDNI Loggi ng Records, or by not
supporting wildcard selection of HTTP request/response fields to add.
Such mechani snms can reduce the probability that security (or privacy)
sensitive values are centralized in CDNl Logging Files. Al so, when
agreei ng on which HITP request/response fields are to be provided in
CDNI Logging Files, the uCDN and dCDN admi ni strators ought to

consi der these risks. Furthernore, CDNs maki ng use of c-groupid to
identify an aggregate of clients rather than individual clients ought
to realize that, by logging certain header fields, they may create
the possibility to re-identify individual clients. In these cases,
heedi ng t he above advice, or not |ogging header fields at all, is
particularly inportant if the goal is to provide |ogs that do not
identify individual clients.

A dCDN-side inplementation of the CONI Logging interface MJST
implement all the follow ng Logging fields in a CONI Loggi ng Record
of record-type "cdni _http_request_v1" and MJST support the ability to
include valid values for each of them

o date

o time

o time-taken

0 c-groupid

0 s-ip

0 s-hostname

0 s-port

0 cs-nethod

0 CSs-uri

0 u-uri
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o protocol

0 sc-status

0 sc-total -bytes

0 sc-entity-bytes

o0 cs(insert_HTTP_header_nane_here)
0 sc(insert_ HTTP_header_nane_here)
0 s-cached

A dCDN-side inplementation of the CDNI Loggi ng interface MAY support
the following Logging fields in a CDNI Loggi ng Record of record-type
"cdni _http_request vl1":

o s-ccid
0o s-sid

If a dCDN-side inplenmentation of the CDNI Logging interface supports
these fields, it MJST support the ability to include valid values for
t hem

An uCDN-si de inplenentation of the CDNI Logging interface MJST be
able to accept CDNI Logging Files with CDNI Loggi ng Records of
record-type "cdni _http request_v1" containing any CDNl Logging Field
defined in Section 3.4.1 as long as the CDNI Loggi ng Record and the
CDNI Logging File are compliant with the present docunent.

In case an uCDN-side inplenentation of the CDNI Logging interface
receives a CDNI Logging File with HTTP Request Loggi ng Records that
do not contain field values for exactly the set of field nanes
actually listed in the preceding "fields" directive, the

i mpl ement ati on MJUST ignore those HTTP Request Loggi ng Records and
MJST accept the other HTTP Request Loggi ng Records.

To ensure that the Logging File is correct, the text MJST be
sanitized before being logged. Null, bare CR, bare LF, and HTAB have
to be renoved by escapi ng themthrough percent encoding to avoid
confusion with the Loggi ng Record separators.
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3.5. CDN Logging File Extension

The CDNI Logging File contains blocks of directives and bl ocks of
correspondi ng records. The supported set of directives is defined
relative to the CDNI Logging File Format version. The conplete set
of directives for version "cdni/1.0" are defined in Section 3.3. The
directive list is not expected to require rmuch extension, but when it
does, the new directive MIST be defined and registered in the "CDN
Logging Directive Names" registry, as described in Figure 9, and a
new versi on MUST be defined and registered in the "CDNI Logging File
version" registry, as described in Section 6.2. For exanple, adding
a new CDNI Logging Directive, e.g., "foo", to the set of directives
defined for "cdni/1.0" in Section 3.3, would require registering both
the new CDNI Logging Directive "foo" and a new CDNI Logging File
version, e.g., "CDNI/2.0", which includes all of the existing CDN
Logging Directives of "cdni/1.0" plus "foo"

It is expected that as new | ogging requirenents arise, the list of
fields to log will change and expand. When adding new fields, the
new fields MIST be defined and registered in the "CDNl Logging Field
Nanes" registry, as described in Section 6.4, and a new record-type
MUST be defined and registered in the "CDNI Loggi ng record-types"
registry, as described in Section 6.3. For exanple, adding a new
CDNl Logging Field, e.g., "c-bar", to the set of fields defined for
"cdni _http_request _v1" in Section 3.4.1, would require registering
both the new CDNI Logging Field "c-bar" and a new CDNl record-type,
e.g., "cdni_http_request_v2", which includes all of the existing CDN
Logging Fields of "cdni _http request_v1" plus "c-bar".

3.6. CDNl Logging File Exanmples

Let us consider the upstream CDN and the downstream CDN-| abel ed uCDN
and dCDN-1 in Figure 1. Wen dCDN-1 acts as a downstream CDN for
UCDN and perforns content delivery on behalf of uCDN, dCDN-1 will

i nclude the CDNI Loggi ng Records corresponding to the content
deliveries perforned on behalf of uCDN in the CDNI Logging Files for
UCDN. An exanple CDNI Logging File comruni cated by dCDN-1 to uCDN i s
shown bel ow in Figure 4.
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#ver si on: <HTAB>cdni / 1. O<CRLF>

#UUl D: <HTAB>ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6<CRLF>
#cl ai med- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn-1. exanpl e. conkCRLF>
#record-type: <HTAB>cdni _http_request_ Vv1<CRLF>

#fi el ds: <HTAB>dat e<HTAB>t i ne<HTAB>t i me- t aken<HTAB>c- gr oupi d<HTAB>
cs- met hod<HTAB>u- ur i <HTAB>pr ot ocol <HTAB>

sc- st at us<HTAB>sc-t ot al - byt es<HTAB>cs( User - Agent ) <HTAB>

cs(Ref erer) <HTAB>s- cached<CRLF>

2013- 05- 17<HTAB>00: 38: 06. 825<HTAB>9. 058<HTAB>US/ TN/ MEM 38138<HTAB>
GET<HTAB>
http://cdni-ucdn. dcdn- 1. exanpl e. coni vi deo/ novi €100. np4<HTAB>

HTTP/ 1. 1<HTAB>200<HTAB>6729891<HTAB>"Mozill a/ 5.0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 1. exanpl e. cont <HTAB>1<CRLF>

2013- 05- 17<HTAB>00: 39: 09. 145<HTAB>15. 32<HTAB>FR/ PACA/ NCE/ 06100<HTAB>
GET<HTAB>
http://cdni-ucdn. dcdn-1. exanpl e. coni vi deo/ novi e118. np4<HTAB>

HTTP/ 1. 1<HTAB>200<HTAB>15799210<HTAB>"Mbzill a/ 5.0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 1. exanpl e. cont <HTAB>1<CRLF>

2013- 05- 17<HTAB>00: 42: 53. 437<HTAB>52. 879<HTAB>US/ TN/ MEM 38138<HTAB>
GET<HTAB>

http://cdni -ucdn. dcdn- 1. exanpl e. coni vi deo/ pi ct urell. np4<HTAB>

HTTP/ 1. O<HTAB>200<HTAB>97234724<HTAB>"Mbzill a/5. 0

(Wndows; U Wndows NT 6.0; en-US) Appl eWbKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 5. exanpl e. com' <HTAB>0<CRLF>

#SHA256- hash: <HTAB> 64- hexadeci mal -di git hash val ue <CRLF>

Figure 4: CDNI Logging File Exanple
If uCDN establishes, by sone neans (e.g., via TLS authenticati on when
pulling the CDNI Logging File), the identity of the entity from which
it pulled the CONI Logging File, uCDN can add an established-origin
directive to the CDNI Logging as illustrated bel ow

#est abl i shed- ori gi n: <HTAB>cdni -1 oggi ng-entity. dcdn- 1. exanpl e. conxkCRLF>
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As illustrated in Figure 2, uCDN will then ingest the corresponding
CDNl Loggi ng Records into its Collection process, alongside the
Loggi ng Records generated locally by the uCDN itself. This allows
UCDN t o aggregate Loggi ng Records for deliveries perforned by itself
(through Records generated locally) as well as for deliveries
performed by its downstream CDN(s). This aggregate information can
then be used (after Filtering and Rectification, as illustrated in
Figure 2) by | og-consum ng applications that take into account
deliveries perfornmed by uCDN as well as by all of its downstream
CDNs.

W observe that the tinme between
1. when a delivery is conpleted in dCDN and

2. when the correspondi ng Loggi ng Record is ingested by the
Col I ection process in uCDN

depends on a number of paraneters such as the Logging Period agreed
to by uCDN and dCDN, how rmuch tine uCDN waits before pulling the CDN
Logging File once it is advertised in the CDNI Loggi ng Feed, and the
time to conplete the pull of the CONI Logging File. Therefore, if we
consi der the set of Loggi ng Records aggregated by the Collection
process in uCDN in a given tinme interval, there could be a pernanent
significant timng difference between the CDNI Loggi ng Records
received fromthe dCDN and the Loggi ng Records generated |ocally.

For exanple, in a given tine interval, the Collection process in uCDN
may be aggregating Loggi ng Records generated |locally by uCDN for
deliveries perforned in the | ast hour and CDNI Loggi ng Records
generated in the dCDN for deliveries in the hour before I|ast.

Say that, for some reason (for example, a Surrogate bug), dCDN-1
could not collect the total nunber of bytes of the responses sent by
the Surrogate (in other words, the value for sc-total-bytes is not
avail abl e). Then the correspondi ng CONl Loggi ng Records woul d
contain a dash character ("-") in lieu of the value for the sc-total -
bytes field (as specified in Section 3.4.1). |In that case, the CDN
Logging File that would be comruni cated by dCDN-1 to uCDN i s shown
bel ow in Figure 5.
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#ver si on: <HTAB>cdni / 1. O<CRLF>

#UUl D: <HTAB>ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6<CRLF>

#cl ai med- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn-1. exanpl e. conkCRLF>
#record-type: <HTAB>cdni _http_request_ Vv1<CRLF>

#fi el ds: <HTAB>dat e<HTAB>t i ne<HTAB>t i me- t aken<HTAB>c- gr oupi d<HTAB>
cs- met hod<HTAB>u- ur i <HTAB>pr ot ocol <HTAB>

sc- st at us<HTAB>sc-t ot al - byt es<HTAB>cs( User - Agent ) <HTAB>

cs(Ref erer) <HTAB>s- cached<CRLF>

2013- 05- 17<HTAB>00: 38: 06. 825<HTAB>9. 058<HTAB>US/ TN/ MEM 38138<HTAB>
GET<HTAB>

http://cdni-ucdn. dcdn- 1. exanpl e. coni vi deo/ novi €100. np4<HTAB>

HTTP/ 1. 1<HTAB>200<HTAB>- <HTAB>"Mbdzil | a/ 5. 0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 1. exanpl e. cont <HTAB>1<CRLF>

2013- 05- 17<HTAB>00: 39: 09. 145<HTAB>15. 32<HTAB>FR/ PACA/ NCE/ 06100<HTAB>
GET<HTAB>

http://cdni-ucdn. dcdn-1. exanpl e. coni vi deo/ novi e118. np4<HTAB>

HTTP/ 1. 1<HTAB>200<HTAB>- <HTAB>"Mozil | a/ 5.0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 1. exanpl e. cont <HTAB>1<CRLF>

2013- 05- 17<HTAB>00: 42: 53. 437<HTAB>52. 879<HTAB>US/ TN/ MEM 38138<HTAB>
GET<HTAB>

http://cdni -ucdn. dcdn- 1. exanpl e. coni vi deo/ pi ct urell. np4<HTAB>

HTTP/ 1. O<HTAB>200<HTAB>- <HTAB>"Mbzill a/ 5.0

(Wndows; U Wndows NT 6.0; en-US) Appl eWbKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari/533. 4" <HTAB>

"host 5. exanpl e. com' <HTAB>0<CRLF>

#SHA256- hash: <HTAB> 64- hexadeci mal -di git hash val ue <CRLF>

Figure 5: CDNI Logging File Exanple with a M ssing Field Val ue
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3.7. Cascaded CDNI Logging Files Exanple

Let us consider the cascaded CDN scenario of uCDN, dCDN-2, and dCDN- 3
as depicted in Figure 1. After conpletion of a delivery by dCDN-3 on

behal f of dCDN-2, dCDN-3 will include a correspondi ng Loggi ng Record
in a CDNIl Logging File that will be pulled by dCDN-2 and that is
illustrated belowin Figure 6. |In practice, a CONl Logging File is

likely to contain a very high nunmber of CDNl Loggi ng Records.
However, for readability, the exanple in Figure 6 contains a single
CDNI  Loggi ng Record.

#ver si on: <HTAB>cdni / 1. O<CRLF>

#UUl D: <HTAB>ur n: uui d: 65718ef - 0123- 9876- adce4321bcde<CRLF>

#cl ai med- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn- 3. exanpl e. conkCRLF>
#record-type: <HTAB>cdni _http request v1<CRLF>

#fi el ds: <HTAB>dat e<HTAB>t i ne<HTAB>t i me- t aken<HTAB>c- gr oupi d<HTAB>
cs- met hod<HTAB>u- ur i <HTAB>pr ot ocol <HTAB>

sc- st at us<HTAB>sc-t ot al - byt es<HTAB>cs( User - Agent ) <HTAB>

cs(Ref erer) <HTAB>s- cached<CRLF>

2013- 05- 17<HTAB>00: 39: 09. 119<HTAB>14. 07<HTAB>US/ CA/ SFQ¥ 94114<HTAB>
GET<HTAB>

http://cdni -dcdn- 2. dcdn- 3. exanpl e. conl vi deo/ novi e118. np4<HTAB>
HTTP/ 1. 1<HTAB>200<HTAB>15799210<HTAB>"Mozi |l | a/ 5. 0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM.,, |ike
Gecko) Chrone/5.0.375.127 Safari /533. 4" <HTAB>

"host 1. exanpl e. com' <HTAB>1<CRLF>

#SHA256- hash: <HTAB> 64- hexadeci mal -di git hash val ue <CRLF>
Figure 6: Cascaded CDNI Logging File Exanple (dCDN-3 to dCDN- 2)

If dCDN-2 establishes, by sone neans (e.g., via TLS authentication
when pulling the CDNl Logging File), the identity of the entity from
which it pulled the CONl Logging File, dCDN-2 can add an established-
origin directive to the CONI Logging as illustrated bel ow

#est abl i shed- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn- 3. exanpl e. comkCRLF>

dCDN- 2 (behaving as an upstream CDN fromthe viewpoint of dCDN- 3)
will then ingest the CDNI Loggi ng Record for the considered dCDN 3
delivery into its Collection process (as illustrated in Figure 2).
Thi s Loggi ng Record may be aggregated with Loggi ng Records generated
locally by dCDN-2 for deliveries performed by dCDN-2 itself. Say,
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for illustration, that the content delivery perforned by dCDN-3 on
behal f of dCDN-2 had actually been redirected to dCDN-2 by uCDN, and
say that another content delivery has just been redirected by uCDN to
dCDN-2 and that dCDN-2 el ected to performthe correspondi ng delivery
itself. Then, after Filtering and Rectification (as illustrated in
Figure 2), dCDN-2 will include the two Loggi ng Records correspondi ng
respectively to the delivery performed by dCDN-3 and the delivery
performed by dCDN-2, in the next CDNI Logging File that will be
communi cated to uCDN. An exanple of such a CDNl Logging File is
illustrated below in Figure 7.

#ver si on: <HTAB>cdni / 1. O<CRLF>

#UUl D: <HTAB>ur n: uui d: 1234567- 8f edc- abab- 0987654321f f <CRLF>

#cl ai med- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn-2. exanpl e. conkCRLF>
#record-type: <HTAB>cdni _http request v1<CRLF>

#fi el ds: <HTAB>dat e<HTAB>t i ne<HTAB>t i me- t aken<HTAB>c- gr oupi d<HTAB>
cs- met hod<HTAB>u- ur i <HTAB>pr ot ocol <HTAB>

sc- st at us<HTAB>sc-t ot al - byt es<HTAB>cs( User - Agent ) <HTAB>

cs(Ref erer) <HTAB>s- cached<CRLF>

2013- 05- 17<HTAB>00: 39: 09. 119<HTAB>14. 07<HTAB>US/ CA/ SFQ¥ 94114<HTAB>
GET<HTAB>

http://cdni -ucdn. dcdn- 2. exanpl e. coni vi deo/ novi €118. np4<HTAB>

HTTP/ 1. 1<HTAB>200<HTAB>15799210<HTAB>"Mozi |l | a/ 5. 0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM.,, |ike
Gecko) Chrone/5.0.375.127 Safari /533. 4" <HTAB>

"host 1. exanpl e. com' <HTAB>1<CRLF>

2013- 05- 17<HTAB>01: 42: 53. 437<HTAB>52. 879<HTAB>FR/ | DF/ PAR/ 75001<HTAB>
GET<HTAB>
http://cdni-ucdn. dcdn- 2. exanpl e. coni vi deo/ pi cturell. np4<HTAB>

HTTP/ 1. O<HTAB>200<HTAB>97234724<HTAB>"Mbzill a/ 5.0

(Wndows; U, Wndows NT 6.0; en-US) Appl eWebKit/533.4 (KHTM,, |ike
Gecko) Chrone/5.0.375.127 Safari /533. 4" <HTAB>

"host 5. exanpl e. cont <HTAB>0<CRLF>

#SHA256- hash: <HTAB> 64- hexadeci mal -di git hash val ue <CRLF>

Figure 7: Cascaded CDNI Logging File Exanple (dCDN-2 to uCDN)
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4.

If uCDN establishes, by sone neans (e.g., via TLS authenticati on when
pulling the CDNI Logging File), the identity of the entity from which
it pulled the CODNI Logging File, uCDN can add to the CDNl Loggi ng an
established-origin directive as illustrated bel ow

#est abl i shed- ori gi n: <HTAB>cdni - | oggi ng-entity. dcdn- 2. exanpl e. comkCRLF>

In the exanple of Figure 7, we observe that:

o]

The first Loggi ng Record corresponds to the Loggi ng Record

conmmuni cated earlier to dCDN-2 by dCDN-3, which corresponds to a
delivery redirected by uCDN to dCDN-2 and then redirected by
dCDN-2 to dCDN-3. The fields values in this Logging Record are
copi ed fromthe corresponding CONI Loggi hg Record comunicated to
dCDN2 by dCDN-3, with the exception of the u-uri that now reflects
the URI convention between uCDN and dCDN-2 and that presents the
delivery to uCDN as if it was perfornmed by dCDN-2 itself. This
reflects the fact that dCDN-2 had taken full responsibility of the
correspondi ng delivery (even if in this case, dCDN-2 elected to
redirect the delivery to dCDN-3 so it is actually perfornmed by
dCDN- 3 on behal f of dCDN- 2).

The second Loggi ng Record corresponds to a delivery redirected by
UCDN to dCDN-2 and perforned by dCDN-2 itself. The tine of the
delivery in this Logging Record may be significantly nore recent
than the first Logging Record since it was generated locally while
the first Loggi ng Record was generated by dCDN-3 and had to be
advertised, and then pulled and then ingested into the dCDN- 2

Col I ection process, before being aggregated with the second
Loggi ng Record.

Prot ocol for Exchange of CDNI Logging File after Full Collection

This section specifies a protocol for the exchange of CDN Loggi ng
Files as specified in Section 3 after the CDNI Logging File is fully
coll ected by the dCDN

Thi s protocol conprises:

(o]

a CDNI Logging feed, allowing the dCDN to notify the uCDN about
the CDNI Logging Files that can be retrieved by that uCDN fromthe
dCDN, as well as all the information necessary for retrieving each
of these CDNI Logging Files. The CDNl Logging feed is specified
in Section 4.1

a CDNI Logging File pull mechanism allowi ng the uCDN to obtain
fromthe dCDN a given CDNI Logging File at the uCDN s conveni ence.
The CDNI Logging File pull nechanismis specified in Section 4. 2.
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An inmpl enentation of the CDONl Logging interface on the dCDN side (the
entity generating the CDNI Logging File) MJST support the server side
of the CDNI Logging feed (as specified in Section 4.1) and the server
side of the CDNI Logging pull nechanism (as specified in

Section 4.2).

An inmplenentation of the CDNl Logging interface on the uCDN side (the
entity consunming the CDNI Logging File) MJIST support the client side
of the CDNI Logging feed (as specified in Section 4.1) and the client
side of the CDNI Logging pull nechanism (as specified in

Section 4.2).

4.1. CDNI Loggi ng Feed

The server-side inplenmentation of the CDONI Loggi ng feed MJST produce
an Atom feed [RFC4287]. This feed is used to advertise log files
that are available for the client-side to retrieve using the CDN
Loggi ng pull mechani sm

4.1.1. Atom Formatting

A CDNI Logging feed MJUST be structured as an Archived feed, as
defined in [ RFC5005], and MJUST be formatted in Atom [ RFC4287]. This
means it consists of a subscription docunent that is regularly
updated as new CDNI Logging Files becone avail able, and information
about ol der CDNI Logging Files is nmoved into archive docunents. Once
created, archive docunents are never nodified

Each CDNI Logging File listed in an Atom feed MJST be described in an
atomentry contai ner el enent.

The atomentry MJST contain an atom content el ement whose "src"
attribute is alink to the CDNI Logging File and whose "type"
attribute is the MME Media Type indicating that the entry is a CDN
Logging File. This MM Media Type is defined as "application/cdni"
(See [RFC7736]) with the Payl oad Type (ptype) paraneter set to

"l ogging-file".

For compatibility with some Atom feed readers, the atomentry MAY
al so contain an atomlink entry whose "href" attribute is alink to
the CDNI Logging File and whose "type" attribute is the M ME Medi a
Type indicating that the entry is a CONl Logging File using the
"application/cdni"™ MM Media Type with the Payl oad Type (ptype)
paraneter set to "logging-file" (see [RFC7736]).
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The URI used in the atomid of the atomentry MJST contain the UU D
of the CDNI Logging File.

The atom updated in the atomentry MJIST indicate the tinme at which
the CDNI Logging File was |ast updated.

4.1.2. Updates to Log Files and the Feed

CDNl Loggi ng Files MJUST NOT be nodified by the dCDN once published in
the CDNI Loggi ng feed.

The frequency with which the subscription feed is updated, the period
of time covered by each CDNI Logging File or each archive docunent,
and tineliness of publishing of CDNI Logging Files are outside the
scope of the present docunment and are expected to be agreed upon by
UCDN and dCDN via other neans (e.g., human agreenent).

The server-side inplenmentation MJST be able to set, and SHOULD set,
HTTP- cache control headers on the subscription feed to indicate the
frequency at which the client-side is to poll for updates.

The client-side MAY use HTTP-cache control headers (set by the
server-side) on the subscription feed to determ ne the frequency at
which to poll for updates. The client-side MAY instead, or in
addition, use other information to determ ne when to poll for updates
(e.g., a polling frequency that may have been negoti ated between the
uUCDN and dCDN by nechani sns outside the scope of the present docunent
and that is to override the indications provided in the HITP-cache
control headers).

The potential retention limts (e.g., sliding tinme window) wthin
which the dCDN is to retain and be ready to serve an archi ve docunent
is outside the scope of the present docunment and is expected to be
agreed upon by uCDN and dCDN via other neans (e.g., human agreenent).
The server-side inplenmentation MJST retain, and be ready to serve,
any archive docunment within the agreed retention linmts. CQutside
these agreed linits, the server-side inplementation MAY indicate its
inability to serve (e.g., with HITP status code 404) an archive
docunent or MAY refuse to serve it (e.g., with HITP status code 403
or 410).
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4.1.3. Redundant Feeds

4.

1.

The server-side inplenmentati on MAY present nore than one CDNI Loggi ng
feed for redundancy. Each CDNI Logging File MAY be published in nore
than one feed.

A client-side inplenmentation MAY support such redundant CDNl Loggi ng
feeds. |If it supports a redundant CDNI Logging feed, the client-side
can use the UUID of the CDNI Logging File, presented in the atomid
el ement of the Atomfeed, to avoid unnecessarily pulling and storing
a given CDNI Logging File nore than once.

4. Exanmple CDNI Loggi ng Feed

Figure 8 illustrates an exanple of the subscription docunent of a
CDNI Loggi ng feed.
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<?xm version="1.0" encodi ng="utf-8""?7>
<feed xm ns="http://wwmv. W3. or g/ 2005/ At o' >
<title type="text">CDNl Loggi ng Feed</title>
<updat ed>2013- 03- 23T14: 46: 11Z</ updat ed>
<i d>urn: uui d: 663ae677- 40f b- e99a- 049d- c5642916b8ce</i d>
<link href="https://dcdn. exanpl e/l ogf eeds/ ucdnl"
rel ="sel f" type="application/atomxm" />
<link href="https://dcdn. exanpl e/l ogf eeds/ ucdnl"
rel ="current” type="application/atomtxm" />
<link href="https://dcdn. exanpl e/ | ogf eeds/ ucdnl/201303231400"
rel ="prev-archive" type="application/atomtxm" />
<gener at or version="exanpl e version 1">CDNl Log Feed
Gener at or </ gener at or >
<aut hor ><nane>dcdn. exanpl e</ nane></ aut hor >
<entry>
<title type="text">CDNl Logging File for uCDN at
2013-03-23 14:15:00</title>
<i d>ur n: uui d: 12345678- 1234- abcd- 00aa- 01234567abcd</i d>
<updat ed>2013- 03- 23T14: 15: 00Z</ updat ed>
<content src="https://dcdn. exanpl e/l ogs/ ucdn/
htt p-requests-20130323141500000000"
type="application/cdni"
ptype="logging-file"/>
<summar y>CDNI Logging File for uCDN at
2013-03-23 14:15: 00</ summary>
</entry>
<entry>
<title type="text">CDNl Logging File for uCDN at
2013-03-23 14:30: 00</title>
<i d>urn: uui d: 87654321- 4321- dcha- aa00- dcba7654321</i d>
<updat ed>2013- 03- 23T14: 30: 00Z</ updat ed>
<content src="https://dcdn. exanpl e/l ogs/ ucdn/
htt p-request s-20130323143000000000"
type="application/cdni"
ptype="logging-file"/>
<summar y>CDNI Logging File for uCDN at
2013-03-23 14: 30: 00</ summary>
</entry>

<entry>
</éﬁiry>
</ feed>

Fi gure 8: Exanpl e Subscription Document of a CDNl Loggi ng Feed
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4.2. CDN Logging File Pul

A client-side inplenentation of the CDNI Logging interface MAY pul |,
at its convenience, a CDNI Logging File that is published by the
server-side in the CDNI Logging Feed (in the subscription docunent or
an archive docunent). To do so, the client-side

o MJIST inplement HTTP/ 1.1 ([RFC7230] [RFC7231] [RFC7232] [ RFC7233]
[ RFC7234] [RFC7235]), MAY al so support other HITP versions (e.g.,
HTTP/ 2 [ RFC7540]), and MAY negotiate which HTTP version is
actually used. This allows operators and inplenenters to choose
to use later versions of HITP to take advantage of new features,
while still ensuring interoperability with systens that only
support HTTP/1.1;

0 MJST use the URI that was associated to the CDNI Logging File
(within the "src" attribute of the correspondi ng at om cont ent
el ement) in the CDNI Loggi ng Feed;

0 MJST support exchange of CDNI Logging Files with no content
encoding applied to the representati on;

0 MJST support exchange of CDNI Logging Files with "gzip" content
encoding (as defined in [ RFC7230]) applied to the representation

Note that a client-side inplenmentation of the CONl Logging interface
MAY pull a CDNI Logging File that it has already pulled.

The server-side inplenmentation MJST respond to a valid pull request
by a client-side inplenentation for a CONI Logging File published by
the server-side in the CDNI Logging Feed (in the subscription
docunent or an archive docunent). The server-side inplenentation

0 MJST inplenent HTTP/1.1 to handle the client-side request and MAY
al so support other HTTP versions (e.g., HITP/ 2);

0 MJST include the CDNI Logging File identified by the request UR
i nside the body of the HITP response;

0 MJST support exchange of CDNI Logging Files with no content
encoding applied to the representation;

0 MJST support exchange of CDNI Logging Files with "gzip" content
encoding (as defined in [RFC7231]) applied to the representation

Le Faucheur, et al. St andards Track [ Page 49]



RFC 7937 CDNI Loggi ng August 2016

Content negotiati on approaches defined in [RFC7231] (e.g., using
Accept - Encodi ng request - header field or Content-Encoding entity-
header field) MAY be used by the client-side and server-side

i npl ementations to establish the content coding to be used for a
particul ar exchange of a CDNI Logging File.

Appl yi ng conpressi on content encoding (such as "gzip") is expected to
mtigate the inmpact of exchanging the |arge volumes of |ogging

i nformati on expected across CDNs. This is expected to be
particularly useful in the presence of HITP Adaptive Stream ng (HAS)
that, as per the present version of the docunent, will result in a
separate CDNI Log Record for each HAS segnment delivery in the CDN
Logging File.

The potential retention limts (e.g., sliding tine wi ndow and maxi mum
aggregate file storage quotas) within which the dCONis to retain and
be ready to serve a CDNI Logging File previously advertised in the
CDNI Logging Feed is outside the scope of the present docunent and is
expected to be agreed upon by uCDN and dCDN vi a other neans (e.g.,
human agreement). The server-side inplementation MJUST retain, and be
ready to serve, any CDNI Logging File within the agreed retention
limts. Qutside these agreed limts, the server-side inplenentation
MAY indicate its inability to serve (e.g., with HITP status code 404)
a CDNI Logging File or MAY refuse to serve it (e.g., with HTTP status
code 403 or 410).

5. Protocol for Exchange of CDNl Logging File During Collection

We note that, in addition to the CDNI Logging File exchange protoco
specified in Section 4, inplenentations of the CONl Logging interface
may al so support other nechanisns to exchange CDNI Logging Files. In
particul ar, such nechanisns night allow the exchange of the CDN
Logging File to start before the file is fully collected. This can
al | ow CDNI Loggi ng Records to be communi cated by the dCDN to the uCDN
as they are gathered by the dCDN without having to wait until all the
CDNI Loggi ng Records of the sane | ogging period are collected in the
corresponding CDNI Logging File. This approach is commonly referred
to as the "tailing" of the file.

Such an approach coul d be used, for exanple, to exchange | ogging
information with a significantly reduced tine-lag (e.g., sub-mnute
or sub-second) between when the event occurred in the dCDN and when
the correspondi ng CONI Loggi ng Record is nmade available to the uCDN
This can satisfy | og-consumng applications requiring extrenmely fresh
| ogging i nformation such as near-real-tinme content delivery

moni toring. Such mechanisns are for further study and are outside
the scope of this docunent.
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6. | ANA Consi derations
6.1. CDN Logging Directive Nanes Registry

| ANA has created a new "CDNl Logging Directive Nanes" subregistry
under the "Content Delivery Networks |Interconnection (CDN)
Par armet ers" registry.

The initial contents of the "CDNI Logging Directives" registry
conprise the names of the directives specified in Section 3.3 of the
present docunent and are as foll ows:

S S +
| Directive Name | Reference |
o e e e e e e e e e o R +
| version | RFC 7937 |
| UUD | RFC 7937 |
| clainmed-origin | RFC 7937 |
| established-origin | RFC 7937 |
| remark | RFC 7937 |
| record-type | RFC 7937 |
| fields | RFC 7937 |
| SHA256- hash | RFC 7937 |
TS - +

Figure 9: CDNI Logging Directive Names Registry

Wthin the registry, names are to be allocated by | ANA according to
the "Specification Required" policy specified in [ RFC5226].
Directive names are to be allocated by |ANA with a format of
NAMEFORVAT (see Section 3.1). Al directive nanes defined in the
Logging File are case-insensitive as per the basic ABNF ([ RFC5234]).

Each specification that defines a new CDNl Logging directive needs to
contain a description for the new directive with the sane set of
information as provided in Section 3.3 (i.e., format, directive

val ue, and occurrence).

6.2. CDN Logging File version Registry
| ANA has created a new "CDNl Logging File version" subregistry under

the "Content Delivery Networks Interconnection (CDNI) Paraneters"
registry.
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The initial contents of the "CDNl Logging File version" registry
comprise the value "cdni/1.0" specified in Section 3.3 of the present
docunent and are as foll ows:

Fecmemmeiiiaaaaas S e +
| version | Reference | Descri ption |
oo mmeeemeeaaaas S IR e Y +
| cdni/1.0 | RFC 7937 | CDNI Logging File version 1.0 |
| | | as specified in RFC 7937 |
o e e e e oo S T +

Fi gure 10: CDNI Logging File version Registry

Wthin the registry, version values are to be allocated by | ANA
according to the "Specification Required" policy specified in

[ RFC5226]. Version values are to be allocated by 1ANA with a fornmat
of NAMEFORMAT (see Section 3.1). Al version values defined in the
Logging File are case-insensitive as per the basic ABNF ([ RFC5234]).

6.3. CDN Logging record-types Registry

| ANA has created a new "CDNl Loggi ng record-types" subregistry under
the "Content Delivery Networks Interconnection (CDNI) Paraneters"
registry

The initial contents of the "CDNl Loggi ng record-types" registry
conmprise the names of the CDNI Logging record-types specified in
Section 3.4 of the present docunment and are as follows:

| cdni_http_request_v1l | RFC 7937 | CDN Loggi ng Record version 1 |
| | | for content delivery using HITP

Figure 11: CDNl Loggi ng record-types Registry

Wthin the registry, record-types are to be allocated by | ANA
according to the "Specification Required" policy specified in

[ RFC5226]. Record-types are to be allocated by 1ANA with a fornat of
NAMEFORMVAT (see Section 3.1). All record-types defined in the
Logging File are case-insensitive as per the basic ABNF ([ RFC5234]).
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6

4.

Each specification that defines a new record-type needs to contain a
description for the new record-type with the same set of information
as provided in Section 3.4.1. This includes:

o Alist of all the CDNI Logging fields that can appear in a CDN
Loggi ng Record of the new record-type

o For all these fields: a specification of the occurrence for each
Field in the new record-type

o0 For every newy defined Field, i.e., for every Field that results
in aregistration in the "CDNl Logging Field Nanmes" registry
(Section 6.4): a specification of the field nane, format, and
field val ue.

CDNI Loggi ng Field Nanes Registry

| ANA has created a new "CDNl Loggi ng Field Nanmes" subregistry under
the "Content Delivery Networks Interconnection (CDNI) Paraneters"
registry.

This registry is intended to be shared across the currently defined
record-type (i.e., cdni_http request _vl) as well as potentially other
CDNI Loggi ng record-types that may be defined in separate
specifications. Wen a field fromthis registry is used by another
CDNl Logging record-type, it is to be used with the exact semantics
and format specified in the docunent that registered this field and
that is identified in the Reference colum of the registry. |If

anot her CDNI Loggi ng record-type requires a field with semantics that
are not strictly identical, or a format that is not strictly
identical, then this newfield is to be registered in the registry
with a different field name. Wen a field fromthis registry is used
by anot her CDNI Logging record-type, it can be used with different
occurrence rul es.
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Wthin the registry,
the "Specification Required" policy specified in [ RFC5226].

tinme
time-taken
c-groupid
s-ip

s- host nane
s- port

cs- net hod
cS-uri
u-uri

pr ot ocol
sc-status

sc-total -bytes
sc-entity-bytes

cs(insert HTTP_header _namne_here)
sc(insert_ HTTP_header nane_here)

s-ccid
s-sid
s-cached

Figure 12: CDN
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nanes are to be allocated by | ANA according to

Field
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6.5. CDN Logging Payl oad Type

| ANA has registered the foll owi ng new Payl oad Type in the "CDN
Payl oad Types" registry for use with the application/cdni M ME nedi a

t ype.

dom e mmemeeeemeaeeaaas S RIS +
| Payl oad Type | Specification |
T T +
| logging-file | RFC 7937] |
R S I +

Figure 13: CDNI Loggi ng Payl oad Type

The purpose of the |ogging-file payload type is to distinguish
bet ween CDNI Logging Files and other CDNI nessages.

o Interface: LI
o Encoding: See Section 3.2, Section 3.3, and Section 3.4
7. Security Considerations

7.1. Authentication, Authorization, Confidentiality, and Integrity
Protection

An i mpl enentation of the CDNIl Logging interface MJUST support TLS
transport of the CDNI Logging feed (Section 4.1) and of the CDN
Logging File pull (Section 4.2) as per [RFC2818] and [ RFC7230].

TLS MJST be used by the server-side and the client-side of the CDN
Logging feed, as well as the server-side and the client-side of the
CDNl Logging File pull nmechanism including authentication of the
renote end, unless alternate nethods are used for ensuring the
security of the information exchanged over the LI interface (such as
setting up an | Psec tunnel between the two CDNs or using a physically
secured internal network between two CDNs that are owned by the sane
corporate entity).

The use of TLS for transport of the CDNI Loggi ng feed and CDN
Logging File pull allows:

o the dCDN and uCDN to authenticate each other using TLS client auth
and TLS server auth.
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And, once they have mutually authenticated each other, it allows:

o the dCDN and uCDN to authorize each other (to ensure they are
transmtting/receiving CONI Logging File to/froman authorized

CDN) .

o the CDNI Logging information to be transnmitted with
confidentiality.

o the integrity of the CDNI Logging information to be protected
during the exchange.

When TLS is used, the general TLS usage guidance in [ RFC7525] MJST be
fol | oned.

The SHA256-hash directive inside the CODNI Logging File provides
additional integrity protection, this tine targeting potentia
corruption of the CDNI Logging information during the CDNI Loggi ng
Fil e generation, storage, or exchange. This mechani sm does not
itself allow restoration of the corrupted CDNl Logging information,
but it allows detection of such corruption, and therefore triggering
of appropriate corrective actions (e.g., discard of corrupted
informati on, and attenpt to re-obtain the CDNI Logging i nformation).
Not e that the SHA256- hash does not protect against tanpering by a
third party, since such a third party could have reconputed and
updat ed the SHA256-hash after tanpering. Protection against third-
party tampering, when the CDNI Logging File is communi cated over the
CDN Loggi ng interface, can be achi eved as di scussed above through the
use of TLS

7.2. Denial of Service

Thi s docunent does not define a specific mechanismto protect against
Deni al - of - Servi ce (DoS) attacks on the Logging interface. However,
the CDNI Logging feed and CDNI Loggi ng pull endpoints are typically
to be accessed only by a very small number of valid renpte endpoints,
and therefore can be easily protected agai nst DoS attacks through the
usual conventional DoS-protection mechanisms such as firewalling or
use of Virtual Private Networks (VPNs).

Protection of dCDN Surrogates agai nst spoofed delivery requests is
out side the scope of the CDNI Logging interface.
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7.3. Privacy

CDNs have the opportunity to collect detailed information about the
downl oads perfornmed by end users. A dCDN is expected to collect such
information into CONI Logging Files, which are then communicated to a
uCDN.

Havi ng detailed CDNI Loggi ng information known by the dCDN in itself
does not represent a particular privacy concern since the dCDN is
obviously fully aware of all information |ogged since it generated
the information in the first place.

Transporting detailed CDNI Loggi ng i nformati on over the HTTP-based
CDNI Loggi ng interface does not represent a particular privacy
concern because it is protected by the usual privacy-protection
mechani sm (e.g., TLS)

When HTTP redirection is used between the uCDN and the dCDN, nuking
detailed CDNI Logging informati on known to the uCDN does not
represent a particular privacy concern because the uCDN i s al ready
exposed at request redirection time to nost of the information that
shows up as CDNI Logging information (e.g., end-user |P address, URL
and HTTP headers). Wen DNS redirection is used between the uCDN and
the dCDN, there are cases where there is no privacy concern in making
detailed CDNI |ogging informati on known to the uCDN, this may be the
case, for exanple, where (1) it is considered that because the uCDN
has the authority (with respect to the CSP) and control on how the
requests are delivered (including whether it is served by the uCDN
itself or by a dCDN), the uCDN is entitled to access all detail ed
information related to the corresponding deliveries, and (2) there is
no | egal reason to restrict access by the uCDN to all this detail ed
information. Conversely still, when DNS redirection is used between
the uCDN and the dCDN, there are cases where there may be sone
privacy concern in making detailed CONl Logging information known to
the uCDN; this may be the case, for exanple, because the uCDNis in a
different jurisdiction to the dCDN, resulting is sone | egal reasons
to restrict access by the uCDN to all the detailed information
related to the deliveries. |In this latter case, the privacy concerns
can be taken into account when the uCDN and dCDN agree about which
fields are to be conveyed inside the CONI Logging Files and which
privacy protection nmechanismis to be used as discussed in the
definition of the c-groupid field specified in Section 3.4.1

Anot her privacy concern arises fromthe fact that |arge vol umes of
detailed informati on about content delivery to users, potentially
traceabl e back to individual users, may be collected in CDNI Loggi ng
Files. These CDNI Logging Files represent high-value targets, likely
concentrated in a fairly centralized system (although the CDN
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8.

8.

Loggi ng architecture does not nmandate a particul ar |evel of
centralization/distribution) and at risk of potential data
exfiltration. Note that the means of such data exfiltration are
beyond the scope of the CDNI Logging interface itself (e.g.,
corrupted enpl oyee, corrupted | ogging storage system etc.). This
privacy concern calls for sone protection

The coll ection of large volumes of such information into CDNI Loggi ng
Files introduces potential end-users’ privacy protection concerns.
Mechani sns to address these concerns are discussed in the definition
of the c-groupid field specified in Section 3.4.1

The use of nutually authenticated TLS to establish a secure session
for the transport of the CDNI Logging feed and CDNI Loggi ng pull as
di scussed in Section 7.1 provides confidentiality while the Logging
information is in transit and prevents any party other than the

aut horized uCDN to gain access to the logging infornation.

We also note that the query string portion of the URL that may be
conveyed inside the cs-uri and u-uri fields of CDNl Logging Files, or
the HTTP cooki es( [ RFC6265]) that nmay be conveyed as part of the
CcS(<HTTP- header-nane>) field of CDNl Logging Files, may contain
personal information or information that can be exploited to derive
personal information. Were this is a concern, the CDNl Loggi ng
interface specification allows the dCDN to not include the cs-uri and
to include a u-uri that renoves (or hides) the sensitive part of the
query string and allows the dCDN to not include the cs(<HTTP-header-
nane>) fields corresponding to HITP headers associated w th cookies.
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