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Abstract

A common design pattern in Internet of Things (10T) deploynents is
the use of a constrained device that collects data via sensors or
controls actuators for use in hone automation, industrial contro
systens, smart cities, and other 10T depl oynents.

Thi s docunent defines a Transport Layer Security (TLS) and Dat agram
Transport Layer Security (DTLS) 1.2 profile that offers

conmmuni cations security for this data exchange thereby preventing
eavesdroppi ng, tanpering, and nessage forgery. The |ack of

communi cati on security is a conmon vulnerability in |oT products that
can easily be solved by using these well-researched and wi dely

depl oyed Internet security protocols.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7925
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1.

I nt roducti on

An engi neer devel oping an Internet of Things (l10oT) device needs to
investigate the security threats and deci de about the security
services that can be used to mitigate these threats.

Enabling 10T devices to exchange data often requires authentication
of the two endpoints and the ability to provide integrity and
confidentiality protection of exchanged data. While these security
services can be provided at different layers in the protocol stack,
the use of Transport Layer Security (TLS) / Datagram Transport Layer
Security (DTLS) has been very popular with many application
protocols, and it is likely to be useful for 10T scenarios as well.

Fitting Internet protocols into constrained devices can be difficult,
but thanks to the standardi zation efforts, new profiles and protocols
are avail able, such as the Constrai ned Application Protocol (CoAP)

[ RFC7252]. CoAP messages are mainly carried over UDP/DTLS, but other
transports can be utilized, such as SM5 (as described in Appendi x A)
or TCP (as currently being proposed with [ COAP-TCP-TLS]).

While the main goal for this docunent is to protect CoAP nessages
usi ng DTLS 1.2 [RFC6347], the information contained in the follow ng
sections is not limted to CoAP nor to DTLS itself.

Instead, this docunent defines a profile of DILS 1.2 [RFC6347] and
TLS 1.2 [RFC5246] that offers communi cation security services for |oT
applications and is reasonably inplenentable on many constrai ned
devices. Profile thereby neans that avail able configuration options
and protocol extensions are utilized to best support the IoT
environment. This document does not alter TLS/ DTLS specifications
and does not introduce any new TLS/ DTLS ext ensi on.

The main target audience for this docunent is the enbedded system
devel oper configuring and using a TLS/ DTLS stack. This docunment may,
however, al so hel p those devel oping or selecting a suitable TLS/ DTLS
stack for an IoT product. |If you are faniliar with (D) TLS, then skip
ahead to Section 4.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

This specification refers to TLS as well as DTLS and particularly to
version 1.2, which is the npost recent version at the time of witing.
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We refer to TLS/ DTLS whenever the text is applicable to both versions
of the protocol and to TLS or DTLS when there are differences between
the two protocols. Note that TLS 1.3 is being devel oped, but it is
not expected that this profile will "just work" due to the

signi ficant changes being done to TLS for version 1.3.

Note that "client" and "server" in this docunent refer to TLS/ DILS
roles, where the client initiates the handshake. This does not
restrict the interaction pattern of the protocols on top of DILS
since the record | ayer allows bidirectional conmunication. This
aspect is further described in Section 3. 2.

RFC 7228 [RFC7228] introduces the notion of constrained-node

net wor ks, which are nade of small devices with severe constraints on
power, nenory, and processing resources. The terns constrained
devices and 10T devices are used interchangeably.

The terms "certification authority" (CA) and "distingui shed nanme"
(DN) are taken from|[RFC5280]. The terms "trust anchor" and "trust
anchor store" are defined in [ RFC6024] as:

A trust anchor represents an authoritative entity via a public key
and associated data. The public key is used to verify digita
signatures, and the associated data is used to constrain the types
of information for which the trust anchor is authoritative.

A trust anchor store is a set of one or nore trust anchors stored
in a device.... A device may have nore than one trust anchor
store, each of which may be used by one or nore applications.

3. Overview
3.1. TLS and DTLS

The TLS protocol [RFC5246] provides authenticated, confidentiality-
and integrity-protected comunication between two endpoints. The
protocol is conposed of two layers: the Record Protocol and the
handshaki ng protocols. At the |owest level, |layered on top of a
reliable transport protocol (e.g., TCP), is the Record Protocol. It
provi des connection security by using symetric cryptography for
confidentiality, data origin authentication, and integrity
protection. The Record Protocol is used for encapsul ati on of various
hi gher-1evel protocols. The handshaking protocols consist of three
subprotocols -- nanely, the handshake protocol, the change cipher
spec protocol, and the alert protocol. The handshake protocol allows
the server and client to authenticate each other and to negotiate an
encryption algorithmand cryptographi c keys before the application
protocol transmits or receives data.
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3.

2

The design of DTLS [RFC6347] is intentionally very simlar to TLS
However, since DTLS operates on top of an unreliabl e datagram
transport, it must explicitly cope with the absence of reliable and
ordered delivery assunptions made by TLS. RFC 6347 expl ai ns these
differences in great detail. As a short sunmary, for those not
famliar with DTLS, the differences are:

0 An explicit sequence nunber and an epoch field is included in the
Record Protocol. Section 4.1 of RFC 6347 expl ains the processing
rules for these two new fields. The value used to conpute the
Message Authentication Code (MAC) is the 64-bit value forned by
concatenating the epoch and the sequence nunber.

0 Streamciphers nmust not be used with DILS. The only stream ci pher
defined for TLS 1.2 is RC4, and due to cryptographi c weaknesses,
it is not recormended anynore even for use with TLS [ RFC7465].
Note that the term"streamcipher" is a technical termin the TLS
specification. Section 4.7 of RFC 5246 defines stream ciphers in
TLS as follows: "In stream ci pher encryption, the plaintext is
excl usive-ORed with an identical amount of output generated froma
cryptographi cally secure keyed pseudorandom nunber generator.”

o0 The TLS handshake protocol has been enhanced to include a
st at el ess cooki e exchange for Deni al - of - Service (DoS) resistance.
For this purpose, a new handshake nessage, the Hell oVerifyRequest,
was added to DTLS. This handshake nessage is sent by the server
and includes a statel ess cookie, which is returned in a
ClientHell o nessage back to the server. Although the exchange is
optional for the server to execute, a client inplenentation has to
be prepared to respond to it. Furthernore, the handshake nessage
format has been extended to deal with nmessage |oss, reordering,
and fragmentation.

Commruni cati on Mbdel s

Thi s docunent describes a profile of DILS and, to be useful, it has
to nake assunptions about the envisioned comruni cati on architecture.

Two conmuni cation architectures (and consequently two profiles) are
described in this docunent.

Tschofenig & Fossati St andards Track [ Page 6]



RFC 7925 TLS/ DTLS | oT Profiles July 2016

3.2.1. Constrained TLS/ DTLS dients

The conmmuni cation architecture shown in Figure 1 assumes a uni cast
conmuni cation interaction with an |oT device utilizing a constrained
TLS/ DTLS client interacting with one or nultiple TLS/ DILS servers.

Before a client can initiate the TLS/ DTLS handshake, it needs to know
the I P address of that server and what credentials to use.
Application-1layer protocols, such as CoAP, which is conveyed on top
of DTLS, nmay be configured with URIs of the endpoints to which CoAP
needs to register and publish data. This configuration information

(including non-confidential credentials, like certificates) may be
conveyed to clients as part of a firmware/software package or via a
configuration protocol. The follow ng credential types are supported

by this profile:

o For authentication based on the Pre-Shared Key (PSK) (see
Section 4.2), this includes the paired "PSK identity" and shared
secret to be used with each server.

o For authentication based on the raw public key (see Section 4.3),
this includes either the server’s public key or the hash of the
server’'s public key.

o For certificate-based authentication (see Section 4.4), this
i ncludes a pre-popul ated trust anchor store that allows the DTLS
stack to performpath validation for the certificate obtained
during the handshake with the server

Figure 1 shows exanple configuration information stored at the
constrained client for use with respective servers.

Thi s docunent focuses on the description of the DILS client-side

functionality but, quite naturally, the equival ent server-side
support has to be avail abl e.
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Figure 1: Constrained Client Profile
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3.2.1.1. Exanples of Constrained dient Exchanges
3.2.1.1.1. Network Access Authentication Exanple

Reuse is a recurring theme when considering constrai ned environnents
and is behind a lot of the directions taken in devel opnents for
constrai ned environnents. The corollary of reuse is to not add
functionality if it can be avoided. An example relevant to the use
of TLS is network access authentication, which takes place when a
devi ce connects to a network and needs to go through an

aut henti cation and access control procedure before it is allowed to
communi cate with other devices or connect to the Internet.

Figure 2 shows the network access architecture with the 10T device
initiating the communi cation to an access point in the network using
the procedures defined for a specific physical layer. Since
credentials nmay be managed and stored centrally, in the

Aut henti cation, Authorization, and Accounting (AAA) server, the
security protocol exchange nay need to be relayed via the

Aut henticator, i.e., functionality running on the access point to the
AAA server. The authentication and key exchange protocol itself is
encapsul ated within a container, the Extensible Authentication

Prot ocol (EAP) [ RFC3748], and nessages are conveyed back and forth
bet ween the EAP endpoints, nanely the EAP peer |ocated on the |IoT
devi ce and the EAP server located on the AAA server or the access
point. To route EAP messages fromthe access point, acting as a AAA
client, to the AAA server requires an adequate protocol nechani sm
nanel y RADI US [ RFC2865] or Di aneter [RFC6733].

More details about the concepts and a description about the
terni nol ogy can be found in RFC 5247 [ RFC5247].
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e e oo +

| Aut henti cati on|

| Aut hori zation |

| Accounti ng |

| Server |

| (EAP Server) |

S ah
* EAP o RADI US/
* o D aneter

__V __________ V__

111 '\

/1 \\
| Federation |
| Substrate |

\\ /1

'\ 111
A N_
* EAP o RADI US/
o Di aneter

S + N JUR V- -+
| | EAP/ EAP Met hod | |
| |nternet of |<***************************>| Access POI nt |
| Things | | (Aut henti cator)|
| Device | EAP Lower Layer and | (AAA Cient)
| (EAP Peer) | Secure Association Protocol | |
I [ <--mmmmmm e >| I
I I I I
| | Physi cal Layer | |
| | <:::::::::::::::::::::::::::>| |
o e oo + o e oo +

Legend

<***x > Devi ce-to- AAA- Server Exchange

<---->: Device-to-Authenticator Exchange

<0000>: AAA-Cient-to- AAA-Server Exchange

<====>:! Physical layer |ike |IEEE 802.11/802.15.4

Figure 2: Network Access Architecture
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One standardi zed EAP nethod is EAP-TLS, defined in RFC 5216

[ RFC5216], which reuses the TLS-based protocol exchange and

encapsul ates it inside the EAP payload. 1In terns of reuse, this
al | ows many conponents of the TLS protocol to be shared between the
networ k access security functionality and the TLS functionality
needed for securing application-layer traffic. In the EAP-TLS
exchange shown in Figure 3, the |0oT device as the EAP peer acts as a
TLS client.

Aut henti cati ng Peer Aut hent i cat or
<- EAP- Request/
ldentity
EAP- Response/
ldentity (MID) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server _hell o,
TLS certificate,
[ TLS server _key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client _key_exchange,
TLS certificate_verify,
TLS change_ci pher _spec,
TLS finished) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Response/
EAP- Type=EAP- TLS - >
<- EAP-Success

Figure 3: EAP-TLS Exchange
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The guidance in this docunent also applies to the use of EAP-TLS for
networ k access authentication. An |oT device using a network access
aut henti cation solution based on TLS can reuse nost parts of the code
for the use of DILS/TLS at the application |ayer, thereby saving a
significant anmount of flash nmenory. Note, however, that the
credentials used for network access authentication and those used for
application-layer security are very likely different.

3.2.1.1.2. CoAP-Based Data Exchange Exanpl e

When a constrained client uploads sensor data to a server
infrastructure, it may use CoAP by pushing the data via a POST
message to a preconfigured endpoint on the server. |In certain
circunstances, this mght be too Iimting and additiona

functionality is needed, as shown in Figures 4 and 5, where the IoT
device itself runs a CoAP server hosting the resource that is nmade
accessible to other entities. Despite running a CoAP server on the

| oT device, it is still the DILS client on the |0oT device that
initiates the interaction with the non-constrained resource server in
our scenario.

Figure 4 shows a sensor starting a DTLS exchange with a resource
directory and uses CoAP to register avail able resources in Figure 5.
[ CORE-RD] defines the resource directory (RD) as a web entity that
stores informati on about web resources and i npl enents
Representational State Transfer (REST) interfaces for registration
and | ookup of those resources. Note that the described exchange is
borrowed fromthe Open Mbile Alliance (OWA) Lightweight

Machi ne-t o- Machi ne (LWMR2M specification [ LWVMM that uses RD but
adds proxy functionality.

The initial DTLS interaction between the sensor, acting as a DILS
client, and the resource directory, acting as a DILS server, will be
a full DTLS handshake. Once this handshake is conplete, both parties
have established the DTLS record |ayer. Subsequently, the CoAP
client can securely register at the resource directory.

After sone tinme (assuming that the client regularly refreshes its
registration), the resource directory receives a request from an
application to retrieve the tenperature information fromthe sensor.
This request is relayed by the resource directory to the sensor using
a CET nessage exchange. The already established DTLS record | ayer
can be used to secure the nessage exchange.
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Resour ce
Sensor Directory
+- - -
.
| dientHello  -------- >
| #client_certificate_type#
F| #server_certificate_type#
Ul
L] S Hel | oVeri f yRequest
L|
| dientHello -------- >
D #client_certificate_type#
T| #server_certificate_type#
L|
S| ServerHell o
| #client _certificate type#
H| #server _certificate_type#
Al Certificate
N| Ser ver KeyExchange
D| Certificat eRequest
S| S Server Hel | oDone
H

Al Certificate
K| dient KeyExchange
E| CertificateVerify
| [ ChangeCi pher Spec]
Finished -------- >

|

| [ ChangeCi pher Spec]
| R Fi ni shed
Note: Extensions marked with "#" were introduced with

RFC 7250.

Fi gure 4: DTLS/ CoAP Exchange Using Resource Directory:
Part 1 -- DTLS Handshake
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Figure 5 shows the DTLS-secured conmuni cati on between the sensor and
the resource directory using CoAP.

Resour ce
Sensor Directory

[ [ ==============DTJLS- Secured Conmmuni cat i On:::::::::::::::::::] ]

+--- [+
d \' D
g Req: POST coap://rd.exanpl e.confrd?ep=nodel \' T
Al Payl oad: \ L
P| </tenp>;ct=41; \' S

| rt="tenperature-c";if="sensor", \
R </1ight>;ct=41; \' R
D| rt="light-lux";if="sensor" \ E
e > \ C
R| \' O
E| \' R
€] Res: 2.01 Created \ D

| S Location: /rd/ 4521 \
| \ L
+--- \ A
\ Y
* \ E
* (time passes) \' R

* \
+--- \' P
q \' R
g Req: GET coaps://sensor.exanmple.conftenrp \ O
Al R \' T
P| \ E
| Res: 2.05 Content \ C
G Payl oad: \' T
El]| 25,5 eeeeaa-- > \ E
T \ D

+--- 11+

Fi gure 5: DTLS/ CoAP Exchange Using Resource Directory:
Part 2 -- CoAP/ RD Exchange

Note that the CoAP GET nessage transmtted fromthe resource server
is protected using the previously established DILS record |ayer.
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3.2.2. Constrained TLS/ DTLS Servers

Section 3.2.1 illustrates a depl oyment nmodel where the TLS/ DTLS
client is constrained and efforts need to be taken to inprove nenory
utilization, bandw dth consunption, reduce perfornance inpacts, etc.
In this section, we assune a scenari o where constrai ned devices run
TLS/ DTLS servers to secure access to application-layer services
runni ng on top of CoAP, HITP, or other protocols. Figure 6
illustrates a possibl e depl oyment whereby a nunber of constrained
servers are waiting for regular clients to access their resources.
The entire process is |likely, but not necessarily, controlled by a
third party, the authentication and authorization server. This

aut henti cati on and authorization server is responsible for holding
aut hori zation policies that govern the access to resources and
distribution of keying materi al
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Figure 6: Constrained Server Profile

July 2016

A depl oynent with constrai ned servers has to overcone severa

chal  enges. Bel ow we expl ain how these chal |l enges can be solved with
CoAP, as an exanple. Qher protocols nmay offer sinmilar capabilities.
Wiile the requirements for the TLS/ DTLS protocol profile change only
slightly when run on a constrained server (in conparison to running
it on a constrained client), several other ecosystemfactors wll

i mpact depl oynent.
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There are several challenges that need to be addressed:
Di scovery and Reachability:

A client nust first and forenost discover the server before
initiating a connection to it. Once it has been discovered,
reachability to the device needs to be maintained.

In CoAP, the discovery of resources offered by servers is
acconpl i shed by sending a unicast or nmulticast CoAP GET to a well -
knowmn URI. The Constrai ned RESTful Environnents (CoRE) Link
Format specification [ RFC6690] describes the use case (see
Section 1.2.1) and reserves the URl (see Section 7.1). Section 7
of the CoAP specification [RFC7252] describes the discovery
procedure. [RFC7390] describes the use case for discovering CoAP
servers using nmulticast (see Section 3.3) and specifies the
protocol processing rules for CoAP group comuni cations (see
Section 2.7).

The use of RD [CoRE-RD] is yet another possibility for discovering
regi stered servers and their resources. Since RDis usually not a
proxy, clients can discover links registered with the RD and then
access themdirectly.

Aut henti cati on

The next chal |l enge concerns the provisioning of authentication
credentials to the clients as well as servers. |In Section 3.2.1,
we assune that credentials (and other configuration information)
are provisioned to the device, and that those can be used with the
aut hori zation servers. O course, this leads to a very static

rel ati onship between the clients and their server-side
infrastructure but poses fewer challenges from a depl oynent point
of view, as described in Section 2 of [RFC7452]. |In any case,
engi neers and product designers have to determ ne how t he rel evant
credentials are distributed to the respective parties. For
exanpl e, shared secrets may need to be provisioned to clients and
the constrained servers for subsequent use of TLS/ DTLS PSK. In

ot her deploynents, certificates, private keys, and trust anchors
for use with certificate-based authentication may need to be
utilized.

Practical solutions use either pairing (also called inprinting) or
a trusted third party. Wth pairing, two devices execute a
speci al protocol exchange that is unauthenticated to establish a
shared key (for exanple, using an unauthenticated Diffie-Hellnman
(DH) exchange). To avoid man-in-the-middle attacks, an

out - of -band channel is used to verify that nobody has tanpered
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with the exchanged protocol nessages. This out-of-band channel
can cone in many forms, including:

* Human invol vemrent by conparing hashed keys, entering passkeys,
and scanni ng QR codes

* The use of alternative wi rel ess conmunication channels (e.qg.,
infrared comunication in addition to W-Fi)

* Proximty-based information

More details about these different pairing/inprinting techniques
can be found in the Smart Object Security Workshop report

[ RFC7397] and various position papers submitted on that topic,
such as [InprintingSurvey]. The use of a trusted third party
follows a different approach and is subject to ongoing

standardi zation efforts in the Authentication and Authorization
for Constrained Environments (ACE) working group [ ACE-WG .

Aut hori zati on

The last challenge is the ability for the constrai ned server to
make an aut horization deci sion when clients access protected
resources. Pre-provisioning access control infornmation to
constrai ned servers may be one option but works only in a snall
scal e, | ess dynam c environnent. For a finer-grained and nore
dynani c access control solution, the reader is referred to the
ongoi ng work in the | ETF ACE worki ng group

Figure 7 shows an exanple interaction whereby a device, a thernostat
in our case, searches in the local network for discoverable resources
and accesses those. The thernostat starts the procedure using a
Iink-1ocal discovery message using the "All CoAP Nodes" nulticast
address by utilizing the Iink format per RFC 6690 [ RFC6690]. The

I Pv6 nulticast address used for CoAP |ink-local discovery is
FFO2::FD. As a result, a tenperature sensor and a fan respond.

These responses allow the thernpstat to subsequently read tenperature
information fromthe tenperature sensor with a CoAP GET request
issued to the previously |earned endpoint. 1In this exanple we assune
that accessing the tenperature sensor readings and controlling the
fan requires authentication and authorization of the thernostat and
TLS is used to authenticate both endpoints and to secure the
conmuni cati on.
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3.3. The Ci phersuite Concept

TLS (and consequently DTLS) support ciphersuites, and an | ANA
registry [IANA-TLS] was created to register the suites. A
ciphersuite (and the specification that defines it) contains the
follow ng information:

0o Authentication and key exchange al gorithm (e.g., PSK)

o Cipher and key length (e.g., Advanced Encryption Standard (AES)
with 128-bit keys [AES])

o Mode of operation (e.g., Counter with CBC-MAC (CCM node for AES)
[ RFC3610]

0 Hash algorithmfor integrity protection, such as the Secure Hash
Al gorithm (SHA) in conbination with Keyed-Hashing for Message
Aut hentication (HVAC) (see [RFC2104] and [ RFC6234])

0 Hash algorithmfor use with pseudorandom functions (e.g., HVAC
wi th the SHA-256)

o0 Msc information (e.g., length of authentication tags)

o Information whether the ciphersuite is suitable for DILS or only
for TLS

The TLS ci phersuite TLS PSK W TH AES 128 CCM 8, for exanple, uses a
pre-shared authentication and key exchange algorithm [RFC6655]
defines this ciphersuite. |t uses the AES encryption algorithm
which is a block cipher. Since the AES al gorithm supports different
key lengths (such as 128, 192, and 256 bits), this information has to
be specified as well, and the sel ected ci phersuite supports 128-bit
keys. A block cipher encrypts plaintext in fixed-size blocks, and
AES operates on a block size of 128 bits. For nessages exceeding 128
bits, the nessage is partitioned into 128-bit bl ocks, and the AES
cipher is applied to these input blocks wth appropriate chaining,
which is called node of operation

TLS 1.2 introduced Authenticated Encryption with Associated Data
(AEAD) ciphersuites (see [ RFC5116] and [ RFC6655]). AEAD is a class
of bl ock cipher nodes that encrypt (parts of) the nessage and

aut henti cate the nmessage sinultaneously. AES-CCM [ RFC6655] is an
exanpl e of such a node

Sone AEAD ci phersuites have shorter authentication tags (i.e.,

message aut hentication codes) and are therefore nore suitable for
networks with | ow bandwi dth where small nessage size matters. The
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TLS PSK W TH_AES 128 CCM 8 ci phersuite that ends in "_8" has an
8-octet authentication tag, while the regul ar CCM ci phersuites have,
at the tine of witing, 16-octet authentication tags. The design of
CCM and the security properties are described in [CCM.

TLS 1.2 also replaced the conbination of MD5/SHA-1 hash functions in
the TLS pseudorandom function (PRF) used in earlier versions of TLS
with ciphersuite-specified PRFs. For this reason, authors of nore
recent TLS 1.2 ciphersuite specifications explicitly indicate the MAC
al gorithm and the hash functions used with the TLS PRF.

4. Credential Types

The mandatory-to-inplenent functionality will depend on the
credential type used with 10T devices. The subsections bel ow
describe the inplications of three different credential types, nanely
pre-shared secrets, raw public keys, and certifi cates.

4.1. Preconditions

Al'l exchanges described in the subsequent sections assune that sone
i nformati on has been distributed before the TLS/ DTLS interaction
starts. The credentials are used to authenticate the client to the
server, and vice versa. Wat information itens have to be

di stributed depends on the chosen credential types. |In all cases,
the 10T device needs to know what algorithns to prefer, particularly
if there are multiple algorithmchoices available as part of the

i mpl emented ci phersuites, as well as information about the other
conmuni cati on endpoint (for exanple, in the formof a URI) a
particul ar credential has to be used wth.

Pre-Shared Secrets: 1In this case, a shared secret together with an
identifier needs to be nade available to the device as well as to
the other communication party.

Raw Public Keys: A public key together with a private key are stored
on the device and typically associated with sonme identifier. To
aut henticate the other conmunication party, the appropriate
credential has to be known. |[If the other end uses raw public keys
as well, then their public key needs to be provisioned (out of
band) to the device.

Certificates: The use of certificates requires the device to store
the public key (as part of the certificate) as well as the private
key. The certificate will contain the identifier of the device as
wel | as various other attributes. Both communication parties are
assuned to be in possession of a trust anchor store that contains
CA certificates and, in case of certificate pinning, end-entity
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certificates. Sinmilar to the other credentials, the |IoT device
needs information about which entity to use which certificate
with. Wthout a trust anchor store on the 10T device, it will not
be possible to performcertificate validation

We call the above-listed information "device credentials" and these
devi ce credentials may be provisioned to the device already during
the manufacturing time or later in the process, depending on the
envi si oned busi ness and depl oynent nodel. These initial credentials
are often called "root of trust". \Whatever process is chosen for
generating these initial device credentials, it MJST be ensured that
a different key pair is provisioned for each device and installed in
as secure a manner as possible. For exanple, it is preferable to
generate public/private keys on the 10T device itself rather than
generating them outside the device. Since an |IoT device is likely to
interact with various other parties, the initial device credential
may only be used with sone dedicated entities, and configuring
further configuration and credentials to the device is left to a
separate interaction. An exanple of a dedicated protocol used to
distribute credentials, access control lists, and configure
information is the LWW2M prot ocol [LWWM .

For all the credentials |isted above, there is a chance that those
may need to be replaced or deleted. Wile separate protocols have
been devel oped to check the status of these credentials and to nmanage
these credentials, such as the Trust Anchor Managenent Protoco

(TAMP) [ RFC5934], their usage is, however, not envisioned in the IoT
context so far. 10T devices are assuned to have a software update
mechanismbuilt-in, and it will allow updates of |owlevel device

i nformation, including credentials and configuration paraneters.

Thi s docunent does, however, not mandate a specific software/firmare
updat e protocol

Wth all credentials used as input to TLS/ DILS authentication, it is
i mportant that these credentials have been generated with care. Wen
using a pre-shared secret, a critical consideration is using
sufficient entropy during the key generation, as discussed in

[ RFC4086]. Deriving a shared secret froma password, some device
identifiers, or other |owentropy sources is not secure. A |low
entropy secret, or password, is subject to dictionary attacks.
Attention also has to be paid when generating public/private key
pairs since the lack of randommess can result in the sane key pair
bei ng used in many devices. This topic is also discussed in

Section 12 since keys are generated during the TLS/ DILS exchange
itself as well, and the same consi derations apply.
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4.2. Pre-Shared Secret

The use of pre-shared secrets is one of the nmpost basic techniques for
TLS/ DTLS since it is both conputationally efficient and bandw dth
conserving. Authentication based on pre-shared secrets was
introduced to TLS in RFC 4279 [ RFC4279].

Figure 8 illustrates the DTLS exchange includi ng the cooki e exchange.
VWhile the server is not required to initiate a cookie exchange with
every handshake, the client is required to inplenent and to react on
it when chall enged, as defined in RFC 6347 [ RFC6347]. The cookie
exchange all ows the server to react to flooding attacks.

dient Server
dientHello  —ce--o-- >
S-------- Hel | oVeri f yRequest
(contai ns cookie)
dientHello —-ooo--- >
(with cooki e)
ServerHell o
*Ser ver KeyExchange
<-------- Server Hel | oDone

Cl i ent KeyExchange
ChangeCi pher Spec

Finished  -------- >
ChangeCi pher Spec
Cmmmmmm-- Fi ni shed
Application Data <mmmmm - > Application Data
Legend:

* indi cates an optional nessage payl oad
Figure 8: DTLS PSK Aut hentication Including the Cookie Exchange

Note that [ RFC4279] used the term"PSK identity" to refer to the
identifier used to refer to the appropriate secret. Wile
"identifier" would be nore appropriate in this context, we reuse the
term nol ogy defined in RFC 4279 to avoi d confusion. RFC 4279 does
not mandate the use of any particular type of PSK identity, and the
client and server have to agree on the identities and keys to be
used. The UTF-8 encoding of identities described in Section 5.1 of
RFC 4279 ains to inprove interoperability for those cases where the
identity is configured by a human using sonme nmanagenent interface

Tschofenig & Fossati St andards Track [ Page 23]



RFC 7925 TLS/ DTLS | oT Profiles July 2016

provided by a web browser. However, many |oT devices do not have a
user interface, and nost of their credentials are bound to the device
rather than to the user. Furthernore, credentials are often

provi sioned into hardware nodul es or provisioned al ongside with
firmvare. As such, the encoding considerations are not applicable to
this usage environment. For use with this profile, the PSK

i dentities SHOULD NOT assume a structured format (such as domain
nanes, distinguished nanes, or |P addresses), and a byte-by-byte
compari son operation MJST be used by the server for any operation
related to the PSK identity. These types of identifiers are called
"absol ute" per RFC 6943 [ RFC6943].

Protocol -wi se, the client indicates which key it uses by including a
"PSK identity" in the CdientKeyExchange nessage. As described in
Section 3.2, clients may have nultiple pre-shared keys with a single
server, for exanple, in a hosting context. The TLS Server Nane

I ndication (SNI) extension allows the client to convey the nane of
the server it is contacting. A server inplenentation needs to guide
the sel ection based on a received SNI value fromthe client.

RFC 4279 requires TLS inpl ementations supporting PSK ci phersuites to
support arbitrary PSK identities up to 128 octets in |length and
arbitrary PSKs up to 64 octets in length. This is a usefu

assunption for TLS stacks used in the desktop and nobil e environnents
wher e managenment interfaces are used to provision identities and
keys. Inplenentations in conpliance with this profile MAY use PSK
identities up to 128 octets in length and arbitrary PSKs up to 64
octets in length. The use of shorter PSK identities is RECOVMVENDED.

"The Constrai ned Application Protocol (CoAP)" [RFC7252] currently
specifies TLS PSK W TH_AES 128 CCM 8 as the mandat ory-to-i npl enent
ciphersuite for use with shared secrets. This ciphersuite uses the
AES algorithmw th 128 bit keys and CCM as the node of operation

The label " 8" indicates that an 8-octet authentication tag is used.
Note that the shorted authentication tag increases the chance that an
adversary with no know edge of the secret key can present a nessage
with a MAC that will pass the verification procedure. The |ikelihood
of accepting forged data is explained in Section 5.3.5 of

[ SPB00-107-revl] and depends on the |l engths of the authentication tag
and al | oned nunbers of MAC verifications using a given key.

Thi s ciphersuite nmakes use of the default TLS 1.2 PRF, which uses an
HVAC with the SHA-256 hash function. Note: Starting with TLS 1.2
(and consequently DTLS 1.2), ciphersuites have to specify the PRF
RFC 5246 states that "New ci pher suites MJST explicitly specify a PRF
and, in general, SHOULD use the TLS PRF with SHA-256 or a stronger
standard hash function." The ciphersuites recomended in this
docunent use the SHA-256 construct defined in Section 5 of RFC 5246
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A device conpliant with the profile in this section MJST inpl ement
TLS PSK W TH AES 128 CCM 8 and foll ow t he gui dance fromthis section

4.3. Raw Public Key

The use of raw public keys with TLS/ DTLS, as defined in [ RFC7250], is
the first entry point into public key cryptography w thout having to
pay the price of certificates and a public key infrastructure (PKl).
The specification reuses the existing Certificate nessage to convey
the raw public key encoded in the SubjectPublicKeylnfo structure. To
i ndi cate support, two new extensions had been defined, as shown in
Figure 9, nanely the server certificate_ type and the
client_certificate_type.

ClientHello  -------- >
#client _certificate_type#
#server _certificate_type#

ServerHel |l o

#client _certificate type#
#server _certificate_ type#
Certificate

Ser ver KeyExchange

Certificat eRequest

S Server Hel | oDone

Certificate

C i ent KeyExchange
CertificateVerify

[ ChangeCi pher Spec]

Finished -------- >

[ ChangeCi pher Spec]
Cemmmmo oo Fi ni shed

Not e: Extensions marked with "#" were introduced with
RFC 7250.

Fi gure 9: DTLS Raw Public Key Exchange

The CoAP-recomended ci phersuite for use with this credential type is
TLS _ECDHE _ECDSA W TH_AES 128 CCM 8 [ RFC7251]. This AES-CCM TLS

ci phersuite based on elliptic curve cryptography (ECC) uses the
Epheneral Elliptic Curve Diffie-Hellman (ECDHE) as the key

est abl i shnent nechanismand an Elliptic Curve Digital Signature
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Al gorithm (ECDSA) for authentication. The naned DH groups

[ FFDHE- TLS] are not applicable to this profile since it relies on the
ECC- based counterparts. This ciphersuite makes use of the AEAD
capability in DILS 1.2 and utilizes an 8-octet authentication tag.
The use of a DH key exchange provi des perfect forward secrecy (PFS)
More details about PFS can be found in Section 9.

[ RFC6090] provides valuable information for inplenenting ECC

al gorithms, particularly for choosing nethods that have been
available in the literature for a long tinme (i.e., 20 years and
nor e) .

A device conpliant with the profile in this section MJST inpl ement
TLS ECDHE ECDSA W TH AES 128 CCM 8 and foll ow t he gui dance fromthis
secti on.
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4.4. Certificates

The use of nutual certificate-based authentication is shown in

Fi gure 10, which nmakes use of the "cached_ info" extension [ RFC7924].
Support of the "cached_ info" extension is REQJ RED. Caching
certificate chains allows the client to reduce the comruni cation
overhead significantly, otherw se the server woul d provide the end-
entity certificate and the certificate chain with every full DILS

handshake.
dient Server
dientHello  —-eeea-- >
*cached_i nf o*
ServerHel | o
*cached_i nf o*
Certificate

Ser ver KeyExchange
Certificat eRequest
Cemmmm-- Server Hel | oDone

Certificate

C i ent KeyExchange
CertificateVerify

[ ChangeCi pher Spec]

Finished -------- >

[ ChangeCi pher Spec]
Cemmmmo oo Fi ni shed

Not e: Extensions marked with "*" were introduced with
RFC 7924.

Fi gure 10: DTLS Miutual Certificate-Based Authentication

TLS/ DTLS offers a |l ot of choices when sel ecti ng ECC based

ci phersuites. This docunent restricts the use to named curves
defined in RFC 4492 [RFC4492]. At the time of witing, the
recomended curve is secp256rl, and the use of unconpressed points
follows the recommendation in CoAP. Note that standardization for
Curve25519 (for ECDHE) is ongoing (see [RFC7748]), and support for
this curve will likely be required in the future.

A device conpliant with the profile in this section MJST inpl enent

TLS ECDHE ECDSA W TH AES 128 CCM 8 and foll ow the gui dance fromthis
secti on.
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4.4.1. Certificates Used by Servers

The algorithmfor verifying the service identity, as described in RFC
6125 [ RFC6125], is essential for ensuring proper security when
certificates are used. As a summary, the algorithmcontains the
fol |l owi ng steps:

1. The client constructs a list of acceptable reference identifiers
based on the source domain and, optionally, the type of service
to which the client is connecting.

2. The server provides its identifiers in the formof a PKIX
certificate.

3. The client checks each of its reference identifiers against the
presented identifiers for the purpose of finding a match.

4. Wen checking a reference identifier against a presented
identifier, the client nmatches the source domain of the
identifiers and, optionally, their application service type.

For various terns used in the algorithmshown above, consult RFC
6125. It is inmportant to highlight that conparing the reference
identifier against the presented identifier obtained fromthe
certificate is required to ensure the client is conmunicating with
the i ntended server.

It is worth noting that the algorithmdescription and the text in RFC
6125 assunes that fully qualified DNS domain nanmes are used. If a
server node is provisioned with a fully qualified DNS donain, then
the server certificate MUST contain the fully qualified DNS domain
nane or "FQN' as dNSNane [ RFC5280]. For CoAP, the coaps URI schene
is described in Section 6.2 of [RFC7252]. This FQDN is stored in the
Subj ect Alt Nanme or in the | eftnost Common Nane (CN) conponent of the
subj ect nane, as explained in Section 9.1.3.3 of [RFC7252], and used
by the client to match it against the FQDN used during the | ookup
process, as described in [ RFC6125]. For other protocols, the
appropriate URI scheme specification has to be consulted.

The foll owi ng recommendation i s provided:
1. Certificates MJST NOT use DNS donmain nanmes in the CN of
certificates and instead use the subjectAltNane attribute, as

described in the previous paragraph.

2. Certificates MJUST NOT contain domain nanes with w |l dcard
characters.
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3. Certificates MUST NOT contain multiple nanes (e.g., nore than one
dNSNane field).

Note that there will be servers that are not provisioned for use with
DNS donmmi n nanes, for exanple, 10T devices that offer resources to
nearby devices in a |local area network, as shown in Figure 7. \When
such constrained servers are used, then the use of certificates as
described in Section 4.4.2 is applicable. Note that the SN

ext ensi on cannot be used in this case since SNI does not offer the
ability to convey a 64-bit Extended Unique ldentifier (EU -64)
[EUI64]. Note that this docunent does not reconmend use of |IP
addresses in certificates nor does it discuss the inplications of
placing I P addresses in certificates.

4.4.2. Certificates Used by Cients

For client certificates, the identifier used in the SubjectAltNanme or
in the | eftnmost CN conponent of subject name MJUST be an EUI - 64.

4.4.3. Certificate Revocation

For certificate revocation, neither the Online Certificate Status
Protocol (OCSP) nor Certificate Revocation Lists (CRLs) are used
Instead, this profile relies on a software update nmechanismto

provi sion informati on about revoked certificates. While multiple
OCSP stapling [ RFC6961] has recently been introduced as a mechani sm
to pi ggyback OCSP request/responses inside the DILS/ TLS handshake (to
avoid the cost of a separate protocol handshake), further
investigations are needed to deternmine its suitability for the |oT
envi ronnent.

As stated earlier in this section, nodifications to the trust anchor
store depends on a software update nechanismas well. There are
limtations to the use of a software update mechani sm because of the
potential inability to change certain types of keys, such as those
provi sioned during manufacturing. For this reason, nmanufacturer-
provi sioned credentials are typically enployed only to obtain further
certificates (for exanple, via a key distribution server) for use
with servers the 10T device is finally comunicating wth.

4.4.4. Certificate Content
Al certificate elenents listed in Table 1 MJST be inplenmented by
clients and servers claimng support for certificate-based

aut hentication. No other certificate elements are used by this
speci fication.
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When using certificates, 10T devices MJUST provide support for a
server certificate chain of at least 3, not including the trust
anchor, and MAY reject connections fromservers offering chains

| onger than 3. 10T devices MAY have client certificate chains of any
| ength. CObviously, longer chains require nore digital signature
verification operations to performand lead to |arger certificate
messages in the TLS handshake.

Table 1 provides a summary of the elenments in a certificate for use
with this profile.

T .. +
| El ement | Not es |
o e e e e e e e oo o mm e e e e e e e e e e e e e e e e e e e e e e e e mma—mao +
version This profile uses X. 509 v3 certificates
[ RFC5280] .

seri al Number Positive integer unique per certificate.

si gnature This field contains the signature
algorithm and this profile uses ecdsa-

wi t h- SHA256 or stronger [ RFC5758].

i ssuer Contains the DN of the issuing CA
validity Val ues expressed as UTC tinme in notBefore
and notAfter fields. No validity period

mandat ed.
subj ect See rules outlined in this section

subj ect Publ i cKeyl nf o The Subj ect Publ i cKeyl nfo structure

i ndi cates the algorithmand any associ at ed

paraneters for the ECC public key. This

profil e uses the id-ecPublicKey algorithm

identifier for ECDSA signature keys, as
defined and specified in [ RFC5480] .

si gnat ur eAl gorithm The ECDSA signature algorithmw th ecdsa-

wi t h- SHA256 or stronger
si gnat ur eVal ue Bit string containing the digita
signature.
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Ext ensi on: See rules outlined in this section

subj ect Al t Nane

Ext ensi on:
Basi cConstraints

I

|

| I ndi cat es whet her the subject of the

| certificate is a CA and the nmaxi num depth
| of valid certification paths that include
| this certificate. This extension is used
| for CA certs only, and then the val ue of
| the "cA" field is set to TRUE. The

| default is FALSE.

I

Ext ensi on: Key Usage | The KeyUsage field MAY have the foll ow ng
| values in the context of this profile:

| digital Signature or keyAgreenent,

| keyCertSign for verifying signatures on
| public key certificates.

I

I

I

I

|

I

I

I

I

Ext ensi on: Ext ended
Key Usage

The Ext KeyUsageSyntax field MAY have the
follow ng values in context of this
profile: id-kp-serverAuth for server
aut henti cation, id-kp-clientAuth for

client authentication, id-kp-codeSigning

for code signing (for software update
mechani sim), and i d-kp- OCSPSi gni ng for
future OCSP usage in TLS

Table 1: Certificate Content

There are various cryptographic algorithns available to sign digita
certificates; those algorithnms include RSA the Digital Signature

Al gorithm (DSA), and ECDSA. As Table 1 shows, certificates are
signed using ECDSA in this profile. This is not only true for the
end-entity certificates but also for all other certificates in the
chain, including CA certificates. This profiling reduces the anount
of flash menmory needed on an |oT device to store the code of severa
al gorithminpl ementati ons due to the snaller nunber of options.

Further details about X. 509 certificates can be found in
Section 9.1.3.3 of [RFC7252].

4.4.5. dient Certificate URLs
RFC 6066 [ RFC6066] allows the sending of client-side certificates to
be avoi ded and uses URLs instead. This reduces the over-the-air

transmi ssion. Note that the TLS "cached i nfo" extension does not
provide any help with caching client certificates.
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TLS/ DTLS clients MJST inplenent support for client certificate URLs
for those environnents where client-side certificates are used and
the server-side is not constrained. For constrained servers this
functionality is NOT RECOMVENDED since it forces the server to
execute an additional protocol exchange, potentially using a protoco
it does not even support. The use of this extension also increases
the risk of a DoS attack agai nst the constrai ned server due to the
addi ti onal wor Kkl oad.

4.4.6. Trusted CA Indication

RFC 6066 [ RFC6066] allows clients to indicate what trust anchor they
support. Wth certificate-based authentication, a DILS server
conveys its end-entity certificate to the client during the DILS
handshake. Since the server does not necessarily know what trust
anchors the client has stored, to facilitate certification path
construction and validation, it includes internediate CA certs in the
certificate payl oad.

Today, in nmost 10T deploynents there is a fairly static relationship
between the |oT device (and the software running on them and the
server-side infrastructure. For these deploynents where | 0T devices
interact with a fixed, preconfigured set of servers, this extension
i s NOT RECOMVENDED.

In cases where clients interact with dynam cally di scovered TLS/ DILS
servers, for exanple, in the use cases described in Section 3.2.2,
the use of this extension is RECOMVENDED

5. Signature Al gorithm Extension

The "signature_al gorithms" extension, defined in Section 7.4.1.4.1 of
RFC 5246 [ RFC5246], allows the client to indicate to the server which
si gnature/ hash algorithmpairs may be used in digital signatures.

The client MJUST send this extension to select the use of SHA-256,
otherwise if this extension is absent, RFC 5246 defaults to SHA-1 /
ECDSA for the ECDH ECDSA and t he ECDHE ECDSA key exchange al gorithns.

The "signature_al gorithms" extension is not applicable to the PSK-
based ci phersuite described in Section 4.2.

6. Error Handling

TLS/ DTLS uses the alert protocol to convey errors and specifies a
long list of error types. However, not all error nmessages defined in
the TLS/ DTLS specification are applicable to this profile. In
general, there are two categories of errors (as defined in

Section 7.2 of RFC 5246), nanely fatal errors and warnings. Alert
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messages with a level of "fatal" result in the i mediate term nation
of the connection. |If possible, developers should try to devel op
strategies to react to those fatal errors, such as restarting the
handshake or inform ng the user using the (often limted) user
interface. Warnings may be ignored by the application since many |oT
devices will have either Iimted ways to log errors or no ability at
all. In any case, inplenenters have to carefully evaluate the inpact
of errors and ways to renedy the situation since a commonly used
approach for del egating decision making to users is difficult (or

i mpossible) to acconplish in a tinely fashion

Al'l error nmessages narked as RESERVED are only supported for
backwards conpatibility with the Secure Socket Layer (SSL) and MJST
NOT be used with this profile. Those include

decryption_fail ed_RESERVED, no_certificate RESERVED, and

export _restricti on_RESERVED.

A nunber of the error nmessages MJST only be used for certificate-
based ci phersuites. Hence, the follow ng error nessages MJST NOT be
used with PSK and raw public key authentication

0 bad _certificate,

0 unsupported certificate,

o certificate_revoked,

o certificate_expired,

o certificate_unknown,

0 unknown_ca, and

0 access_deni ed.

Since this profile does not nake use of conpression at the TLS | ayer,
the deconpression_failure error nessage MUST NOT be used either

RFC 4279 introduced the new al ert nessage "unknown_psk_identity" for
PSK ci phersuites. As stated in Section 2 of RFC 4279, the

decrypt _error error nmessage may al so be used instead. For this
profile, the TLS server MJST return the decrypt _error error nmessage
i nstead of the unknown_psk_identity since the two nechani sns exi st
and provide the sanme functionality.

Tschofenig & Fossati St andards Track [ Page 33]



RFC 7925 TLS/ DTLS | oT Profiles July 2016

Furthernmore, the follow ng errors should not occur with devices and
servers supporting this specification, but inplenentations MJST be

prepared to process these errors to deal with servers that are not

conpliant to the profiles in this docunent:

protocol version: Wile this docunment focuses only on one version of
the TLS/ DTLS protocol, namely version 1.2, ongoing work on TLS/
DTLS 1.3 is in progress at the time of witing.

insufficient_security: This error nessage indicates that the server
requires ciphers to be nore secure. This docunent specifies only
one ciphersuite per profile, but it is likely that additiona
ciphersuites will get added over tine.

user_cancel ed: Many 10T devices are unattended and hence this error
message is unlikely to occur.

7. Session Resunption

Session resunption is a feature of the core TLS/ DILS specifications
that allows a client to continue with an earlier established session

state. The resulting exchange is shown in Figure 11. |In addition,
the server nay choose not to do a cooki e exchange when a session is
resuned. Still, clients have to be prepared to do a cooki e exchange
with every handshake. The cooki e exchange is not shown in the
figure.
Cient Server
ClientHello  --e----- >
ServerHello
[ ChangeCi pher Spec]
S Fi ni shed
[ ChangeCi pher Spec]
Fi nished  a------- >
Application Data <------- > Application Data

Figure 11: DTLS Sessi on Resunption

Constrained clients MJUST i npl enent session resunption to inprove the
performance of the handshake. This will lead to a reduced nunmber of
message exchanges, |ower conputational overhead (since only symetric
cryptography is used during a session resunption exchange), and
session resunption requires | ess bandw dth.

For cases where the server is constrained (but not the client), the
client MJST inplenent RFC 5077 [RFC5077]. Note that the constrained
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server refers to a device that has limitations in terms of RAM and
flash nenory, which place restrictions on the amount of TLS/ DTLS
security state information that can be stored on such a device. RFC
5077 specifies a version of TLS/ DTLS session resunption that does not
require per-session state information to be maintai ned by the
constrained server. This is acconplished by using a ticket-based
appr oach.

If both the client and the server are constrained devices, both

devi ces SHOULD i npl ement RFC 5077 and MUST i npl enent basic session
resunption. Clients that do not want to use session resunption are
al ways able to send a CientHello nmessage with an enpty session_id to
revert to a full handshake.

8. Conpression

Section 3.3 of [RFC7525] recommends di sabling TLS-/DTLS-1eve
conpression due to attacks, such as CRIME [CRIME]. For |oT
applications, conpression at the TLS/ DTLS |ayer is not needed since
application-layer protocols are highly optinized, and the conpression
algorithnms at the DTLS | ayer increases code size and conpl exity.

TLS/ DTLS | ayer conpression is NOT RECOWENDED by this TLS/ DTLS
profile.

9. Perfect Forward Secrecy

PFS is a property that preserves the confidentiality of past protocol
interactions even in situations where the long-termsecret is
conprom sed

The PSK ci phersuite recomended in Section 4.2 does not offer this
property since it does not utilize a DH exchange. New ciphersuites
that support PFS for PSK-based authentication, such as proposed in

[ PSK- AES- CCM TLS], might become avail abl e as a standardi zed

ci phersuite in the (near) future. The recomrended PSK-based

ci phersuite offers excellent perfornance, a very snmall nenory
footprint, and has the |l owest on the wire overhead at the expense of
not using any public cryptography. For deploynents where public key
cryptography is acceptable, the use of raw public keys mght offer a
m ddl e ground between the PSK ci phersuite in terns of out-of-band
validation and the functionality offered by asymetric cryptography.

Physi cal attacks create additional opportunities to gain access to
the crypto material stored on |1oT devices. A PFS ciphersuite
prevents an attacker from obtaining the communication content
exchanged prior to a successful |ong-termkey conprom se; however, an
i npl ementation that (for performance or energy efficiency reasons)
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10.

has been reusing the sane epheneral DH keys over nultiple different
sessions partially defeats PFS, thus increasing the damage extent.
For this reason, inplenmentations SHOULD NOT reuse epheneral DH keys
over multiple protocol exchanges.

The inmpact of the disclosure of past communication interactions and
the desire to increase the cost for pervasive nonitoring (as denanded
by [RFC7258]) has to be taken into account when selecting a

ci phersuite that does not support the PFS property.

Client inplenentations claimng support of this profile MJST
i npl emrent the ciphersuites listed in Section 4 according to the
sel ected credential type.

Keep- Alive

Application-layer comunication nay create state at the endpoints,
and this state may expire at sone tinme. For this reason
applications define ways to refresh state, if necessary. Wile the
appl i cation-layer exchanges are |argely outside the scope of the
under|ying TLS/ DTLS exchange, simlar state considerations also play
a role at the level of TLS/DTILS. While TLS/ DTLS also creates state
in the formof a security context (see the security paraneter
described in Appendix A.6 in RFC 5246) at the client and the server,
this state infornmati on does not expire. However, network
intermediaries may also allocate state and require this state to be
kept alive. Failure to keep state alive at a stateful packet
filtering firewall or at a NAT may result in the inability for one
node to reach the other since packets will get blocked by these

m ddl eboxes. Periodic keep-alive nmessages exchanged between the TLS/
DTLS client and server keep state at these mniddl eboxes alive.
According to neasurenments described in [HoneGateway], there is sone
variance in state managenent practices used in residential gateways,
but the tinmeouts are heavily inpacted by the choice of the transport-
| ayer protocol: timeouts for UDP are typically much shorter than

t hose for TCP

RFC 6520 [ RFC6520] defines a heartbeat nechanismto test whether the
other peer is still alive. As an additional feature, the sane
mechani sm can al so be used to perform Path Maxi mum Transm ssion Unit
(MTU) Di scovery.

A reconmendati on about the use of RFC 6520 depends on the type of
message exchange an | oT device perfornms and the nunber of messages
the application needs to exchange as part of their application
functionality. There are three types of exchanges that need to be
anal yzed:
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Client-Initiated, One-Shot Messages

This is a common conmuni cation pattern where |0oT devices upl oad
data to a server on the Internet on an irregular basis. The
conmmuni cati on may be triggered by specific events, such as opening
a door.

The DTLS handshake may need to be restarted (ideally using session
resunption, if possible) in case of an |IP address change.

In this case, there is no use for a keep-alive extension for this
scenari o.

@

ient-lnitiated, Regular Data Upl oads

This is a variation of the previous case whereby data gets
upl oaded on a regul ar basis, for exanple, based on frequent
tenperature readings. |f neither NAT bindings nor |P address
changes occurred, then the record layer will not notice any
changes. For the case where the I P address and port numnber
changes, it is necessary to recreate the record | ayer using
session resunption.

In this scenario, there is no use for a keep-alive extension. It
is also very likely that the device will enter a sleep cycle in
bet ween data transm ssions to keep power consunption | ow.

Server-Initiated Messages

In the two previous scenarios, the client initiates the protoco
interaction and maintains it. Since nessages to the client may
get bl ocked by m ddl eboxes, the initial connection setup is
triggered by the client and then kept alive by the server

For this nmessage exchange pattern, the use of DILS heart beat
messages is quite useful but nmay have to be coordinated with
appl i cation exchanges (for exanple, when the CoAP resource
directory is used) to avoid redundant keep-alive nmessage
exchanges. The MIU di scovery nechanism which is also part of

[ RFC6520], is less likely to be relevant since for many |oT

depl oynents, the nost constrained link is the wireless interface
bet ween the |oT device and the network itself (rather than sone
l'inks along the end-to-end path). Only in nore conpl ex network
topol ogi es, such as multi-hop mesh networks, path MIU di scovery
m ght be appropriate. 1t also has to be noted that DILS itself
al ready provides a basic path di scovery nechanism (see

Section 4.1.1.1 of RFC 6347) by using the fragnentation capability
of the handshake protocol
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For server-initiated nessages, the heartbeat extension is
RECOMVENDED.

11. Tinmeouts

A variety of wired and wirel ess technol ogies are available to connect
devices to the Internet. Many of the | ow power radio technol ogies,
such as | EEE 802. 15.4 or Bluetooth Smart, only support snmall frane
sizes (e.g., 127 bytes in case of |EEE 802.15.4 as explained in

[ RFC4919]). Qher radio technol ogies, such as the d obal System for
Mobi | e Communi cations (GSM using the short nessagi ng service (SMS)
have simlar constraints in terns of payload sizes, such as 140 bytes
wi t hout the optional segnentation and reassenbly schene known as
"Concat enated SM5", but show hi gher | atency.

The DTLS handshake protocol adds a fragnentation and reassenbly
mechanismto the TLS handshake protocol since each DTLS record nust
fit within a single transport |ayer datagram as described in

Section 4.2.3 of [RFC6347]. Since handshake nessages are potentially
bi gger than the maxi num record size, the nechanismfragments a
handshake nessage over a number of DTLS records, each of which can be
transmtted separately.

To deal with the unreliable nmessage delivery provided by UDP, DTLS
adds tinmeouts and "per-flight" retransni ssions, as described in
Section 4.2.4 of [RFC6347]. Although the tineout val ues are

i mpl ement ation specific, recommendations are provided in

Section 4.2.4.1 of [RFC6347], with an initial timer value of 1 second
and doubl e the value at each retransmi ssion, up to no | ess than 60
seconds.

TLS protocol steps can take | onger due to higher processing time on
the constrained side. On the other hand, the way DILS handl es
retransm ssion, which is per-flight instead of per-segnent, tends to
interact poorly with | ow bandw dth networks.

For these reasons, it’'s essential that the probability of a spurious
retransmit is mnimzed and, on timeout, the sending endpoi nt does
not react too aggressively. The latter is particularly relevant when
the Wrel ess Sensor Network (WBN) is tenporarily congested: if |ost
packets are reinjected too quickly, congestion worsens.

An initial tiner value of 9 seconds with exponential back off up to
no | ess then 60 seconds is therefore RECOVMENDED.

This value is chosen big enough to absorb |large | atency variance due

to either slow conmputation on constrained endpoints or intrinsic
network characteristics (e.g., GSM SM5), as well as to produce a | ow
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nunber of retransm ssion events and rel ax the pacing between them
Its worst case wait tinme is the sane as using 1s tinmeout (i.e., 63s),
while triggering |l ess than half of the retransm ssions (2 instead of

5).

In order to minimze the wake tinme during DTLS handshake, sl eepy
nodes m ght decide to select a | ower threshold and, consequently, a
smaller initial timout value. |If this is the case, the

i mpl ement ati on MJUST keep into account the considerations about
network stability described in this section

12. Random Nunber Generati on

The TLS/ DTLS protocol requires random nunbers to be avail abl e during
the protocol run. For exanple, during the ClientHello and the
Server Hel | o exchange, the client and the server exchange random
nunbers. Also, the use of the DH exchange requires random nunbers
during the key pair generation.

It is inportant to note that sources contributing to the randomess
pool on | aptops or desktop PCs are not avail able on many 10T devi ces,
such as nouse novenent, timng of keystrokes, air turbulence on the
nmovenment of hard drive heads, etc. Oher sources have to be found or
dedi cat ed hardware has to be added.

Lacki ng sources of randomess in an enbedded systemnmay |lead to the
same keys generated again and agai n.

The ClientHell o and the ServerHell o nessages contain the "Randont
structure, which has two conponents: gnt_unix_tine and a sequence of
28 random bytes. gnt_unix_tine holds the current tinme and date in
standard UNI X 32-bit format (seconds since the mdnight starting Jan
1, 1970, @GMIN). Since many |oT devices do not have access to an
accurate clock, it is RECOWENDED that the receiver of a CientHello
or ServerHello does not assume that the value in
"Random gnt _unix_tine" is an accurate representati on of the current
time and instead treats it as an opaque random string.

VWhen TLS is used with certificate-based authentication, the
availability of tinme information is needed to check the validity of a
certificate. Hi gher-layer protocols may provide secure tine
information. The gnt_unix_time conmponent of the ServerHello is not
used for this purpose.

| oT devices using TLS/ DTLS nust offer ways to generate quality random
nunbers. There are various inplenentation choices for integrating a
har dwar e- based random nunber generator into a product: an

i npl ementation inside the microcontroller itself is one option, but
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dedi cated crypto chips are al so reasonabl e choices. The best choice
wi || depend on various factors outside the scope of this docunent.

Gui del i nes and requirenents for random nunber generation can be found
in RFC 4086 [ RFC4086] and in the NI ST Special Publication 800-90a

[ SP800- 90A] .

Chi p manufacturers are highly encouraged to provide sufficient
docunent ati on of their design for random nunber generators so that
custonmers can have confidence about the quality of the generated
random nunbers. The confidence can be increased by providing

i nformati on about the procedures that have been used to verify the
randommess of nunbers generated by the hardware nodul es. For
exanmpl e, N ST Special Publication 800-22b [ SP800-22b] descri bes
statistical tests that can be used to verify random numnber
generators

13. Truncated MAC and Encrypt-then- MAC Ext ension

The truncated MAC extension was introduced in RFC 6066 [ RFC6066] with
the goal to reduce the size of the MAC used at the record | ayer.

Thi s extensi on was devel oped for TLS ci phersuites that used ol der
nodes of operation where the MAC and the encryption operation were
perfornmed i ndependently.

The recomended ci phersuites in this docunment use the newer AEAD
construct, nanmely the CCM node with 8-octet authentication tags, and
are therefore not applicable to the truncated MAC extension

RFC 7366 [ RFC7366] introduced the encrypt-then- MAC extension (instead
of the previously used MAC-t hen-encrypt) since the MAC-then-encrypt
mechani sm has been the subject of a nunber of security

vul nerabilities. RFC 7366 is, however, also not applicable to the
AEAD ci phers recommended in this docunent.

I npl enentati ons conformant to this specification MIST use AEAD

ci phers. RFC 7366 ("encrypt-then-MAC') and RFC 6066 ("truncated MAC
extension") are not applicable to this specification and MJST NOT be
used.

14. Server Nane Indication (SN)
The SNI extension [ RFC6066] defines a nechanismfor a client to tel
a TLS/ DTLS server the nane of the server it wants to contact. This

is a useful extension for many hosting environnents where multiple
virtual servers are run on a single |IP address.
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I mpl ementing the Server Nanme |ndication extension is REQU RED unl ess
it is known that a TLS/DTLS client does not interact with a server in
a hosting environnent.

15. Maxi mum Fragnment Length Negoti ation

This RFC 6066 extension |owers the maxi mum fragnment |ength support
needed for the record layer from2714 bytes to 279 bytes.

This is a very useful extension that allows the client to indicate to
the server how rmuch maxi num nmenory buffers it uses for inconing
messages. Utinmately, the main benefit of this extension is to allow
client inplenmentations to |ower their RAMrequirenments since the
client does not need to accept packets of |large size (such as 16K
packets as required by plain TLS/ DTLS)

Client inplenentations MIUST support this extension
16. Session Hash

In order to begin connection protection, the Record Protocol requires
specification of a suite of algorithns, a master secret, and the
client and server random val ues. The algorithmfor conputing the
master secret is defined in Section 8.1 of RFC 5246, but it only

i ncludes a snmall nunber of paranmeters exchanged during the handshake
and does not include paraneters |like the client and server

identities. This can be utilized by an attacker to mount a
man-in-the-mddle attack since the master secret is not guaranteed to
be uni que across sessions, as discovered in the "triple handshake"
attack [Triple-HS].

[ RFC7627] defines a TLS extension that binds the master secret to a
Il og of the full handshake that conputes it, thus preventing such
attacks.

Client inplenentations SHOULD i npl enent this extension even though
the ci phersuites recomended by this profile are not vulnerable to
this attack. For DH based ciphersuites, the keying material is
contributed by both parties and in case of the pre-shared secret key
ci phersuite, both parties need to be in possession of the shared
secret to ensure that the handshake conpl etes successfully. It is,
however, possible that sonme application-layer protocols will tunne
other authentication protocols on top of DTLS nmaking this attack

rel evant agai n.
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17.

18.

Renegoti ati on Attacks

TLS/ DTLS allows a client and a server that already have a TLS/ DTLS
connection to negotiate new paraneters, generate new keys, etc., by
usi ng the renegotiation feature. Renegotiation happens in the

exi sting connection, with the new handshake packets bei ng encrypted
along with application data. Upon conpletion of the renegotiation
procedure, the new channel replaces the old channel

As described in RFC 5746 [ RFC5746], there is no cryptographic binding
bet ween the two handshakes, although the new handshake is carried out
usi ng the cryptographi c paraneters established by the origina
handshake.

To prevent the renegotiation attack [RFC5746], this specification
REQUI RES the TLS renegotiation feature to be disabled. dients MJST
respond to server-initiated renegotiation attenpts with an alert
message (no_renegotiation), and clients MJST NOT initiate them

Downgr adi ng Attacks

When a client sends a ClientHello with a version higher than the

hi ghest version known to the server, the server is supposed to reply
with ServerHello.version equal to the highest version known to the
server, and then the handshake can proceed. This behavior is known
as version tolerance. Version intolerance is when the server (or a
m ddl ebox) breaks the handshake when it sees a CientHello.version
hi gher than what it knows about. This is the behavior that |eads
sone clients to rerun the handshake with a | ower version. As a
result, a potential security vulnerability is introduced when a
systemis running an old TLS/ SSL version (e.g., because of the need
to integrate with | egacy systenms). |In the worst case, this allows an
attacker to downgrade the protocol handshake to SSL 3.0. SSL 3.0 is
so broken that there is no secure cipher available for it (see

[ RFC7568]) .

The above-descri bed downgrade vulnerability is solved by the TLS
Fal | back Signaling C pher Suite Value (SCSV) [RFC7507] extension
However, the solution is not applicable to inplementations conformng
to this profile since the version negotiation MJST use TLS/ DTLS
version 1.2 (or higher). Mre specifically, this inplies:

o Cients MIUST NOT send a TLS/ DTLS version |lower than version 1.2 in
the CientHello.

0o Cients MIST NOT retry a failed negotiation offering a TLS/ DTLS
version | ower than 1.2.
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0 Servers MJST fail the handshake by sending a protocol _version
fatal alert if a TLS/ DTLS version >= 1.2 cannot be negoti at ed.
Note that the aborted connection is non-resunmable.

19. Crypto Agility

Thi s docunent recommends that software and chip nmanufacturers

i mpl ement AES and the CCM node of operation. This docunent

ref erences the CoAP-recomended ci phersuite choices, which have been
sel ected based on inplenentation and depl oynent experience fromthe
| oT community. Over tine, the preference for algorithms wll,
however, change. Not all conponents of a ciphersuite are likely to
change at the sanme speed. Changes are nore likely expected for

ci phers, the node of operation, and the hash algorithnms. The
recomrended key | engths have to be adjusted over tine as well. Sone
depl oynent environnents will also be inpacted by | ocal regulation
which nmight dictate a certain algorithmand key size conbination
Ongoi ng di scussi ons regardi ng the choice of specific ECC curves will
al so likely inpact inplenmentations. Note that this docunment does not
recomrend or mandate a specific ECC curve

The foll owi ng recommendati ons can be made to chi p manufacturers:

o Mke any AES hardware-based crypto inplenentati on accessible to
devel opers working on security inplementations at higher layers in
the protocol stack. Sonetines hardware inpl enentations are added
to mcrocontrollers to offer support for functionality needed at
the link layer and are only available to the on-chip |ink-Ilayer
protocol inplenmentation. Such a setup does not all ow application
devel opers to reuse the hardware-based AES inpl ementati on.

0o Provide flexibility for the use of the crypto function with future
extensibility in mnd. For exanple, making an AES- CCM
i npl ementation available to developers is a first step but such an
i npl ementati on nay not be usable due to paraneter differences
bet ween an AES-CCM i npl enentation. AES-CCMin |EEE 802.15.4 and
Bl uetooth Smart use a nonce length of 13 octets while DILS uses a
nonce length of 12 octets. Hardware inplenentations of AES-CCM
for | EEE 802.15.4 and Bluetooth Smart are therefore not reusable
by a DTLS stack.

0o Ofer access to building blocks in addition (or as an alternative)
to the complete functionality. For exanple, a chip manufacturer
who gi ves devel opers access to the AES crypto function can use it
to build an efficient AES-GCM i npl enentation. Another exanple is
to nake a special instruction available that increases the speed
of speed-up carryless nmultiplications.
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20.

As a recomrendation for devel opers and product architects, we suggest
that sufficient headroomis provided to allow an upgrade to a newer
cryptographic algorithmover the lifetime of the product. As an
exanple, while AES-CCM is recommended throughout this specification
future products m ght use the ChaCha20 ci pher in conbination with the
Pol y1305 aut henticator [ RFC7539]. The assunption is nmade that a
robust software update nechanismis offered.

Key Length Recommendati ons

RFC 4492 [ RFC4492] gi ves approxi mate conparabl e key sizes for
symretric- and asymetric-key cryptosystens based on the best-known
algorithms for attacking them \While other publications suggest
slightly different nunmbers, such as [Keylength], the approximte
relationship still holds true. Figure 12 illustrates the conparable
key sizes in bits.

Synmetric | ECC | DH DSA/ RSA
............ B
80 | 163 | 1024
112 | 233 | 2048
128 | 283 | 3072
192 | 409 | 7680
256 | 571 | 15360

Figure 12: Conparable Key Sizes (in Bits) Based on RFC 4492

At the time of witing, the key size recommendations for use with
TLS- based ci phers found in [ RFC7525] recommend DH key | engths of at
| east 2048 bits, which corresponds to a 112-bit symetric key and a
233-bit ECC key. These recomendations are roughly in line with
those from ot her organi zati ons, such as the National Institute of

St andards and Technol ogy (NI ST) or the European Network and
Information Security Agency (ENI SA). The authors of

[ ENI SA- Report 2013] add that a 80-bit synmetric key is sufficient for
| egacy applications for the conming years, but a 128-bit symetric key
is the m nimumrequirenent for new systems being depl oyed. The
authors further note that one needs to also take into account the

Il ength of tine data needs to be kept secure for. The use of 80-bit
symmetric keys for transactional data nay be acceptable for the near
future while one has to insist on 128-bit symetric keys for |ong-
lived data.

Note that the recomrendations for 112-bit symretric keys are chosen
conservatively under the assunption that 10T devices have a | ong
expected lifetime (such as 10+ years) and that this key length
recomendation refers to the | ong-termkeys used for device

aut hentication. Keys, which are provisioned dynamically, for the
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protection of transactional data (such as epheneral DH keys used in
various TLS/ DTLS ci phersuites) may be shorter considering the
sensitivity of the exchanged dat a.

21. False Start

A full TLS handshake as specified in [ RFC5246] requires two ful
protocol rounds (four flights) before the handshake is conplete and
the protocol parties may begin to send application data.

An abbrevi at ed handshake (resuming an earlier TLS session) is
conplete after three flights, thus adding just one round-trip tine if
the client sends application data first.

If the conditions outlined in [TLS- FALSESTART] are net, application
data can be transnmitted when the sender has sent its own

" ChangeCi pher Spec" and "Fi ni shed" nmessages. This achieves an

i mprovenent of one round-trip tinme for full handshakes if the client
sends application data first and for abbrevi ated handshakes if the
server sends application data first.

The conditions for using the TLS False Start nechanismare nmet by the
publi c- key-based ci phersuites in this docunent. In summary, the
conditions are:

o0 Mddern symretric ciphers with an effective key length of 128 bits,
such as AES-128- CCM

o Cdient certificate types, such as ecdsa_sign
0 Key exchange methods, such as ECDHE_ECDSA

Based on the inprovenent over a full round-trip for the full TLS/ DILS
exchange, this specification RECOWENDS the use of the False Start
mechani sm when clients send application data first.

22. Privacy Considerations

The DTLS handshake exchange conveys various identifiers, which can be
observed by an on-path eavesdropper. For exanple, the DILS PSK
exchange reveals the PSK identity, the supported extensions, the
session I D, algorithm paraneters, etc. Wen session resunption is
used, then individual TLS sessions can be correlated by an on-path
adversary. Wth many |oT deploynents, it is likely that keying
material and their identifiers are persistent over a |onger period of
time due to the cost of updating software on these devices.
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23.

User participation poses a challenge in many |0oT depl oynents since
many of the |oT devices operate unattended, even though they are
initially provisioned by a human. The ability to control data
sharing and to configure preferences will have to be provided at a
system |l evel rather than at the | evel of the DILS exchange itself,
which is the scope of this document. Quite naturally, the use of
DTLS with nutual authentication will allow a TLS server to collect
aut hentication informati on about the |oT device (likely over a |ong
period of tine). Wile this strong form of authentication will
prevent misattribution, it also allows strong identification

Devi ce-rel ated data collection (e.g., sensor recordings) associated
with other data types will prove to be truly useful, but this extra
data mght include personal information about the owner of the device
or data about the environnent it senses. Consequently, the data
stored on the server side will be vulnerable to stored data
conprom se. For the communication between the client and the server
this specification prevents eavesdroppers from gai ning access to the
communi cati on content. \While the PSK-based ci phersuite does not
provi de PFS, the asymmetric versions do. This prevents an adversary
from obt ai ni ng past communi cati on content when access to a long-term
secret has been gained. Note that no extra effort to make traffic
anal ysis nore difficult is provided by the recommendati ons nade in
thi s docunent.

Note that the absence or presence of conmunication itself m ght
reveal information to an adversary. For exanple, a presence sensor
may initiate messagi ng when a person enters a building. Wile TLS/
DTLS woul d offer confidentiality protection of the transnmitted
information, it does not help to conceal all communication patterns.
Furthernmore, the I P header, which is not protected by TLS/ DTLS,
additionally reveals information about the other conmunication
endpoint. For applications where such privacy concerns exist,
addi ti onal safeguards are required, such as injecting dunmy traffic
and onion routing. A detailed treatnent of such solutions is outside
the scope of this docunment and requires a systemlevel view

Security Considerations
This entire docunment is about security.

We would also Iike to point out that designing a software update
mechanisminto an 10T systemis crucial to ensure that both
functionality can be enhanced and that potential vulnerabilities can
be fixed. This software update mechanismis inportant for changing
configuration information, for exanple, trust anchors and other
keying-related information. Such a suitable software update
mechanismis available with the LWW2M protocol published by the OVA
[ LWRM .
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Appendi x A.  Conveyi ng DTLS over SMS

This section is normative for the use of DILS over SMS. Tiner
recomendations are already outlined in Section 11 and al so
applicable to the transport of DTLS over SMs

This section requires readers to be fanmiliar with the termninol ogy and
concepts described in [ GSM SM5] and [ VWAP- V\DP] .

The remai nder of this section assumes Mbile Stations are capabl e of
produci ng and consum ng Transport Protocol Data Units (TPDUs) encoded
as 8-bit binary data.

A.1. Overview

DTLS adds an additional round-trip to the TLS [ RFC5246] handshake to
serve as a return-routability test for protection against certain
types of DoS attacks. Thus, a full-blown DTLS handshake conprises up
to 6 "flights" (i.e., |ogical message exchanges), each of which is
then mapped on to one or nore DTLS records using the segmentation and
reassenbly (SaR) scheme described in Section 4.2.3 of [RFC6347]. The
overhead for said schene is 6 bytes per handshake nessage which,
given a realistic 10+ nessages handshake, woul d amount to around 60
bytes across the whol e handshake sequence.

Note that the DTLS SaR scheme is defined for handshake nessages only.
In fact, DTLS records are never fragnented and MJUST fit within a
single transport |ayer datagram

SM5 provi des an optional segnentation and reassenbly schenme as wel |,
known as Concatenated short nessages (see Section 9.2.3.24.1 of

[GSM SM5] ). However, since the SaR schenme in DILS cannot be
circunvented, the Concatenated short nessages mechani sm SHOULD NOT be
used during handshake to avoid redundant overhead. Before starting

t he handshake phase (either actively or passively), the DILS

i npl ementati on MUST be explicitly configured with the Path MIU ( PMIU)
of the SM5 transport in order to correctly instrument its SaR
function. The PMIU SHALL be 133 bytes if nultiplexing based on the
Wrel ess Datagram Protocol (WDP) is used (see Appendix A 3); 140
byt es ot herw se.

It is RECOWENDED that the established security context over the

| ongest possible period be used (possibly until a Cosure Alert
message is received or after a very long inactivity tineout) to avoid
the expensive re-establishnent of the security association
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A 2.

A 3.

Tsc

Message Segnent ation and Reassenbly

The content of an SMS nessage is carried in the TP-UserData field,
and its size may be up to 140 bytes. As already nentioned in
Appendi x A 1, longer (i.e., up to 34170 bytes) nessages can be sent
usi ng Concat enat ed SMS

Thi s schene consunes 6-7 bytes (dependi ng on whether the short or
| ong segnmentation format is used) of the TP-UserData field, thus
reduci ng the space available for the actual content of the SMS
message to 133-134 bytes per TPDU

Though in principle a PMIU val ue hi gher than 140 bytes coul d be used,
whi ch may | ook |ike an appealing option given its nore efficient use
of the transport, there are di sadvantages to consider. First, there
is an additional overhead of 7 bytes per TPDU to be paid to the SaR
function (which is in addition to the overhead introduced by the DTLS
SaR nechanism Second, sonme networks only partially support the
Concat enated SMS function, and others do not support it at all

For these reasons, the Concatenated short nessages mechani sm SHOULD
NOT be used, and it is RECOWENDED to | eave the same PMIU settings
used during the handshake phase, i.e., 133 bytes if WDP-based

mul tiplexing is enabl ed; 140 bytes otherwi se.

Note that, after the DTLS handshake has conpl eted, any fragmentation
and reassenbly logic that pertains the application |ayer (e.g.,
segnenti ng CoAP nessages into DITLS records and reassenbling them
after the crypto operations have been successfully perforned) needs
to be handl ed by the application that uses the established DTLS

t unnel

Mul tipl exing Security Associ ations

Unli ke | Psec Encapsul ating Security Payload (ESP) / Authentication
Header (AH), DTLS records do not contain any association identifiers.
Applications nust arrange to nultiplex between associations on the
same endpoi nt which, when using UDP/IP, is usually done with the
host/ port nunber.

If the DILS server allows nore than one client to be active at any
given tinme, then the Wreless Application Protocol (WAP) User

Dat agr am Prot ocol [ WAP-WDP] can be used to achi eve multipl exi ng of
the different security associations. (The use of WDP provides the
addi tional benefit that upper-layer protocols can operate

i ndependently of the underlying wreless network, hence achieving

appl i cation-agnostic transport handover.)
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The total overhead cost for encoding the WOP source and destination
ports is either 5 or 7 bytes out of the total available for the SV5
content depending on if 1-byte or 2-byte port identifiers are used,
as shown in Figures 13 and 14.

0 1 2 3 4

R R R R R +

I | 0x04 | 2 I I I

E S E S E S E S E S +
UDH | El | E Dest Sour ce
Length Length Por t Por t

Legend

UDH = user data header

Bl = information el ement identifier

Figure 13: Application Port Addressing Schene (8-Bit Address)

0 1 2 3 4 5 6
Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - +
| | 0x05 | 4 | |
S SRR S SRR S SRR S SRR S SRR S SRR S SRR +
UDH | El I E Dest Sour ce
Length Length Por t Por t

Figure 14: Application Port Addressing Scheme (16-Bit Address)

The receiving side of the communication gets the source address from
the originator address (TP-OA) field of the SMsS-DELIVER TPDU. This
way, a unique 4-tuple identifying the security association can be
reconstructed at both ends. (When replying to its DILS peer, the
sender will swap the TP-QA and destination address (TP-DA) paraneters
and the source and destination ports in the WP.)

A 4. Tinmeout

I f SMS- STATUS- REPORT nessages are enabled, their receipt is not to be
interpreted as the signal that the specific handshake nessage has
been acted upon by the receiving party. Therefore, it MJST NOT be
taken into account by the DTLS tineout and retransm ssion function.

Handshake nessages MJST carry a validity period (TP-VP paraneter in a
SM5-SUBM T TPDU) that is not |ess than the current val ue of the
retransmssion tineout. In order to avoid persisting nessages in the
network that will be discarded by the receiving party, handshake
messages SHOULD carry a validity period that is the sane as, or just
slightly higher than, the current value of the retransm ssion

ti meout.
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Appendi x B. DTLS Record Layer Per-Packet Overhead

Figure 15 shows the overhead for the DTLS record |ayer for protecting
data traffic when AES-128-CCM with an 8-octet Integrity Check Val ue

(Icv) is used.

DTLS Record Layer Header................ 13 bytes
Nonce (Explicit)...... ... ... ... 8 bytes
IOV, 8 bytes
Overhead........... ... .. ... .. . ... 29 bytes

Fi gure 15: AES-128-CCM 8 DTLS Record Layer Per-Packet Overhead
The DTLS record | ayer header has 13 octets and consists of:
0 1l-octet content type field,
0 2-octet version field,
0 2-octet epoch field,
0 6-octet sequence nunber, and
0 2-octet length field.

The "nonce" input to the AEAD algorithmis exactly that of [RFC5288],
i.e., 12 bytes long. It consists of two values, nanely a 4-octet
salt and an 8-octet nonce_explicit:

The salt is the "inplicit" part and is not sent in the packet.
Instead, the salt is generated as part of the handshake process.

The nonce_explicit value is 8 octets long and it is chosen by the
sender and carried in each TLS record. RFC 6655 [ RFC6655] all ows
the nonce_explicit to be a sequence nunmber or sonething el se.
Thi s docunent nakes this use nore restrictive for use with DILS
the 64-bit none_explicit value MIST be the 16-bit epoch
concatenated with the 48-bit seq_num The sequence nunber
conponent of the nonce explicit field at the AES-CCM | ayer is an
exact copy of the sequence number in the record |ayer header
field. This leads to a duplication of 8-bytes per record.

To avoid this 8-byte duplication, RFC 7400 [ RFC7400] provides help
with the use of the generic header conpression technique for |Pv6
over Low Power Wrel ess Personal Area Networks (6LoOWPANs). Note

that this header conpression technique is not avail abl e when DTLS
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i s exchanged over transports that do not use |IPv6 or 6LOWPAN, such
as the SM5 transport described in Appendix A of this docunent.

Appendi x C. DILS Fragnentation

Section 4.2.3 of [RFC6347] advi ses DTLS inplenentations to not
produce overl apping fragnments. However, it requires receivers to be
able to cope with them The need for the latter requisite is
explained in Section 4.1.1.1 of [RFC6347]: accurate PMIU estimation
may be traded for shorter handshake conpletion tine.

In many cases, the cost of handling fragnment overlaps has proved to
be unaffordabl e for constrained inplenentations, particularly because
of the increased conplexity in buffer managenent.

In order to reduce the |ikelihood of producing different fragnent
si zes and consequent overlaps within the sane handshake, this
docunent RECOMVENDs:

o clients (handshake initiators) to use reliable PMIU i nformation
for the intended destination; and

0 servers to mrror the fragment size selected by their clients.

The PMIU i nformation comes fromeither a "fresh enough" di scovery
performed by the client [RFCL981] [RFC4821] or sone other reliable
out - of - band channel
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