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Abst ract

Thi s docunent describes a framework for traceability in the Interface
to the Routing System (12RS) and the information nodel for that

franmework. It specifies the notivation, requirenents, and use cases,
and defines an information nodel for recording interactions between
el ements inplenenting the |I2RS protocol. This franework provides a

consi stent tracing interface for conponents inplementing the |I2RS
architecture to record what was done, by which conmponent, and when.

It ains to inprove the managenent of |2RS inpl enentations, and can be
used for troubl eshooting, auditing, forensics, and accounting

pur poses.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7922
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1. Introduction

The architecture for the Interface to the Routing System [ RFC7921]
specifies that 12RS clients wishing to retrieve or change the routing
state on a routing elenent MUST authenticate to an |2RS agent. The
I2RS client will have a unique identity it provides for

aut henti cati on, and shoul d provi de anot her opaque identity for
appl i cations comruni cating through it. The programm ng of routing
state will produce a return code containing the results of the

speci fied operation and associ ated reason(s) for the result. Al of
this is critical information to be used for understanding the history
of 12RS interactions.

Thi s docunent defines the framework necessary to trace those
interactions between the I2RS client and |1 2RS agent. 1t goes on to
descri be use cases for traceability within I2RS. Based on these use
cases, the docunment proposes an information nodel and reporting
requirenents to provide for effective recording of I2RS interactions.
In this context, effective troubl eshooting nmeans being able to
identify what operation was performed by a specific I2RS client via
the 12RS agent, what was the result of the operation, and when that
operation was perforned.

2. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The architecture specification for |2RS [ RFC7921] defines additiona
terns used in this docurment that are specific to the |I2RS donain,
such as "I 2RS agent”, "I2RS client", etc. The reader is expected to
be famliar with the term nol ogy and concepts defined in [ RFC7921].
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3. Motivation

As networks scal e and policy becomes an increasingly inmportant part
of the control plane that creates and maintains the forwarding state,
operational conplexity increases as well. |2RS offers nore granul ar
and coherent control over policy and control -plane state, but it also
renoves or reduces the locality of the policy that has been applied
to the control plane at any individual forwarding device. The
ability to automate and abstract even conpl ex policy-based controls
hi ghli ghts the need for an equally scalable traceability function to
provi de recording at event-level granularity of the evolution of the
routing systemconpliant with the requirenents of |12RS (Section 5 of
[ RFC7920] ).

4, Use Cases

An obvious notivation for |2RS traceability is the need to

troubl eshoot and identify root causes of problens in these

i ncreasingly conplex routing systems. For exanple, since I2RSis a
hi gh-t hroughput nul ti-channel, full duplex, and highly responsive
interface, 12RS clients may be performng a | arge number of
operations on | 2RS agents concurrently or at nearly the sane tine and
quite possibly in very rapid succession. As these nany changes are
made, the network reacts accordingly. These changes might lead to a
race condition, performance issues, data |oss, or disruption of
services. In order to isolate the root cause of these issues, it is
critical that a network operator or adm nistrator has visibility into
what changes were made via | 2RS at a specific tine.

Some network environments have strong auditing requirenents for
configuration and runtime changes. Oher environnents have policies
that require saving logging information for operational or regulatory
compl i ance consi derations. These requirements therefore demand that

I 2RS provides an account of changes nmade to network el enent routing
systens.

As | 2RS becones increasingly pervasive in routing environnents, a
traceability nodel that supports controllable trace log retention
usi ng a standardi zed structured data format offers significant
advant ages, such as the ability to create commopn tools supporting
autonmated testing, and facilitates the follow ng use cases:
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o real-time nonitoring and troubl eshooting of router events;

0 automated event correlation, trend analysis, and anomaly
det ecti on;

o offline (manual or tool s-based) analysis of router state evol ution
fromthe retained trace | ogs;

0 enhanced network audit, nmanagenment, and forensic analysis
capabilities;

o inproved accounting of routing system operations; and

o providing a standardi zed format for incident reporting and test
| oggi ng.

5. Information Model

These sections describe the |2RS traceability information nodel and
the details about each of the fields to be | ogged.

5.1. [12RS Traceability Franmework

This section describes a framework for |2RS traceability based on the
I 2RS Architecture

The interaction between the optional network application that drives

client activity, 12RS client, |12RS agent, the Routing System and the
data captured in the I2RS trace log is shown in Figure 1.
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Figure 1. I2RS Interaction Trace Log Capture
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5.2. 12RS Trace Log Fields

The following fields conprise an |I12RS trace log. These fields ensure
that each I2RS interaction can be properly traced back to the client
that made the request at a specific point in tine.

The |ist bel ow describes the fields captured in the |2RS trace | og.
This list represents a common set of fields that MJST appear in al
I2RS trace logs. In addition to these fields, |I2RS agent

i mpl ement ati ons MAY choose to |og additional fields such as |I2RS
client vendor or agent statistics |like free nenory, perfornmance
metrics, etc.

Event 1D This is a unique identifier for each event in the |I2RS
trace log. An event can be a client authenticating with the
agent, a client to agent operation, or a client disconnecting from
an agent. (Operation events can either be |ogged atonically upon
conpletion (in which case they will have both a Starting and an
Endi ng Tinmestanp field) or they can be | ogged at the begi nni ng of
each Request State transition. Since operations can occur from
the sane client at the same time, it is inportant to have an
identifier that can be unanbi guously associated to a specific
entry. |If each state transition is |ogged for an operation, the
sane | D MUST be used for each of the Request State |og entries.
In this way, the life of a request can be easily followed in the
I 2RS trace log. Beyond the requirement that the Event | D MJST be
uni que for each event, the specific type and value is left up to
the inpl enmentation.

Starting Tinmestanp: The specific time at which the |2RS operation
enters the specified Request State within the agent. |If the |og
entry covers the entire duration of the request, then this will be
the time that it was first received by the agent. This field MJST
be present in all entries that specify the beginning of the state
transition, as well as those entries that log the entire duration
of the request. The tinme is passed in the full tinmestanp fornat
[ RFC3339], including the date and of fset from Coordi nated
Universal Time (UTC). G ven that nmany |2RS operations can occur
in rapid succession, the fractional seconds el ement of the
ti mestanp MJUST be used to provide adequate granularity.

Fractional seconds SHOULD be expressed with at |east three
significant digits in second. m crosecond format.
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Request State: The state of the given operation within the |I2RS
agent state machine at the specified Starting or Ending
Ti mestanps. The |1 2RS agent SHOULD generate a log entry at the
nmonent a request enters and exits a state. Upon entering a new

state, the log entry will have a Starting Tinmestanp set to the
time of entry and no Ending Tinmestanp. Upon exiting a state, the
log entry will have an Ending Tinmestanp set to the tinme of exit

and no Starting Timestanp. The progression of the request through
its various states can be linked using the Event ID. The states
can be one of the follow ng val ues:

PENDI NG The request has been received and queued for
processi ng.

I N PROCESS: The request is currently being handled by the |I2RS
agent .

COWPLETED: The request has reached a termninal point.

Every state transiti on SHOULD be | ogged unl ess doing so will put
an undue performance burden on the |I2RS agent. However, an entry
with the Request State set to COVPLETED MJST be | ogged for al
operations. |f the COVPLETED state is the only entry for a given
request, then it MJST have both Starting and Endi ng Ti nestanps
that cover the entire duration of the request fromingress to the
agent until conpletion.

Client Ildentity: The 12RS client identity used to authenticate the
client to the |I2RS agent.
Client Priority: The 12RS client priority assigned by the access

control nodel that authenticates the client. For exanple, this
can be set by the Network Configuration Protocol (NETCONF) Access
Control Model (NACM as described in [ RFC6536].

Secondary ldentity: This is an opaque identity that may be known to
the client froma controlling network application. This is used
to trace the network application driving the actions of the
client. The client may not provide this identity to the agent if
there is no external network application driving the client.
However, this field MJUST be | ogged even if the client does not
provide a Secondary ldentity. 1In that case, the field will be
| ogged with an enpty val ue.

Client Address: This is the network address of the client that
connected to the agent. For exanple, this nay be an | Pv4 or an
| Pv6 address.
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Request ed Operati on: This is the |2RS operation that was requested
to be performed. For exanple, this may be an add route operation
if aroute is being inserted into a routing table. This may not
be the operation that was actually applied to the agent.

In the case of a client authenticating to the agent, the Requested
Qperation MJUST be "CLI ENT AUTHENTI CATE". 1|In the case of a client
di sconnecting fromthe agent, the Requested Qperation MJST be

"CLI ENT DI SCONNECT".

Appl i ed Operati on: This is the | 2RS operation that was actually
performed. This can differ fromthe Requested Operation in cases
where the agent cannot satisfy the Requested Operation. This
field may not be | ogged unless the Request State is COVWLETED.

Qperation Data Present: This is a Boolean field that indicates
whet her or not additional per-Qperation Data is present.

Request ed Operati on Dat a: This field conprises the data passed to
the agent to conplete the desired operation. For exanple, if the
operation is a route add operation, the Operation Data woul d
include the route prefix, prefix length, and next-hop information
to be inserted as well as the specific routing table to which the
route will be added. |If Operation Data is provided, then the
Operation Data Present field MUST be set to TRUE. Sone operations
may not provide operation data. In those cases, the Operation
Data Present field MIUST be set to FALSE, and this field MIJST be
enpty. This may not represent the data that was used for the
operation that was actually applied on the agent.

When a client authenticates to the agent, the Requested Qperation
Data MUST contain the client priority. Oher attributes such as
credentials used for authentication MAY be | ogged.

Applied Operation Data: This field conprises the data that was
actually applied as part of the Applied Operation. |f the agent
cannot satisfy the Requested Operation with the Requested
Qperation Data, then this field can differ fromthe Requested
Qperation Data. This field will be enpty unless the Requested
Qperation Data was specified. This field may not be | ogged unl ess
the Request State is COVPLETED.
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Transaction | D: The Transaction ldentity represents that this
particul ar operation is part of a |long-running |I2RS transaction
that can consist of multiple, related |I2RS operations. Using this
val ue, one can relate nmultiple log entries together as they are
part of a single, overall |2RS operation. This is an optional
field that nay not be | ogged unless the event is part of a |ong-
runni ng transaction.

Resul t Code: This field holds the result of the operation once the
Request State is COWLETED. 1In the case of Routing Information
Base (RIB) operations, this MJIST be the return code as specified
in Section 4 of [RIBINFO. The operation nmay not conplete with a
result code in the case of a tinmeout. |If the operation fails to
complete, it MIST still log the attenpted operation with an
appropriate result code.

Ti meout Cccurred: This is a Boolean field that indicates whether or
not a timeout occurred in the operation. Wen this is true, the
val ue of the Ending Tinmestanp MJST be set to the tinme the agent
recorded for the timeout occurrence. This field may not be | ogged
unl ess the Request State is COVWPLETED.

Endi ng Ti nest anp: The specific time at which the |2RS operation

exits the specified Request State within the |I2RS agent. |[If the
|l og entry covers the entire duration of the request, then this
will be the time that the request reached a term nal point wthin

the agent. This field MIST be present in all entries that specify
the ending of the state transition, as well as those entries that
log the entire duration of the request. The time is passed in the
full timestanp format [ RFC3339], including the date and of fset
from Coordi nated Universal Tine (UTC). See the description for
Starting Timestanp above for the proper format of the Ending

Ti mest anp.

End O Message: Each | og entry SHOULD have an appropriate End O
Message (EOM indicator. See Section 5.3 below for nore details.
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End of Message Marker

Because of variability within I 2RS trace |log fields,
MUST use a fornmat-appropriate End O Message (EOV
to signify the end of a particular record
the 12RS trace | og MIUST provide a distinct way of

format,
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i mpl ement or s
i ndicator in order
regardl ess of

That is,

di stingui shing between the end of one record and the begi nning of

anot her. For exanpl e,

sysl og) the EOM marker may be a new ine character
the schema woul d provide for el enent tags that denote

formatted | og,
the begi nning and end of

inalinear-formatted log (simlar to a

In an XM.-

records. In a JSON-fornmatted | og, the

syntax woul d provide record separation (likely by commma-separat ed

array el enents).

This section shows a sanple of what the fields and val ues coul d | ook

Exanpl es
I'ike.
Event | D

Starting Timestanp:
Request State:
Cient ID

Cient Priority:
Secondary | D

Client Address:
Request ed Operati on:

Applied Operation:
Qperation Data Present:

Request ed Operation Data:

Appl i ed Operation Data:

Transaction | D:
Resul t Code:
Ti meout Qccurr ed:
Endi ng Ti mest anp:
Oper ational CGui dance
Speci fic operationa
rol |l over, retrieval
for this docunent.

and

1

2013-09-03T12: 00: 01. 21+00: 00
COVPLETED

5CEF1870- 0326- 11E2- A21F- 0800200C9A66
100

com exanpl e. Rout i ngApp
2001: db8: c0c0:: 2

ROUTE_ADD

ROUTE_ADD

TRUE

PREFI X 2001: db8: feed: : PREFI X- LEN 64
NEXT- HOP 2001: db8: cafe:: 1

PREFI X 2001: db8: f eed: : PREFI X- LEN 64
NEXT- HOP 2001: db8: cafe:: 1

2763461

SUCCESS( 0)

FALSE

2013-09-03T12: 00: 01. 23+00: 00

procedures regarding tenporary | og storage,

access of I2RS trace logs is out of scope

Organi zations enploying | 2RS trace | ogging are
responsi bl e for establishing proper operationa

procedures that are

appropriately suited to their specific requirenents and operating

envi ronment .
general i zed operationa
i ndependent .

et al.

In this section,
gui delines that are inplenentation

we only provide fundanental and
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7.1. Trace Log Creation

The 12RS agent interacts with the Routing and Signaling functions of
the Routing Elenment. Since the |I2RS agent is responsible for
actual | y naking the routing changes on the associ ated network device,
it creates and naintains a |l og of operations that can be retrieved to
troubl eshoot |2RS-related inpact to the network. Changes that occur
to the network element’s | ocal configuration outside of the |I2RS
protocol that preenmpt I2RS state will only be |ogged if the network
el ement notifies the |I2RS agent.

7.2. Trace Log Tenporary Storage

The trace information nmay be temporarily stored either in an
in-menory buffer or as a file local to the agent. Care should be
given to the nunber of |2RS operations expected on a given agent so
that the appropriate storage nediumis used, and to naxinize the

ef fectiveness of the log while not inpacting the performance and
health of the agent. client requests may not al ways be processed
synchronously or within a bounded time period. Consequently, to
ensure that trace log fields, such as "Operation” and "Result Code",
are part of the sane trace |log record, buffering of the trace |og
entries may be required. This buffering may result in additiona
resource |l oad on the agent and the network el enent.

Section 7.3 discusses rotating the trace log in order to preserve the
operation history wthout exhausting agent or network device
resources. It is perfectly acceptable, therefore, to use both an
in-menory buffer for recent operations while rotating or archiving

ol der operations to a local file.

It is outside the scope of this docunent to specify the

i mpl ementation details (i.e., size, throughput, data protection,
etc.) for the physical storage of the 12RS log file. 1In terns of
data retention, attention should be paid to the length of tinme that
the 12RS trace log data is kept when that data contains security- or
privacy-sensitive attributes. The longer this data is retained, the
hi gher the inmpact if it were to be leaked. It is also possible that
| egi slati on may i npose sone additional requirenents on the m ni mum
and/ or maxi mum durations for which sone kinds of data may be
ret ai ned.

Clarke, et al. I nf or mat i onal [ Page 12]



RFC 7922 I 2RS Traceability June 2016

7.3. Trace Log Rotation

In order to prevent the exhaustion of resources on the |I2RS agent or
its associated network device, it is RECOWENDED that the |I2RS agent

i npl ements trace log rotation. The details on howthis is achieved
are left to the inplenentation and are outside the scope of this
docunent. However, it should be possible to do a file rotation based
on either the time or size of the current trace log. If file
rollover is supported, nultiple archived |log files should be
supported in order to naxim ze the troubl eshooting and accounting
benefits of the trace | og.

7.4. Trace Log Retrieval

I mpl enentors are free to provide their own, proprietary interfaces
and devel op customtools to retrieve and display the |2RS trace | og.
These may include the display of the |2RS trace | og as command-1|ine
interface (CLI) output. However, a key intention of defining this
informati on nodel is to establish a vendor-agnostic and consi stent
interface to collect I12RS trace data. Correspondingly, retrieval of
the data should al so be nade vendor-agnosti c.

Despite the fact that export of |I2RS trace |log infornmation could be
an i nval uabl e di agnostic tool for off-box analysis, exporting this
informati on MUST NOT interfere with the ability of the agent to
process new i ncom ng operations.

The followi ng three sections describe potential ways the trace |og

can be accessed. The use of |2RS pub/sub for accessing trace |og
data is mandatory-to-inplenent, while others are optional
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7.4.1. Retrieval via Syslog

The sysl og protocol [RFC5424] is a standard way of sending event
notification nmessages froma host to a collector. However, the
protocol does not define any standard format for storing the
messages, and thus inplenentors of |2RS tracing would be left to
define their own format. So, while the data contained within the
sysl og message woul d adhere to this information nodel, and may be
consumabl e by a human operator, it would not be easily parseable by a
machi ne. Sysl og MAY be enployed as a neans of retrieving or

di ssemnating the |I2RS trace | og contents.

If syslog is used for trace log retrieval, then existing |ogging
infrastructure and capabilities of syslog [RFC5424] shoul d be

| everaged without the need to define or extend existing formats.
That is, the various fields described in Section 5.2 SHOULD be
nodel ed and encoded as Structured Data Elenments (referred to as
"SD- ELEMENT"), as described in Section 6.3.1 of [ RFC5424].

7.4.2. Retrieval via |2RS Infornmation Coll ection

Section 7.7 of the I2RS architecture [RFC7921] defines a nechani sm
for information collection. The information collected includes
obt ai ning a snapshot of a large amount of data fromthe network
element. It is the intent of 12RS to nmake this data available in an
i mpl ement or - agnosti c fashion. Therefore, the |I2RS trace | og SHOULD
be made avail able via the 12RS information coll ection nechani sm
either as a single snapshot or via a subscription stream

7.4.3. Retrieval via | 2RS Pub/ Sub

Section 7.6 of the |I2RS architecture [RFC7921] goes on to describe
notification mechanisms for a feed of changes happening within the
I 2RS | ayer. Specifically, the requirenments for a publish-subscribe
systemfor |2RS are defined in [RFC7923]. 12RS agents MJST support
publishing I2RS trace log information to that feed as described in
[ RFC7923]. Subscribers would then receive a live streamof |2RS
interactions in trace log format and could flexibly choose to do a
nunber of things with the | og nessages. For exanple, the subscribers
could log the nessages to a datastore, aggregate, and sunmarize
interactions froma single client, etc. The full range of potentia
activities is virtually limtless and the details of how they are
performed are outside the scope of this docunent, however.
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8.

Security Considerations

The 12RS trace log, like any log file, reveals the state of the
entity producing it as well as the identifying information elenents
and detailed interactions of the systemcontaining it. The

i nformati on nodel described in this document does not itself

i ntroduce any security issues, but it does define the set of
attributes that make up an I12RS log file. These attributes may
contain sensitive information, and thus shoul d adhere to the
security, privacy, and perm ssion policies of the organizati on nmaking
use of the I2RS log file.

It is outside the scope of this docunent to specify how to protect
the stored log file, but it is expected that adequate precautions and
security best practices such as disk encryption, appropriately
restrictive file/directory perm ssions, suitable hardeni ng and

physi cal security of |ogging entities, nmutual authentication,
transport encryption, channel confidentiality, and channel integrity
if transferring log files. Additionally, the potentially sensitive
information contained in a log file SHOULD be adequately anonynized
or obfuscated by operators to ensure its privacy.
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