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1.

1.

1.

I ntroduction and Mtivation
Thi s docunent obsol etes [ RFC6145].

Readers of this docunent are expected to have read and understood the
framework described in [RFC6144]. Inplenentations of this |Pv4/lPv6
transl ation specificati on MUST support one or mnore address mappi ng

al gorithms, which are defined in Section 6.

1. [ Pv4-1Pv6 Transl ati on Mde

The transl ation nodel consists of two or nbre network dommi ns
connected by one or nore IP/ICVWP translators (XLATS) as shown in
Fi gure 1.

/ +----+ \
| | XLAT| |
| | Pv4 oot | Pv6 |
| Domai n | | Domai n |
I I I I

\ | | /

\\ 11 \\ 11

XLAT: | P/ICWP
Tr ansl at or

Figure 1: IPv4-1Pv6 Transl ation Model
The scenarios of the translation nodel are discussed in [ RFC6144].
2. Applicability and Limtations

Thi s docunent specifies the translation algorithns between |Pv4
packets and | Pv6 packets.

As with [ RFC6145], the translating function specified in this
docunent does not translate any | Pv4 options, and it does not
transl ate | Pv6 extensi on headers except the Fragnent Header.

The issues and algorithns in the translation of datagrans containing
TCP segnments are described in [ RFC5382].

Fragrmented | Pv4 UDP packets that do not contain a UDP checksum (i.e.
the UDP checksumfield is zero) are not of significant use on the
Internet, and in general will not be translated by the |IP/ICW
translator (Section 4.5). However, when the translator is configured
to forward the packet without a UDP checksum the fragnented | Pv4 UDP
packets will be transl ated.
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Fragmented | CWP/ | CMPv6 packets will not be translated by | P/ I CW
transl at ors.

The 1P/ 1 CVWP header translation specified in this docunent is
consistent with requirenments of nulticast | P/ I CVMP headers. However,
I Pv4 nulticast addresses [RFC5771] cannot be mapped to | Pv6 nulticast
addresses [ RFC3307] based on the unicast mapping rule [RFC6052]. An
exanpl e of experinents of the nulticast address nmapping can be found
in [ RFC6219].

1.3. Stateless vs. Stateful Mde

An I P/1CWP transl ator has two possi ble nodes of operation: stateless
and stateful [RFC6144]. 1In both cases, we assume that a system (a
node or an application) that has an |Pv4 address but not an |IPv6
address is comunicating with a systemthat has an | Pv6 address but
no | Pv4 address, or that the two systens do not have contiguous
routing connectivity, or they m ght have contiguous routing
connectivity but are interacting via maski ng addresses (i.e.,

hai r pi nni ng) [ RFC4787], and hence are forced to have their
communi cati ons transl at ed.

In the stateless nmode, an IP/ICWP translator will convert |Pv4
addresses to I Pv6 and vice versa solely based on the configuration of
the stateless IP/ICVMP translator and information contained within the
packet being translated. For exanple, for the default behavior
defined in [ RFC6052], a specific |IPv6 address range will represent

I Pv4 systens (| Pv4-converted addresses), and the | Pv6 systens have
addresses (I Pv4-transl atabl e addresses) that can be algorithmically
mapped to a subset of the service provider's | Pv4d addresses. O her
stateless translation algorithns are defined in Section 6. The
statel ess transl ator does not keep any dynam c session or binding
state, thus there is no requirenment that the packets in a single
session or flow traverse a single translator

In the stateful node, a specific |Pv6 address range (consisting of

| Pv4-converted | Pv6 addresses) will typically represent |Pv4 systens.
The 1 Pv6 nodes may use any | Pv6 addresses [ RFC4291] except in that
range. A stateful IP/ICVWP translator continuously maintains a
dynanmi ¢ translation tabl e containing bindings between the | Pv4 and

| Pv6 addresses, and likely also the Layer-4 identifiers, that are
used in the transl ated packets. The exact address translations of
any given packet thus beconme dependent on how packets belonging to
the sane session or flow have been translated. For this reason,
stateful translation generally requires that all packets belonging to
a single flow nust traverse the sanme translator.
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In order to be able to successfully translate a packet fromIPv4 to
I Pv6 or vice versa, the translator mnust inplenment an address mappi ng
algorithm This docunment does not specify any such al gorithnms,
instead these are referenced from Section 6.

1.4. Path MU Di scovery and Fragnentation

Due to the different sizes of the IPv4 and | Pv6 header, which are 20+
octets and 40 octets respectively, handling the maxi mum packet size
is critical for the operation of the IPv4/1Pv6 translator. There are
three nechanisns to handle this issue: path MU di scovery (PMIUD),
fragmentation, and transport-|ayer negotiation such as the TCP

Maxi mum Segment Size (MSS) option [RFC6691]. Note that the

transl ator MUST behave as a router, i.e., the translator MJST send a
Packet Too Big error nessage or fragnent the packet when the packet
size exceeds the MIU of the next-hop interface.

Don't Fragnent, |CWMP Packet Too Big, and packet fragnentation are
di scussed in Sections 4 and 5 of this docunent. The reassenbling of
fragmented packets in the stateful translator is discussed in
[ RFC6146], since it requires state mai ntenance in the translator
2. Changes from RFC 6145
The changes from RFC 6145 are the foll ow ng:

1. Inserted the notes about |IPv6 extensi on header handling:
[ Err3059], [Err3060], [Err3061], and [Err4090].

2. Deprecated the algorithmthat generates the |Pv6 atomc
fragments, as a result of the analysis in [ATOM C] and the
specification in [IPv6].

3. Inserted the notes for statel ess source address mappi ng for
| CMPv6 packets [ RFC6791].

4. Supported new address mapping al gorithms and noved the di scussion
of these algorithns to Section 6

3. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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4.

Translating fromIPv4d to | Pv6

VWhen an I P/1CVWP transl ator receives an | Pv4 datagram addressed to a
destination towards the | Pv6 domain, it translates the | Pv4 header of
that packet into an | Pv6 header. The original |IPv4 header on the
packet is renoved and replaced by an | Pv6 header, and the transport
checksumis updated as needed, if that transport is supported by the
translator. The data portion of the packet is |eft unchanged. The
IP/1CWP transl ator then forwards the packet based on the |Pv6
destination address.

S + S +
| | Pv4 | | | Pv6 |
| Header | | Header |
S + S +
| Transport- | | Fragnent |
| Layer | ===> | Header |
| Header | | (if needed) |
S + S +
| | | Transport- |
~ Dat a ~ | Layer |
| | | Header |
S + S +

I I

~ Dat a ~

I I

S +

Figure 2: IPv4-to-1Pv6 Translation

Path MIU di scovery is mandatory in IPv6, but it is optional in |Pv4.
I Pv6 routers never fragnent a packet -- only the sender can do
fragment ati on.

When an | Pv4 node perforns path MIU di scovery (by setting the Don't
Fragment (DF) bit in the header), path MIU di scovery can operate end-
to-end, i.e., across the translator. |In this case, either |Pv4 or

I Pv6 routers (including the translator) mght send back | CMP Packet
Too Big nmessages to the sender. Wen the IPv6 routers send these

| CMPv6 errors, they will pass through a translator that wll
translate the 1CMPv6 error to a formthat the |IPv4 sender can
understand. As a result, an |Pv6 Fragnent Header is only included if
the 1 Pv4 packet is already fragnmented.

However, when the | Pv4 sender does not set the DF bit, the translator
MUST ensure that the packet does not exceed the path MIU on the | Pv6
side. This is done by fragnenting the | Pv4d packet (w th Fragnent

Headers) so that it fits in 1280-byte | Pv6 packets, since that is the
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mnimum | Pv6 MIU. The | Pv6 Fragment Header has been shown to cause
operational difficulties in practice due to limted firewall
fragmentation support, etc. In an environnent where the network
owned/ operated by the sane entity that owns/operates the translator,
the translator MJST provide a configuration function for the network
adm nistrator to adjust the threshold of the mnimumIPv6 MU to a
value that reflects the real value of the minimumIPv6 MU in the
network (greater than 1280 bytes). This will help reduce the chance
of including the Fragnment Header in the packets.

When the | Pv4 sender does not set the DF bit, the translator MJST NOT
i nclude the Fragnment Header for the non-fragnented | Pv6 packets.

The rules in Section 4.1 ensure that when packets are fragnented,
either by the sender or by IPv4 routers, the |oworder 16 bits of the
fragnment identification are carried end-to-end, ensuring that packets
are correctly reassenbl ed

O her than the special rules for handling fragments and path MIuU

di scovery, the actual translation of the packet header consists of a
simple translation as defined below. Note that | CMPv4 packets
require special handling in order to translate the content of |Cwv4
error nessages and also to add the | CMPv6 pseudo- header checksum

The transl ator SHOULD nake sure that the packets belonging to the
same flow | eave the translator in the sane order in which they
arrived.

4.1. Translating | Pv4 Headers into | Pv6 Headers

If the DF flag is not set and the | Pv4 packet will result in an |IPv6
packet |arger than a user-defined |l ength (hereinafter referred to as
"l owest-ipve-nmtu", and which defaults to 1280 bytes), the packet
SHOULD be fragnmented so that the resulting | Pv6 packet (with Fragnent
Header added to each fragment) will be less than or equal to | owest-
i pv6-ntu, For exanple, if the packet is fragnmented prior to the
translation, the | Pv4 packets should be fragmented so that their

| ength, excluding the | Pv4 header, is at nobst 1232 bytes (1280 m nus
40 for the IPv6 header and 8 for the Fragment Header). The

transl ator MUST provide a configuration function for the network

adm nistrator to adjust the threshold of the mninumI|IPv6 MU to a
val ue greater than 1280 bytes if the real value of the m ninmum | Pv6
MIU in the network is known to the adnministrator. The resulting
fragments are then translated i ndependently using the |ogic described
bel ow.
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If the DF bit is set and the MIU of the next-hop interface is |ess
than the total length value of the |IPv4 packet plus 20, the

transl ator MJUST send an | CMPv4 "Fragnentati on Needed" error nessage
to the | Pv4 source address.

The | Pv6 header fields are set as foll ows:
Version: 6

Traffic Class: By default, copied fromthe IP Type O Service (TOS)
octet. According to [RFC2474], the senantics of the bits are
identical in IPv4 and | Pv6. However, in sonme |Pv4 environnments
these fields mght be used with the old semantics of "Type O
Servi ce and Precedence”. An inplementation of a translator SHOULD
support an administratively configurable option to ignore the |IPv4
TOS and al ways set the IPv6 traffic class (TC) to zero. In
addition, if the translator is at an adnministrative boundary, the
filtering and update considerations of [RFC2475] may be
appl i cabl e.

Fl ow Label: 0 (all zero bits)

Payl oad Length: Total |ength value fromthe |Pv4 header, mnus the
size of the | Pv4d header and | Pv4 options, if present.

Next Header: For ICWMPv4 (1), it is changed to | CWPv6 (58);
ot herwi se, the protocol field MJST be copied fromthe |IPv4d header

Hop Limit: The hop limt is derived fromthe TTL value in the |Pv4
header. Since the translator is a router, as part of forwarding
the packet it needs to decrement either the IPv4 TTL (before the
translation) or the IPv6 Hop Limt (after the translation). As
part of decrementing the TTL or Hop Limt, the translator (as any
router) MJST check for zero and send the | CWvPv4 "TTL Exceeded" or
| CMPv6 "Hop Linmit Exceeded" error

Source Address: Mapped to an | Pv6 address based on the algorithns
presented in Section 6.

If the translator gets an illegal source address (e.g., 0.0.0.0,
127.0.0.1, etc.), the translator SHOULD silently discard the
packet (as discussed in Section 5.3.7 of [RFC1812]). Note when

translating | CMPv4 Error Messages into | CMPv6, the "illegal"
source address will be translated for the purpose of trouble
shoot i ng.

Destination Address: Mapped to an | Pv6 address based on the
al gorithms presented in Section 6
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4.

If any I Pv4 options are present in the |IPv4 packet, they MJST be

i gnored and the packet translated normally; there is no attenpt to
translate the options. However, if an unexpired source route option
is present, then the packet MJST instead be di scarded, and an | C\WvPv4
"Destination Unreachabl e, Source Route Failed" (Type 3, Code 5) error
message SHOULD be returned to the sender.

If there is a need to add a Fragment Header (the packet is a fragnent
or the DF bit is not set and the packet size is greater than the
mnimum | Pvée MU in the network set by the translator configuration
function), the header fields are set as above with the follow ng
exceptions:

I Pv6 fields:

Payl oad Length: Total length value fromthe |IPv4 header, plus 8
for the Fragnent Header, minus the size of the | Pv4 header and
| Pv4 options, if present.

Next Header: Fragnent Header (44).

Fragnment Header fi el ds:

Next Header: For ICWMPv4 (1), it is changed to | CVMPv6 (58);
ot herwi se, the protocol field MJIST be copied fromthe |IPv4
header .

Fragment Offset: Fragnent Offset copied fromthe | Pv4d header

Mflag: More Fragnents bit copied fromthe | Pv4 header

Identification: The loworder 16 bits copied fromthe
Identification field in the | Pv4 header. The high-order 16
bits set to zero.

2. Translating | CMPv4 Headers into | CMPv6 Headers

Al 1CvWv4 nessages that are to be translated require that the | CMPv6
checksum field be calculated as part of the translation since | CMPv6,
unli ke | CVPv4, has a pseudo- header checksum just |ike UDP and TCP

In addition, all |CMPv4 packets MJIST have the Type translated and,
for 1CvPv4 error messages, the included | P header al so MIST be
transl at ed.

Bao, et al. St andards Track [ Page 9]



RFC 7915 | Pv4/1 Pv6 Transl ation June 2016

The actions needed to translate various | CMPv4 nessages are as
fol |l ows:

| CMPv4 query nessages:

Bao,

Echo and Echo Reply (Type 8 and Type 0): Adjust the Type val ues
to 128 and 129, respectively, and adjust the | CMP checksum both
to take the type change into account and to include the | CWVPv6
pseudo- header .

I nformati on Request/Reply (Type 15 and Type 16): GCbsoleted in
|CVMPv6. Silently drop.

Ti mestanp and Ti mestanp Reply (Type 13 and Type 14): (Obsoleted in
ICVMPv6. Silently drop.

Address Mask Request/Reply (Type 17 and Type 18): (bsoleted in
|CVMPv6. Silently drop.

| CMP Rout er Advertisenent (Type 9): Single-hop nessage. Silently
dr op.

| CVMP Router Solicitation (Type 10): Single-hop nessage. Silently
dr op.

Unknown | CMPv4 types: Silently drop.

| GWP nessages: Wiile the Miulticast Listener Discovery (M.D)
messages specified in [ RFC2710], [ RFC3590], and [ RFC3810] are
the logical IPv6 counterparts for the | Pv4 | GW nessages, all
the "normal " | GW nessages are singl e-hop nessages and SHOULD
be silently dropped by the translator. her | GW nessages
m ght be used by nulticast routing protocols and, since it
woul d be a configuration error to try to have router
adj acencies across | P/ICWP transl ators, those packets SHOULD
al so be silently dropped.

| CMPv4 error nessages:

Destination Unreachable (Type 3): Translate the Code as
descri bed bel ow, set the Type to 1, and adjust the | CWw
checksum both to take the type/code change into account and
to include the | CMPv6 pseudo- header.

Transl ate the Code as foll ows:

Code 0, 1 (Net Unreachabl e, Host Unreachable): Set the Code
to O (No route to destination).
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Code 2 (Protocol Unreachable): Translate to an | CMPv6
Par aret er Probl em (Type 4, Code 1) and nake the Pointer
point to the 1 Pv6 Next Header fi el d.

Code 3 (Port Unreachable): Set the Code to 4 (Port
unr eachabl e) .

Code 4 (Fragnentation Needed and DF was Set): Translate to
an | CMPv6 Packet Too Big nessage (Type 2) with Code set
to 0. The MIU field MJST be adjusted for the difference
between the I Pv4 and | Pv6 header sizes, but MJUST NOT be
set to a value smaller than the nmininmum | Pv6 MU (1280
bytes). That is, it should be set to

maxi mum( 1280,
m ni mum( (MIU val ue in the Packet Too Big Message) + 20,
MIU_of | Pv6_next hop,
(MrU_of _I Pv4_next hop) + 20)).

Note that if the IPv4 router set the MU field to zero
i.e., the router does not inplement [RFC1191], then the
transl ator MUST use the plateau val ues specified in

[ RFC1191] to determine a likely path MU and i ncl ude that
path MU in the | CVPv6 packet. (Use the greatest plateau
value that is less than the returned Total Length field,
but that is larger than or equal to 1280.)

See also the requirenents in Section 7
Code 5 (Source Route Failed): Set the Code to O (No route
to destination). Note that this error is unlikely since
source routes are not transl ated.
Code 6, 7, 8: Set the Code to O (No route to destination).
Code 9, 10 (Conmunication with Destination Host
Administratively Prohibited): Set the Code to 1
(Comuni cation with destination adm nistratively
prohi bi t ed).
Code 11, 12: Set the Code to O (No route to destination).
Code 13 (Communi cation Adm nistratively Prohibited): Set
the Code to 1 (Communication with destination
adm nistratively prohibited).

Code 14 (Host Precedence Violation): Silently drop
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Code 15 (Precedence cutoff in effect): Set the Code to 1
(Comuni cation with destination adm nistratively
prohi bi t ed).

O her Code values: Silently drop
Redirect (Type 5): Single-hop nessage. Silently drop
Al ternative Host Address (Type 6): Silently drop
Source Quench (Type 4): (Cbsoleted in ICMPV6. Silently drop

Ti me Exceeded (Type 11): Set the Type to 3, and adjust the
| CMP checksum both to take the type change into account and
to include the | CMPv6 pseudo- header. The Code is unchanged.

Par anet er Probl em (Type 12): Set the Type to 4, and adjust the
| CMP checksum both to take the type/code change into account
and to include the | CMPv6 pseudo- header.

Transl ate the Code as foll ows:

Code O (Pointer indicates the error): Set the Code to O
(Erroneous header field encountered) and update the
pointer as defined in Figure 3. (If the Oiginal IPv4
Pointer Value is not listed or the Transl ated | Pv6
Pointer Value is listed as "n/a", silently drop the
packet.)

Code 1 (Mssing a required option): Silently drop

Code 2 (Bad length): Set the Code to O (Erroneous header
field encountered) and update the pointer as defined in
Figure 3. (If the Oiginal |IPv4 Pointer Value is not
listed or the Translated | Pv6 Pointer Value is listed as
"n/a", silently drop the packet.)

O her Code values: Silently drop.

Unknown | CMPv4 types: Silently drop
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4. 3.

Bao

e e +
| Oiginal IPv4 Pointer Value | Translated |IPv6 Pointer Value |
o e e e e e e e e e e e o m o o e e e e e e e e e e e o m o +
| O | Version/IHL | O | Version/Traffic d ass |
| 1 | Type O Service | 1 | Traffic Cass/Flow Label |
| 2,3 | Total Length | 4 | Payload Length |
| 4,5 ] ldentification | n/fa | |
| 6 | Flags/Fragnent O fset | n/fa | |
| 7 | Fragnment O fset | n/fa | |
| 8 | Time to Live | 7 | Hop Limt |
| 9 Pr ot ocol | 6 | Next Header |
| 10, 11] Header Checksum | n/fa | |
| 12- 15| Sour ce Address | 8 | Source Address |
| 16- 19| Destination Address | 24 | Destination Address |
o e e e e e e e e e e e o m o o e e e e e e e e e e e o m o +

Figure 3: Pointer Value for Translating fromlIPv4 to | Pv6

|CMP Error Payload: |f the received | CMPv4 packet contains an
| CMPv4 Ext ension [ RFC4884], the translation of the | CvPv4
packet will cause the | CMPv6 packet to change | ength. When
this occurs, the ICVWPv6 Extension length attribute MJST be
adj usted accordingly (e.g., longer due to the translation
fromlIPv4 to IPv6). |If the | CVMPv4 Extension exceeds the
maxi mum si ze of an | CMPv6 nmessage on the outgoing interface,
the 1 CvWPv4 extensi on SHOULD be sinply truncated. For
ext ensi ons not defined in [RFC4884], the translator passes
the extensions as opaque bit strings, and those contai ning
| Pv4 address literals will not have their included addresses
translated to I Pv6 address literals; this may cause probl ens
wi th processing of those | CVP extensions.

Translating | CVMPv4 Error Messages into | CMPv6

There are sone differences between the |CMPv4 and the | CMPv6 error
message formats as detail ed above. The |CVMP error nessages
containing the packet in error MJST be translated just like a norma
| P packet (except the TTL value of the inner |Pv4/1Pv6 packet). |If
the translation of this "packet in error" changes the length of the
datagram the Total Length field in the outer |IPv6 header MJST be
updat ed.
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R + R +
| | Pv4 | | | Pv6 |
| Header | | Header |
S + S +
| | CVPv4 | | | CMPv6 |
| Header | | Header |
R + R +
| | Pv4 | ===> | | Pv6 |
| Header | | Header |
S + S +
| Parti al | | Parti al |
| Transport- | | Transport- |
| Layer | | Layer |
| Header | | Header |
S + S +

Figure 4. IPv4-to-1Pv6 ICVWP Error Translation

The translation of the inner IP header can be done by invoking the
function that translated the outer I P headers. This process MJST
stop at the first enbedded header and drop the packet if it contains
nore enbedded headers

4.4. Ceneration of |ICWMPv4 Error Message

If the | Pv4 packet is discarded, then the translator SHOULD be abl e
to send back an I CWMPv4 error nessage to the original sender of the
packet, unless the discarded packet is itself an | CvPv4 error

message. The | CWPv4 nessage, if sent, has a Type of 3 (Destination
Unreachabl e) and a Code of 13 (Comuni cation Administratively

Prohi bited), unless otherw se specified in this docunent or in

[ RFC6146]. The translator SHOULD all ow an admi nistrator to configure
whet her the 1 CVMPv4 error messages are sent, rate-limted, or not

sent.

4.5. Transport-Layer Header Translation

If the address translation algorithmis not checksum neutral (see
Section 4.1 of [RFC6052]), the recal cul ation and updating of the
transport-layer headers that contain pseudo-headers need to be
performed. Translators MJST do this for TCP and | CMP packets and for
UDP packets that contain a UDP checksum (i.e., the UDP checksumfield
is not zero).

For UDP packets that do not contain a UDP checksum (i.e., the UDP

checksumfield is zero), the translator SHOULD provide a
configuration function to all ow
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1. Dropping the packet and generating a system nanagenent event that
specifies at least the | P addresses and port nunbers of the
packet .

2. Calculating an | Pv6 checksum and forwardi ng the packet (which has
performance inplications).

A statel ess transl ator cannot conpute the UDP checksum of
fragment ed packets, so when a stateless translator receives the
first fragment of a fragnented UDP | Pv4 packet and the checksum
field is zero, the translator SHOULD drop the packet and generate
a system nanagenent event that specifies at least the IP
addresses and port nunmbers in the packet.

For a stateful translator, the handling of fragnented UDP | Pv4
packets with a zero checksumis discussed in [ RFC6146],
Section 3.4.

O her transport protocols (e.g., the Datagram Congestion Contro
Protocol (DCCP)) are OPTIONAL to support. |In order to ease debuggi ng
and troubl eshooting, translators MJST forward all transport protocols
as described in the "Next Header" step of Section 4.1

4.6. Knowi ng Wen to Translate

If the IP/ICWP translator also provides a normal forwarding function,
and the destination |IPv4 address is reachable by a nore specific
route without translation, the translator MJST forward it without
translating it. OQherwi se, when an | P/ICVP transl ator receives an

| Pv4 dat agram addressed to an | Pv4 destination representing a host in
the 1 Pv6 donmain, the packet MJUST be translated to |Pv6.

5. Translating fromlIPv6 to | Pv4d

When an I P/ICVP transl ator receives an | Pv6 datagram addressed to a
destination towards the | Pv4 domain, it translates the | Pv6 header of
the received | Pv6 packet into an | Pv4 header. The original |Pv6
header on the packet is renoved and repl aced by an | Pv4 header.
Since the | CMPv6 [ RFC4443], TCP [RFC793], UDP [ RFC768], and DCCP

[ RFC4340] headers contain checksuns that cover the |IP header, if the
address mapping algorithmis not checksum neutral, the checksum MJST
be eval uated before translation and the |CMP and transport-| ayer
headers MJST be updated. The data portion of the packet is left
unchanged. The IP/ICMP translator then forwards the packet based on
the 1 Pv4 destination address.
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R + R +
| | Pv6 | | | Pv4 |
| Header | | Header |
S + S +
|  Fragnent | | Transport |
| Header | ===> | Layer |
| (if present) | | Header |
o m e e e oo - + o m e e e oo - +
| Transport | | |
| Layer | ~ Dat a ~
| Header | | |
S + S +
I I

~ Dat a ~

| |

S +

Figure 5. I Pv6-to-1Pv4 Translation

There are sone differences between IPv6 and I Pv4 (in the areas of
fragmentation and the mnimumlink MIU) that affect the translation
An IPv6 |link has to have an MIU of 1280 bytes or greater. The
corresponding limt for IPv4 is 68 bytes. Path MIU di scovery across
a translator relies on | OV Packet Too Bi g nessages being received
and processed by |1 Pv6 hosts.

The difference in the mnimum MIUs of | Pv4 and | Pv6 is accommbdat ed
as foll ows:

0 Wen translating an | CMPv4 "Fragnentati on Needed" packet, the
indicated MU in the resulting | CMPv6 "Packet Too Big" will never
be set to a value |ower than 1280. This ensures that the | Pv6
nodes will never have to encounter or handl e Path MIU val ues | ower
than the minimum I Pv6 |ink MU of 1280. See Section 4. 2.

0 Wen the resulting | Pv4 packet is snaller than or equal to 1260
bytes, the translator MJST send the packet with a cleared Don't
Fragment bit. O herw se, the packet MJST be sent with the Don’t
Fragnment bit set. See Section 5.1.

Thi s approach allows Path MU Di scovery to operate end-to-end for
pat hs whose MIU are not snaller than the m nimum | Pv6 MIU of 1280
(which corresponds to an MU of 1260 in the |1Pv4 domain). On paths
that have IPv4 links with MIU < 1260, the | Pv4 router(s) connected to
those links will fragnent the packets in accordance with Section 2.3
of [RFC791].
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O her than the special rules for handling fragments and path MIu

di scovery, the actual translation of the packet header consists of a
simple translation as defined below. Note that | CMPv6 packets
require special handling in order to translate the contents of | CMPv6
error nessages and also to renove the | CMPv6 pseudo- header checksum

The transl ator SHOULD nake sure that the packets belonging to the
same flow | eave the translator in the sane order in which they
arrived.

5.1. Translating | Pv6 Headers into | Pv4 Headers

If there is no | Pv6 Fragnent Header, the |Pv4 header fields are set
as foll ows:

Version: 4

I nternet Header Length: 5 (no |IPv4 options)

Type of Service (TOS) Cctet: By default, copied fromthe | Pv6
Traffic Class (all 8 bits). According to [RFC2474], the semantics

of the bits are identical in IPv4 and I Pv6. However, in sonme |Pv4d
environments, these bits night be used with the old semantics of

"Type OF Service and Precedence". An inplenentation of a
transl ator SHOULD provide the ability to ignore the IPv6 traffic
class and al ways set the I1Pv4 TOS Cctet to a specified value. In

addition, if the translator is at an administrative boundary, the
filtering and update considerations of [RFC2475] may be
appl i cabl e.

Total Length: Payload |ength value fromthe |Pv6 header, plus the
size of the | Pv4 header.

Identification: Set according to a Fragnent ldentification generator
at the translator.

Fl ags: The Mdre Fragnents flag is set to zero. The Don't Fragnent
(DF) flag is set as follows: If the size of the translated |Pv4
packet is less than or equal to 1260 bytes, it is set to zero;
otherwise, it is set to one.

Fragment Offset: Al zeros.
Time to Live: Tine to Live is derived fromthe Hop Linmt value in
the 1Pv6 header. Since the translator is a router, as part of

forwardi ng the packet it needs to decrenent either the | Pv6 Hop
Limt (before the translation) or the IPv4 TTL (after the

Bao, et al. St andards Track [ Page 17]



RFC 7915 | Pv4/1 Pv6 Transl ation June 2016

translation). As part of decrenenting the TTL or Hop Limit, the
translator (as any router) MJST check for zero and send the | CWv4
"TTL Exceeded" or |ICMPv6 "Hop Limt Exceeded" error

Protocol: The IPv6-Frag (44) header is handl ed as discussed in
Section 5.1.1. |1CWPVv6 (58) is changed to |CwWv4 (1), and the
payl oad is translated as discussed in Section 5.2. The |IPv6
headers HOPOPT (0), |Pv6-Route (43), and I Pv6-Opts (60) are
ski pped over during processing as they have no neaning in | Pv4.
For the first 'next header’ that does not match one of the cases
above, its Next Header val ue (which contains the transport
protocol nunber) is copied to the protocol field in the |Pv4
header. This nmeans that all transport protocols are transl ated.

Note: Some translated protocols will fail at the receiver for
various reasons: sone are known to fail when translated (e.qg.,
| Psec Aut hentication Header (51)), and others will fai
checksumvalidation if the address translation is not checksum
neutral [RFC6052] and the translator does not update the
transport protocol’s checksum (because the translator doesn’t
support recal cul ating the checksum for that transport protocol;
see Section 5.5).

Header Checksum Conputed once the | Pv4 header has been created

Source Address: Mapped to an | Pv4 address based on the algorithns
presented in Section 6.

If the translator gets an illegal source address (e.g., ::1,
etc.), the translator SHOULD silently drop the packet.

Destination Address: Mapped to an | Pv4 address based on the
al gorithnms presented in Section 6

If any of an | Pv6 Hop-by-Hop Options header, Destination Options
header, or Routing header with the Segnents Left field equal to zero
are present in the | Pv6 packet, those | Pv6 extension headers MJST be
ignored (i.e., there is no attenpt to translate the extension
headers) and the packet translated normally. However, the Tota
Length field and the Protocol field are adjusted to "skip" these

ext ensi on headers.

If a Routing header with a non-zero Segnents Left field is present,
then the packet MUST NOT be translated, and an | CMPv6 "paramneter
probl em erroneous header field encountered” (Type 4, Code 0) error
message, with the Pointer field indicating the first byte of the
Segnents Left field, SHOULD be returned to the sender.
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5.1.1. 1Pv6 Fragnent Processing

If the | Pv6 packet contains a Fragnent Header, the header fields are
set as above with the foll owi ng exceptions:

Total Length: |If the Next Header field of the Fragment Header is an
ext ensi on header (except ESP, but including the Authentication
Header (AH)), then the packet SHOULD be dropped and | ogged. For
ot her cases, the Total Length MJST be set to Payl oad Length val ue
fromI|Pv6 header, minus the length of the extension headers up to
the Fragnentation Header, mnus 8 for the Fragnent Header, plus
the size of the |Pv4 header

Identification: Copied fromthe |oworder 16 bits in the
Identification field in the Fragment Header

Flags: The IPv4 Mre Fragnents (M) flag is copied fromthe Mflag
in the | Pv6 Fragnent Header. The |IPv4 Don't Fragnent (DF) flag is
cleared (set to zero), allowing this packet to be further
fragmented by | Pv4 routers.

Fragment Offset: |If the Next Header field of the Fragment Header is
not an extension header (except ESP), then Fragment O fset MJST be
copied fromthe Fragment O fset field of the | Pv6 Fragnment Header
If the Next Header field of the Fragnent Header is an extension
header (except ESP), then the packet SHOULD be dropped and | ogged.

Protocol: For ICWMPv6 (58), it is changed to |ICvPv4 (1); otherwi se,
ext ensi on headers are skipped, and the Next Header field is copied
fromthe | ast | Pv6 header.

If an 1 Pv6 packet that is smaller than or equal to 1280 bytes results
(after translation) in an |IPv4 packet that is |arger than the MIU of
the next-hop interface, then the translator MJST perform | Pv4
fragmentation on that packet such that it can be transferred over the
constricting link.

5.2. Translating | CVWPv6 Headers into | CMPv4 Headers
If a non-checksumneutral translation address is being used, | CVMPv6
messages MUST have their | CWPv4 checksum field be updated as part of
the translation since ICWPv6 (unlike | CWPv4) includes a pseudo-header
in the checksumjust |ike UDP and TCP

In addition, all 1CMP packets MJST have the Type translated and, for
| CMP error nmessages, the included | P header MUST al so be transl at ed.
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The actions needed to translate various | CMPv6 nessages are:
| CMPv6 i nformational nmessages:

Echo Request and Echo Reply (Type 128 and 129): Adjust the Type
values to 8 and 0, respectively, and adjust the | CMP checksum
both to take the type change into account and to exclude the
| CMPv6 pseudo- header.

MLD Mul ticast Listener Query/Report/Done (Type 130, 131, 132):
Si ngl e-hop nessage. Silently drop

Nei ghbor Di scover nessages (Type 133 through 137): Single-hop
message. Silently drop.

Unknown i nfornmational nessages: Silently drop
| CMPv6 error nessages
Destination Unreachable (Type 1) Set the Type to 3, and adj ust
the 1 GWP checksum both to take the type/code change into
account and to exclude the | CMPv6 pseudo- header.

Transl ate the Code as foll ows:

Code O (No route to destination): Set the Code to 1 (Host
unr eachabl e) .

Code 1 (Comunication with destination administratively
prohibited): Set the Code to 10 (Comunication with
destination host adninistratively prohibited).

Code 2 (Beyond scope of source address): Set the Code to 1
(Host unreachable). Note that this error is very unlikely
since an | Pv4-transl atabl e source address is typically
consi dered to have gl obal scope.

Code 3 (Address unreachable): Set the Code to 1 (Host
unr eachabl e) .

Code 4 (Port unreachable): Set the Code to 3 (Port
unr eachabl e) .

O her Code values: Silently drop.
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Packet Too Big (Type 2): Translate to an | CWMPv4 Desti nation
Unreachabl e (Type 3) with Code 4, and adjust the | CwWv4
checksum both to take the type change into account and to
excl ude the I CVMPv6 pseudo- header. The MIU field MJUST be
adjusted for the difference between the | Pv4 and | Pv6 header
sizes, taking into account whether or not the packet in error
i ncludes a Fragnent Header, i.e., mninmm (MU value in the
Packet Too Big Message)-20, MIU of _|I Pv4_next hop,
(MrU_of _I Pv6_next hop) - 20) .

See also the requirenents in Section 7.

Ti me Exceeded (Type 3): Set the Type to 11, and adjust the | CvWv4
checksum both to take the type change into account and to
excl ude the I CVMPv6 pseudo- header. The Code i s unchanged.

Par anet er Problem (Type 4): Translate the Type and Code as
foll ows, and adjust the | CMPv4 checksum both to take the type/
code change into account and to exclude the | CVMPv6 pseudo-
header .

Transl ate the Code as foll ows:

Code O (Erroneous header field encountered): Set to Type 12,
Code 0, and update the pointer as defined in Figure 6. (If
the Oiginal IPv6 Pointer Value is not listed or the
Translated I Pv4 Pointer Value is listed as "n/a", silently
drop the packet.)

Code 1 (Unrecogni zed Next Header type encountered): Translate
this to an | CMPv4 protocol unreachable (Type 3, Code 2).

Code 2 (Unrecognized I Pv6 option encountered): Silently drop

Unknown error nessages: Silently drop
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e e +
| Oiginal IPv6 Pointer Value | Translated |IPv4 Pointer Value |
o e e e e e e e e e e e o m o o e e e e e e e e e e e o m o +
| O | Version/Traffic d ass | O | Version/IHL, Type O Ser |
| 1 | Traffic Class/Flow Label | 1 | Type O Service |
| 2,3 | Flow Label | n/fa | |
| 4,5 | Payload Length | 2 | Total Length |
| 6 | Next Header | 9 | Protocol |
| 7 | Hop Limt | 8 | Tine to Live |
| 8-23| Source Address | 12 | Source Address |
| 24- 39| Destination Address | 16 | Destination Address |
' ' +

Figure 6: Pointer Value for Translating fromIPv6 to | Pv4d

I|CVMP Error Payload: |If the received | CMPv6 packet contains an
| CMPv6 Extension [RFC4884], the translation of the | CMPv6
packet will cause the | CWPv4 packet to change | ength. When
this occurs, the I CVWPv6 Extension length attribute MJST be
adj usted accordingly (e.g., shorter due to the translation from
IPv6 to IPv4). For extensions not defined in [ RFC4884], the
transl ator passes the extensions as opaque bit strings and any
| Pv6 address literals contained therein will not be translated
to I Pv4 address literals; this may cause problens with
processi ng of those | CMP extensions.

5.3. Translating |ICWPv6 Error Messages into | CMPv4

There are sone differences between the |CMPv4 and the | CMPv6 error
message formats as detail ed above. The |CVMP error nessages
containing the packet in error MJST be translated just like a norma

| P packet (except that the TTL/Hop Limt value of the inner |Pv4/IlPv6
packet are not decrenented). The translation of this "packet in
error" is likely to change the length of the datagram thus, the
Total Length field in the outer |IPv4 header MJST be updat ed.
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R + R +
| | Pv6 | | | Pv4 |
| Header | | Header |
S + S +
| | CVMPv6 | | | CVPv4 |
| Header | | Header |
R + R +
| | Pv6 | =_—==> | | Pv4 |
| Header | | Header |
S + S +
| Parti al | | Parti al |
| Transport- | | Transport- |
| Layer | | Layer |
| Header | | Header |
S + S +

Figure 7: IPv6-to-1Pv4 ICVWP Error Translation

The translation of the inner IP header can be done by invoking the
function that translated the outer I P headers. This process MJST
stop at the first enbedded header and drop the packet if it contains
nore enbedded headers

5.4. Ceneration of |ICWv6 Error Messages

If the | Pv6 packet is discarded, then the translator SHOULD send back
an | CMPv6 error nmessage to the original sender of the packet, unless
the di scarded packet is itself an | CMPv6 nessage.

The | CMPv6 nessage MUST have Type 1 (Destination Unreachabl e) and
Code 1 (Conmunication with destination adnministratively prohibited),
unl ess otherw se specified in this document or [RFC6146]. The
transl ator SHOULD al |l ow an adm nistrator to configure whether the

| CMPv6 error nessages are sent, rate-linmted, or not sent.

5.5. Transport-Layer Header Translation

If the address translation algorithmis not checksum neutral (see
Section 4.1 of [RFC6052]), the recal cul ation and updating of the
transport-layer headers that contain pseudo-headers need to be
performed. Translators MJST do this for TCP, UDP, and | CWP

O her transport protocols (e.g., DCCP) are OPTIONAL to support. In
order to ease debuggi ng and troubl eshooting, translators MJST forward
all transport protocols as described in the "Protocol" step of
Section 5. 1.
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5.6. Knowi ng When to Translate

If the IP/ICWP translator also provides a normal forwarding function,
and the destination address is reachable by a nore specific route

wi thout translation, the router MUST forward it w thout translating
it. Wen an IP/ICVWP transl ator receives an | Pv6 datagram addressed
to an I Pv6 address representing a host in the | Pv4d domain, the |Pv6
packet MJUST be translated to | Pv4.

6. Mapping of | P Addresses

The transl ator MJST support the statel ess address mapping al gorithm
defined in [ RFC6052], which is the default behavior. A workfl ow
exanple is shown in Appendix A of this docunent. Note that [RFC7136]
updat es [ RFC4291], which allows the use of unicast addresses without
u-bit, as long as they’'re not derived froman | EEE MAC-| ayer address.
Therefore, the address mapping al gorithmdefined in [ RFC6219] al so
complies with the I Pv6 address architecture.

The statel ess transl ator SHOULD support the explicit address napping
al gorithmdefined in [ RFC7757].

The statel ess transl ator SHOULD support [RFC6791] for handling | CVWP/
| CMPv6 packet s.

I mpl enent ati ons may support both statel ess and stateful translation
nmodes (e.g., Network Address and Protocol Translation froml Pv6
Clients to | Pv4 Servers (NAT64) [RFC6146]).

| mpl enent ati ons may support statel ess NAT64 function, e.g., MAP-T
Customer Edge (CE) or MAP-T Border Relay (BR) [ RFC7599].

7. Special Considerations for |ICVWv6 Packet Too Big

A nunber of studies [ATOM C] indicate that it not unusual for
networks to drop | CMPv6 Packet Too Big error nessages. Such packet
drops will result in PMIUD bl ack hol es [ RFC2923], which can only be
overcone wi th Packetization Layer Path MIU Di scovery (PLPMIUD)

[ RFC4821] .

8. Security Considerations
The use of stateless IP/ICVWP translators does not introduce any new
security issues beyond the security issues that are already present

in the IPv4 and |1 Pv6 protocols and in the routing protocols that are
used to nmake the packets reach the translator
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9.

9.

1.

There are potential issues that might arise by deriving an | Pv4
address froman | Pv6 address -- particularly addresses |ike broadcast
or | oopback addresses and the non-I|Pv4-transl atabl e | Pv6 addresses,
etc. [RFC6052] addresses these issues.

The | Psec Authentication Header [ RFC4302] cannot be used for NAT44 or
NAT64.

As with the network address translation of 1Pv4 to | Pv4, packets with
tunnel node Encapsul ating Security Payl oad (ESP) can be transl ated
since tunnel node ESP does not depend on header fields prior to the
ESP header. Similarly, transport node ESP will fail with | Pv6-to-

I Pv4 translation unl ess checksum neutral addresses are used. |In both
cases, the I Psec ESP endpoints will normally detect the presence of
the transl ator and encapsul ate ESP in UDP packets [ RFC3948].
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Appendi x A. Statel ess Transl ati on Workfl ow Exanpl e

A stateless translation workfl ow exanple is depicted in the follow ng
figure. The docunentation address bl ocks 2001: db8::/32 [ RFC3849],
192.0.2.0/24, and 198.51.100.0/24 [ RFC5737] are used in this exanple.

e T + e T +
| 1'Pv4 network | | 1Pv6 network |
| | e s |
I S R B R B

|- | oo -l He | |
e |- |
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Figure 8: Statel ess Translation Workfl ow

A translator (XLAT) connects the I Pv6 network to the | Pv4 network.
Thi s XLAT uses the Network-Specific Prefix (NSP) 2001: db8: 100::/40
defined in [ RFC6052] to represent |Pv4 addresses in the | Pv6 address
space (1 Pv4-converted addresses) and to represent |Pv6 addresses

(I Pv4-transl at abl e addresses) in the | Pv4 address space. |In this
exanple, 192.0.2.0/24 is the IPv4 block of the corresponding

| Pv4-transl at abl e addresses.

Based on the address mapping rule, the I Pv6 node H6 has an
| Pv4-transl atabl e | Pv6 address 2001: db8: 1c0: 2: 21:: (address nappi ng
from192.0.2.33). The IPv4 node H4 has | Pv4 address 198.51. 100. 2.

The 1 Pv6 routing is configured in such a way that the | Pv6 packets
addressed to a destination address in 2001:db8:100::/40 are routed to
the IPv6 interface of the XLAT.

The 1Pv4 routing is configured in such a way that the |IPv4 packets

addressed to a destination address in 192.0.2.0/24 are routed to the

I Pv4 interface of the XLAT.

A. 1. H6 Establishes Communication with H4

The steps by which H6 establishes comunication with H4 are:

1. H6 perforns the destination address nmapping, so the
| Pv4-converted address 2001: db8: 1c6: 3364:2:: is formed from
198. 51. 100. 2 based on the address mappi ng al gorithm [ RFC6052] .

2. H6 sends a packet to H4. The packet is sent froma source

address 2001: db8: 1c0:2:21:: to a destination address
2001: db8: 1c6: 3364: 2::
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3. The packet is routed to the IPv6 interface of the XLAT (since
I Pv6 routing is configured that way).

4. The XLAT receives the packet and perforns the follow ng actions:

*  The XLAT translates the | Pv6 header into an | Pv4 header using
the IP/1CVWP Translation Algorithmdefined in this document.

* The XLAT includes 192.0.2.33 as the source address in the
packet and 198.51.100.2 as the destination address in the
packet. Note that 192.0.2.33 and 198.51.100.2 are extracted
directly fromthe source | Pv6 address 2001: db8: 1c0: 2: 21:

(I Pv4-transl at abl e address) and destination | Pv6 address
2001: db8: 1c6: 3364: 2:: (1 Pv4-converted address) of the received
| Pv6 packet that is being translated.

5. The XLAT sends the transl ated packet out of its IPv4 interface,
and t he packet arrives at H4.

6. H4 node responds by sending a packet with destination address
192.0. 2. 33 and source address 198.51. 100. 2.

7. The packet is routed to the IPv4 interface of the XLAT (since
IPv4 routing is configured that way). The XLAT perforns the
foll owi ng operati ons:

* The XLAT translates the | Pv4 header into an | Pv6 header using
the IP/ICVWP Translation Al gorithmdefined in this docunent.

* The XLAT includes 2001: db8: 1c0: 2:21:: as the destination
address in the packet and 2001: db8: 1c6: 3364: 2: : as the source
address in the packet. Note that 2001:db8: 1c0:2:21:: and
2001: db8: 1c6: 3364: 2:: are formed directly fromthe destination
| Pv4 address 192.0.2.33 and the source | Pv4 address
198.51.100.2 of the received | Pv4 packet that is being
transl at ed.

8. The translated packet is sent out of the IPv6 interface to H6.

The packet exchange between H6 and H4 continues until the session is
fini shed.
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A 2.

H4 Est abl i shes Communi cation with H6

The steps by which H4 establishes comunication with H6 are:

1.

Bao,

H4 perforns the destination address mapping, so 192.0.2.33 is
fornmed fromthe | Pv4-transl atabl e address 2001: db8: 1¢0: 2: 21:
based on the address mapping al gorithm [ RFC6052] .

H4 sends a packet to H6. The packet is sent froma source
address 198.51.100.2 to a destination address 192.0. 2. 33.

The packet is routed to the IPv4 interface of the XLAT (since
IPv4 routing is configured that way).

The XLAT receives the packet and perforns the foll owi ng actions:

*  The XLAT translates the | Pv4 header into an | Pv6 header using
the IP/1CVWP Translation Al gorithmdefined in this document.

*  The XLAT includes 2001: db8: 1c6: 3364: 2:: as the source address
in the packet and 2001: db8: 1c0: 2: 21:: as the destination
address in the packet. Note that 2001: db8: 1c6: 3364: 2:

(I Pv4d-converted address) and 2001: db8: 1c0: 2: 21:

(I Pv4d-transl atabl e address) are obtained directly fromthe
source | Pv4 address 198.51.100.2 and destination | Pv4 address
192.0.2.33 of the received | Pv4d packet that is being
transl at ed.

The XLAT sends the transl ated packet out its IPv6 interface, and
the packet arrives at H6.

H6 node responds by sending a packet with destination address
2001: db8: 1c6: 3364: 2:: and source address 2001: db8: 1c0: 2: 21: :

The packet is routed to the IPv6 interface of the XLAT (since
IPv6 routing is configured that way). The XLAT perforns the
foll owi ng operati ons:

* The XLAT translates the | Pv6 header into an | Pv4 header using
the IP/ICVWP Translation Al gorithmdefined in this docunent.

* The XLAT includes 198.51.100.2 as the destination address in
the packet and 192.0.2.33 as the source address in the packet.
Note that 198.51.100.2 and 192.0.2.33 are formed directly from
the destination | Pv6 address 2001: db8: 1c6: 3364: 2:: and source
| Pv6 address 2001: db8:1c0: 2: 21:: of the received | Pv6 packet
that is being transl ated.
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8. The translated packet is sent out the IPv4 interface to H4.

The packet exchange between H4 and H6 continues until the session is
fini shed.
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