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1. Introduction

Passwor d- based key derivation functions are used in cryptography and
security protocols for deriving one or nore secret keys froma secret
value. Over the years, several password-based key derivation
functions have been used, including the original DES- based UN X
Crypt-function, FreeBSD MD5 crypt, Public-Key Cryptography

St andar ds#5 (PKCS#5) PBKDF2 [ RFC2898] (typically used with SHA-1),
GNU SHA- 256/ 512 crypt [SHA2CRYPT], Wndows NT LAN Manager (NTLM

[ NTLM hash, and the Bl owfish-based bcrypt [BCRYPT]. These
algorithms are all based on a cryptographic primtive conbined with
salting and/or iteration. The iteration count is used to slow down
the conputation, and the salt is used to nmake pre-conputation
costlier.

Al'l password-based key derivation functions nmentioned above share the
same weakness agai nst powerful attackers. Provided that the nunber
of iterations used is increased as conputer systens get faster, this
allows legitimate users to spend a constant anmount of tine on key
derivation without |osing ground to attackers’ ever-increasing
computing power -- as long as attackers are limted to the sane
software inplenentations as legitimate users. Wile parallelized
hardwar e i npl enentati ons may not change the nunber of operations
performed conpared to software inplenentations, this does not prevent
them fromdramatically changing the asynptotic cost, since in many
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contexts -- including the enmbarrassingly parallel task of performng
a brute-force search for a passphrase -- dollar-seconds are the npst
appropriate units for neasuring the cost of a conputation. As

sem conduct or technol ogy devel ops, circuits do not nerely becone
faster; they also beconme snmaller, allowing for a |arger anmount of
parallelismat the same cost.

Consequently, with existing key derivation algorithns, even when the
iteration count is increased so that the time taken to verify a
password renmi ns constant, the cost of finding a password by using a
brute-force attack inplenented in hardware drops each year

The scrypt function ains to reduce the advantage that attackers can
gain by using customdesigned parallel circuits for breaking
passwor d- based key derivation functions.

Thi s docunent does not introduce scrypt for the first tine. The
original scrypt paper [SCRYPT] was published as a peer-revi ewed
scientific paper and contains further background and di scussi ons.

The purpose of this docunent is to serve as a stable reference for
docunents nmaki ng use of scrypt. The rest of this docunment is divided
into sections that each describe paraneter choices and al gorithm
steps needed for the final "scrypt" algorithm

2. scrypt Paraneters

The scrypt function takes several parameters. The passphrase Pis
typically a human-chosen password. The salt is nornally uniquely and
random y generated [ RFC4086]. The parameter r ("bl ockSize")
specifies the block size. The CPU Menory cost paraneter N
("costParaneter") must be larger than 1, a power of 2, and | ess than
27(128 * r /| 8). The parallelization paranmeter p
("parallelizationParanmeter") is a positive integer |ess than or equa
to ((2732-1) * 32) / (128 * r). The intended output |ength dkLen is
the length in octets of the key to be derived ("keyLength"); it is a
positive integer less than or equal to (2732 - 1) * 32

Users of scrypt can tune the parameters N, r, and p according to the
anmount of nmenory and conputing power avail able, the |atency-bandw dth
product of the nenory subsystem and the anount of parallelism
desired. At the current tine, r=8 and p=1 appears to yield good
results, but as nmenory latency and CPU parallelismincrease, it is
likely that the optinumvalues for both r and p will increase. Note
al so that since the conputations of SMx are independent, a |arge

val ue of p can be used to increase the conputational cost of scrypt
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wi t hout increasing the menory usage; so we can expect scrypt to
remai n useful even if the gromh rates of CPU power and nenory
capacity diverge.

3. The Sal sa20/8 Core Function

Sal sa20/8 Core is a round-reduced variant of the Sal sa20 Core. It is
a hash function from 64-octet strings to 64-octet strings. Note that
Sal sa20/8 Core is not a cryptographic hash function since it is not
collision resistant. See Section 8 of [SALSA20SPEC] for its
specification and [ SALSA20CORE] for nore information. The algorithm
description, in Clanguage, is included below as a stable reference,
wi t hout endi anness conversion and alignment.

#define R(a,b) (((a) << (b)) | ((a) >> (32 - (b))))
voi d sal sa20_word_specification(uint32 out[16],uint32 in[16])
{

int i;

ui nt 32 x[ 16];

for (i =0;i < 16;++i) x[i] =in[i];

for (i =8;i >0;i -=2) {
x[ 4] ~= R(x[ 0]+x[12], 7); x[ 8] "= R(x[ 4]+x[ 0], 9);
x[12] ~= R(x[ 8]+x[ 4],13); x[ 0] ~= R(x[12]+x[ 8],18);
X[ 9] "= R(x[ 5]+x[ 1], 7); x[13] ~= R(x[ 9]+x[ 5], 9);
x[ 1] = R(x[13]+x[ 9],13); x[ 5] ~= R(x[ 1]+x[13], 18);
x[14] ~= R(x[10]+x[ 6], 7); x[ 2] "= R(x[14]+x[10], 9);
X[ 6] ~= R(x[ 2]+x[14],13); x[10] ~= R(x[ 6]+x[ 2],18);
x[ 3] ~= R(x[15] +x[11], 7); x[ 7] "~= R(x[ 3]+x[15], 9);
x[11] ~= R(x[ 7]1+x[ 3],13); x[15] "= R(x[11]+x[ 7],18);
x[ 1] = R(x[ O]+x[ 3], 7); x[ 2] ~= R(x[ 1]+x[ 0], 9);
x[ 3] "= R(x[ 2]+x[ 1],13); x[ 0] ~= R(x[ 3]+x[ 2], 18);
X[ 6] ~= R(x[ 5]+x[ 4], 7); x[ 7] "= R(x[ 6]+x[ 5], 9);
X[ 4] *= R(x[ 7]+x[ 6],13); x[ 5] ~= R(x[ 4]+x[ 7],18);
x[11] ~= R(x[10]+x[ 9], 7); x[ 8] "= R(x[11]+x[10], 9);
X[ 9] "= R(x[ 8]+x[11],13); x[10] ~= R(x[ 9] +x[ 8],18);
x[12] "= R(x[15] +x[14], 7); x[13] ~= R(x[12] +x[15], 9);
x[ 14] "= R(x[13] +x[12],13); x[15] ~= R(x[14] +x[13], 18);

}

for (i =0;i < 16;++i) out[i] = x[i] +in[i];

}
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4. The scrypt Bl ockM x Al gorithm
The scryptBlockM x algorithmis the sane as the Bl ockM x al gorithm
described in [ SCRYPT] but with Sal sa20/8 Core used as the hash
function H Below, Salsa(T) corresponds to the Sal sa20/8 Core
function applied to the octet vector T.
Al gorithm scrypt Bl ockM x

Par anet ers:

r Bl ock size paraneter.
I nput :
BO] || B[] || ... || B[2*r - 1]
I nput octet string (of size 128 * r octets),
treated as 2 * r 64-octet bl ocks,
where each element in Bis a 64-octet bl ock.
Qut put :
B[Ol || B[1] || ... || B[2* 1 - 1]
Qut put octet string.
St eps:

1. X=B[2* r - 1]

2. fori =0to 2 *r - 1 do
T = X xor B[i]
X = Salsa (T)
Y[i] = X
end for
3. B =(Y[O], Y[2], ..., Y[2*r - 2],
Y(1], Y[3], ..., Y[2 *r - 1])
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5. The scrypt ROM x Al gorithm
The scryptROM x algorithmis the sane as the ROM x al gorithm
described in [ SCRYPT] but with scryptBl ockM x used as the hash
function H and the Integerify function explained inline.

Al gorithm scrypt ROM x

I nput :
r Bl ock size paraneter.
B I nput octet vector of length 128 * r octets.
N CPU Menory cost paraneter, nust be larger than 1
a power of 2, and less than 27~(128 * r / 8).
Cut put :
B’ Qut put octet vector of length 128 * r octets.
St eps:
1. X=18B
2. for i =0to N- 1 do
V[i] =X
X = scrypt Bl ockM x (X)
end for
3. for i =0to N- 1 do
j = Integerify (X) nod N
where Integerify (B[O] ... B[2 * r - 1]) is defined
as the result of interpreting B[2 * r - 1] as a
little-endian integer.
T = X xor V[j]
X = scrypt Bl ockM x (T)
end for
4. B =X
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6. The scrypt Al gorithm

The PBKDF2- HVAC- SHA- 256 function used bel ow denotes the PBKDF2

al gorithm [ RFC2898] used wi th HVAC- SHA- 256 [ RFC6234] as the
Pseudor andom Function (PRF). The HMAC- SHA- 256 function generates
32-octet outputs.

Al gorithm scrypt

I nput :
P Passphrase, an octet string.
S Salt, an octet string.
N CPU Menory cost paraneter, nmust be larger than 1
a power of 2, and less than 27~(128 * r / 8).
r Bl ock size paraneter
p Paral | eli zation paraneter, a positive integer
| ess than or equal to ((2732-1) * hLen) / M-Len
where hLen is 32 and MFlen is 128 * r.
dkLen I ntended output length in octets of the derived
key; a positive integer |less than or equal to
(2732 - 1) * hLen where hLen is 32
Qut put :
DK Derived key, of length dkLen octets.
St eps:
1. Initialize an array B consisting of p blocks of 128 * r octets
each:
BlOl || B[1] [| ... || B[p- 1] =

PBKDF2- HVAC- SHA256 (P, S, 1, p * 128 * r)

2. for i =0top- 1do
B[i] = scryptROM x (r, B[i], N)
end for
3. DK = PBKDF2- HVAC- SHA256 (P, B[O] || B[1] || ... || B[p - 1],

1, dkLen)
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7. ASN.1 Syntax

This section defines ASN.1 syntax for the scrypt key derivation
function (KDF). This is intended to operate on the sane abstraction
| evel as PKCS#5's PBKDF2. The O D id-scrypt bel ow can be used where
i d- PBKDF2 is used, with scrypt-paranms correspondi ng to PBKDF2-parans.
The intended application of these definitions includes PKCS #8 and
other syntax for key managenent.

The object identifier id-scrypt identifies the scrypt key derivation
function.

id-scrypt OBJECT IDENTIFIER ::= {1 3 6 1 4 1 11591 4 11}

The paraneters field associated with this O D in an
Al gorithm dentifier shall have type scrypt-parans:

scrypt-paranms ::= SEQUENCE {
salt OCTET STRI NG
cost Paramet er | NTEGER (1..MAX),
bl ockSi ze | NTEGER (1..MAX),
paral |l el i zati onParaneter | NTEGER (1..MAX),
keyLengt h | NTEGER (1..MAX) OPTI ONAL }

The fields of type scrypt-parans have the foll ow ng nmeani ngs:

- salt specifies the salt value. It shall be an octet string.

- costParaneter specifies the CPU Menory cost paraneter N

- bl ockSi ze specifies the block size paraneter r

- parallelizationParaneter specifies the parallelization paraneter

- keyLength, an optional field, is the length in octets of the
derived key. The maxi num key | ength all owed depends on the
implementation; it is expected that inplenentation profiles may
further constrain the bounds. This field only provides conveni ence;

the key length is not cryptographically protected.

To be usable in PKCS#8 [ RFC5208] and Asymmetric Key Packages
[ RFC5958], the followi ng extension of the PBES2-KDFs type is needed:

PBES2- KDFs ALGORI THM | DENTI FI ER : : =
{ {scrypt-parans | DENTIFIED BY id-scrypt}, ... }
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7.1. ASN. 1 Modul e

For reference purposes,

modul e here

-- scrypt ASN. 1 Mdul e

scrypt-0 {1 3614 1 11591 4 10}

DEFI NI TIONS ::= BEG N
id-scrypt OBJECT IDENTIFIER ::= {1 3 6 14 1 11591 4 11}
scrypt-paranms ::= SEQUENCE {

salt OCTET STRI NG
cost Par anet er
bl ockSi ze | NTEGER (1.. MAX),
paral |l el i zati onPar anet er

scrypt PBKDF

August 2016

the ASN. 1 syntax is presented as an ASN. 1

| NTEGER (1..MAX),

PBES2- KDFs ALGCORI THM | DENTI FI ER : : =

{ {scrypt-parans | DENTIFI ED BY id-scrypt},

END

8. Test Vectors for Sal sa20/8 Core

Bel ow i s a sequence of octets that
for the Sal sa20/8 Core.
inserted for readability.
and output pair generated by the first scrypt test vector bel ow.

| NPUT:

7e 87 9a
ba ee 55
ee 24 f3
76 02 1d

OUTPUT:

a4 1f 85
04 4b 21
b4 39 31
e4 24 cc

Per ci val

21
5b
19
29

9c
81
68
10

Af
8c
df
09

66
az2
e3
2c

3e
61
9b
c7

08
fd
c9
91

& Josef sson

c9
cl
3d
48

cc
33
e6
74

86
b5
85
29

99
7d
bc
5c

| NTEGER (1..MAX),
keyLengt h | NTEGER (1..MAX) OPTI ONAL

illustrate input and output val ues

The octets are hex encoded and whitespace is

7c
0d
14
ed

3b
fd
fe
24

The val ue corresponds to the first

a9
f8
12
eb

81
7b
6b
ad

40
46
le
c6

ca
1c
c5
67

e6
11
4b
8d

cb
63
b7
3d

41
6d
5a
b8

02
96
a0
c7

71
cd
c5
b8

Oc
68
6d
61

I nf or mat i onal

8f

3b
aa
c2

ef
2f
96
8f

26
1d
32
5e

05
29
ba
81

i nput
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9. Test Vectors for scryptBl ockM x

scrypt PBKDF

Bel ow i s a sequence of octets that
for scryptBl ockM x
octets are hex encoded and whitespace is inserted for readability.
The val ue corresponds to the first

the first scrypt test vector bel ow.

| NPUT
B[O] =

Bl 1] =

OUTPUT
B [0]

B [1]

Per ci val

f7
77
89
09

89
cd
67
7f

= a4
04
b4
e4

= 20
21
7d
5d

& Josef sson

ce

f6
4f

49
98
d2
4d

1f

39
24

ed
07
3b
2a

0b
16
8f

01

91
43
7c
1c

85
21
31
cc

c9
7c
3d
22

65
db
48
84

44
80
51
ad

9c
81
68
10

75
fe
80
58

The test vector uses an r val ue of 1.

3d
bb
11
63

72
37
ce
6a

66
a2
e3
2c

32
5f

3b
77

2d
27
di
95

13
46
4a
52

08
fd
c9
91

38
8d
60
d5

72
a7
e8
74

bb
66
d5
3c

cc
33
e6
74

81
5f

e4
ed

a4
Oe
7b
f3

22
bb
fe
da

99
7d
bc
5c

a8
e2
ab
f5

10
82
cc
9a

6C
8f

ds
77

3b
fd
fe
24

05
bl
92
84

August 2016

illustrate input and output val ues

The

i nput and output pair generated by

8c

3b
e5

25
fc
29
Oe

81

6b
ad

40
a4
09
2c

f5
f3
d7
al

b5
b5
c9
67

ca
1c
c5
67

f6
16
96
b9

I nf or mat i onal

ab
ae
40
31

4d
bf
Ob
bc

cb
63
b7
3d

4c
8f
eb
f1

e9
2d
Oa
52

a8
40
50
ea

02
96
a0
c7

16
95
9b
4e

12
of
of
17

63
c2
ba
af

Oc

6d
61

2d
36
4d
ef

ff
6f
fd
bc

70
54
57
7e

e4d

dd
ad
29
d7

fb
b0
1b
89

05
29
ba
81

3c
b7
b6
25
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scrypt PBKDF

10. Test Vectors for scrypt ROM x

Bel ow i s a sequence of octets that
for scrypt ROM x

of 16.

August 2016

illustrate input and output val ues

The test vector uses an r value of 1 and an N val ue

The octets are hex encoded and whitespace is inserted for

readability.

pair generated by the first scrypt test vector bel ow

| NPUT:
B=1f7
77
89
09
89
cd
67
7f

ce

f6
4f
49
98
d2
4d

QUTPUT:

B =79
2c
ds
a0
ef
ac
ae
4e

Per ci val

cc
e3

b2
11
0b
12
90

Ob
16
8f
01
91
43
7c
1c

cl
dd
13
fa
42
9c
fd
87

The val ue corresponds to the first

65
db
48
84
44
80
51
ad

93
4a
67
bb
e6
f1l
44
cb

3d
bb
11
63
72
37
ce
6a

62
96
3b
a2
5d
be
38
33

& Josef sson

2d
27
dl
95
13
46
4a
52

ad
26
99
00
5a
2b
f2
39

72
a7
e8
74
bb
66
d5
3c

eb
e3
b0
ee
26
ff

03
6a

a4
Oe
7b
f3
22
bb
fe
da

ca
55

of
6f
ca
a0
68

10
82
cc
9a
6¢C
8f

ds
77

04
fa
d6
Oa
dd
30
e4
73

I nf or mat i onal

8c
04
3b
e5
25
fc
29
Oe

7f

fc
65
43
ca
0d
el
e8

f5
f3
d7
al
b5
b5
c9
67

0Ob
61
c3
dl
83
01
c4
fo

ab
ae
40
31
4d
bf
Ob
bc

70
98
57
9b
2c
ee
7e
d2

e9
2d
Oa
52
a8
40
50
ea

60
eb
60
57
eb
38
c3
53

12
of
of
17
63
c2
5a
af

4b
ea
1f

la
of

76
14
9a

ff

6f

fd
bc
70
54
57
Te

f6
2b
b4
9c
aa
19
86
4b

i nput and out put

dd
ad
29
d7
fb
b0
1b
89

b6
46
26
71
7c
c4
1f

8e
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11.

Test Vectors for PBKDF2 wi th HMAC- SHA- 256

August 2016

Bel ow i s a sequence of octets that illustrate input and output val ues
for PBKDF2- HVAC- SHA- 256. The octets are hex encoded and whitespace
is inserted for readability. The test vectors bel ow can be used to

verify the PBKDF2- HVAC- SHA- 256 [ RFC2898] functi on
salt strings are passed as sequences of ASClI

PBKDF2- HVAC- SHA- 256 ( P="passwd", S="salt",
c=1, dkLen=64) =

55 ac 04 6e 56 e3 08 9f ec 16 91 c2 25 44 b6

f9 41 85 21 6d de 04 65 e6 8b 9d 57 c2 0d ac

49 ca 9c cc f1 79 b6 45 99 16 64 b3 9d 77 ef

7c 71 b8 45 bl e3 Ob d5 09 11 20 41 d3 al 97

PBKDF2- HVAC- SHA- 256 ( P="Password", S="Nad ",
c=80000, dkLen=64) =

4d dc d8 f6 Ob 98 be 21 83 Oc ee 5e f2 27 01

64 la 44 18 dO 4c 04 14 ae ff 08 87 6b 34 ab

al d4 25 al 22 58 33 54 9a db 84 1b 51 c9 b3

6a 27 2b de bb al dO 78 47 8f 62 b3 97 f3 3c

Perci val & Josefsson I nf or mati ona

The password and

[ RFC20] octets.

05
bc
31
83

f9
56
17
8d
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12. Test Vectors for scrypt

PBKDF

August 2016

For reference purposes, we provide the followi ng test vectors for
scrypt, where the password and salt strings are passed as sequences

of ASCI| [RFC20] octets.

The paraneters to the scrypt function bel ow are,
password P (octet string), the salt S (octet string),
cost paraneter N, the bl ock size paraneter r,
dkLen. The out put

paraneter p, and the output size

and whitespace is inserted for readability.

scrypt (pP="", S="",

N=16, r=1, p=1, dklen=64)
77 d6 57 62 38 65 7b 20 3b 19 ca
f1 6b 48 44 e3 07 4a e8 df df fa
fc dO 06 9d ed 09 48 f8 32 6a 75
e8 d3 e0 fb 2e 0d 36 28 cf 35 e2

scrypt (P="password", S="Nad",

N=1024, r=8, p=16, dkLen=

fd ba be 1c 9d 34 72 00 78 56 e7
7c 6a d7 cb c8 23 78 30 e7 73 76
2e af 30 d9 2e 22 a3 88 6f f1 09
c7 27 af b9 4a 83 ee 6d 83 60 cb

42 cl 8a
3f ed e2
3a Of c8
Oc 38 d1

64) =

19 0d 01
63 4b 37
27 9d 98
df a2 cc

scrypt (P="pl easel etnein”, S="SodiuntChl ori

N=16384, r=8, p=1, dklLen=

70 23 bd cb 3a fd 73 48 46 1lc 06

64) =
cd 81 fd

fd a8 fb ba 90 4f 8e 3e a9 b5 43 f6 54 &d

d5 43 29 55 61 3f Of cf 62 d4 97
e6 le 85 dc 0d 65 1e 40 df cf 01

05 24 2a
7b 45 57

scrypt (P="pl easel etnmein", S="SodiuntChl ori
N=1048576, r=8, p=1, dkLen=64) =

21 01 cb 9b 6a 51 l1a ae ad db be
ec 56 8d 57 4a 2f fd 4d ab e5 ee
8e 56 fd 8f 4b a5 dO 9f fa 1c 6d
37 30 40 49 e8 a9 52 fb cb f4 5¢

09 cf 70
98 20 ad
92 7c 40
6f a7 7a

Perci val & Josefsson I nf or mati ona

04 97
14 42
1f 17
89 06

e9 fe
31 62
30 da
06 40

in order,
the CPU Menory
the parallelization
i s hex encoded

t he
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13.

14.

Test Vectors for PKCS#8

PKCS#8 [ RFC5208] and Asymmetric Key Packages [ RFC5958] encode
encrypted private-keys. Using PBES2 with scrypt as the KDF, the
following illustrates an exanpl e of a PKCS#8-encoded private-key.
The password is "Rabbit" (w thout the quotes) with N=1048576, r =8,
and p=1. The salt is "Muse" and the encryption algorithmused is
aes256-CBC. The derived key is: E2 77 EA 2C AC B2 3E DA-FC 03 9D 22
9B 79 DC 13 EC ED B6 01 D9 9B 18 2A-9F ED BA 1E 2B FB 4F 58.

M H MEOGCSqGS! b3DQEFDTBANMBSGCSs GAQQB2k ¢ ECz ASBAVND3Vz ZQ DEAAAAGE
AgEBVBOGOWCGSAF! AWQBKg QQy YnguHVs Onz GVPoy Obk/ JgSBkJb47EWSi Agdl yy
+ni 5f t d6gZgOPaLQCl L7mEZc2KQay0Vhj Zm 7 MbBUNbgOAXNVBOGe b Xx Vp6s HUAL
i BGY/ Dl s7B1TsWGObEOs SIMKEpuREUl 0Zj csSNVENXWPI LdZt k SH6uvwW ROPy G Z
+ZXf NodZt d/ voKl vLOw5B30pG FaLkbt LZQM G | 42AS891 Zg==

----- END ENCRYPTED PRI VATE KEY-- - - -

Security Considerations

Thi s docunent specifies a cryptographic algorithm and there is
always a risk that sonmeone will find a weakness in it. By follow ng
the cryptographic research area, you nay |earn of publications

rel evant to scrypt.

ROM x has been proven sequential menory-hard under the random oracle
model for the hash function. The security of scrypt relies on the
assunption that BlockM x with Sal sa20/ 8 Core does not exhibit any
"shortcuts" that would allowit to be iterated nore easily than a
random oracle. For other clains about the security properties, see
[ SCRYPT] .

Passwords and ot her sensitive data, such as internedi ate val ues, may
continue to be stored in nenory, core dunps, swap areas, etc., for a
long tine after the inplenentation has processed them This nmakes
attacks on the inplenmentation easier. Thus, inplenentation should
consider storing sensitive data in protected nenory areas. How to
achieve this is system dependent.

By nature and dependi ng on paraneters, running the scrypt algorithm
may require |arge anmounts of nmenory. Systens should protect against
a denial -of -service attack resulting fromattackers presenting
unreasonably | arge paraneters

Poor paraneter choices can be harnful for security; for exanple, if
you tune the paraneters so that nenory use is reduced to snall
anounts that will affect the properties of the algorithm

Percival & Josefsson I nf or mat i onal [ Page 14]
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