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Abst ract

Thi s docunent describes a procedure for when a Mlitary Message
Handl i ng System (MVHS) nessage i s conposed by one user and is only
rel eased to the mail transfer system when one or nore Authori zing
Users aut horize rel ease of the nessage by adding the

MVHS- Aut hori zi ng- Users header field. The resulting nessage can be
optionally signed by the sender and/or reviewer, allow ng recipients
to verify both the original signature (if any) and the review

si gnat ures

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i mpl ement ation or depl oynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7912

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1. Introduction

In sone secure environnments, enmil nessages can’'t be released to the
Message Transfer System (MIS); thus, they can't be delivered to

reci pients unless they are authorized by one or nore Authorizing
Users (e.g., Releasing Oficers or Release Authorities). This
docunent describes how this mechani smcan be realized by an
additional Internet Email [RFC5322] header field and optionally
protected using S/M Me [ RFC5750] [ RFC5751] or Domai nKeys Ildentified
Mail (DKIM [RFC6376] .

Thi s docunent describes a procedure for how an email nessage conposed
by one user can be released to the MIS when one or nore Authori zing
Users aut horize and optionally countersign the nessage. The MVHS-
Aut hori zi ng- Users header field (see Section 4) comunicates which
user(s) authorized the nessage. |If S/MME signhed, the resulting
message allows recipients to verify both the original (if any) and
counter signatures. The original S/MME signature generated by the
sender (if any) is unaffected by additional S/M ME review signatures.
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2.

3.

3.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The formal syntax uses the Augnented Backus-Naur Form ( ABNF)

[ RFC5234] notation, including the core rules defined in Appendi x B of
RFC 5234 [RFC5234]. Terms not defined in this docunment are taken
from[RFC5322].

Draft and Rel ease Procedure

.1. Term nol ogy

Drafter: Any enmmil user that conposes a nessage (Draft Message)
needi ng aut hori zation before it is released to its intended
recipients.

Aut hori zi ng User (also Rel easer or Authorizer): The mail box of a user
or a group of users that nust inspect and authorize the rel ease of a
Draft Message before it can be sent. An organization may require
nore than one Authorizing User to authorize the release of a Draft
Message.

2. Handling of Initial Message Subm ssion by the MSA

The original email nessage to be sent doesn’t include the MVHS-
Aut hori zi ng- Users header field. It may or may not include the
sender’s S/ M ME signature.

The nessage to be sent is first submtted over SMIP [ RFC6409]. The
specific nechanismfor howit arrives to the Authorizing User(s) is
not specified in this docunent. One possibility is for the Message
Submi ssion Agent (MSA) to redirect all email nessages not addressed
to Authorizing Users and not subnitted by Authorizing Users to a
preconfigured mail box(es) that can be accessed by Authorizing
User(s). Another possibility is for the MSAto redirect all emil
messages without the MVHS- Aut hori zi ng- Users header field and/or
corresponding S/MME review signatures to a preconfigured mail box(es)
that can be accessed by Authorizing User(s).

In order to prevent a malicious sender from bypassing or altering the
Draft and Rel ease procedure, the MSA MJUST check that the MVHS-

Aut hori zi ng- Users header field (if present) is syntactically valid,
contains the enmai|l addresses of entities authorized to act as

Aut hori zi ng Users, and, when review signatures are used, that every
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entity listed has one or nore matching review signature (or
signature) that is valid.

3. 3.

Revi ew by Aut hori zing User(s)

Each user agent (UA) that is used by an authorized user MJST perform
the followi ng steps (if there are multiple Authorizing Users, the
whol e sequence of steps below is repeated for each Authorizing User):

1.

Verify the origination of the message (From Sender header
fields). The exact nmechanismto do that is out of scope for this
docunent, but one exanple is by verifying the S/M ME si gnature,
maki ng sure that the signature protects all header fields (i.e.,
wr apped by nessage/rfc822, as described in Section 3.1 of

[ RFC5751]) and that it matches the sender of the nessage, as
described in [RFC5750]. Another exanple is by verifying a DKIM
signature [RFC6376] (added by the Drafter’s Mail User Agent (MJA)
or MBA) that covers the Froni Sender header fields.

Check if the message al ready contains the MVHS- Aut hori zi ng- User s
header field with the email address of the Authorizing User.
(This can happen, for exanple, if the emanil systemis

m sconfigured and thus contains a loop, or if a malicious sender
or attacker is trying to affect the authorization procedure.) |If
the message doesn’t contain the email address of the Authorizing
User in the MVHS-Aut horizing-Users header field, then go to the
next step. |If the MVHS-Authorizing-Users header field contains
the emai| address of the Authorizing User, verify the validity of
the header field (for exanple, by checking for the S/M M
signature/review signature or for the DKIM signature) and al so
verify that the email address associated with the signature

mat ches the email address of the Authorizing User. If the
validity of the MVHS-Aut hori zi ng- Users header field can be
verified, go to step 5 below. Oherw se, return the nessage to
the sender (bounce) or redirect the nessage to a designated abuse
mai | box.

Al'l ow the Authorizing User to review the content of the message.
Sone of the checks can be automated (for exanple, search for
keywords). (See Section 3.3.1 for additional considerations.)
If, based on the check, the Authorizing User is happy to rel ease
the nmessage to the MIS (or to the next Authorizing User, if
mul tiple authorizations are required), the UA SHOULD enabl e the
Aut hori zing User to protect additions to the MVHS- Aut hori zi ng-
Users header field, for exanple, by allowing the addition of the
S/IM ME review signature (if SSMME is used for protecting the
MVHS- Aut hori zi ng- Users header field. See Section 3.3.2 for nore
details). |If the Authorizing User wants to reject the nessage,
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3. 3.

3. 3.

Mel

it SHOULD be returned to the Drafter with an explanatory note or
it MAY be discarded. The Authorizing User can al so choose to
forward the nmessage to another Authorizing User for additional
approval or becone a new Drafter of the nessage. |If the

Aut hori zi ng User becones the new Drafter, its UA MJST strip any
existing emni|l addresses fromthe MVHS- Aut hori zi ng- Users header
field.

4. If there is an existing MVHS- Aut hori zi ng- Users header field
containing the emai|l address of the Authorizing User, skip this
step. Oherwise, insert a new MVHS- Aut hori zi ng- Users header
field (if absent) containing the enmail address of the Authorizing
User or append the email address of the Authorizing User to the
end of the existing MVHS- Aut hori zi ng- Users header fi el d.

5. The (possibly) updated enmail nessage is either released to the
MIS or to the next Authorizing User, as per enmil system
configuration. Note that if the Authorizing User updates the
message in a manner that invalidates existing SSMME or DKIM
signature(s), the Authorizing User beconmes the Drafter and needs
to reapply any protections.

1. Processing of Encrypted Messages

Any encrypted message sent in an environment where the Draft and

Rel ease procedure is in force also needs to be encrypted to all

Aut hori zing Users, so that they can performrevi ew of the nessage.
If a User Agent used by an Authorizing User can’'t decrypt the
message, it SHOULD notify the sender (which can be the Drafter or a
previ ous Aut horizing User) about the problem using a non-delivery
Delivery Status Notification (DSN) or through sonme other neans. The
ci phertext that cannot be decrypted by the Authorizing User MAY be
included in the notification to aid debugging. A possible reason not
to notify the sender is to avoid Denial -of-Service attacks, for
exanple, if an attacker discovers a way to inject fake nessages with
encryption that doesn’t validate in order to overflow the sender’s

| NBOX.

2. Authorizing S/M ME Signatures

If SIMME were not used, the Authorizing User can becone the original
signer of the nessage.

If a nessage is signed with nultiple signatures (for exanple, using
different cryptographic algorithns, as described in [RFC5752]), all
of the signatures that can be verified by an Authorizing User SHOULD
be signed with a review signature (authorizing signatures). A

reci pi ent of the nessage can consider any chain of review signatures
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that mat ches MVHS- Aut hori zi ng- Users header field values as valid,
only if all signatures in the chain are verified. Al of the
signatures that cannot be verified MJST be stripped by the

Aut hori zi ng User Agent.

When triple wapping [ RFC2634] is used, authorizing sighatures are
applied to the outer level, so that it can be verified by Message
Transfer Agents (MIAs) w thout the need to decrypt content.

3.4. Role of Other Messaging Agents at the Sender’s Donain
3.4.1. MDA at the Sender’s Donain

If a nessage being sent is to be delivered within the sender’s
domai n, Message Delivery Agents (MDAs) are responsible for ensuring
that the nmessage was properly authorized by Authorizing User(s), as
determned by the sender’s domain enail system configuration. They
verify the presence and validity of the MVHS- Aut hori zi ng- Users header
field in the nessage, as well as the validity of associated

si gnatures on the message.

Note that the above requirenents don't apply to direct delivery to
any user designated as an Authorizing User.

3.4.2. Border MIA at the Sender’s Donmin

The sender’s dommin border MIAs are responsible for ensuring that all
messages that | eave the sender’s domain were properly authorized by
the Authorizing User(s), as determned by the sender’s domain enail
system configuration. They verify the presence and validity of the
MVHS- Aut hori zi ng- Users header field in outgoing nmessages, as well as
the validity of associated signatures on the nessage.

4. MVHS- Aut hori zi ng- Users Header Field

The MVHS- Aut hori zi ng- Users header field specifies the |ist of
Aut hori zing Users (or entities(*)) that countersigned this emil
message (for exanple, using SSM M) before it was authorized for
rel ease to the MIS. Each user/entity is described by the emai
addr ess.

(*) Note that in sonme environnments, identities of Authorizing Users
are required to be hidden fromrecipients of email nessages; so, upon
recei pt, MVHS-Aut hori zi ng-Users mght contain an email address
associated with a group of possible users. Such email addresses need
to have signatures that don't disclose group nenbership.
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The MVHS- Aut hori zi ng- Users header field specified in this docunent
MUST NOT appear nore than once in nessage headers. An enail nessage
that contains multiple MVHS-Authorizing-Users is malforned. An agent
processing such a mal forned nessage SHOULD either return it to the
sender (if possible) or fix the nessage so that it contains only one
copy of the header field.

MVHS- Aut hori zi ng- Users = " MVHS- Aut hori zi ng- Users: "
mai | box-1ist CRLF

mai | box-1ist = <Defined in RFC 5322>
5. Updated M XER Mappi ng

This section provides an updated version of the M XER mappi ng
specified in [ RFC2156] for MVHS applicati ons.

5.1. Mapping from RFC 5322/ M ME to X. 400

In the absence of the MVHS- Aut hori zi ng-Users header field, the From
and Sender header fields are mapped to their X 400 equival ents as
specified in [ RFC2156] .

If the MVHS- Aut hori zi ng-Users header field is present:

1. If the Sender header field is present, it is mapped to
| PM5. Headi ng. ori gi nator; otherw se, the first From header field
address is mapped to | PVMS. Headi ng. ori gi nat or

2. Map the From header field address(es) and the MVHS- Aut hori zi ng-
Users header field address(es) to |IPMs. Headi ng. aut hori zi ng- users,
ski pping the first From header field address if it was mapped to
| PMS. Headi ng. ori gi nat or.

5.2. Mapping from X 400 to RFC 5322/ M ME

Mapping from X 400 to the Internet is controlled by whether or not a
particul ar message is considered a mlitary nmessage. A nessage is
considered a mlitary nessage (as defined by ACP 123 [ ACP123] and

al so specified in STANAG 4406 [ STANAG 4406]) if there are any MVHS
headi ng extensions present. Alternatively, this MAY be done by
configuration (i.e., all nessages can be considered mlitary
messages) .

For non-nmilitary messages, mapping from X 400 as specified in
[ RFC2156] is used.
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For mlitary nessages, the follow ng mapping is used:
1. | PMs. Heading.originator is mapped to the From header fi el d.

2. The | PVS. Headi ng. aut hori zi ng-users is mapped to the MVHS-
Aut hori zi ng- Users header field.

6. | ANA Consi derations
I ANA has added the MVHS- Aut hori zi ng- Users header field specified in
Section 4 to the "Provisional Message Header Field Nanes" registry,
defined by "Registration Procedures for Message Header Fiel ds"”
[ RFC3864]. The registration tenplate is as foll ows:
Header field name: MVHS- Aut hori zi ng- Users
Applicable protocol: mail ([RFC5322])
Status: provisiona
Aut hor/ Change control ler: Al exey Ml ni kov <al exey. nel ni kov@ sode. con
Speci fication docunment(s): RFC 7912
Rel at ed i nformati on:

7. Security Considerations
In sone nilitary environments, the identities of Authorizing Users
are required to be hidden fromrecipients of emnil nmessages. This
can be acconplished by using a group address for the MVHS-
Aut hori zing-Users. |In this way, the recipient will know that it was
rel eased by an Authorizing User in that group, but the recipient wll
not know which one of themtook the action
For those organizations that do not wi sh to disclose the Authorizing
Users’ group nenbership, care nmust also be taken to ensure that the
information included in the certificate used for signing emai

messages does not disclose individuals in the group

Further security considerations are described in subsections of this
secti on.
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7.

7.

8.

8.

1. Forged Header Fields

A malicious sender may add/change an MVHS- Aut hori zi ng- Users header
field to bypass or alter the nessage authorization procedure invoked
for nmessages with no MVHS- Aut hori zi ng- Users header field. For this
reason, it is inportant for agents and clients that rely on the
validity of the MVHS- Aut hori zi ng- Users header field to also verify
the review signature (or a simlar protection mechani sm that
confirns that a particular person or entity authorized rel ease of a
message.

2. Intentionally Ml formed Header Fields

It is possible for an attacker to add an MVHS- Aut hori zi ng- User s
header field that is extraordinarily large or otherwi se malforned in
an attenpt to discover or exploit weaknesses in the header field
parsing code. |Inplenentations MJST thoroughly verify all such header
fields received from MIAs and be robust against intentionally as well
as unintentionally nmal fornmed header fields.

Ref er ences
1. Normative References

[ ACP123] CCEB, "Common Messagi ng strategy and procedures”, ACP 123
(B), May 2009.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://wwv. rfc-editor.org/info/rfc2119>.

[ RFC2156] Kille, S., "M XER (M me Internet X 400 Enhanced Rel ay):
Mappi ng between X 400 and RFC 822/ M ME', RFC 2156,
DA 10. 17487/ RFC2156, January 1998,
<http://wwv. rfc-editor.org/info/rfc2156>.

[ RFC2634] Hoffman, P., Ed., "Enhanced Security Services for S/M ME",
RFC 2634, DA 10. 17487/ RFC2634, June 1999,
<http://www. rfc-editor.org/info/rfc2634>.

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DO 10.17487/ RFC5234, January 2008,
<http://ww. rfc-editor.org/info/rfc5234>.

Mel ni kov I nf or mat i onal [ Page 9]



RFC 7912 Message Aut horizing Header Field June 2016

[ RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322,

DA 10.17487/ RFC5322, Cctober 2008,
<http://ww.rfc-editor.org/info/rfc5322>.

[ RFC5750] Ransdell, B. and S. Turner, "Secure/Miltipurpose |Internet
Mai| Extensions (S/MME) Version 3.2 Certificate
Handl i ng", RFC 5750, DA 10.17487/ RFC5750, January 2010,
<http://ww.rfc-editor.org/info/rfc5750>.

[ RFC5751] Ransdell, B. and S. Turner, "Secure/Miltipurpose Internet
Mai | Extensions (S/M ME) Version 3.2 Message
Speci fication", RFC 5751, DO 10.17487/ RFC5751, January
2010, <http://www. rfc-editor.org/info/rfc5751>.

[ RFC6376] Crocker, D., Ed., Hansen, T., Ed., and M Kucherawy, Ed.,
"Domai nKeys ldentified Mail (DKIM Signatures", STD 76,
RFC 6376, DO 10. 17487/ RFC6376, Septenber 2011,
<http://ww. rfc-editor.org/info/rfc6376>.

[ RFC6409] GCellens, R and J. Kl ensin, "Message Subm ssion for Miil",
STD 72, RFC 6409, DO 10.17487/ RFC6409, Novenber 2011,
<http://ww. rfc-editor.org/info/rfc6409>.

8.2. Informative References

[ RFC3864] Klyne, G, Nottingham M, and J. Mgul, "Registration
Procedures for Message Header Fields", BCP 90, RFC 3864,
DO 10.17487/ RFC3864, Septenber 2004,
<http://ww. rfc-editor.org/info/rfc3864>.

[ RFC5752] Turner, S. and J. Schaad, "Multiple Signatures in

Crypt ographi c Message Syntax (CvB)", RFC 5752,
DA 10.17487/ RFC5752, January 2010,
<http://ww. rfc-editor.org/info/rfc5752>.

[ STANAG- 4406]

Mel ni kov

NATO, "STANAG 4406 Edition 2: Mlitary Message Handling
Systent, STANAG 4406 Ed. 2, March 2005.

I nf or mat i onal [ Page 10]



RFC 7912 Message Aut horizing Header Field June 2016

Acknowl edgenent s

Many thanks for reviews and text provided by Steve Kille, Jim Schaad,
Russ Housl ey, David Wlson, Chris Bonatti, and Sean Turner.

Some text in this document was copied from RFC 7001.

Aut hor’ s Addr ess

Al exey Mel ni kov
| sode Ltd
14 Castle Mews

Hanpton, M ddl esex TWL2 2NP
United Ki ngdom

Enmai | : Al exey. Mel ni kov@ sode. com

Mel ni kov I nf or mat i onal [ Page 11]






