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1. Introduction

Thi s docunent defines key managenent attributes used by the Nationa
Security Agency (NSA). The attributes can appear in asymetric
and/ or symmetric key packages as well as the Cryptographic Message
Syntax (CMB) content types that subsequently envel ope the key
packages

Thi s docunment contains definitions for new attributes as well as
previously defined attributes. References are provided to the
previously defined attributes; however, their definitions are

i ncluded herein for conveni ence.

CMVB allows for arbitrary nesting of content types. Attributes are

al so supported in various locations in content types and key
packages, which are thensel ves content types (see Section 1.1). An

i npl ementation that supports all of the possibilities would be
extrenely conplex. Instead of inplenmenting the full flexibility
supported by this docunent, sone devices may choose to support one or
more tenplates, which is a profile for a conbination of CVM5S content
type(s), key package, and attribute(s); see Section 19

1.1. Attribute Locations

There are a nunber of CMS content types that support attributes

Si gnedbDat a [ RFC5652], Envel opedDat a [ RFC5652], Encrypt edDat a

[ RFC5652], AuthenticatedData [ RFC5652], and Aut hEnvel opedDat a

[ RFC5083] as well as ContentWthAttributes [RFC4073]. There are al so
a nunber of other content types defined with CONTENT- TYPE [ RFC6268]
that support attributes including Asymretri cKeyPackage [ RFC5958] and
Synmet ri cKeyPackage [ RFC6031] .

CVB defines a nunmber of "protecting content types" -- SignedData

[ RFC5652], Envel opedData [ RFC5652], EncryptedData [ RFC5652],

Aut hent i cat edDat a [ RFC5652], and Aut hEnvel opedData [ RFC5083] -- that
provi de sone type of security service. There are also other CVB
content types -- Data [ RFC5652], ContentWthAttributes [ RFC4073], and
Content Col  ection [ RFC4073] -- that provide no security service.

There are also different kinds of attributes in these content types:
0 SignedData supports two kinds of attributes: signed and
unsigned attributes in the signedAttrs and unsignedAttrs
fields, respectively.
o0 Envel opedData and EncryptedData each support one ki nd of

attribute: unprotected attributes in the unprotectedAttrs
field.
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0 Aut hEnvel opedDat a supports two kinds of attributes:
aut henti cated and unauthenticated attributes in the authAttrs
and unauthAttrs fields, respectively. Both of these attributes
are also unprotected (i.e., they are not encrypted); therefore,
when referring to AuthEnvel opedData attributes, they are
aut hent i cat ed&unpr ot ect ed and unaut henti cat ed&unprotected. For
this specification, unauthenticated attributes MJST NOT be
i ncl uded.

0 AuthenticatedData supports two kinds of attributes:
aut henti cated and unaut henticated attributes in the authAttrs
and unauthAttrs fields, respectively. For this specification,
unaut henti cated attributes MJST NOT be i ncluded.

0 ContentWthAttributes supports one kind of attribute: content
attributes in the attrs field.

o Asymretri cKeyPackage supports one kind of attribute: asymretric
key attributes in the attributes field. |If an attribute
appears as part of an asymmetric key package, it SHOULD appear
in the attributes field of the Asymmetri cKeyPackage.

o0 SymmetricKeyPackage supports two kinds of attributes: symretric
key and synmmetric key package attributes in the sKeyAttrs and
sKeyPkgAttrs fields, respectively. Note that [RFC6031]
prohibits the same attribute from appearing in both |ocations
in the sane Symmetri cKeyPackage.

Note that this specification updates the follow ng information object
sets SignedAttributesSet, UnsignedAttri butes,

Unpr ot ect edEnvAttri butes, UnprotectedEncAttributes, AuthAttributeSet,
Unaut hAtt ri but eSet, Aut hEnvDataAttri buteSet,

Unaut hEnvDat aAttri buteSet, and Content Attri buteSet from [ RFC6268] as
wel |l as OneAsymmetri cKeyAttributes from [ RFC5958], SKeyPkgAttri butes
from[RFC6031], and SKeyAttributes from|[RFC6031] to constrain the
perm ssible locations for attributes. See Appendix A for the ASN. 1
for the informati on object sets.

1.2. ASN. 1 Notation

The attributes defined in this docunent use 2002 ASN. 1 [ X. 680]
[X. 681] [X. 682] [X. 683]. The attributes MJUST be DER [ X. 690] encoded.

Each of the attributes has a single attribute value instance in the
val ues set. Even though the syntax is defined as a set, there MJST
be exactly one instance of AttributeValue present. Further, the

Si gnedAttributes, UnsignedAttributes, UnprotectedAttributes,

Aut hAttri butes, and UnauthAttributes are also defined as a set, and
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this set MUST include only one instance of any particular type of
attribute. That is, any object identifier appearing in AttributeType
MJST only appear one tine in the set of attributes.

Si gnedDat a, Envel opedData, EncryptedData, AuthenticatedData,

Aut hEnvel opedData, and ContentWthAttri butes were originally defined
using the 1988 version of ASN. 1. These definitions were updated to
the 2008 version of ASN. 1 by [ RFC6268]. None of the new 2008 ASN. 1
tokens are used; this allows 2002 conpilers to conpile 2008 ASN. 1.
Asymmet ri cKeyPackage and Symmetri cKeyPackage are defined using the
2002 ASN. 1.

[ RFC5652] and [ RFC2634] define generally useful attributes for CMV5
usi ng the 1988 version of ASN. 1. These definitions were updated to
the 2008 version of ASN. 1 by [ RFC6268] and the 2002 version of ASN. 1
by [ RFC5911], respectively. [RFC4108] and [ RFC6019] al so defined
attributes using the 1988 version of ASN. 1, which this docunment uses.
Both were updated by [RFC5911] to the 2002 ASN. 1. Refer to

[ RFC2634], [RFCA4108], [RFC5652], and [RFC6019] for the attribute's
semantics, but refer to [ RFC5911] or [RFC6268] for the attribute’'s
ASN. 1 synt ax.

1.3. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

Attribute Scope: The scope of an attribute is the conpilation of
keying material to which the attribute value is assigned. The scope
of each attribute is determned by its placenment within the key
package or content collection. See Section 31

SIR Source Internediary Receiver is a nodel with three entities:

0 A source initiates the delivery of a key to one or nore

receivers. It may wap or encrypt the key for delivery. This
is expected to be the common case, since a cleartext key is
vul nerabl e to exposure and conpromse. |If the sender is to

encrypt the key for delivery, it nust know how to encrypt the
key so that the receiver(s) can decrypt it. A sender nay al so
carry out any of the functions of an internediary.

* The original key package creators are sonetinmes referred to
as key source authorities. These entities create the
symmetric and/ or asymretric key package and apply the
initial CVM5 protecting layer, which is normally a SignedData
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but sonmetimes an AuthenticatedData. This initial CMS
protecting layer is maintained through any intermediary for
the receivers of the key package to ensure that receivers
can validate the key source authority.

0 An intermediary does not have access to the cleartext key. An
i ntermedi ary may perform source authentication on key packages
and may append or renmpove managenent information related to the
package. 1t may encapsul ate the encrypted key packages in
| arger packages that contain other user data destined for |ater
i ntermedi aries or receivers

0 A receiver has access to the cleartext key. If the received key
package is encrypted, it can unwap or decrypt the encrypted
key to obtain the cleartext key. A receiver may be the fina
destination of the cryptographic product. An elenment that acts
as a receiver and is not the final destination of the key
package may al so act as a sender or as an internmediary. After
receiving a key, a receiver nmay encrypt the received key for
| ocal storage.

NOTE: As noted in Section 1, a receiver can be tailored to support a
particul ar conbi nation of CM5 content type(s), key package, and
attribute(s) resulting in |less-conplex inplenentations. Al of these
tailored receivers can be supported by a common key nanagenent
infrastructure that uses this specification; this also can yield
efficiencies in generation and provisioning. Senders and

intermedi aries that have to understand nmultiple tailored receivers
get the efficiency of a common specification | anguage and nodul ar

i npl ementation, as opposed to needi ng stove-pi ped processing for each
different receiver.

2. CMs-Defined Attributes
The followi ng attributes are defined for [RFC5652]:

0 content-type [RFC5652] [RFC5911] [RFC6268] uniquely specifies
the CM5 content type. This attribute MJST be included as a
si gned, authenticated, or authenticated&unprotected attribute.

0 nessage-di gest [RFC5652] [RFC5911] [ RFC6268] is the nessage
di gest of the encapsul ated content cal cul ated using the
signer’s nessage digest algorithm As specified in [ RFC5652],
it must be included as a signed attribute and an authenti cated
attribute; as specified in [ RFC5652], it must not be an
unsigned attribute, unauthenticated attribute, or unprotected
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attribute; as specified in [ RFC5083], it should not be included
as an aut henticated&unprotected attribute in Aut hEnvel opedDat a.
This attribute MIUST NOT be included el sewhere.

0 content-hints [ RFC2634] [ RFC5911] [RFC6268] identifies the
i nnermost content when nultiple layers of encapsul ati on have
been applied. Every instance of SignedData, AuthenticatedData,
and Aut hEnvel opedData that does not directly encapsul ate a
Synmet ri cKeyPackage, an Asymetri cKeyPackage, or an
Encrypt edKeyPackage [ RFC6032] MJST include this attribute.

3. Community ldentifiers

The community-identifiers attribute, defined in [ RFC4108] and

[ RFC5911], lists the conmmunities that are authorized recipients of
the signed content. It can appear as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute. This attribute MJST
be supported.

The 2002 ASN. 1 syntax for the community-identifiers attribute is
i ncluded for convenience:

aa-comunityldentifiers ATTRI BUTE ::= {
TYPE Communi tyl dentifiers
| DENTI FI ED BY i d-aa-comunityldentifiers }

i d-aa-comunityldentifiers OBJECT I DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(16) aa(2) 40 }

Conmunityldentifiers ::= SEQUENCE OF Communityldentifier
Conmuni tyldentifier ::= CHO CE {

communi tyO D OBJECT | DENTI FI ER
hwibdul eLi st Har dwar eModul es }

Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI FI ER,
hwSeri al Entries SEQUENCE OF HardwareSeri al Entry }
Har dwar eSeri al Entry ::= CHO CE {
al | NULL,

singl e OCTET STRI NG
bl ock SEQUENCE {
| ow OCTET STRI NG,
hi gh OCTET STRING } }

Consult [RFC4108] for the attribute’ s semantics.
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4. Key Province Attribute

The key-province-v2 attribute identifies the scope, range, or
jurisdiction in which the key is to be used. The key-province-v2
attribute MJST be present as a signed attribute or an authenticated
attribute in the innernbst CMS protection content type that provides
aut hentication (i.e., SignedData, AuthEnvel opedData, or

Aut hent i cat edDat a) and encapsul ates a symmetric key package or an
asymetric key package.

The key-province attribute has the followi ng syntax:
aa- keyProvi nce-v2 ATTRI BUTE :: = {
TYPE KeyProvi nceV2
| DENTI FI ED BY i d- aa- KP- keyPr ovi nceV2 }
i d- aa- KP- keyProvi nceV2 OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 71}
KeyProvi nceV2 ::= OBJECT | DENTI FI ER
5. Binary Signing Tine
The binary-signing-tinme attribute, defined in [ RFC6019] and
[ RFC6268], specifies the time at which the signature or the Message
Aut henti cati on Code (MAC) was applied to the encapsul ated content.
It can appear as a signed, authenticated, or
aut henti cat ed&unprotected attribute.
The 2002 ASN.1 syntax is included for conveni ence:
aa- bi narySi gni ngTi me ATTRI BUTE :: = {
TYPE Bi narySi gni ngTi nme
| DENTI FI ED BY i d- aa- bi narySi gni ngTi ne }
i d- aa- bi narySi gni ngTi me OBJECT | DENTI FIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smnme(16) aa(2) 46 }
Bi narySi gningTine ::= BinaryTine
Bi naryTine ::= I NTEGER (0.. MAX)

Consult [RFC6019] for the binary-signing-tine attribute’s semantics.
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6.

Mani f est

The manifest attribute lists the short titles of all the Transm ssion
Security Nonenclature (TSEC- Nonencl ature) attributes frominner key
packages. It MJST only appear as an outernost signed, authenticated,
or authenticated&unprotected attribute. |If a short title is repeated
in inner packages, it need only appear once in the nanifest
attribute. The manifest attribute MJUST NOT appear in the sane |evel
as the TSEC Nonencl ature from Section 10.

The nmanifest attribute has the foll ow ng syntax:
aa- mani fest ATTRI BUTE :: = {
TYPE Mani f est
| DENTI FI ED BY i d- aa- KP- mani f est }

i d- aa- KP- mani fest OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(l)
gov(101) dod(2) infosec(l) attributes(5) 72 }

Mani fest ::= SEQUENCE SIZE (1..MAX) OF ShortTitle

Key Al gorithm

The key-algorithmattribute indirectly specifies the size and fornat
of the keying material in the skey field of a symretric key package,

which is defined in [RFC6031]. It can appear as a symetric key,
symmetri c key package, signed, authenticated,
aut henti cat ed&unprotected, or content attribute. |If this attribute

appears as a signed attribute, then all of the keying material within
the SignedData content MJST be associated with the sane al gorithm

If this attribute appears as an authenticated or

aut henti cat ed&unprotected attribute, then all of the keying material
within the AuthenticatedData or AuthEnvel opedData content type MJUST
be associated with the sane algorithm |If this attribute appears as
a content attribute, then all of the keying material within the

coll ection MIST be associated with the same algorithm If both the
key-w ap-al gorithm (Section 24) and key-algorithmattributes apply to
an sKey, then the key-algorithmattribute refers to the decrypted

val ue of sKey rather than to the content of sKey itself. This
attribute MJST be supported.

The key-algorithmattribute has the foll owi ng syntax:
aa- keyAl gorithm ATTRI BUTE :: = {

TYPE KeyAl gorithm
| DENTI FI ED BY i d- knma- keyAl gorithm}
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i d- kma- keyAl gorithm OBJECT | DENTI FIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l)
gov(101) dod(2) infosec(l) keying-material-attributes(13) 1 }

KeyAl gorithm ::= SEQUENCE ({

keyAl g OBJECT | DENTI FI ER,
checkWordAl g [1] OBJECT | DENTI FI ER OPTI ONAL,
crcAl g [2] OBJECT I DENTI FI ER OPTI ONAL }

The fields in the key-algorithmattribute have the follow ng
semanti cs:

0 keyAl g specifies the size and format of the keying materi al

o If the particular key format supports nore than one check-word
al gorithm then the OPTI ONAL checkWordAl g identifier indicates
whi ch check-word al gorithmwas used to generate the check word
that is present. |f the check-word algorithmis inplied by the
key algorithm then the checkWrdAl g field SHOULD be onitted.

o If the particular key format supports more than one Cyclic
Redundancy Check (CRC) algorithm then the OPTIONAL crcAlg
identifier indicates which CRC algorithmwas used to generate
the value that is present. |If the CRC algorithmis inplied by
the key algorithm then the crcAlg field SHOULD be onitted.

The keyAl g identifier, the checkWordAl g identifier, and the crcAlg
identifier are object identifiers. The use of an object identifier
acconmodat es any al gorithmfromany registry.

The format of the keying material in the skey field of a symmetric

key package will not match this attribute if the keying material is
split (see Section 18 for a discussion of the split-identifier
attribute). |In this situation, this attribute identifies the fornmat

of the keying material once the two splits are conbi ned.

Due to multiple Iayers of encapsul ation or the use of content
collections, the key-algorithmattribute can appear in nore than one
|l ocation in the overall key package. When there are multiple
occurrences of the key-algorithmattribute within the sane scope, the
keyAlg field MUST match in all instances. The OPTI ONAL checkWrdAl g
and crcAlg fields can be omitted in the key-algorithmattribute when
it appears as a signed, authenticated, authenticated&unprotected, or
content attribute. However, if these optional fields are present,
they MUST al so match the other occurrences within the same scope.
Recei vers MUST reject any key package that fails these consistency
checks.

Timel, et al. I nf or mat i onal [ Page 10]



RFC 7906 NSA' s CVB Key Management Attri butes June 2016

8.

User Certificate

The user-certificate attribute specifies the type, format, and val ue
of an X. 509 certificate and is used in asymetric key package’s
attributes field. This attribute can appear as an asymetric key
attribute. This attribute MJUST NOT appear in an asymetric key
package attributes field that includes the other-certificate-formats
attribute. Symretric key packages do not contain any certificates,
so the user-certificate attribute MIST NOT appear in a symetric key
package. The user-certificate attribute MUST NOT appear as a signed,
aut henti cated, authenticated&nprotected, or content attribute. This
attribute MJST be supported.

The syntax is taken from [ X 509] but redefined using the ATTRI BUTE
CLASS from [ RFC5912]. The user-certificate attribute has the
fol |l owi ng synt ax:

aa-userCertificate ATTRIBUTE :: = {
TYPE Certificate
EQUALI TY MATCHI NG RULE certifi cat eExact Mat ch
| DENTI FI ED BY id-at-userCertificate }

id-at-userCertificate OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) ds(5) attributes(4) 36 }

Since the user-certificate attribute MJST NOT appear as a signed,
aut henti cat ed, authenticated&unprotected, or content attribute, an
asymmetric key package cannot include nultiple occurrences of the
user-certificate attribute within the sane scope. Receivers MJST
reject any asymetric key package in which the user-certificate
attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute.

Key Package Receivers

The key-package-receivers-v2 attribute indicates the intended

audi ence for the key package. The key-package-receivers-v2 attribute
is not intended for access control decisions; rather, internediate
systens may use this attribute to nmake routing and rel ayi ng
decisions. |If the receiver is not listed, it will not be able to
decrypt the package; therefore, the receiver SHOULD reject the key
package if the key-package-receivers-v2 attribute is present and they
are not listed as an intended receiver. The key-package-receivers-v2
attribute can be used as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute. |If the key-package-
receivers-v2 attribute is associated with a collection, then the
naned receivers MJST be able to receive all of the key packages
within the collection. This attribute MJST be support ed.

Timel, et al. I nf or mat i onal [ Page 11]



RFC 7906 NSA' s CVB Key Management Attri butes June 2016

The key-package-receivers-v2 attribute has the foll ow ng syntax:

aa- keyPackageRecei vers-v2 ATTRI BUTE :: = {
TYPE KeyPkgRecei ver sV2
| DENTI FI ED BY i d- kna- keyPkgRecei versV2 }

i d- kma- keyPkgRecei ver sV2 OBJECT | DENTI FI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 16 }

KeyPkgRecei versV2 ::= SEQUENCE SI ZE (1..MAX) OF KeyPkgRecei ver

KeyPkgRecei ver ::= CHO CE {
sirEntity [O0] SIREntityNane,
community [1] Communityldentifier }

The key-package-receivers-v2 attribute contains a list of receiver
identifiers. The receiver identifier is either a SIREntityNanme

[ RFC7191] or a Comunityldentifier (see Section 3). The
SIREntityName syntax does not inpose any particular structure on the
receiver identifier, but it does require registration of receiver
identifier types. The naneType ensures that two receiver identifiers
of different types that contain the same val ues are not interpreted
as equivalent. Nanme types are expected to be defined that represent
several different granularities. For exanple, one nane type wll
represent the receiver organization. At a finer granularity, the
nane type will identify a specific cryptographic device, perhaps
usi ng a manufacturer identifier and serial nunber.

If a receiver does not recognize a particular nanmeType or a comunity
identifier, then keying material within the scope of the unrecognized
naneType or comunity identifier MJUST NOT be used in any nanner.
However, the receiver need not discard the associ ated key package.

Si nce many cryptographi c devices are programmable, a different
firmvare | oad may recogni ze the naneType. Likew se, a change in the
configuration nmay lead to the recognition of a previously
unrecogni zed conmunity identifier. Therefore, the receiver may
retain the key package, but refuse to use it for anything with a
firmvare | oad that does not recognize the naneType or a configuration
that does not recognize the community identifier

Whenever a key package is saved for later processing due to an
unrecogni zed naneType or comunity identifier, subsequent processing
MUST NOT rely on any checks that were made the first tinme the key
package processing was attenpted. That is, the subsequent processing
MUST include the full conplenent of checks. Further, a receipt for

t he packages MUST NOT be generated unless all of these checks are
successful ly conpl et ed.

Timel, et al. I nf or mat i onal [ Page 12]



RFC 7906 NSA' s CVB Key Management Attri butes June 2016

Due to multiple layers of encapsul ation or the use of content

col l ections, the key-package-receivers-v2 attribute can appear in
nmore than one location in the overall key package. Wen that
happens, each occurrence is eval uated i ndependently.

In a content collection, each nenber of the collection mght contain
its own signed, authenticated, authenticated&unprotected, or content
attribute that includes a key-package-receivers-v2 attribute. In
this situation, each nenber of the collection is eval uated
separately, and any nmenber that includes an acceptable receiver
SHOULD be retained. Oher nmenbers can be rejected or retained for

| ater processing with a different firmware | oad.

10. TSEC Nonencl ature

The Tel econmuni cati ons Security Nomencl ature (TSEC- Nonencl at ure)
attribute provides the nane for a piece of keying material, which
al ways includes a printable string called a "short title" (see

bel ow). The TSEC- Nomencl ature attribute al so contains other
identifiers when the shortTitle is insufficient to uniquely nane a

particul ar piece of keying material. This attribute can appear as a
symmetric key, symmetric key package, asymmetric key, signed,
aut henti cated, authenticated&nprotected, or content attribute. |If

this attribute appears in the sKeyAttrs field, the editionlD
registerI D, and segnmentID attribute fields MJUST NOT be ranges. |If
this attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute, all of the keying
material within the associ ated content MJUST have the sane shortTitle,
and the attribute value MJST contain only a shortTitle. That is,
when this attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute, all of the optiona
fields MIST be absent. |If this attribute is associated with a
collection, all of the keying material within the collection MJST
have the same shortTitle; however, the editionl D, registerlD, and
segnmentID will be different for each key package in the coll ection.
This attribute MJUST be support ed.

The TSEC- Nonencl ature attribute has the foll owi ng syntax:
aa-t secNonencl ature ATTRIBUTE :: = {
TYPE TSECNomencl ature
| DENTI FI ED BY i d- knma- TSECNonencl ature }
i d- kma- TSECNomencl at ure OBJECT | DENTI FIER :: = {

joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) keying-material-attributes(13) 3}
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TSECNonencl ature :: = SEQUENCE ({
shortTitle ShortTitle,
editionlD Editionl D OPTI ONAL,
registerl D Registerl D OPTI ONAL,
segnent I D Segnent| D OPTI ONAL }

ShortTitle ::= PrintableString
Editionl D ::= CHO CE {
char CHO CE {
charEdition [1] CharEdition,
charEdi ti onRange [2] CharEditionRange }
num CHO CE {
nunEdi ti on [3] NumEditi on,
nunEdi ti onRange [4] NunEditionRange } }
CharEdition ::= PrintableString
Char Edi ti onRange ::= SEQUENCE {

firstCharEdition CharEdition,
| ast Char Edi ti on CharEdition }

NunEdition ::= I NTEGER (0..308915776)

NunEdi ti onRange :: = SEQUENCE ({
firstNunEditi on NunEdition,
| ast NunEdi tion NunEdi tion }

Regi sterI D ::= CHO CE {
register [5] Register,
regi sterRange [6] Regi sterRange }

Regi ster ::= I NTEGER (0. .2147483647)

Regi st er Range ::= SEQUENCE {
firstRegi ster Register,
| ast Regi st er Regi ster }

Segnment | D ::= CHO CE {
segnment Nunber [7] Segnent Nunber,
segnment Range [ 8] Segnent Range }
Segnent Nunber ::= I NTEGER (1..127)
Segment Range :: = SEQUENCE ({

firstSegnent Segnent Nunber,
| ast Segnent Segnent Nunber }
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The fields in the TSEC Nonencl ature attribute have the follow ng
semanti cs:

0 The shortTitle consists of up to 32 al phanuneric characters.
shortTitl e processing always uses the value inits entirety.

0 The editionlIDis OPTIONAL, and the editionldentifier is used to
di stinguish accountable itens. The editionlD consists of
ei ther six al phanunmeric characters or an integer. Wen
present, the editionIDis either a single value or a range.
The integer encoding should be used when it is inportant to
keep key package size to a m ni num

0 The registerIDis OPTIONAL. For electronic keying material,
the registerIDis usually omtted. The registerlIDis an
accounting nunber assigned to identify Conmmunications Security
(COVBEC) material. The registerlDis either a single value or
a range.

0 The segmentI D is OPTIONAL, and it distinguishes the individua
symretric keys delivered in one edition. A unique
segnment Nunber is assigned to each key in an edition. The
segnment Nunber is set to one for the first itemin each edition,
and it is incremented by one for each additional itemwthin
that edition. The segnmentlD is either a single value or a
range.

The order that the keying material will appear in the key package is
illustrated by the follow ng exanpl e: a cryptographic device may
require fresh keying material every day, an edition represents the
keying material for a single nonth, and the segnents represent the
keying material for a day within that nonth. Consider a key package
that contains the keying material for July and August; it wll
contain keying material for 62 days. The keying material will appear
inthe following order: Edition 1, Segnent 1; Edition 1, Segnent 2;
Edition 1, Segnent 3; ...; Edition 1, Segnent 31; Edition 2,

Segnment 1; Edition 2, Segnent 2; Edition 2, Segnment 3; ...;

Edition 2, Segment 31.

Due to nmultiple layers of encapsul ation or the use of content

coll ections, the TSEC-Nonencl ature attribute can appear in nore than
one location in the overall key package. When there are nultiple
occurrences of the TSEC-Normencl ature attribute within the same scope,
the shortTitle field MIUST match in all instances. Receivers MJST
reject any key package that fails these consistency checks.
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When the manifest attribute from Section 6 is included in an outer
|l ayer, the ShortTitle field values present in TSEC- Normencl ature
attributes MJST be one of the values in the manifest attribute.
Recei vers MUST reject any key package that fails this consistency
check.

11. Key Purpose

The key-purpose attribute specifies the intended purpose of the key

material. |t can appear as a symetric key, symmetric key package,
asymmetric key, signed, authenticated, authenticated&unprotected, or
content attribute. |If the key-purpose attribute appears as a signed,

aut henti cated, authenticated&nprotected, or content attribute, then
all of the keying material within the associated content MJST have
the sane key purpose val ue.

The key-purpose attribute has the foll ow ng syntax:

aa- keyPur pose ATTRI BUTE :: = {
TYPE KeyPur pose
| DENTI FI ED BY i d- knma- keyPur pose }

i d- kma- keyPur pose OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 13 }

KeyPur pose ::= ENUMERATED ({
n-a (0), -- Not Applicable
A (65), -- QOperational
B (66), -- Conpatible Miltiple Key
L (76), -- Logistics Comnbinations
M (77), -- Mai nt enance
R (82), -- Reference
S (83), -- Sanpl e
T (84), -- Training
\% (86), -- Devel opnent al
X (88), -- Exercise
z (90), -- "On the Air" Testing
-- Expect additional key purpose values -- }

Due to nmultiple layers of encapsul ation or the use of content

coll ections, the key-purpose attribute can appear in nore than one
location in the overall key package. When there are nmultiple
occurrences of the key-purpose attribute within the same scope, all
fields within the attribute MJST contain exactly the sane val ues.
Recei vers MUST reject any key package that fails these consistency
checks.
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12. Key Use

The key-use attribute specifies the intended use of the key material.
It can appear as a symmetric key, symretric key package, asynmetric,
si gned, authenticated, authenticated&unprotected, or content
attribute. |If the key-use attribute appears as a signed,

aut henti cat ed, authenticated&unprotected, or content attribute, then
all of the keying material within the associated content MJST have
the sanme key use val ue.

The key-use attribute has the foll owi ng syntax:

aa- key-Use ATTRIBUTE ::= {
TYPE KeyUse
| DENTI FI ED BY i d- kma- keyUse }

i d- kma- keyUse OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 14 }

KeyUse ::= ENUVERATED {
n-a (0), -- Not applicable
ffk (1), -- FI REFLY/ CROSSTALK Key (Basic Fornmat)
kek (2), -- Key Encryption Key
kpk (3), -- Key Production Key
nmsk (4), -- Message Sighature Key
gkek (9), -- QUADRANT Key Encryption Key
t ek (6), -- Traffic Encryption Key
t sk (7), -- Transm ssion Security Key
trkek (8), -- Transfer Key Encryption Key
nf k (9), -- Netted FIREFLY Key
effk (10), -- FIREFLY Key (Enhanced Format)
ebfk (11), -- FIREFLY Key (Enhanceabl e Basi c Format)
aek (12), -- Algorithm Encryption Key
wod (13), -- Word of Day
kesk (246), -- Key Establishment Key
eik (247), -- Entity ldentification Key
ask (248), -- Authority Signature Key
knmk (249), -- Key Modifier Key
rsk (250), -- Revocation Signature Key
csk (251), -- Certificate Signature Key
sak (252), -- Symmetric Authentication Key
rgk (253), -- Random Generation Key
cek (254), -- Certificate Encryption Key
exk (255), -- Excl usi on Key
... -- Expect additional key use values -- }
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The val ues for the key-use attribute have the foll owi ng semanti cs:

o ffk: A FIREFLY/ CROSSTALK key is used to establish a Key
Est abl i shnent Key (KEK) or a Transm ssion Encryption Key (TEK)
between two parties. The KEK or TEK generated fromthe
exchange is used with a symmetric encryption algorithm This
key use value is associated with keys in the basic format.

0 kek: A Key Encryption Key is used to encrypt or decrypt other
keys for transm ssion or storage.

o kpk: A Key Production Key is used to initialize a keystream
generator for the production of other electronically generated
keys.

o nek: A Message Signature Key is used in a digital signature
process that operates on a nessage to assure nmessage source
aut henti cation, nessage integrity, and non-repudiation.

o qgkek: QUADRANT Key Encryption Key is one part of a tanper-
resi stance sol ution.

o tek: A Traffic Encryption Key is used to encrypt plaintext, to
superencrypt previously encrypted data, and/or to decrypt
ci phertext.

o tsk: A Transm ssion Security Key is used to protect
transm ssions frominterception and exploitation by nmeans other
than cryptanal ysi s.

o trkek: Transfer Key Encryption Key. The keys used to protect
communi cations with an intermediary.

o nfk: A Netted FIREFLY Key is a FIREFLY key that has an edition
nunber associated with it. Wen rekeyed, it is increnented,
preventing conmmuni cations with FI REFLY key of previous
editions. This edition nunber is maintained within a universa
edi tion.

o effk: Enhanced FIREFLY Key is used to establish a KEK or a TEK
between two parties. The KEK or TEK generated from an exchange
is used with a symmetric encryption algorithm This key use
val ue is associated with keys in the enhanced fornmat.
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o ebfk: Enhanceabl e Basic FIREFLY Key is used to establish a KEK
or a TEK between two parties. The KEK or TEK generated from an
exchange is used with a symmetric encryption algorithm This
key use value is associated with keys in the enhanceabl e basic
format.

0 aek: An AlgorithmEncryption Key is used to encrypt or decrypt
an algorithminplenmentation as well as other functionality in
the i npl ement ati on.

0o wod: A key used to generate the Wrd of the Day (WOD).

0 kesk: A Key Establishnment Key is an asynmetric key set (e.g.,
public/private/ paranmeters) used to enable the establishment of
symretric key(s) between entities.

0 eik: An Entity ldentification Key is an asymretric key set
(e.g., public/privatel/ parameters) used to identify one entity
to another for access control and other sinilar purposes.

0 ask: An Authority Signature Key is an asymmetric key set (e.g.,
public/private/ paraneters) used by designated authorities to
sign objects such as Trust Anchor Managenent Protocol (TAMP)
messages and firmare packages.

o knk: A Key Mddifier Key is a symmetric key used to nodify the
results of the process that forns a symetric key froma public
key exchange process.

o rsk: A Revocation Signature Key is an asymmetric key set (e.g.,
public/private/ paranmeters) used to sign and authenticate
revocation lists and conprom sed key lists.

0 csk: A Certificate Signature Key is an asymretric key set
(e.g., public/privatel/paranmeters) used to sign and authenticate
public key certificates.

0 sak: A Symmetric Authentication Key is used in a MAC al gorithm
to provide nessage integrity. Differs froma Message Signature
Key inthat it is symmetric key material and it does not
provi de source authentication or non-repudiation.

o rgk: Random Generation Key is a key used to seed a
determ ni sti c pseudorandom nunber gener at or.

o0 cek: A Certificate Encryption Key is used to encrypt public key
certificates to support privacy.
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13.

14.

0 exk: An Exclusion Key is a symretric key used to
crypt ographically subdivide a single |arge security domain into
smal | er segregated domai ns.

Due to nmultiple |ayers of encapsul ation or the use of content

coll ections, the key-use attribute can appear in nore than one
location in the overall key package. When there are nmultiple
occurrences of the key-use attribute within the same scope, all
fields within the attribute MJST contain exactly the sane val ues.
Recei vers MUST reject any key package that fails these consistency
checks.

Transport Key

The transport-key attribute identifies whether an asymetric key is a
transport key or an operational key (i.e., whether or not the key can
be used as is). It can appear as an asymetric key, signed,

aut henti cated, authenticated&nprotected, or content attribute. |If
the transport-key attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute, then all of the
keying material within the associated content MJST have the sane
operational /transport key materi al

aa-transport Key ATTRIBUTE :: = {
TYPE TransQp
| DENTI FI ED BY i d-knma-transport Key }

i d-kma-transport Key OBJECT | DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-nmaterial-attributes(13) 15 }

TransQp ::= ENUMERATED {
transport (1),
operational (2) }

Due to multiple layers of encapsul ation or the use of content
collections, the transport-key attribute can appear in nore than one
|l ocation in the overall key package. Wen there are multiple
occurrences of the transport-key attribute within the sane scope, all
fields within the attribute MJST contain exactly the sane val ues.
Receivers MUST reject any key package that fails these consistency
checks.

Key Distribution Period
The key-distribution-period attribute indicates the period of tine

that the keying material is intended for distribution. Keying
material is often distributed before it is intended to be used. Tine
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of day must be represented in Coordinated Universal Tine (UTC). It
can appear as a symetric key, symretric key package, asymetric key,
si gned, authenticated, authenticated&unprotected, or content
attribute. |If the key-distribution-period attribute appears as a

si gned, authenticated, authenticated&unprotected, or content
attribute, then all of the keying material within the content MJST
have the same key distribution period.

The key-distribution-period attribute has the foll owi ng syntax:

aa- keyDi stributionPeriod ATTRI BUTE :: = {
TYPE KeyDi st Peri od
| DENTI FI ED BY i d- kna- keyDi st Peri od }

i d- kma- keyDi st Peri od OBJECT | DENTI FIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) keying-material-attributes(13) 5 }

KeyDi st Period ::= SEQUENCE {
doNot Di st Before [0] BinaryTi me OPTI ONAL
doNot Di st After Bi naryTi ne }

Bi naryTime ::= | NTEGER

The fields in the key-distribution-period attribute have the
foll owi ng semanti cs:

0 The doNotDistBefore field is OPTIONAL, and when it is present,
the keying nmaterial SHOULD NOT be distributed before the date
and tine provided.

0 The doNotDistAfter field is REQU RED, and the keying nmateri al
SHOULD NOT be distributed after the date and time provided.

When the key-distribution-period attribute is associated with a
collection of keying material, the distribution period applies to all
of the keys in the collection. None of the keying material in the
coll ecti on SHOULD be distributed outside the indicated period.

Due to nmultiple layers of encapsul ation or the use of content
collections, the key-distribution-period attribute can appear in nore
than one location in the overall key package. Wen there are

mul tiple occurrences of the key-distribution-period attribute within
the sane scope, all of the included attribute fields MJST contain
exactly the sane value. However, if the doNotDi stBefore field is
absent in an inner |ayer, a value MAY appear in an outer |ayer
because the outer |ayer constrains the inner |layer. Receivers MJST
reject any key package that fails these consistency checks.
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15. Key Validity Period

The key-validity-period attribute indicates the period of time that
the keying naterial is intended for use. Tinme of day MJST be

represented in Coordinated Universal Time (UTC). It can appear as a
symretric key, synmetric key package, asynmmetric key, signed,
aut henti cat ed, authenticated&unprotected, or content attribute. |If

the key-validity-period attribute appears as a signed, authenticated,
aut henti cat ed&unprotected, or content attribute, then all of the
keying material within the content MJUST have the sane key validity
peri od.

The key-validity-period attribute has the foll ow ng syntax:

aa- keyVval i dityPeriod ATTRI BUTE :: = {
TYPE KeyVal i dityPeriod
| DENTI FI ED BY i d- kna- keyVal i dityPeriod }

i d- kma- keyVal i dityPeriod OBJECT | DENTI FIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 6 }

KeyVal i di tyPeri od ::= SEQUENCE {

doNot UseBef or e Bi naryTi ne,

doNot UseAf t er Bi naryTi ne OPTI ONAL }
Bi naryTinme ::= | NTEGER

The fields in the key-validity-period attribute have the foll ow ng
semanti cs:

0 The doNot UseBefore field is REQU RED, and the keying materi al
SHOULD NOT be used before the date and tine provided.

0 The doNot UseAfter field is OPTIONAL, and when it is present,
the keying material SHOULD NOT be used after the date and tine
provi ded.

For a key package that is being used for rekey, the doNot UseAfter
field MAY be required by sone tenplates even though the syntax is
OPTI ONAL.

When the key-validity-period attribute is associated with a
collection of keying material, the validity period applies to all of
the keys in the collection. None of the keying material in the

col l ecti on SHOULD be used outside the indicated period.
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16.

The key-validity-period attribute described in this section and the
key-duration attribute described in the next section provide

compl enentary functions. The key-validity-period attribute provides
explicit date and time val ues, which indicate the beginning and
endi ng of the keying material usage period. The key-duration
attribute provides the maxi mumlength of time that the keying
material SHOULD be used. |If both attributes are provided, this
duration MAY occur at any time within the specified period, but the
limts inmposed by both attributes SHOULD be honored.

Due to nmultiple |ayers of encapsul ation or the use of content
collections, the key-validity-period attribute can appear in nore
than one location in the overall key package. When there are

mul tiple occurrences of the key-validity-period attribute within the
same scope, all of the included attribute fields MJST contain exactly
the same value. However, if the doNotUseAfter field is absent in an
inner layer, a value MAY appear in an outer |ayer. Receivers MJST
reject any key package that fails these consistency checks.

Key Duration

The key-duration attribute indicates the maxi mum period of tine that
the keying nmaterial is intended for use. The date and tinme that the
duration begins is not specified, but the maxi rum anount of tine that
the keying material can be used to provide security services is

specified. 1t can appear as a symmetric key, symretric key package,
asymmetric key, signed, authenticated, authenticated&unprotected, or
content attribute. |If the key-duration attribute appears as a

signed, authenticated, authenticated&unprotected, or content
attribute, then all of the keying material within the content MJST
have the same key duration.

The key-duration attribute has the follow ng syntax:

aa- keyDur ati onPeri od ATTRI BUTE :: = {
TYPE KeyDur ati on
| DENTI FI ED BY i d- kma- keyDuration }

i d- kma- keyDur ati on OBJECT | DENTIFI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 7 }

KeyDuration ::= CHO CE {
hour s [0] I NTEGER (1..ub-KeyDuration-hours),
days I NTEGCER (1. . ub-KeyDurati on-days),
weeks [1] I NTEGER (1..ub-KeyDuration-weeks),
nmont hs [2] INTEGER (1..ub-KeyDuration-nonths),
years [3] INTEGER (1..ub-KeyDuration-years) }
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17.

ub- KeybDuration-hours |INTEGER ::= 96
ub- KeyDur at i on- days | NTEGER ::= 732
ub- KeyDur at i on-weeks |INTEGER ::= 104
ub- KeyDuration-nonths INTEGER ::= 72
ub- KeyDuration-years |NTEGER ::= 100

The key-validity-period attribute described in the previous section
and the key-duration attribute described in this section provide a
compl enentary function. The relationship between these attributes is
described in the previous section.

Due to multiple layers of encapsul ation or the use of content
collections, the key-duration attribute can appear in nore than one
Il ocation in the overall key package. Wen there are multiple
occurrences of the key-duration attribute within the same scope, al
of the included attribute fields MJST contain exactly the sane val ue.
Receivers MJUST reject any key package that fails these consistency
checks.

Cl assification

The classification attribute indicates |level of classification. The
classification attribute specifies the aggregate classification of

the package content. It can appear as a symmetric key, symmetric key
package, asymmretric key, signed, authenticated,
aut henti cat ed&unprotected, or content attribute. |If the

classification attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute, then the val ue MJST
represent the classification of all of the keying material within the
content. Encrypted |ayers MAY contain content at a higher
classification that will be reveal ed once they are decrypted. |If the
classification attribute is associated with a collection, then the
sensitivity of all the data within the collection MIST be dom nat ed
by the classification carried in this attribute.

The classification attribute makes use of the ESSSecuritylabe

defined in Section 17.1 as well as [RFC2634] and [RFC5911]. The term
"classification" is used in this docunment, but the term"security

| abel " is used in [RFC2634]. The two terns have the sanme neani ng.

[ RFC2634] and [ RFC5911] specify an object identifier and syntax for
the security label attribute. The sane values are used for the
classification attribute:

aa-classificationAttribute ATTRI BUTE :: = {
TYPE O assification
| DENTI FI ED BY i d-aa-KP-classification }
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17.

i d-aa-KP-cl assification OBJECT | DENTIFIER ::= id-aa-securitylLabel

-- id-aa-securitylLabel OBJECT IDENTIFIER ::= {
-- iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
-- pkcs-9(9) snminme(16) id-aa(2) 2}

Classification ::= ESSSecuritylLabe

The syntax of ESSSecuritylLabel is not repeated here; however, see
Section 17.1 for security | abel conventions that MJST be foll owed by
i npl ementations of this specification. See [RFC2634] for a conplete
di scussi on of the semantics and syntax.

When the classification attribute appears in nore than one | ocation
in the overall key package, each occurrence is eval uated

i ndependently. The content originator MJST ensure that the
classification attribute represents the sensitivity of the plaintext
within the content. That is, the classification MJST dom nate any

ot her plaintext classification attribute value that is present

el sewhere in the overall key package. Note that the classification
attribute val ue may exceed these other plaintext classification
attribute values if the other attribute values within the Signerlnfo,
Aut hEnvel opedDat a, or AuthenticatedData are thensel ves classified and
warrant the higher-security |abel val ue.

When the classification attribute appears in nore than one | ocation
in the overall key package, each security |abel m ght be associated
with a different security policy. Content originators SHOULD avoi d
m xing nmultiple security policies in the same key package whenever
possi ble, since this requires that receivers and internediaries that
check the classification attribute values include support for the

uni on of the security policies that are present. Failure to
recogni ze an included security policy MIST result in rejection of the
key package

Recei vers MUST reject any key package that includes a classification
for which the receiver’s processing environnment is not authorized.

1. Security Labe

The ESSSecuritylLabel ASN. 1 type is used to represent the
classification. The ESSSecuritylLabel is defined in Section 3.2 of
[ RFC2634]. The syntax definition is repeated here to facilitate
di scussi on:
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ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier,
security-classification Securityd assification OPTI ONAL

privacy- mar k ESSPri vacyMar k OPTI ONAL
security-categories SecurityCat egories OPTI ONAL }

ESSPri vacyMark ::= CHO CE {
pString PrintableString (SIZE (1..ub-privacy-mark-1length)),

utf8String UTF8String (SIZE (1..MAX)) }

A security policy is a set of criteria for the provision of security
services. The security-policy-identifier, which is an object
identifier, is used to identify the security policy associated with
the security label. It indicates the semantics of the other security
| abel components.

If the key package receiver does not recognize the object identifier
in the security-policy-identifier field and the security |abe
includes a security-categories field, then the key package contents
MUST NOT be accepted and the encl osed keying material MJST NOT be
used. |If the key package receiver does not recogni ze the object
identifier in the security-policy-identifier field and the security
| abel does not include a security-categories field, then the key
package contents MAY be accepted only if the security-classification
field is present and it contains a value fromthe basic hierarchy as
descri bed bel ow.

Thi s specification defines the use of the SecurityCd assification
field exactly as is it specified in the 1988 edition of ITUT
Recommendati on X. 411 [ X. 411], which states in part:

If present, a security-classification may have one of a

hi erarchical |ist of values. The basic security-classification
hierarchy is defined in this Recormendati on, but the use of these
values is defined by the security-policy in force. Additiona

val ues of security-classification, and their position in the

hi erarchy, may al so be defined by a security-policy as a |loca
matter or by bilateral agreenent. The basic security-
classification hierarchy is, in ascending order: unmarked,

uncl assified, restricted, confidential, secret, top-secret.

| mpl enent ati ons MJST support the basic security classification

hi erarchy. Such inplenmentati ons MAY al so support other security-
classification val ues; however, the placement of additional values in
the hierarchy MJUST be specified by the security policy.
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I mpl ement ati ons MUST NOT make access control decisions based on the
privacy-mark. However, information in the privacy-mark can be

di spl ayed to human users by devices that have displays to do so. The
privacy-mark | ength MUST NOT exceed 128 characters. The privacy-mark
SHALL use the PrintableString choice if all of the characters in the
privacy-mark are nmenbers of the printable string character set.

If present, security-categories provide further granularity for the
keying material. The security policy in force indicates the
permtted syntaxes of any entries in the set of security categories.
At nost, 64 security categories nay be present. The security-
categories have ASN. 1 type SecurityCategories and further
SecurityCategory [RFC5912], which are both repeated here to
facilitate di scussion:

SecurityCategories ::= SET SIZE (1..ub-security-categories) OF
SecurityCat egory
{{ SupportedSecurityCategories}}

SecurityCat egory {SECURI TY- CATEGORY: Supported} ::= SEQUENCE ({
type [0] IMPLICIT SECURI TY- CATEGORY.
& d({Supported}),
val ue [1] EXPLICI T SECURI TY- CATEGORY.

} &Type({Supported}{@ype})

Four security categories are defined and are referred to as the
Restrictive Tag, the Enumerated Tag, the Perm ssive Tag, and the
Informative Tag. Only the Enunerated Tag and Infornmative Tag are
permitted in the classification attribute.

The Enumerated Tag i s conposed of one or mpre non-negative integers.
Each non-negative integer represents a non-hierarchical security
attribute that applies to the | abeled content. A security policy

m ght define a large set of security categories attributes, but a
particul ar key package generally contains only a few security
categories attributes. In this case, use of the integer
representation is intended to mnimze the size of the |abel
Security attributes enunerated by tags of this type could be
restrictive (such as conpartnents) or perm ssive (such as rel ease
perm ssions). Two object identifiers for the SecurityCategory type
field have been defined, one for restrictive and one for perm ssive.
The object identifiers are:
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i d-enumer atedRestrictiveAttri butes OBJECT | DENTI FIER ::= {
2 16 840 1 101 218 3 4}

i d- enurrer at edPer mi ssi veAttri butes OBJECT I DENTIFIER :: = {
2 16 840 1 101 218 31}

Wth both the restrictive and permi ssive security category types, the
correspondi ng SecurityCategory value has the follow ng ASN. 1
definition:

Enumer at edTag ::= SEQUENCE {
t agName OBJECT | DENTI FI ER
attributelList SET OF SecurityAttribute }

SecurityAttribute ::= I NTEGER (0. . MAX)

Any security policy that nakes use of security categories MJST assign
object identifiers for each tagName, assign the set of integer val ues
associ ated with each tagNane, and specify the semantic meaning for
each integer value. Restrictive security attributes and permi ssive
security attributes SHOULD be associated with different tagNane

obj ect identifiers.

The Informative Tag is conposed of either a) one or nore non-negative
integers or b) a bit string. Only the integer choice is allowed in
this specification. Each non-negative integer represents a non-

hi erarchical security attribute that applies to the | abel ed content.
Use of the integer representation is intended to minimze the size of
the | abel since a particular key package generally contains only a
few security categories attributes, even though a security policy

m ght define a large set of security categories attributes. Security
attributes enunerated by tags of this type are informative (i.e., no
access control is perfornmed). One object identifier for the
SecurityCategory type field has been defined and is as follows:

id-informativeAttributes OBJECT | DENTIFIER :: = {
2 16 840 1 101 2 1 8 3 3}

The correspondi ng SecurityCategory value has the follow ng ASN. 1
definition:

InformativeTag ::= SEQUENCE {
t agName OBJECT | DENTI FI ER
attributes FreeFornField }

FreeFornField ::= CHO CE {

bitSetAttributes BI T STRI NG,
securityAttributes SET OF SecurityAttribute }
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Any security policy that nmakes use of security categories MJST assign
object identifiers for each tagName, assign the set of integer val ues
associated with each tagNanme, and specify the senmantic meaning for
each integer val ue.

18. Split Identifier

The key package originator may include a split-identifier attribute
to designate that the keying material contains a split rather than a
conplete key. It nmmy appear as a symmetric and asymmetric key
attribute. The split-identifier attribute MJUST NOT appear as a
symmetri c key package, signed, authenticated,

aut henti cat ed&unprotected, or content attribute. Split keys have two
hal ves, which are called "A" and "B". The split-identifier attribute
i ndi cates which half is included in the key package, and it
optionally indicates the algorithmthat is needed to conbine the two
hal ves. The conbine algorithmis OPTIONAL since each key al gorithm
has a default nmechanismfor this purpose, and the conbine algorithm
is present only if the default nechanismis not enployed.

The split-identifier attribute has the foll ow ng syntax:

aa-splitldentifier ATTRIBUTE ::= {
TYPE SplitID
| DENTI FI ED BY id-kma-splitlD }

i d-kma-splitl D OBJECT IDENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 11 }

SplitlD ::= SEQUENCE {
ENUMERATED { a(0), b(1) },
combineAlg Algorithmdentifier
{ COVBI NE- ALGORI THM  { Conbi neAl gori thns}} OPTI ONAL }

In nmost cases, the default conmbine algorithmw Il be enployed; it
makes this attribute a sinple constant that identifies either the "A"
or "B" half of the split key. This supports inplenmentation of some
key distribution policies.

Note that each split might have its own CRC, but the key and the
check word are both recovered when the two splits are conbi ned.

Since the split-identifier attribute MJST NOT appear as a signed,

aut henti cat ed, authenticated&unprotected, or content attribute, a key
package cannot include nultiple occurrences of the split-identifier
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19.

20.

attribute within the same scope. Receivers MJST reject any key
package in which the split-identifier attribute appears as a signed,
aut henti cat ed, authenticated&unprotected, or content attribute.

Key Package Type

The key-package-type attribute is a shorthand method for specifying
all aspects of the key package format, including which attributes are
present and the structure of the encapsul ated content or collection
The key-package-type attribute can be used as a signed,

aut henti cated, authenticated&nprotected, or content attribute.

Rat her than inmplementing the full flexibility of this specification,
some devices may inpl enent support for one or nore specific key
package formats instantiating this specification. Those specific
formats are called tenplates and can be identified using a key-
package-type attri bute.

The key-package-type attribute has the foll ow ng syntax:

aa- keyPackageType ATTRI BUTE :: = {
TYPE KeyPkgType
| DENTI FI ED BY i d- kna- keyPkgType }

i d- kma- keyPkgType OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 12 }

KeyPkgType ::= OBJECT | DENTI FI ER

Due to multiple layers of encapsul ation or the use of content

coll ections, the key-package-type attribute can appear in nore than
one location in the overall key package. When that happens, each
occurrence is used independently. Since the receiver is likely to
use the key-package-type attribute value as a decoding aid, any error
will nost likely | ead to parsing problenms, and these problens could
result in many different errors being reported.

Si gnat ure Usage

The signature-usage attribute identifies the CM5 content types that
this key can be used to sign, or that are pernitted to be signed by
the end-entity key in a cert path validated by this key. Symetric
key packages do not contain signature generation or signature

val idation keying material, so the signature-usage attribute MJST NOT
appear in a symretric key package. For an asymmetric key package,
the signature-usage attribute indicates the kind of objects that are
to be signed with the private key in the package. However, if the
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asymmetric key package contains a Certificate Signature Key, then the
si gnature-usage attribute al so indicates what signed objects can be
validated using certificates that are signed by the private key in
the asymmetric key package. Therefore, the signature-usage attribute
al so indicates what kind of objects can be signed by the private keys
associated with these certificates. The signature-usage attribute
MUST NOT appear as a signed, authenticated,

aut henti cat ed&unprot ected, or content attribute.

The signature-usage attribute has the foll owi ng syntax:

aa- si ghat ureUsage-v3 ATTRI BUTE :: = {
TYPE Si gnat ur eUsage
| DENTI FI ED BY i d- kma- si gUsageV3 }

i d- kma- si gUsageV3 OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 22 }

Si gnat ur eUsage :: = CMsCont ent Constraints
The Si gnatureUsage structure has the sane syntax as the
CVBCont ent Constraints structure from[RFC6010], and it is repeated

here for conveni ence.

CVBCont ent Constraints ::= SEQUENCE SI ZE (1..MAX) OF
Cont ent TypeConst r ai nt

ENUMERATED {

Cont ent TypeGeneration ::
canSource(0),
cannot Source(1)}

Cont ent TypeConstrai nt ::= SEQUENCE {
cont ent Type CONTENT-TYPE. & d ({ContentSet|ct-Any,...}),
canSour ce Cont ent TypeCGener ati on DEFAULT canSour ce,

attrConstraints AttrConstraintList OPTIONAL }
Constraint { ATTRIBUTE: ConstraintList } ::= SEQUENCE {
attrType ATTRI BUTE. & d({ConstraintList}),
attrValues SET SIZE (1..MAX) OF ATTRI BUTE.
&Type({ConstraintList}{@ttrType}) }
SupportedConstraints ATTRI BUTE ::= {SignedAttributesSet, ... }

AttrConstraintList ::= SEQUENCE S| ZE (1..MAX) OF
Constraint {{ SupportedConstraints }}

NOTE: SignedAttributesSet is updated by this specification.
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The SignatureUsage contains a type of CMSContentConstraints. One or
nmor e Cont ent TypeConstrai nt MJST appear in CMSContent Constraints.

Wthin Content TypeConstraint, the content Type field indicates the
encapsul ated content type identifier that can be signed with the
signature key. A particular content type MJST NOT appear nore than
once in the list. The CM5 protecting content types need not be
included in the list of permtted content types as the use of CM5 is
al ways aut horized (see [RFC6010]).

Wthin Content TypeConstraint, the canSource enuneration indicates
whet her the signature key can be used to directly sign the indicated
content type. |If the ContentTypeConstraint is canSource (the default
val ue), then the signature key can be used to directly sign the
specified content type. |If the Content TypeConstraint is

cannot Source, then the signature key can only be used with the
specified content type if it encapsul ates a signature that was
generated by an originator with a Content TypeConstraint that is
canSour ce

Wthin Content TypeList, the attrConstraints OPTIONAL field contains a

sequence of constraints specific to the content type. |If the
attrConstraints field is absent, the signhature key can be used to
sign the specified content type, wthout any further checking. |If

the attrConstraints field is present, then the signature key can only
be used to sign the specified content type if all of the constraints
for that content type are satisfied. Content type constraints are
checked by matching the attribute values in the attrConstraint field
against the attribute value in the content. The constraints succeed
if the attribute is not present; they fail if the attribute is
present and the value is not one of the values provided in
attrConstraint.

The fields of attrConstraints inplenent constraints specific to the
content type. The attrType field is an AttributeType, which is an
object identifier of a signed attribute carried in the Signerlnfo of
the content. The attrValues field provides one or nore acceptable
signed attribute values. It is a set of AttributevValue. For a
signed content to satisfy the constraint, the Signerlnfo MIJST include
a signed attribute of the type identified in the attrType field, and
the signed attribute MJUST contain one of the values in the set
carried in attrVal ues.

Since the signature-usage attribute MJUST NOT appear as a signed,
aut henti cat ed, authenticated&unprotected, or content attribute, an
asymmetric key package cannot include nultiple occurrences of the
signature-usage attribute within the sanme scope. Receivers MJST
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21.

reject any asymetric key package in which the signature-usage
attribute appears as a signed, authenticated,
aut henti cat ed&unprotected, or content attribute.

QG her Certificate Formt

The other-certificate-formats attribute specifies the type, format,
and value of certificates that are not X 509 public key certificates.
Symmetric key packages do not contain any certificates, so the other-
certificate-formats attribute MUST NOT appear in a symretric key
package. It SHOULD appear in the attributes field, when the
publicKey field is absent and the certificate format is not X 509
This attribute MJST NOT appear in an attributes field that includes
the user-certificate attribute from Section 8. The other-
certificate-formats attri bute MUST NOT appear as a signed,

aut henti cated, authenticated&nprotected, or content attribute.

The other-certificate-formats attribute has the foll owi ng syntax:

aa-otherCertificateFormats ATTRI BUTE :: = {
TYPE CertificateChoices
| DENTI FI ED BY i d- kma- ot her Cert Formats }

i d- kma- ot her Cert Formats OBJECT | DENTI FIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 19 }

CertificateChoices ::= CHO CE {
certificate Certificate,
extendedCertificate [0] IMPLICI T ExtendedCertificate,
-- bsolete
v1AttrCert [1] IMPLICIT AttributeCertificateVl
-- Cbsolete
Vv2AttrCert [2] IMPLICIT AttributeCertificateVz,
ot her [3] IMPLICIT GtherCertificateFormat }
O herCertificateFormat ::= SEQUENCE ({
ot her Cert For mat OBJECT | DENTI FI ER,

ot her Cert ANY DEFI NED BY ot her CertFormat }

The other-certificate-formats attri bute nmakes use of the
CertificateChoices field defined in Section 10.2.2 of [RFC5652]. The
certificate, extendedCertificate, and vi1AttrCert fields MJST be
omtted. The v2AttrCert field can include Version 2 Attribute
Certificates. The other field can include Enhanced FlI REFLY
certificates and other as yet undefined certificate formts.
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Since the other-certificate-formats attri bute MUST NOT appear as a
si gned, authenticated, authenticated&unprotected, or content
attribute, an asynmetric key package cannot include multiple
occurrences of the other-certificate-formats attribute within the
sanme scope. Receivers MJST reject any asymetric key package in
which the other-certificate-formats attri bute appears as a signed,
aut henti cat ed, authenticated&unprotected, or content attribute.

PKI Pat h

The pki-path attribute includes certificates that can aid in the
validation of the certificate carried in the user-certificate
attribute. Symretric key packages do not contain any certificates,
so the pkiPath attribute MJUST NOT appear in a synmetric key package.
It can appear as an asymmetric key, signed, authenticated,

aut henti cat ed&unprotected, or content attribute. ||t can appear in
the attributes field, when the publicKey field is absent and the
certificate format is X. 509. This attribute MJST NOT appear in an
Asymret ri cKeyPackage that has an other-certificate-formats attribute
in the attributes field. |If the pki-path attribute appears as a

si gned, authenticated, authenticated&unprotected, or content
attribute, then the value includes certificates that can be used to
construct a certification path to all of the keying material within
the content. This attribute MJUST be support ed.

The syntax is taken from [ X 509] but redefined using the ATTRI BUTE
CLASS from [ RFC5912]. The pki-path attribute has the follow ng
synt ax:

aa- pki Path ATTRI BUTE :: = {
TYPE Pki Pat h
| DENTI FI ED BY i d- at - pki Path }

i d-at - pki Path OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) ds(5) attributes(4) 70 }

Pki Path ::= SEQUENCE SI ZE (1..MAX) OF Certificate

The first certificate in the sequence is the subject’s parent
Certification Authority (CA). The next certificate is that CA' s
parent, and so on. The end-entity and trust anchor are not included
inthis attribute.

Due to multiple layers of encapsul ation or the use of content
coll ections, the pki-path attribute can appear in nore than one
| ocation in the overall key package. Wen that happens, each
occurrence i s eval uated i ndependently.
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24.

Useful Certificates

The useful -certificates attribute includes certificates that can aid
in the validation of certificates associated with other parties with
whom secure comruni cations are anticipated. 1t can appear as an
asymetric key, signed, authenticated, authenticated&unprotected, or
content attribute. For an asymmetric key that has an other-
certificate-formats attribute (Section 21) in the attributes field,
the useful -certificates attribute MJUST NOT appear. |If the useful -
certificates attribute appears as a signed, authenticated,

aut henti cat ed&unprotected, or content attribute, then the val ue
includes certificates that may be used to validate certificates of
others with whomthe receiver communi cates. This attribute MJST be
support ed.

The useful -certificates attribute has the foll ow ng syntax:

aa-useful Certificates ATTRI BUTE ::= {
TYPE CertificateSet
| DENTI FI ED BY i d-knma-useful Certs }

i d-kma-useful Certs OBJECT I DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 20 }

CertificateSet ::= SET OF CertificateChoices

The useful -certificates attribute nakes use of the CertificateSet
field defined in Section 10.2.3 of [RFC5652]. Wthin the
CertificateChoices field, the extendedCertificate and v1AttrCert
fields MUST al ways be onitted. |If the userCertificate attribute from
Section 8 is included, the other field MIJST NOT be present. |If the
other-certificate-formats attribute (Section 21) is included, the
certificate field MJUST NOT be present.

Due to multiple layers of encapsul ation or the use of content
collections, the useful-certificates attribute can appear in nore
than one location in the overall key package. Wen the useful -
certificates attribute appears in nore than one location in the
overal | key package, each occurrence is eval uated i ndependently.

Key Wap Al gorithm

The key-wap-algorithmattribute identifies a key wap algorithmwth
an algorithmidentifier. |1t can appear as a symetric key or
symmetric key package attribute. Wien this attribute is present in
sKeyAttrs, it indicates that the associated sKey field contains a

bl ack key, which is an encrypted key, that was wapped by the
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identified algorithm \Wen this attribute is present in
sKeyPkgAttrs, it indicates that every sKey field in that symretric
key package contains a black key and that all keys are wapped by the
sanme designated al gorithm

The key-wap-algorithmattribute has the foll owi ng syntax:

aa- keyW apAl gorithm ATTRI BUTE :: = {
TYPE Al gorithm dentifier{KEY-WRAP, {KeyEncryptionAl gorithntet}}
| DENTI FI ED BY i d- kma- keyW apAl gorithm}

i d- kma- keyW apAl gorithm OBJECT | DENTI FIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 21 }

KeyEncrypti onAl gorithnSet KEY-WRAP ::={ ... }
25. Content Decryption Key ldentifier

The content-decryption-key-identifier attribute can appear as an
unprotected attribute as well as a symmetric and symretric key
package attribute. The attribute’'s semantics differ based on the
| ocati on.

25.1. Content Decryption Key lIdentifier: Symretric Key and Symmetric
Key Package

The content-decryption-key-identifier attribute [ RFC6032] identifies
the keying naterial needed to decrypt the sKey. It can appear as a
symmetric key and symretric key package attribute. |f the key-w ap-
algorithmattribute appears in sKeyPkgAttrs, then the corresponding
content-decryption-identifier attribute can appear in either
sKeyPkgAttrs or sKeyAttrs. |If the key-wap-algorithmattribute
(Section 24) appears in sKeyAttrs, then the correspondi ng content-
decryption-identifier attribute MJUST appear in sKeyAttrs.

The content-decryption-key-identifier attribute in included for
conveni ence:

aa- cont ent Decrypt Keyl dentifier ATTRI BUTE ::= {
TYPE Cont ent Decrypt Keyl D
| DENTI FI ED BY i d- aa- KP- cont ent Decrypt Keyl D }

i d- aa- KP- cont ent Decrypt Keyl D OBJECT | DENTI FIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 66 }

Cont ent Decrypt Keyl D :: = OCTET STRI NG
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26.

The content decryption key identifier contains an octet string, and
this syntax does not imnpose any particular structure on the
identifier val ue.

2. Content Decryption Key ldentifier: Unprotected

The content-decryption-key-identifier attribute can be used to
identify the keying material that is needed for decryption of the
EncryptedData content if there is any anbiguity.

The content-decryption-key-identifier attribute syntax is found in
Section 25.1. The content decryption key identifier contains an
octet string, and this syntax does not inpose any particul ar
structure on the identifier value.

Due to nultiple layers of encryption, the content-decryption-key-
identifier attribute can appear in nore than one location in the
overal | key package. \When that happens, each occurrence is eval uated
i ndependently. Each one is used to identify the needed keying
material for that layer of encryption.

Certificate Pointers

The certificate-pointers attribute can be used to reference one or
nmore certificates that nmay be hel pful in the processing of the
content once it is decrypted. Sonetimes certificates are omtted if
they can be easily fetched. However, an intermediary may have better
facilities to performthe fetching than the receiver. The
certificate-pointers attribute may be useful in sonme environnents.
This attribute can appear as an unprotected and an

unaut henti cat ed&unprotected attribute.

The certificate-pointers attribute uses the same syntax and semantics
as the subject information access certificate extension [ RFC5280].
The certificate-pointers attribute has the foll owi ng syntax:

aa-certificatePointers ATTRI BUTE ::= {
TYPE Subj ect | nf oAccessSynt ax
| DENTI FI ED BY i d- pe-subj ect | nf oAccess }

i d- pe-subj ectl nfoAccess OBJECT I DENTIFIER :: = {
inte

iso(l) identified-organization(3) dod(6) int
security(5) mechani snms(5) pkix(7) pe(1) 11 }

rnet (1)

Subj ect | nf oAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF
AccessDescri ption
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AccessDescri ption ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER,
accesslLocati on Gener al Nare }

As specified in [ RFC5280], the id-ad-caRepository access nethod can
be used to point to a repository where a Certification Authority
publi shes certificates and Certificate Revocation Lists (CRLs). In
this case, the accesslLocation field tells how to access the
repository. Were the information is available via HITP, FTP, or the
Li ght wei ght Directory Access Protocol (LDAP), accesslLocation contains
a Uniform Resource Identifier (URI). Were the information is

avail able via the Directory Access Protocol (DAP), accesslLocation
contains a directory nane.

27. CRL Pointers

The CRL-pointers attribute can be used to reference one or nore CRLs
that may be hel pful in the processing of the content once it is
decrypted. Sonetinmes CRLs are onmtted to conserve space or to ensure
that the nost recent CRL is obtained when the certificate is
val i dated. However, an internediary nmay have better facilities to
performthe fetching than the receiver. The CRL-pointers attribute
may be useful in sonme environnents. This attribute can appear as an
unpr ot ected and unaut henti cat ed&unprotected attri bute.

The CRL-pointers attribute has the foll owi ng syntax:

aa-crl Pointers ATTRI BUTE ::= {
TYPE Gener al Nanes
| DENTI FI ED BY i d-aa-KP-crl Pointers }

i d-aa-KP-crl Pointers OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 70 }

The CRL-pointers attribute uses the General Names syntax from

[ RFC5280]. Each nanme describes a different nechanismto obtain the
same CRL. \Where the information is available via HITTP, FTP, or LDAP
Gener al Nanmes contains a URI. \Were the information is available via
DAP, General Nanes contains a directory nane.

28. Key Package ldentifier and Recei pt Request
The key-package-identifier-and-receipt-request attribute from

[ RFC7191] is also supported. It can appear as a signed attribute,
aut henti cated, authenticated&nprotected, or content attribute.

Timel, et al. I nf or mat i onal [ Page 38]



RFC 7906 NSA' s CVB Key Management Attri butes June 2016

29.

30.

Addi ti onal Error Codes

This specification also defines three additional extended
Err or CodeChoi ce object identifiers for the oid field [ RFC7191]:

i d-errorCodes OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) errorCodes(22) }

i d- m ssi ngKkeyType OBJECT I DENTIFIER ::= {
i d-errorCodes 1 }

i d-privacyMar kTooLong OBJECT | DENTI FIER :: = {
i d-errorCodes 2 }

i d-unrecogni zedSecurityPolicy OBJECT I DENTIFIER ::= {
i d-errorCodes 3 }

i d-incorrect KeyProvince OBJECT | DENTIFIER ::= {
i d-errorCodes 4 }

m ssi ngKeyType indicates that all keying material within a package is
of the sane type; however, the key-package-type attribute is not
specified in sKeyPkgAttrs [ RFC6031] .

privacyMar kToolLong indicates that a classification attribute includes
a privacy-mark that exceeds 128 characters in | ength.

unr ecogni zedSecurityPolicy indicates that a security-policy-
identifier is not supported.

i ncorrect KeyProvince indicates that the value of the key-province-v2
attribute in a key package does not match the key province constraint
of the trust anchor used to validate the key package.

Processi ng Key Package Attribute Values and CM5S Content Constraints

Trust anchors may contain constraints for any content type [ RFC5934].
When the trust anchor contains constraints for the symetric key
package content type or the asymretric key package content type, then
the constraints provide default values for key package attributes
that are not present in the key package and define the set of
accept abl e val ues for key package attributes that are present.

When a trust anchor del egates authority by issuing an X 509
certificate, the CM5 content constraints certificate extension
[ RFC6010] may be included to constrain the authorizations. The trust
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anchor and the X 509 certification path provide default val ues for
key package attributes that are not present in the key package and
define the set of acceptable of values for key package attributes

that are present.

Constraints on content type usage are represented as attri butes.

The processing procedures for the CV5 content constraints certificate
ext ensi on [ RFC6010] are part of the validation of a signed or

aut henti cated object, and the procedures yield three output val ues:
cns_constraints, cns_effective_ attributes, and

cns_default _attributes. Object validation MIUST be performed before
processi ng the key package contents, and these output values are used
as part of key package processing. These sanme output values are
easily generated directly froma trust anchor and the key package
when no X. 509 certification path is involved in validation

The cns_effective_ attributes provides the set of acceptable val ues
for attributes. Each attribute present in the key package that
corresponds to an entry in cnms_effective_attributes MIST contain a
val ue that appears in cns_effective_attributes entry. Attributes
that do not correspond to an entry in cns_effective attributes are
unconstrai ned and may contain any value. Correspondence between
attributes and cns_effective_ attributes is determ ned by conparing
the attribute object identifier to object identifier for each entry
in cns_effective_ attributes.

The cns_default _attributes provides values for attributes that do not
appear in the key package. |If cns_default _attributes includes only
one attribute value for a particular attribute, then that value is
used as if it were included in the key package itself. However, if
cns_default_attributes includes nore than one value for a particul ar
attribute, then the appropriate val ue remai ns anbi guous and the key
package shoul d be rejected.

Sone attributes can appear in nore than one place in the key package,
and for this reason, the attribute definitions include consistency
checks. These checks are independent of constraints checking. In
addition to the consistency checks, each instance of the attribute
MUST be checked agai nst the set of cns_effective attributes, and the
key package MUST be rejected if any of the attributes val ues are not
in the set of authorized set of val ues.
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31. Attribute Scope

This section provides an exanmple symretric key package in order to
provi de a di scussion of the scope of attributes. This is an
informative section; it is not a normative portion of this
specification. Figure 1 provides the exanple. Al of the concepts
apply to either a symretric key package or an asymmetric key package,
with the exception of the key-algorithmattribute, which is only
applicable to a symmetric key package. Each of the conponents is

| abel ed with a nunber inside parentheses for easy reference:

(1) is the ContentInfo that must be present as the outernost |ayer
of encapsulation. It contains no attributes. It is shown for
compl et eness.

(2) is a SignedData content type, which includes six signed
attributes. Four of the signed attributes are keying materi al
attributes

(3) is a ContentCollection that includes two encapsul ated cont ent
types: a ContentWthAttributes and an Encrypt edKeyPackage
This content type does not provide any attri butes.

(4) is a Content WthAttributes content type. It encapsulates a
Si gnedData content type. Four key material attributes are
provi ded.

(5) is a SignedData content type. It encapsulates a
Synmet ri cKeyPackage content type. Six signed attributes are
provided. Four attributes are key material attributes.

(6) is a Symmetri cKeyPackage content type, and it includes three
key material attributes. Note that the contents of this key
package are not encrypted, but the contents are covered by two
digital signatures.

(7) is an EncryptedKeyPackage content type. It encapsulates a
Si gnedData content type. This content type provi des one
unprotected attribute.

(8) is a SignedData content type. It encapsulates a

Synmet ri cKeyPackage content type. Six signed attributes are
provided. Four attributes are key material attributes.
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(9) is a SymmetricKeyPackage content type, and it includes three
key material attributes. Note that the contents of this key
package are encrypted; the plaintext keying material is
covered by one digital signature, and the ciphertext keying
material is covered by another digital signature.

Si gnedbData content type (2) includes six signed attributes:

o The content-type attribute contains id-ct-contentCollection to
indicate the type of the encapsul ated content, and it has no
further scope.

0 The message-digest attribute contains the one-way hash val ue of
the encapsul ated content; it is needed to validate the digita
signature. It has no further scope.

0 The classification attribute contains the security |abel for
all of the plaintext in the encapsul ated content. Each
classification attribute is evaluated separately; it has no
further scope. |In general, the values of this attribute wll
mat ch or domi nate the security | abel values in (4), (5), and
(6). The value of this attribute mght not match or doni nate
the security label values in (8) and (9) since they are
encrypted. It is possible that these various security |abe
val ues are associated with different security policies. To
avoi d the processing conplexity associated with policy mapping,
comparison is not required

0 The key-package-receivers-v2 attribute indicates the authorized
key package receivers, and it has no further scope. The
addi tional instances of key-package-receivers-v2 attribute
enbedded in (4) are evaluated w thout regard to the val ue of
the instance in (2).

0 The key-distribution-period attribute contains two date val ues:
doNot Di st Bef ore and doNotDi st After. These val ues nmust natch
all others within the sane scope, which in this exanple is the
key-di stribution-period within (4).

0 The key-package-type attributes indicates the format of the key
package, and it has no further scope. The key-package-type
attributes values within (5) and (8) are eval uated wi thout
regard to the value of this attribute.
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Content Wt hAttri butes content type (4) includes four attributes:

o0 The classification attribute contains the security |abel for
all of the plaintext in the encapsul ated content. Each
classification attribute is evaluated separately; it has no
further scope.

0 The TSEC Nonenclature attribute includes only the shortTitle
field, and the value nust match all other instances within the
same scope, which appear in (5) and (6). Note that the TSEC
Nonencl ature attribute values in (8) and (9) are not in the
same scope as the TSEC-Nonencl ature attribute that appears in

(4).

o The key-package-receivers-v2 attribute indicates the authorized
key package receivers, and it has no further scope. The
envel opi ng i nstance of key-package-receivers-v2 attribute val ue
in (2) is evaluated without regard to the value of this
instance in (4), and has no effect on the value of this
instance in (4).

0 The key-distribution-period attribute contains two date val ues:
doNot Di st Before and doNot Di st After. These val ues nust match
all others within the sane scope, which in this exanple is the
key-distribution-period within (2).

Si gnedData content type (5) includes six signed attributes:

0 The content-type attribute contains id-ct-KP-skeyPackage to
i ndicate the type of the encapsul ated content, and it has no
further scope.

0 The message-digest attribute contains the one-way hash val ue of
the encapsul ated content; it is needed to validate the digita
signature. It has no further scope.

0 The classification attribute contains the security |abel for
all of the plaintext in the encapsul ated content. Each
classification attribute is evaluated separately; it has no
further scope.

0 The TSEC Nonenclature attribute includes only the shortTitle
field, and the value nust match all other instances within the
same scope, which appear in (6). Since this is within the
scope of (4), these shortTitle field values nmust match as well.
Not e that the TSEC- Nonenclature attribute values in (8) and (9)
are not in the sane scope.
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o0 The key-purpose attribute specifies the purpose of the key
material. Al occurrences within the scope nmust have the same
val ue; however, in this exanple, there are no other occurrences
within the scope. The key-purpose attribute value within (8)
is evaluated without regard to the value of this attribute.

0 The key-package-type attribute indicates the fornat of the key
package, and it has no further scope. The key-package-type
attribute values within (2) and (8) are eval uated wi t hout
regard to the value of this attribute.

Synmet ri cKeyPackage content type (6) includes three keying nmateria
attributes, which could appear in the sKeyPkgAttrs or sKeyAttrs
fields:

0 The key-algorithmattribute includes only the keyAlg field, and
it must match all other occurrences within the sane scope.
However, there are no other key-algorithmattribute occurrences
in the same scope; the key-algorithmattribute value in (9) is
not in the same scope.

0 The classification attribute contains the security |abel for
all of the plaintext in the key package. Each classification
attribute is evaluated separately; it has no further scope.

0 The TSEC- Nonenclature attribute includes the shortTitle field
as well as sonme of the optional fields. The shortTitle field
val ue nust nmatch the values in (4) and (5), since this content
type is within their scope. Note that the TSEC Nonencl ature
attribute values in (8) and (9) are not in the same scope.

Encr ypt edKeyPackage content type (7) includes one unprotected
attribute, and the encryption will prevent any internedi ary that does
not have the ability to decrypt the content from maki ng any

consi stency checks on (8) and (9):

0 The content-decryption-key-identifier attribute identifies the
key that is needed to decrypt the encapsul ated content; it has
no further scope.

Si gnedData content type (8) includes six signed attributes:
o0 The content-type attribute contains id-ct-KP-skeyPackage to

indicate the type of the encapsul ated content, and it has no
further scope.
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The nessage-digest attribute contains the one-way hash val ue of
the encapsul ated content; it is needed to validate the digita
signature. It has no further scope.

The classification attribute contains the security |abel for
content. Each classification attribute is eval uated
separately; it has no further scope.

The TSEC- Nonencl ature attribute includes only the shortTitle
field, and the value nust match all other instances within the
same scope, which appear in (9). Note that the TSEC

Nonencl ature attribute values in (4), (5), and (6) are not in
the sanme scope.

The key-purpose attribute specifies the purpose of the key
material. Al occurrences within the scope nust have the sane
val ue; however, in this exanple, there are no other occurrences
within the scope. The key-purpose attribute value within (5)
is evaluated without regard to the value of this attribute.

The key-package-type attribute indicates the format of the key
package, and it has no further scope. The key-package-type
attribute values within (2) and (5) are eval uated without
regard to the value of this attribute.

Synmet ri cKeyPackage content type (9) includes three keying materi al

attri
field

(o]

Ti nmel ,

butes, which could appear in the sKeyPkgAttrs or sKeyAttrs
S:

The key-algorithmattribute includes only the keyAlg field, and
it must match all other occurrences within the sane scope.
However, there are no other key-algorithmattribute occurrences
in the same scope; the key-algorithmattribute value in (6) is
not in the same scope.

The classification attribute contains the security |abel for
all of the plaintext in the key package. Each classification
attribute is evaluated separately; it has no further scope.

The TSEC- Normencl ature attribute includes the shortTitle field
as well as sonme of the optional fields. The shortTitle field
val ue must match the values in (8), since this content type is
within its scope. Note that the TSEC Nomencl ature attributes
values in (4), (5), and (6) are not in the sane scope.
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In summary, the scope of an attribute includes the encapsul ated
content of the CM5 content type in which it appears, and sone
attributes al so require consistency checks with other instances that
appear within the encapsul ated content. Proper recognition of scope
is required to accurately performattribute processing.
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N R H b 1]
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e + |11
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Figure 1: Example Illustrating Scope of Attributes
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32.

33.

33.

Security Considerations

The majority of this specification is devoted to the syntax and
semantics of key package attributes. It relies on other
specifications, especially [ RFC2634], [RFC4073], [RFC4108],

[ RFC5652], [RFC5911], [RFC5912], [RFC5958], [RFC6010], and [ RFC6031];
their security considerations apply here. Additionally,
cryptographic algorithns are used with CVS protecting content types
as specified in [RFC5959], [RFC6160], [RFC6161], and [ RFC6162]; the
security considerations fromthose docunents apply here as well

This specification also relies upon [ RFC5280] for the syntax and
semantics of X 509 certificates. Digital signhatures provide data
integrity or data origin authentication, and encryption provides
confidentiality.

Security factors outside the scope of this specification greatly

af fect the assurance provided. The procedures used by Certification
Authorities (CAs) to validate the binding of the subject identity to
their public key greatly affect the assurance that ought to be placed
inthe certificate. This is particularly inmportant when issuing
certificates to other CAs.

The CMS Aut henti catedbData content type MJST be used with care since a
Message Authentication Code (MAC) is used. The sane key is needed to
generate the MAC or validate the MAC. Thus, any party with access to
the key needed to validate the MAC can generate a replacenent that
will be acceptable to other recipients.

In sone situations, returning very detailed error information can
provide an attacker with insight into the security processing. Were
this is a concern, the inplenmentation should return the nost generic
error code that is appropriate. However, detailed error codes are
very hel pful during devel opnment, debugging, and interoperability
testing. For this reason, inplenentations may want to have a way to
configure the use of generic or detailed error codes.
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Appendi x A, ASN. 1 Modul e

KMAtL t ri but es2012
{ joint-iso-itu-t(2) country(16) us(840) organization(1)
gov(101) dod(2) infosec(1l) nodul es(0) 39 }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORT ALL

| MPORTS

-- From [ RFC5911]

aa-comunityldentifiers, Communityldentifier
FROM CMSFi r mnvar eW apper - 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nmod-cns-firnware-w ap-02(40) }

-- From [ RFC5911]

aa-content H nt, ESSSecuritylLabel, id-aa-securitylabel
FROM Ext endedSecurityServi ces-2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-ess-2006-02(42) }

-- From [ RFC5911] [ RFC5912]

Al gorithm dentifier{}, SM Me-CAPS, ParanOptions, KEY-WRAP
FROM Al gorit hm nf ormati on-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) }

-- From [ RFC5912]

Nane, Certificate
FROM PKI X1Explicit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }
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-- From [ RFC5912]

Gener al Names, Subj ect | nf oAccessSynt ax, i d-pe-subjectlnfoAccess
FROM PKI X11 npl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-inplicit-02(59) }

-- FROM [ RFC5912]

ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

-- From [ RFC6010]

CMBCont ent Constraints
FROM CMSCont ent Const rai nt sCert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
cnsCont ent Constr-93(42) }

-- From [ RFC6268]

aa- bi narySi gni ngTi me, Bi naryTi ne
FROM Bi narySi gni ngTi neModul e- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-binSigningTi ne-2009(55) }

-- From [ RFC6268]

CertificateChoices, CertificateSet, Attribute {},
aa-content Type, aa-messageDi gest
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2009(58) }

-- From [ RFC7191]
aa- keyPackagel denti fi er AndRecei pt Request, Sl REntityNane
FROM KeyPackageRecei pt AndEr r or Modul eV2

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-keyPkgRecei pt AndErrV2(63) }
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-- From [ X 509]

certificateExact Match
FROM Certifi cat eExt ensi ons
{ joint-iso-itu-t ds(5) nodule(1l) certificateExtensions(26) 4 }

-- ATTRI BUTES

-- Replaces SignedAttributesSet information object set from
-- [ RFC6268] .

Si gnedAttri butesSet ATTRIBUTE ::= {

aa- cont ent Type

aa- nessageDi gest

aa- cont ent Hi nt
aa-comunityldentifiers
aa- bi narySi gni ngTi ne

aa- keyPr ovi nce-v2

aa- keyPackagel denti fi er AndRecei pt Request
aa- mani f est

aa- keyAl gorithm
aa-userCertificate

aa- keyPackageRecei ver s-v2
aa-t secNonencl ature

aa- keyPur pose

aa- keyUse

aa-transport Key

aa- keyDi stri buti onPeri od
aa- keyVval i di tyPeri od

aa- keyDur ati onPeri od
aa-classificationAttribute
aa- keyPackageType

aa- pki Pat h
aa-useful Certificates,
}
-- Repl aces UnsignedAttributes from [ RFC6268].
Unsi gnedAttri butes ATTRI BUTE ::= {
}
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-- Repl aces UnprotectedEnvAttributes from[RFC6268].

Unpr ot ect edEnvAttri butes ATTRI BUTE :: = {
aa-cont ent Decrypt Keyl denti fier |
aa-certificatePointers |
aa- cRLDi stri buti onPoints,

}
-- Repl aces UnprotectedEncAttributes from|[RFC6268].

Unpr ot ect edEncAttri butes ATTRI BUTE :: = {
aa-certificatePointers |
aa- cRLDi stri butionPoints,

}
-- Replaces AuthAttributeSet from [ RFC6268]

Aut hAttri buteSet ATTRI BUTE ::= {
aa- cont ent Type
aa- nessageDi gest
aa- cont ent Hi nt
aa-comunityldentifiers
aa- keyProvi nce-v2
aa- bi narySi gni ngTi me
aa- keyPackagel denti fi er AndRecei pt Request
aa- mani f est
aa- keyAl gorithm
aa-userCertificate
aa- keyPackageRecei vers-v2
aa-t secNonencl ature
aa- keyPur pose
aa- keyUse
aa-transport Key
aa- keyDi stri buti onPeri od
aa- keyVval i di tyPeri od
aa- keyDur ati onPeri od
aa-classificationAttribute
aa- keyPackageType
aa- pki Pat h
aa-useful Certificates,

}
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-- Repl aces UnauthAttributeSet from [ RFC6268]
Unaut hAttri but eSet ATTRI BUTE :: = {

-- Repl aces Aut hEnvDat aAttri buteSet from [ RFC6268]
Aut hEnvDat aAttri buteSet ATTRIBUTE ::= {

aa-certificatePointers |
aa- cRLDi stri buti onPoi nts,

-- Repl aces Unaut hEnvDat aAttri buteSet from [ RFC6268]
Unaut hEnvDat aAttri but eSet ATTRIBUTE :: = {

-- Repl aces OneAsymmetri cKeyAttri butes from [ RFC5958]

OneAsymetri cKeyAttri butes ATTRIBUTE :: = {
aa-userCertificate |
aa-t secNonencl ature |
aa- keyPur pose |
aa- keyUse |
aa-transport Key |
aa- keyDi stri buti onPeri od |
aa- keyVval i di tyPeri od |
aa- keyDur ati onPeri od |
aa-classificationAttribute |
aa-splitldentifier |
aa- si gnat ur eUsage-v3 |
aa-ot herCertificateFormats |
aa- pki Pat h |

aa-useful Certificates,

}

Timel, et al. I nf or mat i onal [ Page 56]



RFC 7906 NSA' s CVB Key Management Attri butes June 2016

-- Repl aces SKeyPkgAttributes from [ RFC6031]
SKeyPkgAttri butes ATTRIBUTE :: = {
aa- keyAl gorithm

aa-tsecNonencl ature

aa- keyPur pose

aa- keyUse

aa- keyDi stri buti onPeri od

aa- keyVval i di tyPeri od

aa- keyDur ati onPeri od
aa-classificationAttribute

aa- keyW apAl gorithm

aa- cont ent Decrypt Keyl denti fi er,

}
-- Replaces SKeyAttributes from[RFC6031]

SKeyAttri butes ATTRI BUTE :: = {
aa- keyAl gorithm
aa-t secNonencl ature
aa- keyPur pose
aa- keyUse
aa- keyDi stri buti onPeri od
aa- keyVval i di tyPeri od
aa- keyDur ati onPeri od
aa-classificationAttribute
aa-splitldentifier
aa- keyW apAl gorithm
aa- cont ent Decrypt Keyl denti fi er,

}
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-- Replaces ContentAttributeSet from [ RFC6268]

Content Attri buteSet ATTRIBUTE ::= {
aa-comunityldentifiers
aa- keyPackagel denti fi er AndRecei pt Request
aa- keyAl gorit hm
aa- keyPackageRecei vers-v2
aa-t secNomencl ature
aa- keyPur pose
aa- keyUse
aa-transport Key
aa- keyDi stri buti onPeri od
aa-transport Key
aa- keyDi stri buti onPeri od
aa- keyVval i di tyPeri od
aa- keyDur ati onPeri od
aa-classificationAttribute
aa- keyPackageType
aa- pki Pat h
aa-useful Certificates,

}

-- Content Type, Message Digest, Content Hint, and Binary Signing
-- Time are inported from|[RFC6268].
-- Comunity ldentifiers is inported from|[RFC5911].

-- Key Province

aa- keyProvi nce-v2 ATTRI BUTE :: = {
TYPE KeyProvi nceV2
| DENTI FI ED BY i d-aa- KP- keyProvi nceV2 }

i d- aa- KP- keyProvi nceV2 OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 71}
KeyProvi nceV2 ::= OBJECT | DENTI FI ER
-- Manifest Attribute
aa-mani fest ATTRIBUTE :: = {
TYPE Mani f est
| DENTI FI ED BY i d-aa- KP-mani f est }
i d- aa- KP- mani fest OBJECT | DENTIFIER :: =

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 72 }
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Mani fest ::= SEQUENCE SIZE (1..MAX) OF ShortTitle
-- Key AlgorithmAttribute
aa- keyAl gorithm ATTRI BUTE :: = {
TYPE KeyAl gorithm
| DENTI FI ED BY i d-kma-keyAl gorithm}
i d- kma- keyAl gorithm OBJECT |IDENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 1}

KeyAl gorithm ::= SEQUENCE {

keyAl g OBJECT | DENTI FI ER,
checkWordAl g [1] OBJECT | DENTI FI ER OPTI ONAL,
crcAl g [2] OBJECT | DENTI FI ER OPTI ONAL }

-- User Certificate Attribute

aa-userCertificate ATTRIBUTE ::= {
TYPE Certificate
EQUALI TY MATCHI NG RULE certifi cat eExact Mat ch
| DENTI FI ED BY id-at-userCertificate }

id-at-userCertificate OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) ds(5) attributes(4) 36 }

-- Key Package Receivers Attribute
aa- keyPackageRecei vers-v2 ATTRI BUTE :: = {

TYPE KeyPkgRecei ver sV2

| DENTI FI ED BY i d- knma- keyPkgRecei versV2 }
i d- kma- keyPkgRecei versV2 OBJECT | DENTIFIER :: =

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)

dod(2) infosec(l) keying-nmaterial-attributes(13) 16 }

KeyPkgRecei versV2 ::= SEQUENCE SI ZE (1.. MAX) OF KeyPkgRecei ver
KeyPkgRecei ver ::= CHO CE {

sirEntity [0] SIREntityNane,
community [1] Conmmunityldentifier }
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-- TSEC Nonencl ature Attribute

aa-tsecNonencl ature ATTRIBUTE :: = {
TYPE TSECNonencl ature

| DENTI FI ED BY i d- knma- TSECNonencl ature }

i d- kma- TSECNonencl ature OBJECT | DENTI FIER : : =

NSA' s CVB Key Management Attri butes
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{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)

dod(2) infosec(l) keying-material-attributes(13) 3}

TSECNonencl ature ::= SEQUENCE ({
shortTitle ShortTitle,
editionlD Editionl D OPTI ONAL,
registerl D Registerl D OPTI ONAL,
segment 1 D Segment | D OPTI ONAL }

ShortTitle ::= PrintableString
Editionl D ::= CHO CE {
char CHO CE {
charEdition [1] CharEdition,
char Edi ti onRange [2] CharEditionRange },
num CHO CE {
numEdi ti on [3] Nunkdition,
nuntEdi ti onRange [4] NunEditionRange } }
CharEdition ::= PrintableString
Char Edi ti onRange ::= SEQUENCE {

firstCharEdition CharEdition,
| ast Char Edi ti on Char Edi tion }

Nunkdi tion ::= I NTECER (0..308915776)

NunEdi ti onRange ::= SEQUENCE ({
firstNunEditi on NunEdition,
| ast NurmEdi ti on NunEdi tion }

Regi sterI D ::= CHO CE {
register [5] Register,
regi sterRange [6] Regi sterRange }

Regi ster ::= I NTEGER (0..2147483647)
Regi st er Range ::= SEQUENCE {

firstRegister Register,
| ast Regi st er Regi ster }
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Segnent | D ::= CHO CE {
segment Nunber [7] Segnent Nunber,
segnment Range [ 8] Segnent Range }

Segnent Nunber ::= I NTEGER (1..127)

Segment Range :: = SEQUENCE ({
firstSegnent Segment Nunber,
| ast Segnent Segnent Nunber }

-- Key Purpose Attribute

aa- keyPur pose ATTRI BUTE :: = {
TYPE KeyPur pose
| DENTI FI ED BY i d- knma- keyPur pose }

i d- kma- keyPurpose OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 13 }

KeyPur pose ::= ENUMERATED ({
n-a (0), -- Not Applicable
a (65), -- QOperational
b (66), -- Conpatible Miltiple Key
I (76), -- Logistics Comnbinations
m (77), -- Mai nt enance
r (82), -- Reference
S (83), -- Sanpl e
t (84), -- Training
% (86), -- Devel opnent al
X (88), -- Exercise
z (90), -- "On the Air" Testing
-- Expect additional key purpose values -- }

-- Key Use Attribute

aa- keyUse ATTRI BUTE ::= {
TYPE KeyUse
| DENTI FI ED BY i d- kma- keyUse }

i d- kma- keyUse OBJECT | DENTIFIER :: =

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 14 }
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KeyUs

n-a

ffk
kek
kpk
msk
gke
tek
t sk
trk
nf k
ef f
ebf
aek
wod
kes
ei k
ask
knk
r sk
csk
sak
r gk
cek
exk

NSA' s CVB Key Management Attri butes
e ::= ENUMERATED {
(0), -- Not Applicable
(1), -- FI REFLY/ CROSSTALK Key (Basic Format)
(2), -- Key Encryption Key
(3), -- Key Production Key
(4), -- Message Sighature Key
k (5), -- QUADRANT Key Encryption Key
(6), -- Traffic Encryption Key
(7), -- Transm ssion Security Key
ek (8), -- Transfer Key Encryption Key
(9), -- Netted FI REFLY Key
k (10), -- FIREFLY Key (Enhanced Format)
k (11), -- FIREFLY Key (Enhanceabl e Basi c Format)
(12), -- Algorithm Encryption Key
(13), -- Wrd of Day
k (246), -- Key Establishment Key
(247), -- Entity ldentification Key
(248), -- Authority Signature Key
(249), -- Key Modifier Key
(250), -- Revocation Signature Key
(251), -- Certificate Signature Key
(252), -- Symmetric Authentication Key
(253), -- Random Generation Key
(254), -- Certificate Encryption Key
(255), -- Excl usi on Key
-- Expect additional key use values -- }

-- Transport Key Attribute

aa-transport Key ATTRIBUTE :: = {

TYPE TransQp

| DENTI FI ED BY i d-knma-transport Key }

i d-kma-transport Key OBJECT IDENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
od(2) infosec(l) keying-material-attributes(13) 15 }

d
Tr ans

ope

Op ::= ENUMVERATED {
t ransport

rati ona

(1),
(2) }

-- Key Distribution Period Attribute

aa- keyDi stributionPeriod ATTRI BUTE :: = {

TYPE KeyDi st Peri od

| DENTI FI ED BY i d- kma- keyDi st Peri od }

Ti nmel ,

et al.
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i d- kma- keyDi st Peri od OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)

dod(2) infosec(l) keying-material-attributes(13) 5 }

KeyDi st Period ::= SEQUENCE {

doNot Di st Bef ore
doNot Di st Aft er

Bi naryTi me OPTI ONAL,
Bi naryTi ne }

-- Key Validity Period Attribute

aa- keyVal i di tyPeriod ATTRI BUTE :: = {

TYPE KeyVal i di t yPeri od

| DENTI FI ED BY i d- kma- keyVal i di t yPeri od }

i d- kma- keyVal i dityPeriod OBJECT |IDENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)

dod(2) infosec(1l) keying-material-attributes(13) 6 }

KeyVal i dityPeriod ::

doNot UseBef or e
doNot UseAf t er

-- Key Duration Attribute

= SEQUENCE {
Bi naryTi ne,
Bi naryTi me OPTI ONAL }

aa- keyDur ati onPeri od ATTRI BUTE :: = {

TYPE KeyDur ati on

| DENTI FI ED BY i d- knma- keyDuration }

i d- kma- keyDur ati on

OBJECT I DENTIFIER :: =

June 2016

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)

dod(2) infosec(l) keying-material-attributes(13) 7 }

KeyDuration ::= CHO CE {
hour s [0] INTEGER (1..
days | NTECER (1. .

weeks [1] INTEGER (1..
months [2] | NTEGER (1..
years [3] INTEGER (1..

ub- KeyDur at i on- hour s
ub- KeyDur at i on- days

ub- KeyDur at i on- weeks
ub- KeyDur at i on- nont hs | NTEGER : :
ub- KeyDur at i on- year s

Tinmel, et al.

| NTEGER : :
| NTEGER : :
| NTEGER : :

| NTEGER : :

ub- KeyDur at i on- hour s),
ub- KeyDur at i on- days),
ub- KeyDur at i on- weeks),
ub- KeyDur at i on- nont hs),
ub- KeyDur ati on-years) }

96
732
104

72
100
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-- Classification Attribute

-- The attribute syntax is inmported from|[RFC6268]. The term
-- "classification" is used in this docunent, but the term"security
-- label" is used in [RFC2634]. The terns have the sanme neaning.

aa-cl assificationAttri bute ATTRI BUTE :: = {
TYPE O assification
| DENTI FI ED BY i d-aa-KP-classification }

i d-aa- KP-cl assification OBJECT | DENTIFIER ::= id-aa-securitylLabel
Classification ::= ESSSecuritylLabel

i d-enuner at edRestrictiveAttri butes OBJECT | DENTI FI ER :: =
{ 216 840 1 101 2 1 8 3 4}

i d- enumer at edPer m ssi veAttri butes OBJECT | DENTI FI ER : : =
{ 216 8401 101 218 3 1}

Enunmer at edTag :: = SEQUENCE {
t agNane OBJECT | DENTI FI ER,
attributelList SET OF SecurityAttribute }

SecurityAttribute ::= INTEGER (0.. MAX)
-- Split ldentifier Attribute

aa-splitldentifier ATTRIBUTE ::= {
TYPE SplitID
| DENTI FI ED BY id-kma-splitlD }

i d-kma-splitlD OBJECT I DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 11 }

SplitlD ::= SEQUENCE {
hal f ENUMERATED { a(0), b(1) },
combineAlg Algorithmdentifier
{ COVBI NE- ALGORI THM { Combi neAl gorithns}} OPTI ONAL }
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COVBI NE- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

}

W TH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Par ams] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]

}

Combi neAl gori thns COVBI NE- ALGORI THM : : = {
-- Key Package Type Attribute

aa- keyPackageType ATTRI BUTE ::= {

TYPE KeyPkgType
| DENTI FI ED BY i d- knma- keyPkgType }

i d- kma- keyPkgType OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 12 }
KeyPkgType ::= OBJECT | DENTI FI ER
-- Signhature Usage Attribute
aa- si ghat ureUsage-v3 ATTRI BUTE :: = {
TYPE Si gnhat ur eUsage
| DENTI FI ED BY i d- kma- si gUsageV3 }
i d- kma- si gUsageV3d OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 22 }
Si gnat ur eUsage :: = CMsCont ent Constraints
-- Oher Certificate Format Attribute
aa-otherCertificateFormats ATTRI BUTE :: = {

TYPE CertificateChoices
| DENTI FI ED BY i d- kma- ot her Cert Formats }
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i d- kma- ot her Cert Formats OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 19 }

-- PKI Path Attribute
aa- pki Path ATTRI BUTE ::= {
TYPE Pki Pat h
| DENTI FI ED BY i d-at - pki Path }

i d-at-pki Path OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) ds(5) attributes(4) 70 }

Pki Path ::= SEQUENCE SI ZE (1..MAX) OF Certificate
-- Useful Certificates Attribute
aa-useful Certificates ATTRI BUTE ::= {
TYPE CertificateSet
| DENTI FI ED BY i d-knma-useful Certs }
i d- kma-useful Certs OBJECT | DENTI FIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)
dod(2) infosec(l) keying-material-attributes(13) 20 }
-- Key Wap Attribute
aa- keyW apAl gorithm ATTRI BUTE :: = {
TYPE Al gorithmdentifier{KEY-WRAP, {KeyEncryptionAl gorithntet}}
| DENTI FI ED BY i d-kma- keyW apAl gorithm}
i d- kma- keyW apAl gorithm OBJECT | DENTI FI ER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) keying-material-attributes(13) 21 }
KeyEncrypti onAl gorithnBSet KEY-WRAP ::={ ... }
-- Content Decryption Key ldentifier Attribute
aa- cont ent Decrypt Keyl dentifier ATTRI BUTE ::= {
TYPE Cont ent Decrypt Keyl D
| DENTI FI ED BY i d-aa- KP- cont ent Decr ypt Keyl D }
i d- aa- KP- cont ent Decrypt Keyl D OBJECT | DENTI FI ER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(1l) attributes(5) 66 }

Cont ent Decr ypt Keyl D: : = OCTET STRI NG
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-- Certificate Pointers Attribute
aa-certificatePointers ATTRI BUTE ::= {
TYPE Subj ect | nf oAccessSynt ax
| DENTI FI ED BY i d- pe-subj ect | nfoAccess }
-- CRL Pointers Attribute
aa- cRLDi stri buti onPoints ATTRI BUTE :: = {
TYPE Cener al Nanes
| DENTI FI ED BY i d-aa-KP-crl Pointers }
i d-aa-KP-crl Pointers OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) attributes (5) 70 }
-- ExtendedError Codes
i d-errorCodes OBJECT | DENTIFIER :: =
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
dod(2) infosec(l) errorCodes(22) }

i d-m ssi ngKeyType OBJECT I DENTIFIER :: = {
i d-errorCodes 1 }

i d-privacyMarkTooLong OBJECT | DENTIFI ER :: = {
i d-errorCodes 2 }

i d-unrecogni zedSecurityPolicy OBIJECT I DENTIFIER ::= {
i d-errorCodes 3 }

END
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