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ChaCha20- Pol y1305 Ci pher Suites for Transport Layer Security (TLS)
Abst ract
Thi s docunent describes the use of the ChaCha stream ci pher and
Pol y1305 authenticator in the Transport Layer Security (TLS) and
Dat agram Transport Layer Security (DTLS) protocols.
Thi s docunent updates RFCs 5246 and 6347.
Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7905.
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1.

I nt roducti on

Thi s docunent describes the use of the ChaCha stream ci pher and

Pol y1305 authenticator in version 1.2 or later of the Transport Layer
Security (TLS) protocol [RFC5246] as well as version 1.2 or |later of
the Dat agram Transport Layer Security (DTLS) protocol [RFC6347].

ChaCha [CHACHA] is a stream cipher devel oped by D. J. Bernstein in
2008. It is a refinement of Sal sa20, which is one of the selected
ciphers in the eSTREAM portfolio [ ESTREAM, and it was used as the
core of the SHA-3 finalist, BLAKE

The variant of ChaCha used in this docunment has 20 rounds, a 96-bit
nonce, and a 256-bit key; it is referred to as "ChaCha20". This is
the conservative variant (with respect to security) of the ChaCha
famly and is described in [ RFC7539].

Pol y1305 [ POLY1305] is a Wegnman-Carter, one-tinme authenticator
designed by D. J. Bernstein. Polyl305 takes a 256-bit, one-tinme key
and a nessage, and it produces a 16-byte tag that authenticates the
message such that an attacker has a negligible chance of producing a
valid tag for an inauthentic nessage. It is described in [ RFC7539].

ChaCha and Pol y1305 have both been designed for high performance in
software inplenentations. They typically adnmit a conpact

i mpl ementation that uses few resources and i nexpensi ve operations,
whi ch makes them suitable on a wi de range of architectures. They
have al so been designed to nminimze | eakage of infornmation through
si de- channel s.

Recent attacks [ CBC- ATTACK] have indicated problens with the CBC node
ci pher suites in TLS and DTLS, as well as issues with the only
supported stream ci pher (R4) [RC4A-ATTACK]. VWhile the existing

Aut henti cated Encryption with Associated Data (AEAD) ci pher suites
(based on AES-GCM address sone of these issues, there are concerns
about their performance and ease of software inplenentation.

Therefore, a new stream ci pher to replace RC4 and address all the
previous issues is needed. It is the purpose of this docunment to
descri be a secure streamcipher for both TLS and DTLS that is
conparable to RC4 in speed on a wide range of platforns and can be
i npl emented easily without being vulnerable to software side-channe
att acks.
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2. ChaCha20 Ci pher Suites

The ChaCha20 and Pol y1305 primtives are built into an AEAD al gorithm
[ RFC5116], AEAD_CHACHA20_POLY1305, as described in [RFC7539]. This
AEAD is incorporated into TLS and DTLS as specified in

Section 6.2.3.3 of [RFC5246].

AEAD CHACHA20 POLY1305 requires a 96-bit nonce, which is formed as
fol | ows:

1. The 64-bit record sequence nunber is serialized as an 8-byte,
bi g-endi an val ue and padded on the left with four Ox00 bytes.

2. The padded sequence number is XORed with the client_wite |V
(when the client is sending) or server_wite_ |V (when the server
i s sending).

In DTLS, the 64-bit seq_ numis the 16-bit epoch concatenated with the
48-bit sequence_numnber.

This nonce construction is different fromthe one used with AES- GCM
in TLS 1.2 but natches the schene expected to be used in TLS 1. 3.

The nonce is constructed fromthe record sequence nunber and the
shared secret, both of which are known to the recipient. The
advantage is that no per-record, explicit nonce need be transmtted,
whi ch saves ei ght bytes per record and prevents inplenentations from
m st akenly using a random nonce. Thus, in the ternms of [RFC5246],
SecurityParaneters.fixed iv_length is twelve bytes and
SecurityParaneters.record_iv_length is zero bytes

The foll owi ng ci pher suites are defined:

TLS_ECDHE_RSA W TH_CHACHA20 POLY1305_SHA256 = {0xCC, OxA8}
TLS_ECDHE_ECDSA W TH_CHACHA20_POLY1305_SHA256 = {0xCC, OxA9}
TLS_DHE_RSA W TH_CHACHA20 POLY1305_SHA256 = {OXCC, OxAA}
TLS_PSK_W TH_CHACHA20 POLY1305_SHA256 = {OXCC, OxAB}
TLS_ECDHE_PSK_W TH_CHACHA20 PCOLY1305_SHA256 = {0xCC, OxAC}
TLS_DHE_PSK_W TH_CHACHA20 POLY1305_SHA256 = {OXCC, OXAD}
TLS_RSA_PSK_W TH_CHACHA20_POLY1305_SHA256 = {OXCC, OXAE}

The DHE _RSA, ECDHE RSA, ECDHE ECDSA, PSK, ECDHE PSK, DHE_PSK, and
RSA _PSK key exchanges for these cipher suites are unaltered; thus,
they are performed as defined in [ RFC5246], [RFC4492], and [ RFC5489].

The pseudorandom function (PRF) for all the cipher suites defined in

this docunment is the TLS PRF with SHA-256 [ FI PS180-4] as the hash
function.
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3.

| ANA Consi der ati ons

| ANA has added the following entries in the TLS C pher Suite
Regi stry:

TLS_ECDHE_RSA W TH_CHACHA20 POLY1305_SHA256 = {0xCC, OxA8}
TLS_ECDHE_ECDSA W TH_CHACHA20_POLY1305_SHA256 = {0xCC, OxA9}
TLS_DHE_RSA W TH_CHACHA20 POLY1305_SHA256 = {OXCC, OxXAA}
TLS_PSK_W TH_CHACHA20_POLY1305_SHA256 = {OXCC, OxXAB}
TLS_ECDHE_PSK_W TH_CHACHA20 PCOLY1305_SHA256 = {0xCC, OxAC}
TLS_DHE_PSK_W TH_CHACHA20 POLY1305_SHA256 = {OXCC, OxAD}
TLS_RSA_PSK_W TH_CHACHA20_POLY1305_SHA256 = {OXCC, OXAE}

Security Considerations

ChaCha20 foll ows the sane basic principle as Sal sa20 [ SALSA20SPEC], a
ci pher with significant security revi ew [ SALSA20- SECURI TY] [ ESTREAM .
At the tine of witing this docunent, there are no known significant
security problems with either cipher, and ChaCha20 is shown to be
nmore resistant in certain attacks than Sal sa20 [ SALSA20- ATTACK]

Furt hernore, ChaCha20 was used as the core of the BLAKE hash
function, a SHA3 finalist, which has received considerabl e

cryptanal ytic attention [N ST-SHA3].

Pol y1305 is designed to ensure that forged nessages are rejected with
a probability of 1-(n/27107), where n is the maxi mum | ength of the
input to Polyl305. In the case of (D)TLS, this nmeans a maxi mum
forgery probability of about 1 in 2793.

The ci pher suites described in this docunent require that a nonce
never be repeated under the sane key. The design presented ensures
this by using the TLS sequence nunber, which is unique and does not
wrap [ RFC5246] .

It should be noted that AEADs, such as ChaCha20-Pol y1305, are not
intended to hide the lengths of plaintexts. Wen this docunent
speaks of side-channel attacks, it is not considering traffic

anal ysis, but rather timng and cache side-channels. Traffic

anal ysis, while a valid concern, is outside the scope of the AEAD and
i s being addressed el sewhere in future versions of TLS

O herwi se, this docunent should not introduce any additional security
consi derations other than those that follow fromthe use of the

AEAD CHACHA20 POLY1305 construction, thus the reader is directed to
the Security Considerations section of [RFC7539].
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