I nternet Engi neering Task Force (IETF) C. Jennings

Request for Comments: 7904 Ci sco
Cat egory: Standards Track B. Lowekanp
| SSN. 2070-1721 Skype
E. Rescorla

RTFM 1 nc

S. Baset
| BM

H. Schul zrinne

Col unbi a University
T. Schm dt, Ed.

HAW Hambur g

Cct ober 2016

A SIP Usage for REsource LCcation And Di scovery (RELOAD)

Abstract

Thi s docunent defines a SIP Usage for REsource LCcation And Di scovery
(RELOAD). The SI P Usage provides the functionality of a SIP proxy or
registrar in a fully distributed system and includes a | ookup service
for Address of Records (AORs) stored in the overlay. It also defines
G obally Routable User Agent URIs (GRUUs) that allow the
registrations to map an AOR to a specific node reachabl e through the
overlay. After such initial contact of a Peer, the RELOAD AppAttach
met hod is used to establish a direct connection between nodes through
whi ch SI P nessages are exchanged.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7904
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1. Introduction

REsource LCcati on And Di scovery (RELOAD) [ RFC6940] specifies a peer-
to-peer (P2P) signaling protocol for general use on the Internet.

Thi s docunent defines a SIP Usage of RELOAD that allows SIP [ RFC3261]
user agents (UAs) to establish peer-to-peer SIP (or SIPS) sessions

wi t hout the requirenent for a permanent proxy or registration
servers, e.g., a fully distributed tel ephony service. This service
transparently supports SIP addressing including tel ephone nunbers.

In such a network, the RELOAD overlay itself perforns the

regi stration and rendezvous functions ordinarily associated with such
servers.

The SI P Usage involves two basic functions:

Regi stration: SIP UAs can use the RELOAD data storage functionality
to store a nmapping fromtheir Address of Record (AOR) to their
Node-ID in the overlay and to retrieve the Node-1D of other UAs.

Rendezvous: Once a SIP UA has identified the Node-1D for an ACR it
wi shes to call, it can use the RELOAD message routing systemto
set up a direct connection for exchanging SIP nessages.

Mappi ngs are stored in the SipRegistration Resource Record defined in
this docunment. All operations required to performa SIP registration
or rendezvous are standard RELOAD protocol nethods.

For exanple, Bob registers his AOR, "bob@lht.exanple.conf, for his
Node- I D "1234". \When Alice wants to call Bob, she queries the
overlay for "bob@ilht.exanple.cont and receives Node-1D "1234" in
return. She then uses the overlay routing to establish a direct
connection with Bob and can directly transmt a standard SIP I NVITE
In detail, this works along the foll ow ng steps:

1. Bob, operating Node-1D "1234", stores a mapping fromhis AORto
his Node-I1D in the overlay by applying a Store request for
"bob@lht . exanpl e. com -> 1234".

2. Aice, operating Node-1D "5678", decides to call Bob. She
retrieves Node-I1D "1234" by perform ng a Fetch request on
"bob@lht . exanpl e. cont'.

3. Alice uses the overlay to route an AppAttach nmessage to Bob’'s
Peer (1D "1234"). Bob responds with his own AppAttach and they
set up a direct connection, as shown in Figure 1. Note that
mut ual Interactive Connectivity Establishnent (1 CE) checks are
i nvoked automatically fromthe AppAttach nessage exchange.
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Overl ay
Alice Peer 1 .. Peer N Bob
(5678) (1234)
AppAttach ->
AppAttach ->
AppAttach ->
AppAttach ->
<- AppAttach
<- AppAttach
<- AppAttach
<- AppAttach
R | CE Checks ----------------- >
Y R e >
o oo o i oK
ACK - - m o oo >
S R | CE Checks for nedia ------------- >
Qoo RTP - -cmmmmmmmmmmmmeeee o >

Figure 1: Connection Setup in P2P SIP Using the RELOAD Overl ay

It is inportant to note that the only role of RELOAD in this exanple
is to set up the direct SIP connection between Alice and Bob. As
soon as the | CE checks conplete and the connection is established,
ordinary SIP or SIPSis used. |In particular, the establishnent of
the medi a channel for a phone call happens via the usual SIP

mechani snms, and RELOAD is not involved. Media never traverses the
overlay. After the successful exchange of SIP nessages,

communi cating Peers run | CE connectivity checks for nedia.

In addition to mappings from AORs to Node-I1Ds, the SIP Usage al so
al | ows mappings from AORs to other AORs. This enables an indirection
useful for call forwarding. For instance, if Bob wants his phone
calls tenmporarily forwarded to Charlie, he can store the mapping
"bob@lht . exanpl e. com -> charlie@lht.exanple.cont. Wen Aice wants
to call Bob, she retrieves this mapping and can then fetch Charlie’'s
AOR to retrieve his Node-1D. These mechani sns are described in
Section 3.

Al ternatively, Gdobally Routable User Agent URIs (GRUUs) [RFC5627]
can be used for directly accessing Peers. They are handled via a
separate nechani sm as described in Section 6.

Concepts used in this document can be extended to include tel URI'S

[ RFC3966], but this will require further specifications to ensure
semantic interoperability of inplenentations.
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3.

3.

The SI P Usage for RELOAD addresses a fully distributed depl oynent of
sessi on-based services anong overlay Peers. This RELOAD Usage may be
relevant in a variety of environments, including a tightly controlled
environment of a single provider that admts parties using AORs with
domai ns fromcontrol |l ed nanespace(s) only, or an open, multi-party
infrastructure that liberally allows a registration and rendezvous
for various or any donmai n namespace. It is noteworthy in this
context that -- in contrast to regular SIP -- domain nanmes play no
role in routing to a proxy server. Once connectivity to an overl ay
is given, the technology allows any nane registration, possibly
constrai ned by overlay domain restrictions.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

We use the term nol ogy and definitions from"Concepts and Term nol ogy
for Peer-to-Peer SIP (P2PSIP)" [RFC7890] and the RELOAD Base Prot ocol
[ RFC6940] extensively in this docunent.

In addition, terns defined by SIP [ RFC3261] apply to this nmeno. The
term AOR is the SIP "Address of Record" used to identify a user in
SIP. For exanple, "alice@xanple.com could be the ACR for Alice.
For the purposes of this specification, an AOR is considered not to
i nclude the schenme (e.g., sip:), as the AOR needs to match the
rfc822Nanme in the X 509 v3 certificates [RFC5280]. It is worth
noting that SIP and SIPS are distinguished in P2PSIP by the

Appli cation-1D.

Regi stering AORs in the Overl ay
1. Overview

In ordinary SIP, a UA registers the user’s AOR and its network
location with a registrar. In RELOAD, this registrar function is
provided by the overlay as a whole. To register its location, a
RELOAD peer stores a SipRegistration Resource Record under its own
AOR using the SIP-REGQ STRATION Kind, which is formally defined in
Section 7. Note that the registration lifetinme known fromthe

regul ar SIP REA STER nethod is inherited fromthe lifetine attribute
of the basic RELOAD StoredData structure (see Section 7 in

[ RFC6940] ) .
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A RELOAD overlay MAY restrict the storage of AORs. Namespaces (i.e.,
the right-hand side of the AOR) that are supported for registration
and | ookup can be configured for each RELOAD depl oynent as descri bed
in Section 3.4.

As a sinple exanple, consider Alice with an AOR

"ali ce@ht . exanpl e.org" at Node-I1D "1234". She might store the
mappi ng "alice@ht. exanple.org -> 1234" telling anyone who wants to
call her to contact node "1234".

RELOAD peers can store two ki nds of SIP mappings,

o froman AORto a destination list (a single Node-IDis just a
trivial destination list), or

o fromone AOR to another.

The neaning of the first kind of mapping is "in order to contact ne,
forma connection with this Peer." The meaning of the second kind of
mapping is "in order to contact me, dereference this AOR'. The
latter allows for forwarding. For instance, if Alice wants her calls
to be forwarded to her secretary, Sam she might insert the follow ng
mappi ng, "alice@ht.exanple.org -> sam@ht. exanpl e. org".

3.2. Data Structure
This section defines the SipRegistration Resource Record as foll ows:

enum {
sip_registration_uri(1),
sip_registration_route(2),
(255)

} SipRegistrationType;

sel ect (SipRegistration.type) {
case sip_registration_ uri:

opaque uri<0..2"16-1>;

case sip_registration_route:
opaque contact prefs<0..2"16-1>;
Destination destination_|ist<3..2"16-1>;

[* This type can be extended */

} SipRegistrationDat a;
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struct {
Si pRegi strati onType type;
uint 16 | engt h;

Si pRegi strationData  dat a;
} SipRegistration;

The contents of the SipRegistration Resource Record are:
type
the type of the registration
| ength
the length of the rest of the PDU
dat a
the registration data

o If the registration is of type "sip_registration_uri", then the
contents are an opaque string containing the AOR

o If the registration is of type "sip_registration_route", then the
contents are an opaque string containing the registrant’s contact
preferences and a destination list for the Peer.

The call ee expresses its capabilities within the contact preferences

as specified in [RFC3840]. It encodes a nedia feature set conprised

of its capabilities as a contact predicate, i.e., a string of feature
paraneters that appear as part of the Contact header field. Feature

paraneters are derived fromthe nmedia feature set syntax of [RFC2533]
(see al so [RFC2738]) as described in [ RFC3840].

Thi s encodi ng covers all SIP User Agent capabilities, as defined in

[ RFC3840] and registered in the SIP feature tag registration tree.

In particular, a callee can indicate that it prefers contact via a
particular SIP scheme -- SIP or SIPS -- by using one of the foll ow ng
contact _prefs attributes:

(si p. schenes=SI P)
(si p. schenes=SI PS)
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RELOAD explicitly supports nultiple registrations for a single AOR
The registrations are stored in a dictionary with Node-1Ds as the

dictionary keys. Consider, for instance, the case where Aice has
two Peers:

o her desk phone (1234)
o her cell phone (5678)

Alice mght store the following in the overlay at resource
"al i ce@ht . exanpl e. cont':

0 a SipRegistration of type "sip_registration_route" with dictionary
key "1234" and val ue "1234", both referring to Node-IDs

0 a SipRegistration of type "sip_registration_route" with dictionary
key "5678" and val ue "5678"

Note that this structure explicitly allows one Node-ID to forward to
anot her Node-I1D. For instance, Alice could set calls to her desk
phone to ring at her cell phone by storing a SipRegistration of type
"sip_registration_route" with a dictionary key "1234" and a val ue
"5678".

3.3. Access Control

In order to prevent hijacking or other m suse, registrations are
subj ect to access control rules. Two kinds of restrictions apply:

0 A Store is pernmitted only for AORs with domain nanmes that fall
into the namespaces supported by the RELOAD Overlay | nstance.

0 Storing requests are perforned according to the USER- NODE- MATCH
access control policy of RELOAD.

Before issuing a Store request to the overlay, any Peer SHOULD verify
that the ACR of the request is a valid Resource Nane with respect to
its domain name and the namespaces defined in the overlay
configuration docunent (see Section 3.4).

Before a Store is pernitted, the Storing Peer MIJST check that:

o0 The ACR of the request is a valid Resource Nane with respect to
the nanespaces defined in the overlay configuration docunent.

o The certificate contains a usernane that is a SIP AOR that hashes
to the Resource-ID it is being stored at.
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0o The certificate contains a Node-ID that is the sane as the
dictionary key it is being stored at.

If any of these checks fail, the request MJST be rejected with an
Error _For bi dden error

Note that these rules permit Alice to forward calls to Bob without
his perm ssion. However, they do not permt Alice to forward Bob’s
calls to her. See Section 8.2.2 for additional details.

3.4. Overlay Configuration Docunent Extension

The use of a SIP-enabled overlay MAY be restricted to users with AORs
from specific domains. Wen deploying an overlay service, providers
can inpl enent such restrictions by defining a set of namespaces for
adm ssi bl e domain names. This section extends the overl ay
configuration docunent by defining new el enents for patterns that
descri be a correspondi ng donai n nanme synt ax.

A RELQAD overl ay can be configured to accept store requests for any
AOR, or to apply domain nane restrictions. To apply restrictions,
the overlay configuration docunent needs to contain a <donai n-
restrictions> elenment. The <domain-restrictions> elenent serves as a
container for zero to nultiple <pattern> sub-elenents. A <pattern>
el ement MAY be present if the "enable" attribute of its parent
element is set to true. Each <pattern> elenent defines a pattern for
constructing adm ssible resource nanes. It is of type xsd:string and
interpreted as a regul ar expression according to "POSI X Ext ended
Regul ar Expression" (see the specifications in [|EEE-Posix]).
Encodi ng of the domain name adheres to the restricted ASCI| character
set without character escaping as defined in Section 19.1 of

[ RFC3261] .

I nclusion of a <donmain-restrictions> elenent in an overl ay
configuration docunent is OPTIONAL. |If the elenent is not included,
the default behavior is to accept any AOR If the elenent is

i ncluded and the "enable" attribute is not set or set to false, the
overlay MJIST only accept ACRs that match the domai n name of the
overlay. |If the element is included and the "enable" attribute is
set to true, the overlay MJST only accept AORs that match patterns
specified in the <domai n-restrictions> el enent.

Exanpl e of Donmin Patterns:
dht\ . exanpl e\. com
.*\ony\ L exampl e

In this exanple, any AOR will be accepted that is either of the form
<user >@lht . exanpl e.com or ends with the domain "ny.exanpl e".
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The RELAX NG granmar for the AOR Domain Restriction reads:
# ACR DOVAI N RESTRI CTI ON URN SUB- NAMESPACE
nanespace sip = "urn:ietf:parans: xnm : ns: p2p: confi g- base: si p"
# ACR DOMAI N RESTRI CTI ON ELEMENT
Ki nd- paraneter &= el enent sip:domain-restriction {
attribute enable { xsd:bool ean }
# PATTERN ELEMENT

el ement sip:pattern { xsd:string }*

12
4. Looking Up an AOR
4.1. Finding a Route to an ACR

A RELOAD user, nenber of an overlay, who wi shes to call another user
with a given AOR SHALL proceed in the follow ng way:

AOR is a GRUU? If the AORis a GRUU for this overlay, the callee can
be contacted directly as described in Section 6.

AOR domain is hosted in overlay? |If the domain part of the AOR
mat ches a domain pattern configured in the overlay, the user can
continue to resolve the AORin this overlay. The user MAY choose
to query the DNS service records to search for additional support
of this donmain narne.

AOR donmai n not supported by overlay? |f the domain part of the AOR
is not supported in the current overlay, the user might query the
DNS (or other discovery services at hand) to search for an
alternative overlay that services the AOR under request.

Al ternatively, standard SIP procedures for contacting the callee
m ght be used.

AOR inaccessible? If all of the above contact attenpts fail, the
call fails.

The procedures descri bed above |ikew se apply when nodes are
si mul t aneously connected to several overl ays.
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4.2. Resolving an AOR

A RELOAD user that has discovered a route to an ACRin the current
overlay SHALL execute the follow ng steps:

1. Performa Fetch for Kind SIP-REG STRATI ON at the Resource-1D
corresponding to the AOR. This Fetch SHOULD NOT i ndi cate any
dictionary keys, so that it will fetch all the stored val ues.

2. If any of the results of the Fetch are non-GRUU ACRs, then repeat
step 1 for that AOR

3. Once only GRUUs and destination lists remain, the Peer renoves
duplicate destination lists and GRUUs fromthe list and initiates
SIP or SIPS connections to the appropriate Peers as described in

the following sections. |If there are also external AORs, the
Peer follows the appropriate procedure for contacting them as
wel | .

5. Formng a Direct Connection
5.1. Setting Up a Connection

Once the Peer has translated the AORinto a set of destination lists,
it then uses the overlay to route AppAttach nmessages to each of those
Peers. The "application" field MJST be either 5060 to indicate SIP
or 5061 to indicate SIPS. |If certificate-based authentication is in
use, the respondi ng Peer MUST present a certificate with a Node-ID
mat ching the ternminal entry in the destination list. Qherw se, the
connection MJUST NOT be used and MJUST be closed. Note that it is
possi bl e that the Peers already have a RELOAD connection nutually
established. This MJUST NOT be used for SIP nessages unless it is a
SI P connection. A previously established SIP connection MAY be used
for a new call.

Once the AppAttach succeeds, the Peer sends plain or (D) TLS-encrypted
SI P nessages over the connection as in normal SIP. A caller MY
choose to contact the callee using SIP or SIPS, but SHOULD foll ow a
preference indicated by the callee in its contact_prefs attribute
(see Section 3.2). A callee MAY choose to listen on both SIP and
SIPS ports and accept calls fromeither SIP schene, or select a
single one. However, a callee that decides to accept SIPS calls
only, SHOULD indicate its choice by setting the correspondi ng
attribute in its contact_prefs. It is noteworthy that, according to
[ RFC6940], all overlay links are built on (D) TLS-secured transport.
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SI P messages carry the SIP URIs of actual overlay endpoints (e.qg.,
"sip:alice@ht.exanple.cont) in the Via and Contact headers, while
the conmuni cati on continues via the RELOAD connection. However, a UA
can redirect its comrunication path by setting an alternate Contact
header field like in ordinary SIP

5.2. Keeping a Connection Alive

In many cases, RELOAD connections established from | CE [ RFC5245]
negotiations will traverse stateful NATs and firewalls. It is the
responsibility of the Peers to send nessages with a frequency
sufficient to maintain the necessary state in these NATs and
firewal s and thus keep the connection alive. Keepalives are a
mandat ory conponent of | CE (see Section 10 of [RFC5245]) and no
further operations are required. Applications that want to assure
mai nt enance of sessions individually need to follow regular SIP
means. Accordingly, a SIP Peer MAY apply keep-alive techniques in
agreenment with its transport binding as defined in Section 3.5 of

[ RFC5626] .

6. Using GRUUs

G obal |y Routable User Agent URIs (GRUUs) [RFC5627] have been
designed to allow direct routing to a specific UA instance w thout
the need for dereferencing by a domain-specific SIP proxy function
The concept is transferred to RELOAD overlays as follows. GRUUs in
RELOAD are constructed by emnmbeddi ng a base64-encoded destination |ist
inthe "gr" URl paraneter of the GRUU. The base64 encoding is done
with the al phabet specified in Table 1 of [ RFC4648] with the

exception that "~" is used in place of

Exanpl e of a RELOAD GRUU:
al i ce@xanpl e. com gr =MDEyMz QLNj c40TAxM MONTY3ODk ~

GRUUs do not require storing data in the Overlay Instance. Rather,
when a Peer needs to route a nessage to a GRUU in the sanme P2P
overlay, it sinply uses the destination |list and connects to that
Peer. Because a GRUU contains a destination list, it can have the
same contents as a destination list stored el sewhere in the resource
dictionary.

Anonymous CRUUs [ RFC5767] are constructed anal ogously, but require
either that the enrollnent server issues a different Node-ID for each
anonynmous GRUU required, or that a destination list be used that
includes a Peer that conpresses the destination list to stop the
Node- I D from bei ng reveal ed
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7. SI P-REGQ STRATION Ki nd Definition
Thi s section defines the SIP-REG STRATI ON Ki nd
Name: S| P- REG STRATI ON

Kind I Ds: The Resource Nane for the SIP-REGQ STRATION Kind-ID is the
AOR of the user as specified in Section 2. The data stored is a
Si pRegi stration, which can contain either another URI or a
destination list to the Peer that is acting for the user

Data Model: The data nodel for the SIP-REG STRATION Kind-I1D is a
dictionary. The dictionary key is the Node-1D of the Storing
Peer. This allows each Peer (presumably corresponding to a single
device) to store a single route nmapping.

Access Control: USER-NODE-MATCH. Note that this natches the SIP AOR
agai nst the rfc822Name in the X 509 v3 certificate. The
rf c822Name does not include the scheme so that the "sip:" prefix
needs to be renmoved fromthe SIP AOR before matching. Escaped
characters ("% encoding) in the SIP AOR al so need to be decoded
prior to matching (see [ RFC3986]).

Data stored under the SIP-REA STRATION Kind is of type
Si pRegi stration, containing one of two data types:

sip_registration_uri
A URI that the user can be reached at.
sip_registration_route
A destination list that can be used to reach the user’s Peer
8. Security Considerations
8.1. RELOAD- Specific |Issues
Thi s Usage for RELOAD does not define new protocol elenents or
operations. Hence, no new threats arrive from nessage exchanges in
REL QAD.
Thi s docunment introduces an ACR domain restriction function that nust
be conmpared against the registration attenpt by the Storing Peer. A
m sconfigured or malicious Peer could cause frequent rejects of

illegitimate storing requests. However, domain nane control relies
on a lightweight pattern matching and can be processed prior to
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validating certificates. Hence, no extra burden is introduced for
RELOAD peers beyond | oads already present in the base protocol

8.2. SIP-Specific |ssues
8.2.1. Fork Expl osion

Because SIP includes a forking capability (the ability to retarget to
multiple recipients), fork bonbs (i.e., attacks using SIP forking to
anplify the effect on the intended victins) are a potential DoS
concern. However, in the SIP Usage of RELOAD, fork bonmbs are a nuch
| oner concern than in a conventional SIP Proxy infrastructure,
because the calling party is involved in each retargeting event. It
can therefore directly measure the nunmber of forks and throttle at
some reasonabl e nunber.

8.2.2. Milicious Retargeting

To launch a DoS attack, the owner of a popular AOR could retarget all
calls to the victim This attack is common to SIP and is difficult
to ameliorate without requiring the target of a SIP registration to
authorize all stores. The overhead of that requirenent woul d be
excessive and, in addition, there are good use cases for retargeting
to a Peer without its explicit cooperation

8.2.3. M suse of ACRs

A RELOAD overlay and enroll ment service that liberally accepts
registrations for AORs of donain nanes unrelated to the overlay

i nstance and without further authorization could store presence state
for AORs without the consent of the owner of the AOR An attacker
coul d hijack names, register a bogus presence, and attract calls
dedicated to a victimthat resides within or outside the Overl ay

I nst ance.

A hijacking of AORs can be mitigated by restricting the name spaces
adm ssible in the Overlay Instance, or by additional verification
actions of the enrollnment service. To prevent an (exclusive) routing
to a bogus registration, a caller can in addition query the DNS (or
ot her discovery services at hand), search for an alternative presence
of the callee in another overlay or a SIP infrastructure using

[ RFC3263] for nane resol ution
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8.2.4. Privacy |ssues

Al RELCAD SIP registration data is visible to all nodes in the
overlay. Location privacy can be gai ned from using anonynous GRUUs.
Met hods of providing anonynmity or depl oyi ng pseudonyns exist, but are
beyond t he scope of this docunent.

9. | ANA Consi derati ons
9.1. Data Kind-1D
| ANA has registered the follow ng code point in the "RELOAD Data

Kind-1 D' Registry (cf., [RFC6940]) to represent the SIP-REG STRATI ON
Kind, as described in Section 7.

o e e e e m oo oo R S +
| Kind | Kind-1D | Reference |
o e e e e oo s Fom e e o - Fom e oo +
| SI P-REQ STRATI ON | 0x1 | RFC 7904 |
Tt Fomm e oo - N +

9.2. XM Nanespace Registration

Thi s document registers the following URl for the config XM
namespace in the | ETF XM registry defined in [ RFC3688]:

URI: wurn:ietf:paramnms: xm :ns:p2p: config-base:sip
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace
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Appendi x A. Third-Party Registration

Non- peer-to-peer SIP defines third-party registration (e.g., an
assistant acting for a manager or a changing set of users registering
under a role-based AOR) in Section 10.2 of [RFC3261]. This is a

REQ STER that uses the URI of the third party in its From header and
cannot be translated directly into a P2PSIP registration because only
the owner of the certificate can store a SIP-REG STRATION in a RELOAD

overl ay.

Third-party registration can be inplenented by using the extended
access control mechani sm USER- CHAI N- ACL defined in [SHARE]. Creating
a new Kind "SI P-3P-REG STRATI ON' that is ruled by USER-CHAI N- ACL

all ows the owner of the certificate to delegate the right for
registration to individual third parties. This way, the SIP third-
party registration functionality can be regai ned w t hout weakeni ng
the security controls of RELQAD.
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