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W ndows | mage Media Types
Abst r act

Thi s docunent registers nedia types for certain inmge formats

promul gated in M crosoft Wndows, nanely image/wrf, image/x-wnrf,

i mage/ enf, inmage/x-enf, and inmage/bnp for use with Wndows Metafile,
Enhanced Metafile, and Wndows Bitnmap formats. Oiginally designed
for Mcrosoft Wndows 2.0 and 3.0, these inage files are intended to
be portabl e between applications and devices, and they nmay contain
both vector and raster graphics.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenment about its value for

i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7903

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this document.
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I ntroduction
1. Wndows Metafiles

Long before the invention of Scal able Vector G aphics, Mcrosoft

Cor porati on recogni zed the value of recording images in a format that
its applications and operating systens could easily render
irrespective of the output device. Wth the rel ease of Wndows 3.0,
M crosoft released its Wndows Metafile (W/F) format, which can
contain vector and raster graphics in one package. As a binary
format that needed to work on 16-bit nmachines, WM is conprised of a
sequence of record structures. Each record contains draw ng
commands, object definitions, and configuration settings. Wen a
metafile is processed, the inage can be rendered on a display, output
to a printer or plotter, stored in nmenory, or saved to sone

persi stent storage. Reflecting the relationship to the Wndows
Graphics Device Interface (GDI) API, WV data is "played" to a

pl ayback device context in the sane manner that PostScript content is
treated as an executable programthat results in the output of the
ori gi nal docunent.

As Mcrosoft’s first 32-bit operating system Wndows NT 3.1

i ntroduced an overhaul to the Wndows APl ("W n32") and the in-menory
formats upon which those APIs relied. The Enhanced Metafile (EM)
format was created at this tine, using 32-bit val ues instead of WWF' s
16-bit values. In Wndows XP, Mcrosoft extended EMF with "EM-+",
addi ng support for W ndows GDI +.

Many i mpl enent ati ons of WWF and EMF were created because of W ndows’
comrerci al success in the 1990s. A large body of free and
commercially available clip art and other artwork exists in this
format. Furthernore, WWF content appears non-nornatively in certain

Leonard I nf or mat i onal [ Page 2]



RFC 7903 W ndows | mage Medi a Types Sept enber 2016

standards (e.g., [OOXM.]); the usage is common enough that an
i mpl ement er woul d al nost certainly need to support it for basic
interoperability.

M crosoft publicly docunented the WV format as early as the 1992
Wndows 3.1 SDK. Since 2007, Mcrosoft has rel eased the fornat
specifications [ M5-WW], [Ms-EMF], and [ M5- EMF+] under its Open
Speci fication Prom se [ M5 OSP].

1.2. Wndows Bitnmaps

Long before the invention of Portable Network G aphics (PNG,

M crosoft Corporation and | BM Corporation needed to record inages in
a format that their applications and operating systenms could easily
render on | ow end machines (Intel 80286). The resulting "BWMP" format
contains a single raster graphic with basic header fields that can be
easily mapped (or "blitted") to locations in nmenory. As conputing
moved from 16-bit to 32-bit, BMP evolved to contain 32-bit
structures. As the '90s wore on, the venerable BMP got boosts with
support for additional color spaces, color profiles, and conpression
formats. The sane basic format can be used to convey 2-bit bl ack-
and-white bitmaps with a 1-bit al pha mask fromthe ' 80s, and full-
color Utra HD i mges on | eadi ng-edge displays. BMP is a building

bl ock of other formats, including Wndows Metafiles, Wndows |cons,
and W ndows Cursors.

Many i nmpl enent ati ons of BMP were created because of W ndows’
commerci al success in the 1990s. Usage of the format for interchange
has declined since the advent of PNG (for |ossless raster graphics)
and JPEG (for |ossy raster graphics); however, a |l arge body of free
and comrercially available BMP artwork exists. Since Wndows |cons
are a building block of "favicon.ico" web technol ogy, an inplenenter
woul d al nost certainly need to support this format for basic
interoperability.

M crosoft publicly docunented the BMP format as early as the 1992
Wndows 3.1 SDK (in the Wndows Metafile docunentation). Since 2007
M crosoft has released the format specification [ M5-W/F], which

i ncl udes nost conponents of the Wndows Bitmap format, under its Open
Specification Promse [M5-0OSP]. See Section 2.2.2.9 of [NM5-WW]

(Devi cel ndependentBitmap Object). BMP data begins with a

Bl TMAPFI LEHEADER and is foll owed by one of the bitnmap headers

( Bl TMAPI NFOHEADER, BI TMAPVAHEADER, or BI TMAPVSHEADER), optional col or
table data, bitmap data, and optional profile data, in that order

[ BMPSTOR] .
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I mpl enenters need to be aware of the [MCE] vulnerability, and to
guard against it. Some details are included in the conpleted
registration tenpl ate.

2. Wndows Metafile Media Type Registration Application
Type name: inmage
Subt ype nane: wnf
Requi red paraneters: None.
Opti onal paraneters:

DEFAULT _CHARSET: The character set intended when the Character Set
enuneration (see the WMF specification) specifies
DEFAULT CHARSET. The value of this parameter is a charset from
the 1 ANA "Character Sets" registry
<http://ww.iana. org/ assi gnments/character-sets>  Wen this
paraneter is not specified, DEFAULT_CHARSET has the foll ow ng
meaning in the WWMF specification: "a character set based on the
current system/l ocale; for exanple, when the systemlocale is
United States English, the default character set is
ANSI CHARSET" (which is Wndows-1252, nore or less). That is,
when not specified, the default character set is system
dependent. This optional paraneter is newto this registration
and may not enjoy w despread support for sonme tine. Therefore,
EMF instead of WWF (or if necessary under the circunstances,
enbedded EM- within WWF) is a nore sensible choice when text is
present.

Encodi ng consi derations: Binary.
Security considerations:

The W ndows Metafile format’'s security history is punctuated in
2005-2006 with the disclosure of the Metafile | mage Code Execution
("MCE") vulnerability. M CE won the 2007 Pwnie Award for "Mass
Ownage" and "Breaking the Internet". The official Mcrosoft
security bulletin describes that the flaw occurs because W ndows
Met afil es can set the SETABORTPRCC val ue of the Metafil eEscapes
enuneration (accessible via the META ESCAPE record), allow ng for
arbitrary code execution, i.e., "active content".

W ndows Metafiles can contain Enhanced Metafiles using the

VMETA ESCAPE _ENHANCED METAFI LE record; thus, the security
consi derations of EMF apply to WWF
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W ndows Metafiles are historically very buggy. As the origina
intent was to replicate Wndows GDI calls, flaws in GD, or in a
display or printer driver inplementing the backend to GDI, could
be exploitable. WW inplenentations not backed by W ndows GDI
have different risks: namely, while a malicious WV aut hor may not
consi der the non-Wndows GDI inplenentation as a prinmary target,
WVF has many "corner case" records for which an inplenentation’s
processing may not have received the sanme | evel of scrutiny as the
W ndows i nmpl enentation. "Fuzzing" the inplenmentation is
appropri at e.

As a "basic" inmage format, the inage/wnf nedia type does not
enpl oy executabl e content and provides no facilities for privacy
or integrity.

Interoperability considerations:

Wndows Metafile is the original 16-bit netafile format; it was
rel eased in 1990 at what some conputer historians might consider
the "zenith" of the desktop publishing revolution. Accordingly,
there is a large body of free and comercially available clip art
that is still in use, either independently or enbedded in
productivity docunents (word processing docunents, desktop
publ i shing docunents, slideshows, presentations, spreadsheets, and
wor kbooks). For exanple, references to WWF content appear (non-
normatively) in Ofice Open XM.. To say that support for this
format is necessary for interoperability would not be an
under st at ermrent .

Acconmmodations for comrents or arbitrary data storage in Wndows
Metafiles are virtually non-existent. However, Wndows Metafiles
can contain Enhanced Metafil es using the

META ESCAPE_ENHANCED METAFI LE record, so an inplenentation that
handl es Wndows Metafiles is al so expected to handl e enhanced
metafile content. Wndows Metafiles can store and out put text
strings (see META TEXTOUT and META EXTTEXTOUT records), but the
encodi ngs of the strings may be anbi guous. Unicode encodi ngs are
not possible w thout the DEFAULT_CHARSET paraneter defined in this
regi stration.

The previously unregistered type image/ x-wnf is also in w de use.
Accordingly, it is registered as a deprecated ali as.

Publ i shed specification:
WWF: M crosoft Corporation, "[MS-WWF]: Wndows Metafile Format",

v20160714 (Rev 13.1), July 2016,
<http://msdn. nmicrosoft.conflibrary/cc250370>
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Applications that use this nedia type:
Ofice productivity applications; clip art applications; desktop
publ i shing applications; sonme web browsers (e.g., Internet
Expl orer).

Fragment identifier considerations: None.

Addi tional information:
Deprecated alias names for this type: inmage/x-wnf
Magi ¢ nunber(s): D7 CD C6 9A (little-endian DWORD 0x9AC6CDD7)
File extension(s): .wnf
Maci ntosh file type code(s):

None. A uniformtype identifier (UTI) of "com mcrosoft.wrf"
i s suggest ed.

Person & enmil address to contact for further infornation:
Sean Leonard <dev+i et f @eant ek. conr

Restrictions on usage: None.

Aut hor/ Change controller: Sean Leonard <dev+i etf @eant ek. conp

I nt ended usage: COVMON

Provi si onal registration? No

3. Enhanced Metafile Media Type Registration Application

Type name: inmage

Subt ype nane: enf

Requi red paraneters: None.

Opti onal paraneters: None.

Encodi ng consi derations: Binary.
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Security considerations:

Enhanced Metafiles are not afflicted with the Metafile | mage Code
Execution ("M CE") vulnerability. There has been no public

di scl osure of vulnerabilities specific to EMF or EM-+ to date.
Nei t her EMF nor EMF+ are designed to contain "active content"”.
Nonet hel ess, Enhanced Metafiles can contain Encapsul at ed

Post Scri pt (EPS) data; thus, the security considerations of

Post Scri pt processing may al so apply to EMF

As the original intent was to replicate Wndows GDI calls, flaws
in G, or in a display or printer driver inplenenting the backend
to GDI, could be exploitable with maliciously crafted EM- content.
EMF i npl ement ati ons not backed by W ndows GDI have different

risks: nanely, while a malicious EM- aut hor may not consider the
non- Wndows GDI inplenmentation as a primary target, EMF has nmany
"corner case" records for which an inplenentation’s processing may
not have received the sane | evel of scrutiny as the Wndows

i npl ementation. "Fuzzing" the inplenentation is appropriate. It
is also possible that EM+ data is "safe" while EMF data contains
an exploit (or vice versa); the EM-+-aware inpl enentati on (such as
an application designed for GDl + on Wndows XP or above) would
skip the "unsafe" data while another inplenmentation would fal

prey to the exploit.

As a "basic" image format, the inage/enf nmedia type does not
enpl oy executabl e content and provides no facilities for privacy
or integrity.

Interoperability considerations:

Enhanced Metafile is the 32-bit metafile format; it was rel eased
in 1992 along with Wndows NT 3.1. There is a |large body of free
and comrercially available clip art that is still in use, either

i ndependently or enbedded in productivity docunents (word
processi ng docunents, desktop publishing docunents, slideshows,
present ati ons, spreadsheets, and workbooks). To say that support
for this format is necessary for interoperability would not be an
under st at enent .

Enhanced Metafil es have extensive accommpdations for comments and
arbitrary data storage. Enhanced Metafiles can store and out put
text strings. Mercifully, the encodings of these strings are

wel | -defined. Record exanples include EMR_ EXTTEXTOUTA (US-ASCI 1),
EVMR_EXTTEXTOUTW ( UTF16- LE), EMR_POLYTEXTOUTA (US-ASCI 1),
EVMR_POLYTEXTOUTW (UTF16- LE), and EMR_SMALLTEXTOUT (UTF16-LE or the
| ow-order 8 bits of UTF16-LE -- effectively |1SO 8859-1 --
dependi ng on ETO SVALL_CHARS) .

Leonard I nf or mat i onal [ Page 7]



RFC 7903 W ndows | mage Medi a Types Sept enber 2016

Enhanced Metafiles can contain Encapsul ated Post Script (EPS) data
in the EpsData object. The Format Si gnature EPS_SI GNATURE
(0x46535045, in little-endian) is used instead of

ENHMETA S| GNAUTRE (0x464D4520, in little-endian) in such a case.

W ndows XP introduced the GDI+ API, along with EMF+. EM+ is
actually an enbedded format in which GD + commands are stored as
EMF commrent records (EMR _COMMENT _EMFPLUS record type). Content
contai ning EM-+ data can be identified as "EM~+ Only" (only EM-+;
the EMF records are not sufficient to reconstitute the draw ng) or
"EM-+ Dual " (both EMF records al one or EM-+ records al one, when

pl ayed back, are sufficient to reconstitute the drawi ng). Support
for EMF+ records may not be as extensive as support for the

ori gi nal EMF records.

The previously unregistered type image/x-enf is also in w de use.
Accordingly, it is registered as a deprecated ali as.

Publ i shed specification:
EMF: M crosoft Corporation, "[Ms-EM]: Enhanced Metafile Format",
v20160714 (Rev 12.0), July 2016,
<http://nmedn. mcrosoft.conilibrary/cc230514>.
EMF+: M crosoft Corporation, "[MsEMPLUS]: Enhanced Metafile
Format Pl us Extensions", v20160714 (Rev 14.1), July 2016,
<http://medn. m crosoft.conilibrary/cc230724>.
Applications that use this nedia type:
Ofice productivity applications; clip art applications; desktop
publ i shing applications; some web browsers (e.g., Internet
Expl orer).
Fragnment identifier considerations: None.
Addi tional infornmation:
Deprecated alias names for this type: inage/x-enf
Magi ¢ nunber (s):
01 00 00 00 (little-endian DWORD 0x00000001), corresponding to
t he EVMR_HEADER Type fiel d.
The next field (EMR_HEADER Size) should be at least 88 (little-
endi an DWORD 0x00000050) .

File extension(s): .enf (for both EM- and EM-+ content)
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Maci ntosh file type code(s):
None. A uniformtype identifier (UTlI) of "commnicrosoft.enf"
i s suggest ed.

Person & enmil address to contact for further infornation:
Sean Leonard <dev+i et f @eant ek. conp

Restrictions on usage: None.

Aut hor/ Change control |l er: Sean Leonard <dev+i etf @eant ek. conp

I nt ended usage: COVMON

Provi si onal registration? No

4. Wndows Bitmap Media Type Registration Application

Type name: inmage

Subt ype nane: bnp

Requi red paraneters: None.

Optional parameters: None.

Encodi ng consi derations: Binary.

Security considerations:
Bi t maps have a nostly unrenmarkabl e security history.
Because BMP data can encapsul ate JPEG or PNG data (Bl _JPEG Bl _PNG
val ues of the Conpression enuneration in Section 2.1.1.7 of the
WWF specification), the security considerations of JPEG and PNG
processing nmay al so apply to BWP
As a "basic" image format, the inage/bnmp nmedia type does not
enpl oy executabl e content and provides no facilities for privacy
or integrity.

Interoperability considerations:
Unconpressed W ndows Bitmaps can be rather large. |If there is a
need to conpress an i mage, nodern applications shoul d consider

emtting JPEG or PNG data instead of enbedding themin BWP
payl oads.
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Publ i shed specification:
WVF: M crosoft Corporation, "[MS-WWF]: Wndows Metafile Format”,
v20160714 (Rev 13.1), July 2016,
<http://nmedn. mcrosoft.conllibrary/cc250370>

BMP: M crosoft Corporation, "Bitmap Storage", MSDN | D dd183391
<http://msdn. mcrosoft.conllibrary/dd183391>

Applications that use this nedia type:
Ofice productivity applications; clip art applications; desktop
publ i shing applications; web browsers; graphics processing
appl i cations.
Fragnment identifier considerations: None.
Addi tional infornmation:
Magi ¢ nunber (s):
42 4D ("BM'), neaning "bitmap". The next field
(Bl TMAPFI LEHEADER bf Size) is a little-endian DWORD i ndicating
the size of the bitnap content in bytes.
File extension(s): .bnp, .dib
Maci ntosh file type code(s):
"BMP ", "BMPf", or "BMPp". Apple has pronul gated a uniform
type identifier (UTlI) of "commcrosoft. bnmp".
Person & enmail address to contact for further information:
Sean Leonard <dev+i etf @eant ek. conp
Restrictions on usage: None.
Aut hor/ Change controller: Sean Leonard <dev+i etf @eant ek. conp

I nt ended usage: COVMON

Provi si onal registration? No
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5.

7.

7.

7.

| ANA Consi der ati ons

I ANA has registered the media types imge/wrf, image/x-wnrf,
i mge/ enf, inmage/ x-enf, and inage/bnp in the standards tree using the
applications provided in Sections 2, 3, and 4 of this docunent.

Security Considerations

See the registration tenplates for their respective security
consi derati ons.

The Metafile | nage Code Execution (M CE) vulnerability won the 2007
Pwni e Award for "Mass Ownage" and "Breaking the Internet" [PW\I ESO7].
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