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Abstract

Thi s docunent defines a neans of advertising one or nore Seanl ess
Bi di rectional Forwarding Detection (S-BFD) Discrimnators using the
I S-1S Router CAPABILITY TLV.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7883.
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include Sinplified BSD Li cense text as described in Section 4.e of
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described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or | ETF
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Wt hout obtaining an adequate |icense fromthe person(s) controlling
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1. Introduction

[ RFC7880] defines a sinplified nechanismfor using Bidirectional
Forwardi ng Detection (BFD) [RFC5880]. This nechani sm depends on
net wor k nodes knowi ng the BFD Di scrinminators that each node in the
network has reserved for this purpose. The use of the Internediate
Systemto Internediate System (1S-1S) [IS-1S] protocol is one

possi bl e means of advertising these discrimnators.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Encodi ng For mat
The 1S-1S Router CAPABILITY TLV as defined in [RFC4971] will be used
to advertise Seaml ess BFD (S-BFD) Discrimnators. A new sub-TLV is
defined as described below. S-BFD Discriminators sub-TLVs are
formatted as specified in [ RFC5305].

No. of octets

o e e e e e e e oo - - +
| Type (20) | 1

e e e e e eaeeaaaa +

| Length (rultiple of 4) | 1
o +

| Discrimnator Val ue(s) | 4/ Di scri m nat or
s +

The inclusion of an S-BFD Discriminators sub-TLV in a Router

CAPABI LI TY TLV is optional. Miltiple S-BFD Discrimnators sub-TLVs
MAY be advertised by an IS. How a given discrimnator is mapped to a
specific use case when nultiple S-BFD Discrimnators are adverti sed
is out of scope for this docunent.

S-BFD Di scriminator advertisenents MAY be flooded within an area or
t hroughout the domain, using the procedures specified in [ RFC4971].
The appropriate floodi ng scope depends on the intended use of S-BFD.
If S-BFD usage will be exclusively within a Level-1 area, then area
scope is appropriate. |If S-BFD usage will span different Level-1
areas, then donmain scope is appropriate.
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3.

| ANA Consi der ati ons

| ANA has added a new sub-TLV in the "Sub-TLVs for TLV 242" registry.
The registration is as foll ows:

20 S-BFD Di scrimnators
Security Considerations

Security concerns for IS-1S are addressed in [IS1S], [RFC5304], and
[ RFC5310]. The new S-BFD Discrimnators sub-TLV does not introduce
any new security risks for IS-IS.

Advertising the S-BFD Discrimnators nakes it possible for attackers
toinitiate S-BFD sessions using the advertised information. The
vul nerabilities this poses and howto mtigate them are discussed in
[ RFC7880] .
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