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1.

I nt roducti on

Bi di rectional Forwarding Detection (BFD), as described in [ RFC5880]
and rel ated docunents, has efficiently generalized the failure
detection nmechanismfor nultiple protocols and applications. There
are sone inprovenents that can be nade to better fit existing

technol ogies. There is a possibility of evolving BFD to better fit
new technol ogi es. This docunent focuses on several aspects of BFD in
order to further inprove efficiency, expand failure detection
coverage, and allow BFD usage for w der scenarios. Additional use
cases are listed in [ RFC7882].

Specifically, this docunent defines Seam ess Bidirectional Forwarding
Detection (S-BFD), a sinplified mechanismfor using BFD with a | arge
proportion of negotiation aspects elimnated, thus providing benefits
such as qui ck provisioning, as well as inproved control and
flexibility for network nodes initiating path nonitoring. S BFD
enabl es cases benefiting fromthe use of core BFD technologies in a
fashi on that | everages existing inplenentations and protocol

machi nery while providing a rather sinplified and largely statel ess
infrastructure for continuity testing.

One key aspect of the nmechani smdescribed in this docunent elimnates
the tinme between a network node wanting to performa continuity test
and conpleting the continuity test. |In traditional BFD terns, the
initial state changes fromDOM to UP are virtually nonexistent.
Renoval of this "seamt (i.e., time delay) in BFD provides a snooth
and continuous operational experience for applications. Therefore,
"Seanl ess BFD' (S-BFD) has been chosen as the nane for this
mechani sm

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
The reader is expected to be famliar with the BFD [ RFC5880], IP

[ RFC791] [ RFC2460], and MPLS [ RFC3031] terns and protocol constructs.
The remai nder of this section describes several new terns introduced
by S-BFD.

o Cassical BFD - BFD session types based on [ RFC5880].

0 S-BFD - Seam ess BFD.

0 S-BFD Control packet - a BFD Control packet for the S-BFD
mechani sm
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S-BFD Echo packet - a BFD Echo packet for the S-BFD nmechani sm
S-BFD packet - a BFD Control packet or a BFD Echo packet.

Entity - a function on a network node to which the S-BFD nechani sm
all ows renpte network nodes to performcontinuity tests. An
entity can be abstract (e.g., reachability) or specific (e.g., IP
addresses, Router-1Ds, functions).

SBFDInitiator - an S-BFD session on a network node that perforns a
continuity test to a renote entity by sending S-BFD packets.

SBFDRef | ector - an S-BFD session on a network node that |istens
for incomng S-BFD Control packets to |local entities and generates
response S-BFD Control packets.

Ref | ect or BFD session - synonynous w th SBFDRefl ector.

S-BFD Discrimnator - a BFD Discrinminator allocated for a | ocal
entity. An SBFDReflector listens for S-BFD Discrimnators.

BFD Di scrimnator - a BFD Discrimnator allocated for an
SBFDI ni ti ator.

Initiator - a network node hosting an SBFDIniti ator.

Responder - a network node hosting an SBFDRefl ector.

Figure 1 describes the relationship between S-BFD terns.

--------------------- + T
Initiator | | Responder |
R + | R + |
| SBFDInitiator |---S-BFD Ctrl pkt----- >| SBFDReflector | |
| - +|<--S-BFD Ctrl pkt------ | - + ] |
| | BFD Discrim| | | | | |S-BFD Discrim | |
| | | |---S- BFD Echo pkt---+ | | | | |
| e +1 I ECEEEETEEES SRR
R e m e e o - - S I S | ----+|
I I I I

| | doove--ot |

I I | Entity | |

| | R ERREE + |
--------------------- + e

Figure 1: S-BFD Termi nol ogy Rel ationship
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3.

Seanl ess BFD Overvi ew

An S-BFD nodul e on each network node all ocates one or nore S BFD
Discrimnators for local entities and creates a Reflector BFD
session. Allocated S-BFD Discrimnators nmay be advertised by
applications (e.g., OSPF/IS-1S). The required result is that
applications on other network nodes wll know about the S-BFD

Di scrimnators allocated by a rempte node to renote entities. The
Ref | ect or BFD sessi on, upon receiving an S-BFD Control packet
targeted to one of the local S-BFD Discrimnator values, is to
transmt a response S-BFD Control packet back to the initiator.

Once the above setup is conplete, any network node that knows about
the S-BFD Discrimnator allocated by a renote node to a rennte entity
or entities can quickly performa continuity test to the renote
entity by sinmply sending S-BFD Control packets with a corresponding
S-BFD Discrimnator value in the Your Discrimnator field.

This is exemplified in Figure 2.

<------- IS- 1S Network ------- >
R +
I I
Ar-------- B--------- CG-------- D
N N
| |
System | D System | D
XXX yyy
BFD Di scrim BFD Di scrim
123 456

Figure 2: S-BFD for IS-1S Network

An S-BFD nodule in a systemwith IS-1S System | D xxx (Node A)

all ocates an S-BFD Discrininator 123, and |S-1S advertises the S-BFD
Discrimnator 123 in an I1S-1S TLV. An S-BFD nodule in a systemwth
IS-1S System |1 D yyy (Node D) allocates an S-BFD Di scrim nator 456,
and 1S-1S advertises the S-BFD Discrimnator 456 in an IS-1S TLV. A
Ref |l ector BFD session is created on both network nodes (Node A and
Node D). Wien Node A wants to check the reachability of Node D,
Node A can send an S-BFD Control packet destined to Node Dwith the
Your Discrimnator field set to 456. Wen the Reflector BFD session
on Node D receives this S-BFD Control packet, then a response S BFD
Control packet is sent back to Node A, which allows Node Ato
conplete the continuity test.
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When a node allocates multiple S-BFD Discrimnators, how renote nodes
determ ne which of the discrimnators is associated with a specific
entity is currently unspecified. The use of multiple S-BFD
Discrimnators by a single network node is therefore discouraged
until a nmeans of |earning the mapping is defined.

4. S-BFD Discrinminators
4.1. S-BFD Discrimnator Uniqueness

One inportant characteristic of an S-BFD Discrimnator is that it
MUST be unique within an administrative domain. |f nultiple network
nodes allocate the same S-BFD Discrimninator value, then S-BFD Control
packets falsely termnating on a wong network node can result in a
Ref | ect or BFD session generating a response back because of a

mat chi ng Your Discrimnator value. This is clearly not desirable.

4.2. Discrimnator Pools

Thi s subsection describes a discrimnator pool inplenmentation
technique to mnimze S-BFD Discrimnator collisions. This technique
will allow an inplenentation to better satisfy the S-BFD

Di scrim nator uni queness requirenment defined in Section 4. 1.

0 An SBFDInitiator is to allocate a discrimnator fromthe BFD
Di scrimnator pool. |If the system also supports classical BFD
(i.e., inmplenents [RFC5880]), then the BFD Discrim nator pool
SHOULD be shared by SBFDInitiator sessions and cl assical BFD
sessi ons.

0 An SBFDReflector is to allocate a discrininator fromthe S BFD
Di scrim nator pool. The S-BFD Discrininator pool SHOULD be a
separate pool fromthe BFD Discrin nator pool.

The remai nder of this subsection describes the reasons for the
suggesti ons above.

Locally allocated S-BFD Discrimnator values for entities that
SBFDRef | ect or sessions are listening for nmay be arbitrarily allocated
or derived fromvalues provided by applications. These values may be
protocol IDs (e.g., System|ID, Router-ID) or network targets (e.g.,

| P address). To avoid derived S-BFD Discriminator val ues already

bei ng assigned to other BFD sessions (i.e., SBFD nitiator sessions
and cl assical BFD sessions), it is RECOMVENDED t hat the discrimn nator
pool for SBFDRefl ector sessions be separate from other BFD sessions.
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Even when foll owi ng the "separate discrimnator pool" approach, a
collision is still possible between different S-BFD applications that
may be using different values and algorithnms to derive S BFD

Di scrimnator values. |If two applications are using S-BFD for the
same purpose (e.g., network reachability), then the colliding S BFD
Di scriminator value can be shared. |If the two applications are using
S-BFD for a different purpose, then the collision nust be addressed.
The use of multiple S-BFD Discrimnators by a single network node,
however, is discouraged (see Section 3).

5. Reflector BFD Session

Each network node creates one or nore Reflector BFD sessions. This
Refl ector BFD session is a session that transmts S BFD Control
packets in response to received S-BFD Control packets with the

Your Discrimnator field having S-BFD Discrinminators allocated for

| ocal entities. Specifically, this Reflector BFD session has the
foll owi ng characteristics:

o MJIST NOT transnit any S-BFD packets based on local tiner expiry.

0 MJST transmit an S-BFD Control packet in response to a received
S-BFD Control packet having a valid S-BFD Discrimnator in the
Your Discrimnator field, unless prohibited by |ocal policies
(e.g., administrative, security, rate-liniter).

0 MJST be capable of sending only two states: UP and Adm nDown.

One Refl ector BFD session may be responsi ble for handling received
S-BFD Control packets targeted to all locally allocated S-BFD

Di scrimnators, or a few Reflector BFD sessions may each be
responsible for a subset of locally allocated S-BFD Discrim nators.
This policy is a local matter and is outside the scope of this
docunent .

Note that incoming S-BFD Control packets may be based on | Pv4, |Pv6
or MPLS [RFC7881]. Note also that other options are possible and may
be defined in future docunents. How such S-BFD Control packets reach
an appropriate Reflector BFD session is also a local matter and is
out side the scope of this docunent.
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6. State Variabl es

S-BFD i ntroduces new state variables and nodifies the usage of
exi sting ones.

6.1. New State Vari abl es

A new state variable is added to the base specification in support
of S-BFD.

o0 bfd. SessionType: This is a new state variable that describes
the type of a particular session. Allowable values for S BFD
sessions are:

* SBFDIinitiator - an S-BFD session on a network node that
performs a continuity test to a target entity by sending S-BFD
packets.

* SBFDRefl ector - an S-BFD session on a network node that |istens
for incom ng S-BFD Control packets to local entities and
generates response S-BFD Control packets.

The bfd. Sessi onType variable MJST be initialized to the appropriate
type when an S-BFD session is created.

6.2. State Variable Initialization and Mi nt enance

State variables (defined in Section 6.8.1 of [RFC5880]) need to
be initialized or mani pulated differently, depending on the
sessi on type.

o bfd. DemandMbde: This variable MJST be initialized to 1 for session

type SBFDInitiator and MJST be initialized to O for session type
SBFDRef |l ector. This is done to prevent |oops (see Appendix A).
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7. S-BFD Procedures
7.1. Demultiplexing of S-BFD Control Packet
An S-BFD packet MUST be denultiplexed with | ower-1layer information
(e.g., dedicated destination UDP port [RFC7881], associated Channe
Type [RFC7885]). The followi ng procedure SHOULD be executed on both
initiator and reflector:
If the packet is an S-BFD packet
If the S-BFD packet is for an SBFDRefl ector
The packet MUST be | ooked up to |ocate a corresponding
SBFDRef | ect or sessi on based on the value fromthe
Your Discrimnator field in the table describing S BFD
Di scri m nat ors.
El se
The packet MUST be | ooked up to | ocate a correspondi ng
SBFDI ni ti ator session or classical BFD session based on the
value fromthe Your Discrimnator field in the table
describing BFD Discrimnators. |f no natch, then the
recei ved packet MJST be di scarded.
If the session is an SBFDI nitiator session

The destination of the packet (i.e., the destination IP
address) SHOULD be verified as being for itself.

El se
The packet MUST be di scarded.
El se

The procedure described in Section 6.8.6 of [RFC5880] MJST be
appl i ed.

More details on S-BFD Control packet denultiplexing are provided in
rel evant S-BFD dat a- pl ane docunents.
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7.2. Responder Procedures

A network node that receives S-BFD Control packets transmitted by an
initiator is referred to as the responder. The responder, upon
reception of S-BFD Control packets, is to verify the validity of the
packets, as described in [ RFC5880].

7.2.1. Responder Denultiplexing

An S-BFD packet MUST be denultiplexed with | ower-1layer information.
The foll owi ng procedure SHOULD be executed by the responder:

If the Your Discrimnator field is not one of the entries
allocated for local entities

The packet MUST be di scarded.

El se

The packet is determ ned to be handl ed by a Reflector BFD
session responsible for that S-BFD Di scrim nator.

If allowable per local policy (e.g., adm nistrative, security,
rate-limter)

The chosen Refl ector BFD session SHOULD transmit a response

BFD Control packet using the procedures described in
Section 7.2.2.

7.2.2. Transm ssion of S-BFD Control Packet by SBFDRefl ector
The contents of S-BFD Control packets sent by an SBFDRefl ector MUST
be set as per Section 6.8.7 of [RFC5880]. There are a few fields
that need to be set differently from [ RFC5880], as follows:

State (Sta)

Set to bfd. SessionState (either UP or Adm nDown only).
Clarification of Reflector BFD session state is described in
Section 7.2.3.

Demand (D)

Set to 0, to indicate that the S-BFD packet is sent by the
SBFDRef | ect or.
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Detect Mult

Val ue to be copied fromthe Detection Miultiplier field of the
recei ved BFD packet.

My Di scrim nator

Val ue to be copied fromthe Your Discrimnator field of the
recei ved BFD packet.

Your Discrim nator

Value to be copied fromthe My Discrininator field of the
recei ved BFD packet.

Desired Mn TX Interval

Value to be copied fromthe Desired Mn TX Interval field of
the recei ved BFD packet.

Required M n RX Interval
Set to bfd.RequiredM nRxlnterval. Value indicating the mninmm
interval, in mcroseconds, between received S BFD Control
packets. Further details are provided in Section 7.2.3.
Required M n Echo RX Interval
If the device supports |ooping back S-BFD Echo packets

Set to the m ninumrequired S-BFD Echo packet receive
interval for this session.

El se
Set to O.
7.2.3. Additional SBFDRefl ector Behaviors

0 S-BFD Control packets transmitted by the SBFDRefl ector MJST have
Required Mn RX Interval set to a value that expresses, in
nm croseconds, the minimuminterval between incom ng S-BFD Control
packets that this SBFDRefl ector can handle. The SBFDRefl ector can
control how fast SBFDInitiators will be sending S-BFD Control
packets to thensel ves by ensuring that Required Mn RX Interval
i ndicates a val ue based on the current | oad.
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Pi g

o When the SBFDRefl ector receives an S-BFD Control packet from an
SBFDI nitiator, then the SBFDRefl ect or needs to determ ne what

"state"” to send in the response S-BFD Control packet. |If the
monitored local entity is in service, then the state MJST be set
to UP. If the nonitored |ocal entity is "tenporarily out of

service", then the state SHOULD be set to Adnm nDown.

o |If an SBFDRefl ector receives an S-BFD Control packet with the
Demand (D) bit cleared, the packet MJST be di scarded (see
Appendi x A).

Initiator Procedures

S-BFD Control packets transmitted by an SBFDInitiator MJST set the
Your Discrimnator field to an S-BFD Di scrimnator corresponding to
the renote entity.

Every SBFDInitiator MJST have a |l ocally unique My Discrimnator val ue
al l ocated fromthe BFD Discrimnator pool.

Figure 3 describes the high-level concept of continuity testing using
S-BFD. R2 allocates XX as the S-BFD Discrimnator for network
reachability purposes and advertises XX to neighbors. Figure 3 shows
R1 and R4 performng a continuity test to R2.

+--- md=50/ yd=XX (ping) ----+

| |

| +-- nd=XX/yd=50 (pong) --+ |

I | |

v LY

Rl ==================== RZ[*] ========= R3 ========= R4
| A |~
N . X
| + - nd=60/yd=XX (ping) --+|
| I
+---- md=XX/yd=60 (pong) ---+

[*] Reflector BFD session on R2.
=== Li nks connecting network nodes.
--- S-BFD Control packet traversal.

Figure 3: S-BFD Continuity Test
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7.3.1. SBFDnitiator State Muchi ne

An SBFDI nitiator may be a "persistent” session on the initiator with
a tiner for S-BFD Control packet transnissions (stateful
SBFDInitiator). An SBFDInitiator nmay al so be a nodule, a script, or
a tool on the initiator that transmts one or nore S-BFD Control
packets "when needed" (stateless SBFD nitiator). For stateless
SBFDInitiators, a conplete BFD state machine may not be appli cabl e.
For stateful SBFDInitiators, the states and the state machi ne
described in [RFC5880] will not function due to the SBFDRefl ector
session only sending the UP and Adm nDown states (i.e., the

SBFDRef | ect or session does not send the INIT state). The follow ng
di agram provi des the RECOMVENDED st ate machi ne for stateful
SBFDInitiators. The notation on each arc represents the state of the
SBFDInitiator (as received in the State field in the S-BFD Control
packet) or indicates the expiration of the Detection Tiner. See

Fi gure 4.

+- -+

ADM N DOWN, | |

TI MER Y
S + (§]= S +
I R >| |----+
| DOMN | | U | | UP
| | rmsean | | < -
S +  ADM N DOW, S +

Figure 4: SBFDI nitiator Finite State Machi ne

Note that the above state machine is different fromthe base BFD
specification [ RFC5880]. This is because the INIT state is no |onger
applicable for the SBFD nitiator. Another inportant difference is
the transition of the state machine fromthe DOM state to the UP
state when a packet with an UP state setting is received by the

SBFDI nitiator. The definitions of the states and events have the
sane nmeani ngs as those defined in the base BFD specification

[ RFC5880] .
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7.3.2. Transm ssion of S-BFD Control Packet by SBFDInitiator

The contents of S-BFD Control packets sent by an SBFDInitiator MJST
be set as per Section 6.8.7 of [RFC5880]. There are a few fields
that need to be set differently from[RFC5880], as follows:

Demand (D)

Used to indicate that the S-BFD packet originated fromthe
SBFDInitiator. Al ways set to 1.

Your Discrim nator

Set to bfd. RemoteDi scr. bfd.RenmoteDiscr is set to the
Di scrim nator value of the rempte entity. It MAY be |earnt
fromrouting protocols or configured |ocally.

Required M n RX Interval
Set to O.
Required M n Echo RX Interval
Set to O.
7.3.3. Additional SBFDInitiator Behaviors

o If the SBFDInitiator receives a valid S-BFD Control packet in
response to a transmtted S-BFD Control packet to a renote entity,
then the SBFDInitiator SHOULD concl ude that the S-BFD Control
packet reached the intended renote entity.

o0 \When an SBFDInitiator receives a response S-BFD Control packet, if
the state specified is Adm nDown, the SBFDInitiator MJST NOT
conclude that the reachability of the corresponding renote entity
is lost and MUST back off the packet transm ssion interval for the
renote entity to an interval no faster than 1 second.

o \When a sufficient nunmber of S-BFD packets have not arrived as they
shoul d, the SBFDInitiator SHOULD declare | oss of reachability to
the renote entity. The criteria for declaring | oss of
reachability and the action that would be triggered as a result
are outside the scope of this document; the action MAY include
| oggi ng an error.
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0 Regarding the third bullet item it is critical for an
i mpl ementation to understand the | atency to/fromthe Reflector BFD
session on the responder. In other words, for the very first
S-BFD packet transmtted by the SBFDInitiator, an inplenmentation
MUST NOT expect a response S-BFD packet to be received for a tine
equi valent to the sumof the latencies: initiator to responder and
responder back to initiator.

o If the SBFDInitiator receives an S-BFD Control packet with the
Demand (D) bit set, the packet MUST be di scarded (see Appendix A).

7.4. Diagnostic Val ues

The di agnostic value in both directions MAY be set to a certain
value, to attenpt to comunicate further information to both ends

I npl enent ati ons MAY use the al ready-existing diagnostic val ues
defined in Section 4.1 of [RFC5880]. However, details regarding this
topic are outside the scope of this specification

7.5. The Poll Sequence

The Pol |l Sequence MAY be used in both directions. The Poll Sequence
MUST operate in accordance with [ RFC5880]. An SBFDRefl ector MAY use
the Poll Sequence to slow down the rate at which S-BFD Control
packets are generated froman SBFD nitiator. This is done by the
SBFDRef | ect or, using the procedures described in Section 7.2.3 and
setting the Poll (P) bit in the reflected S-BFD Control packet. The
SBFDInitiator is to then send the next S-BFD Control packet with the
Final (F) bit set. |If an SBFDRefl ector receives an S-BFD Contro
packet with the P bit set, then the SBFDRefl ector MJST respond with
an S-BFD Control packet with the P bit cleared and the F bit set.

8. (Operational Considerations

S-BFD provides a snmooth and continuous (i.e., seanless) operationa
experience as an Operations, Administration, and M ntenance (OCAM
mechani sm for connectivity checking and connection verification

This is achieved by providing a sinplified nechanismwi th a |arge
proportion of negotiation aspects elimnated, resulting in faster and
si npl er provi sioning.

Because of this sinplified nechanism due to a misconfiguration an
SBFDI nitiator could send S-BFD Control packets to a target that does
not exist or that is outside the S-BFD adninistrative domain. As
explained in Section 7.3.1, an SBFDInitiator can be a persistent
initiator or a "when needed" one. When an S-BFD persi stent
SBFDInitiator is used, a deploynment SHOULD ensure that S-BFD Contro
packets do not propagate for an extended period of tinme outside of
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the administrative domain that uses it. Further, operational
measures SHOULD be taken to determine if responses to S-BFD packets
are not sent for an extended period of time and then renedi ate the
situation. These potential concerns are largely mtigated by dynamc
advertisenment nechanisns for S-BFD and with automati on checks before
appl yi ng configurations.

8.1. Scaling Aspect

Thi s mechani smbrings forth one noticeable difference in terms of the
scal i ng aspect: the nunber of SBFDReflectors. This specification
elimnates the need for egress nodes to have fully active BFD
sessions when only one side desires to performcontinuity tests.

Wth the introduction of the Reflector BFD concept, egress is no

| onger required to create any active BFD sessions on a per-path/LSP/
function basis. Because of this, the total nunmber of BFD sessions in
a network is reduced.

8.2. Congestion Considerations

VWhen S-BFD performs failure detection, it consunes resources,

i ncludi ng bandwi dth and CPU processing. To avoid congestion, it is
therefore inperative that operators correctly provision the rates at
whi ch S-BFD packets are transmtted. Wen BFD is used across
mul ti pl e hops, a congestion control mechani sm MJST be inpl enent ed,
and when congestion is detected, the BFD inpl enentati on MJUST reduce
the amount of traffic it generates. The exact nechanismused to
detect congestion is outside the scope of this specification but may
i nclude the detection of |ost BFD Control packets or other neans.
The SBFDReflector can linit the rate at which SBFDInitiators will be
sendi ng S-BFD Control packets by utilizing Required Mn RX Interval,
but at the expense of detection time (i.e., detection time wll

i ncrease).

9. Co-existence with C assical BFD Sessions

Denmul tiplexing requirenments for the initial packet are described in
Section 7. 1. Because of this, the S-BFD mechani smcan co-exist with
cl assi cal BFD sessi ons.
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10.

S- BFD Echo Functi on

The concept of the S-BFD Echo function is simlar to the BFD Echo
function described in [ RFC5880]. S-BFD Echo packets have the
destination of "self"; thus, S-BFD Echo packets are self-generated
and self-ternmnated after traversing a link/path. S-BFD Echo packets
are expected to U-turn on the target node in the data plane and

MUST NOT be processed by any Refl ector BFD sessions on the

target node

When using the S-BFD Echo function, it is RECOMVENDED t hat:
0 Both S-BFD Control packets and S-BFD Echo packets be sent.

0 Both S-BFD Control packets and S-BFD Echo packets have the sane
semantics in the forward direction to reach the target node.

In other words, it is not preferable to send just S-BFD Echo packets
wi t hout al so sending S-BFD Control packets. There are two reasons
behi nd this suggestion:

0 S-BFD Control packets can verify the reachability of the intended
target node; this allows one to have confidence that S-BFD Echo
packets are U-turning on the expected target node.

0 S-BFD Control packets can detect when the target node is going out
of service (i.e., by receiving Adm nDown state).

S-BFD Echo packets can be spoofed and can U-turn in a transit node
bef ore reaching the expected target node. Wen the S BFD Echo
function is used, it is RECOWENDED in this specification that both
S-BFD Control packets and S-BFD Echo packets be sent. Wile the
addi tional use of S-BFD Control packets alleviates these two
concerns, sonme form of authentication MAY still be included.

The usage of the Required Mn Echo RX Interval field is described in
Sections 7.2.2 and 7.3.2. Because of the statel ess nature of
SBFDRef | ect or sessions, a value specified in the Required Mn Echo RX
Interval field is not very meaningful to the SBFDRefl ector. Thus, it
i's RECOWENDED t hat the Required Mn Echo RX Interval field sinply be
set to zero by the SBFDI nitiator. The SBFDRefl ector MAY set the
Required Mn Echo RX Interval field to an appropriate value to
control the rate at which it wants to receive S-BFD Echo packets.

Pi gnataro, et al. St andards Track [ Page 18]



RFC 7880 Seanl ess BFD Base July 2016

11.

The foll owi ng aspects of S-BFD Echo functions are left as
i npl ementation details and are outside the scope of this docunent:

o Format of the S-BFD Echo packet (e.g., data beyond UDP header).
0 Procedures on when and how to use the S-BFD Echo function
Security Consi derations

The sane security considerations as those described in [ RFC5880]
apply to this docunent. Additionally, inplenmenting the follow ng
measures will strengthen security aspects of the nechani sm descri bed
by this docunent:

o The SBFDInitiator MAY pick a sequence nunber to be set in
"sequence nunber" in the Authentication Section, based on the
configured authentication node.

0 The SBFDRefl ector MJUST NOT use the crypto sequence nunber to nake
a deci si on about accepting the packet. This is because the
SBFDRef | ect or does not maintain S-BFD peer state and because the
SBFDRef | ect or can receive S-BFD packets fromnultiple
SBFDInitiators. Consequently, BFD authentication can be used, but
not the sequence nunber.

0 The SBFDRefl ector MAY use the Auth Key ID in the inconing packet
to verify the Authentication Data.

0 The SBFDRefl ector MJUST accept the packet if authentication is
successf ul

0 The SBFDRefl ector MJST conmpute the Authentication Data and MJST
use the same sequence nunber that it received in the S-BFD Control
packet to which it is responding.

0 The SBFDInitiator SHOULD accept an S-BFD Control packet with a
sequence nunber within the perm ssible range. One potentia
approach is the procedure explained in [ BFD- GEN- AUTH] .

&

ing the above nethod,

0 SBFDReflectors continue to remain statel ess, despite using
security.

0 SBFDReflectors are not susceptible to replay attacks, as they
al ways respond to S-BFD Control packets irrespective of the
sequence nunber carried
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12.

12.

12.

0 An attacker cannot inpersonate the responder, since the
SBFDInitiator will only accept S-BFD Control packets that come
with the sequence nunber that it had originally used when sending
the S-BFD Control packet.

Additionally, the use of strong fornms of authentication is strongly
encouraged for S-BFD. The use of Sinple Password aut hentication

[ RFC5880] potentially puts other services at risk if S BFD packets
can be intercepted and those password val ues are reused for other
servi ces.

Consi derations related to | oop problens are covered in Appendi x A
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Appendi x A, Loop Problem and Sol ution

Consi der a scenari o where we have two nodes and both are S-BFD
capabl e.

Node A (I P 2001:db8::1) ----------------- Node B (I P 2001: db8:: 2)

Man in the Mddle (MTM

Assunme that Node A reserved a discrimnator 0x01010101 for target
identifier 2001:db8::1 and has a reflector session in |istening node.
Similarly, Node B reserved a discrimnator 0x02020202 for its target
identifier 2001:db8::2 and also has a reflector session in

I'i steni ng node.

Suppose that a M TM sends a spoofed packet with My Discrininator =
0x01010101, Your Discrimnator = 0x02020202, source |P as

2001: db8:: 1, and destination |IP as 2001: db8::2. Wen this packet
reaches Node B, the reflector session on Node B will swap the
discrimnators and | P addresses of the received packet and reflect it
back, since the Your Discrimnator value of the received packet

mat ches the reserved di scrimnator of Node B. The reflected packet
that reached Node A will have My Discrimnator = 0x02020202 and

Your Discrimninator = 0x01010101. Since the Your Discrininator val ue
of the received packet matches the reserved di scrimnator of Node A
Node A will swap the discrimnators and reflect the packet back to
Node B. Since the reflectors nust set the TTL of the reflected
packets to 255, the above scenario will result in an infinite | oop
because of just one nalicious packet injected fromthe MTM

The solution is to avoid the | oop problemby using the D bit (Denmand
mode bit). The initiator always sets the D bit, and the reflector
always clears it. This way, we can determne if a received packet
was a reflected packet and avoid reflecting it back
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