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nmodel and the overall structure to provision Session Establishnent
Data (SED) into Session Data Registries and SIP Service Provider data
stores. To utilize this framework, one needs a substrate protocol

G ven that the Sinple Cbject Access Protocol (SOAP) is currently

wi dely used for nessagi ng between el enents of such provisioning
systens, this docunent specifies the usage of SOAP (via HITPS) as the
substrate protocol for SPPF. The benefits include |everaging

preval ent expertise and a higher probability that existing

provi sioning systens will be able to easily migrate to using an SPPF-
based protocol
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1. Introduction

SPPF, defined in [ RFC7877], is best supported by a transport and
messagi ng infrastructure that is connection oriented, is request-
response oriented, is easily secured, supports propagation through
firewalls in a standard fashion, and is easily integrated into back-
office systens. This is due to the fact that the client side of SPPF
is likely to be integrated with organi zati ons’ operational support
systens that facilitate transactional provisioning of user addresses
and their associated SED. The server side of SPPF is likely to
reside in a separate organi zation’s network, resulting in the SPPF
provi sioning transactions traversing the Internet as they are
propagated fromthe SPPF client to the SPPF server. Gven the
current state of industry practice and technol ogi es, SOAP and HTTP(S)
are well suited for this type of environnent. This docunent
describes the specification for transporting SPPF XM. structures,
usi ng SOAP and HTTP(S) as substrates.

The specification in this docunent for transporting SPPF XM

structures over SOAP and HTTP(S) is primarily conprised of five
subj ects: (1) a description of any applicable SOAP features, (2) any
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appl i cable HTTP features, (3) security considerations, (4) (perhaps
nmost i nmportantly) the Web Services Description Language (WSDL)
definition for the SPP Protocol over SOAP, and (5) XML Schema
Definition (XSD) types that are "substrate" specific.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. SOAP Features and Protocol Layering

The list of SOAP features that are explicitly used and required for
SPPP over SCAP are limted. Mbst SOAP features are not necessary for
SPPF. SPPP over SOAP primarily uses SOAP sinply as a standard
nmessage- envel ope technol ogy. The SOAP nessage envel ope is conprised
of the SOAP header and body. As described in the SOAP specification
[ SOAPREF], the SOAP header can contain optional, application-
specific, information about the nmessage. The SQAP body contains the
SPPF message itself, whose structure is defined by the conbination of
one of the WSDL operations defined in this docunent and the SPPF XM
data structures defined in this document and the SPPF docunent. SPPF
does not rely on any data elenents in the SOAP header. All relevant
data elenments are defined in the SPPF XML Schena described in

[ RFC7877] and the SPPF WSDL types specification described in

Section 9 of this docunent.

WEDL is a widely standardi zed and adopted technol ogy for defining the
top-1evel structures of the nessages that are transported within the
body of a SOAP nessage. The WSDL definition for the SPPF SOAP
messages is defined later in this docunent, which inports by
reference the XM. data types contained in the SPPF schema. The | ANA
registry where the SPPF schena resides is described in "The | ETF XM
Regi stry" [ RFC3688].

There are multiple structural styles that WSDL all ows. The best
practice for this type of application is what is sonetinmes referred
to as the "docunent/literal wapped style". This style is generally
regarded as an optimal approach that enhances nmaintainability,
conprehensi on, portability, and, to a certain extent, perfornmance.
It is characterized by setting the soapAction binding style as
"docunent", the soapAction encoding style as "literal", and then
defining the SOAP nmessages to sinply contain a single data el enent
that "wraps" a data structure containing all the required input or
output data elements. The figure belowillustrates this high-Ievel
technical structure as conceptual |ayers 3 through 6
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Legend:

BEEP = Bl ocks Extensi bl e Exchange Prot ocol
TLS = Transport Layer Security

Figure 1: Layering and Technical Structure of SPPP over SOAP Messages
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The operations supported by SPPP over SOAP are normatively defined
later in this docunment. Each SOAP operation defines a request/input
message and a response/output nessage. Each such request and
response nessage then contains a single object that waps the SPPF
XM. data types that conprise the inputs and the outputs,
respectively, of the SOAP operation

SOAP faults are not used by the SPPP over SQAP. All success and
error responses are specified in Section 7.3 of this docunent.
However, if a SOAP fault were to occur, perhaps due to failures in
the SOAP nmessage handling layer of a SOAP library, the client
application should capture and handle the fault. Specifics on howto
handl e such SOAP faults, if they should occur, will be specific to
the chosen SQAP i nmpl enent ati on

I mpl enent ati ons MUST use SOAP 1.2 [ SOAPREF] or hi gher and MJST
support SOAP 1.2. Inplenentations SHOULD use WSDL 1.1 [ WBDLREF] and
MUST NOT use earlier versions. Use of WSDL versions greater than 1.1
may introduce interoperability problens with inplenmentations that use
1.1

SPPF is a request/reply framework that allows a client application to
submit provisioning data and query requests to a server. The SPPF
data structures are designed to be protocol agnostic. Concerns
regardi ng encryption, non-repudiation, and authentication are beyond
the scope of this docunment. For nore details, please refer to
Section 4 ("Transport Substrate Protocol Requirenments") of [RFC7877].

As illustrated in the previous diagram SPPF can be viewed as a set
of layers that collectively define the structure of an SPPF request
and response. Layers 1 and 2 represent the transport, envel ope, and
aut henti cation technol ogi es. This docunment defines |layers 3, 4, 5,
and 6 for SPPP over SCAP.

1. Layer 1: The transport protocol |ayer represents the
conmmuni cati on nechani sm between the client and server. SPPF can
be |l ayered over any substrate protocol that provides a set of
basic requirements defined in Section 4 of [RFC7877].

2. Layer 2: The nessage-envel ope |layer is optional but can provide
features that are above the transport technol ogy |ayer but bel ow
the application nessaging |ayer. Technol ogi es such as HITP and
SOAP are exanpl es of message-envel ope technol ogi es.

3. Layers 3, 4, 5, and 6: The operation and nessage | ayers provide
an envel ope-i ndependent and substrate-i ndependent w apper for the
SPPF dat a nodel objects that are being acted on (created,
nodi fi ed, and queri ed).
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4.

HTTP(S) Features and SPPP over SQOAP

VWhile SOAP is not tied to HITP(S), for reasons described in the
Introduction, HITP(S) is a good choice as the substrate protocol for
the SPP Protocol SOAP messages. HITP 1.1 includes the "persistent
connection" feature, which allows rmultiple HTTP request/response
pairs to be transported across a single HITP connection. This is an
i mportant performance optim zation feature, particularly when the
connection is an HITPS connection where the relatively time-consum ng
TLS handshake has occurred.

I mpl enent ati ons conpliant with this docunment MJST use HTTP 1.1
[ RFC7230] or higher. Al so, inplenmentations SHOULD use persistent
connecti ons.

Aut hentication, Integrity, and Confidentiality

To acconplish authentication, conforning SPPP over SQAP clients and
servers MJST use HTTP Di gest Authentication as defined in [ RFC7235].

To achieve integrity and privacy, conform ng SPPP over SOAP clients
and servers MJST support TLS as defined in [ RFC5246] as the secure
transport mechanism Use of TLS MJST follow the reconmendati ons
contai ned in [ RFC7525]

Language ldentification

Section 9 of [RFC7877] requires protocols to provide a nechanismto
transmt | anguage tags together with human-readabl e nessages. Wen
conform ng SPPP SOAP servers use such tagging, the XM. "Il ang"
attribute ([ WBC REC xm -20081126], Section 2.12) MJST be used.
Clients MAY use the HTTP "Accept - Language" header field (see
Section 5.3.5 of [RFC7231]) in order to indicate their |anguage

pr ef erence.

SPPP SOAP Data Structures

SPPP over SOQAP uses a set of XM.-based data structures for all the
supported operations and any parameters to which those operations are
applied. As also nentioned earlier in this docunent, these XM
structures are envel ope i ndependent and substrate independent. Refer
to "Protocol Operations" (Section 8) of this docunent for a
description of all the operations that MJST be support ed.

The foll owi ng sections describe the definitions of all the XM data
structures.
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7.1. Concrete Object Key Types

Certain operations in SPPF require an object key that uniquely
identifies the object(s) on which a given operation needs to be
performed. SPPF defines the XML structure of any such object key in
an abstract manner and del egates the concrete representation to any
conform ng substrate protocol. The follow ng subsections define the
various types of concrete object key types used in various operations
in SPPP over SCAP.

7.1.1. Generic bject Key

Most objects in SPPP over SOAP are uniquely identified by the
attributes in the generic object key (Refer to "Generic Object Key
Type", Section 5.2.1 of [RFC7877], for details). The concrete XM
representation of Obj KeyType is as bel ow

<conpl exType nane="Cbj KeyType" >
<conpl exCont ent >
<ext ensi on base="sppf b: Obj KeyType" >
<sequence>
<el enent nane="rant" type="sppfb: O gldType"/>
<el enent nane="nane" type="sppfb: Cbj NaneType"/ >
<el ement nane="type" type="sppfs: Cbj KeyTypeEnuni/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

The bj KeyType has the data el ements as descri bed bel ow

o rant: The identifier of the Registrant organization that owns the
obj ect .

0 nane: The character string that contains the nane of the object.

o type: The enuneration value that represents the type of SPPF
object. For exanple, both a Destination Goup and a SED G oup can
have the same name "Testbj" and be associated with the same
Registrant ID. Hence, to uniquely identify the object that
represents a Destination Goup with the nane "Testhj", the type
"Dest G p" mnust be specified when using this concrete Obj KeyType
structure to identify the Destination Goup "TestCbj"
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The object types in SPPP over SOAP MUST adhere to the above
definition of generic object key and are defined as an enuneration in
the XML data structure as foll ows:

<si npl eType nane="0Obj KeyTypeEnuni >
<restriction base="token">
<enuner ation val ue="SedG p"/ >
<enumner ation val ue="Dest G p"/>
<enuner ati on val ue="SedRec"/ >
<enuneration val ue="EgrRte"/>
</restriction>
</ si npl eType>

7.1.2. Public ldentifier Object Key

Public Identifier type objects can further be of various sub-types

|i ke a Tel ephone Nurmber (TN), Routing Number (RN), TN Prefix, URI, or
TN Range and cannot be cleanly identified with the attributes in the
generic Obj KeyType. The definition of PubldKeyType is as bel ow

<conpl exType nane="Publ dKeyType" >
<conpl exCont ent >
<ext ensi on base="sppf b: Publ dKeyType" >
<sequence>
<el enent nanme="rant" type="sppfb: O gldType"/>
<choi ce>
<el enent nanme="nunber"”
t ype="sppf b: Nunber Type"/ >
<el enent nane="range"
type="sppf b: Nunber RangeType"/ >
<el enent name="uri"
type="anyURl "/ >
</ choi ce>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

The Publ dKeyType has data el enments, as descri bed bel ow

o rant: The identifier of the Registrant organization that owns the
obj ect .

o nunber: An el enent of type Nunber Type (refer to Section 12 of
[ RFC7877]) that contains the value and type of a nunber.

o0 range: An elenent of type NunberRRangeType (refer to Section 12 of
[ RFC7877]) that contains a range of nunbers.
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o wuri: Avalue that represents a Public ldentifier.

Any instance of Publ dKeyType MUST contain exactly one el ement from
the follow ng set of elenents: "nunber", "range", "uri".

7.1.3. SED Group Ofer Key

In addition to the attributes in the generic bjKeyType, a SED G oup
O fer object is uniquely identified by the organization ID of the
organi zation to whom a SED G oup has been offered. The definition of
SedG pOf f er KeyType is as bel ow

<conpl exType nane="SedG pO f er KeyType" >
<conpl exCont ent >
<ext ensi on base="sppf b: SedG pO f er KeyType" >
<sequence>
<el enent nane="sedG pKey" type="sppfs: Obj KeyType"/ >
<el enent nane="of feredTo" type="sppfb: O gldType"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

The SedG pOf fer KeyType has the data el enments as described bel ow
0 sedGpKey: Identifies the SED G oup that was offered.

o offeredTo: The organi zation I D of the organi zation that was
of fered the SED Group object identified by the sedG pKey.

7.2. (Qperation Request and Response Structures

An SPPF client interacts with an SPPF server by sending one or nore
requests to the server and by receiving correspondi ng responses from
the server. The basic set of operations that an SPPF client can
submit to an SPPF server and the senmantics of those operations are
defined in "Framework Operations", Section 7 of [RFC/877]. The

foll owi ng subsecti ons describe the XML data structures that are used
for each of those types of operations for an SPPP over SOAP

i mpl ement ati on.

7.2.1. Add Operation Structure

In order to add (or nodify) an object in the Registry, an authorized
entity can send the spppAddRequest to the Registry.
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An SPPP over SOAP Add request is wapped within the <spppAddRequest >
el ement while an SPPP over SOAP Add response is wapped within an
<spppAddResponse> el ement. The follow ng sub-sections describe the
<spppAddRequest > and <spppAddResponse> el enents. Refer to Section 10
for an exanple of an Add operation on each type of SPPF object.

7.2.1.1. Add Request

An SPPP over SOAP Add request definition is contained within the
generi c <spppAddRequest > el enent.

<el enent nane="spppAddRequest " >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="ni nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nanme="obj" type="sppfb: Basi cObj Type"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

The data el ements within the <spppAddRequest > el enment are descri bed
as foll ows:

o0 clientTransld: Zero or one client-generated transaction ID that,
within the context of the SPPF client, identifies this request.
Thi s value can be used at the discretion of the SPPF client to
track, log, or correlate requests and their responses. The SPPF
server MJST echo back this value to the client in the
correspondi ng response to the incomng request. The SPPF server
wi Il not check this value for uniqueness.

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

0 obj: One or nore elenments of abstract type Basi cObj Type (defined
in [RFC7877]). Each elenent contains all the attributes of an
SPPF object that the client is requesting the SPPF server to add.
Refer to Section 3.1 of [RFC7877] for the XML structure of al
concrete types, for various SPPF objects, that extend from
abstract Basi cObj Type and hence are eligible to be passed into
this elenent. The elements are processed by the SPPF server in
the order in which they are included in the request. Wth respect
to the handling of error conditions, conform ng SPPP SOAP servers
MJUST stop processing Basi cObj Type el enents in the request at the
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first error and roll back any Basi cObj Type el ements that had
al ready been processed for that add request ("stop and rol
back").

7.2.1.2. Add Response

An SPPP over SOAP add response object is contained within the generic
<spppAddResponse> el ement. This response structure is used for al
types of SPPF objects that are provisioned by the SPPF client.

<el enent nane="spppAddResponse" >
<conpl exType>
<sequence>
<el enent nanme="client Transl d" type="sppfb: Transl dType"
m nCccur s="0"/ >
<el enent nane="server Transl d" type="sppfb: Transl dType"/ >
<el enent nanme="overal | Result" type="sppfs: Resul t CodeType"/ >
<el enent nanme="detail Result" type="sppfs: Obj Resul t CodeType"
nm nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

<conpl exType nane="Resul t CodeType" >
<sequence>
<el ement nane="code" type="int"/>
<el enent nanme="nsg" type="string"/>
</ sequence>
</ conpl exType>

<conpl exType nane="Cbj Resul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nane="obj" type="sppfb: Basi cCbj Type"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

An <spppAddResponse> contains the el enents necessary for the SPPF
client to precisely deternmine the overall result of the request, and
if an error occurs, it provides information about the specific

obj ect(s) that caused the error.
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7

2

The data el enents within the SPPP over SOAP Add response are
described as foll ows:

o clientTransld: Zero or one client transaction ID. This value is
sinmply an echo of the client transaction ID that the SPPF client
passed into the SPPF update request. Wen included in the
request, the SPPF server MJST return it in the correspondi ng
response nessage.

0 serverTransld: Exactly one server transaction ID that identifies
this request for tracking purposes. This value MJST be unique for
a gi ven SPPF server.

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 detail Result: An optional response code, response nessage, and
Basi cbj Type (as defined in [RFC7877]) triplet. This elenent will
be present only if an object-level error has occurred. It
indicates the error condition and the exact request object that
contributed to the error. The response code will reflect the
exact error. See Section 7.3 for further details.

2. Delete Qperation Structure

In order to renove an object fromthe Registry, an authorized entity
can send the spppDel Request into the Registry. An SPPP over SOAP

Del ete request is wapped within the <spppDel Request> el enent while
an SPPP over SOAP Del ete response is wapped within the generic
<spppDel Response> el ement. The foll ow ng subsections describe the
<spppDel Request > and <spppDel Response> el enments. Refer to Section 10
for an exanple of the Del ete operation on each type of SPPF object.
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7.2.2.1. Del ete Request

An SPPP over SOAP Del ete request definition is contained within the
generi c <spppDel Request > el enent.

<el enent nane="spppDbel Request " >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="ni nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nane="obj Key" type="sppfb: Cbj KeyType"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

The data el ements within the <spppDel Request > el enment are descri bed
as foll ows:

o0 clientTransld: Zero or one client-generated transaction ID that,
within the context of the SPPF client, identifies this request.
Thi s val ue can be used at the discretion of the SPPF client to
track, log, or correlate requests and their responses. The SPPF
server MJST echo back this value to the client in the
correspondi ng response to the incomng request. SPPF server will
not check this value for uniqueness.

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

0 objKey: One or nore elenents of abstract type bj KeyType (as
defined in [RFC7877]). Each elenent contains attributes that
uniquely identify the object that the client is requesting the
server to delete. Refer to Section 7.1 for a description of all
concrete object key types, for various SPPF objects, which are
eligible to be passed into this elenent. The elenments are
processed by the SPPF server in the order in which they are
included in the request. Wth respect to the handling of error
conditions, conform ng SPPP SOAP servers MJST stop processing
oj KeyType el enments in the request at the first error and rol
back any Obj KeyType el enents that had al ready been processed for
that Delete request ("stop and roll back").
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7.2.2.2. Delete Response

An SPPP over SOAP del ete response object is contained within the
generic <sppDel et eResponse> el enent. This response structure is used
for a Delete request on all types of SPPF objects that are

provi sioned by the SPPF client.

<el enent name="spppDel Response” >
<conpl exType>
<sequence>
<el enent nanme="clientTransld" type="sppfb: Transl dType"
m nCccurs="0"/>
<el enent name="server Transl d" type="sppfb: Transl dType"/ >
<el enent name="overal | Result" type="sppfs: Resul t CodeType"/ >
<el enent nanme="detail Result" type="sppfs: Obj KeyResul t CodeType"
m nCccur s="0" maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

<conpl exType nane="Resul t CodeType" >
<sequence>
<el enent nane="code" type="int"/>
<el ement nane="nsg" type="string"/>
</ sequence>
</ conpl exType>

<conpl exType nane="(bj KeyResul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nane="obj Key" type="sppfb: Cbj KeyType"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

An <spppDel Response> contains the el enents necessary for the SPPF
client to precisely determne the overall result of the request, and
if an error occurs, it provides information about the specific object
key(s) that caused the error
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7

The data el enments within the SPPP over SOAP Del ete response are
described as foll ows:

o clientTransld: Zero or one client transaction ID. This value is
sinmply an echo of the client transaction ID that the SPPF client
passed into the SPPF update request. Wen included in the
request, the SPPF server MJST return it in the correspondi ng
response nessage.

0 serverTransld: Exactly one server transaction ID that identifies
this request for tracking purposes. This value MJST be unique for
a gi ven SPPF server.

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 detail Result: An optional response code, response nessage, and
Obj KeyType (as defined in [RFC7877]) triplet. This elenent wll
be present only if a specific object key | evel error has occurred.
It indicates the error condition and the exact request object key
that contributed to the error. The response code will reflect the
exact error. See Section 7.3 for further details.

2.3. Accept Operation Structure

In SPPF, a SED G oup O fer can be accepted or rejected by, or on
behal f of, the Registrant to whomthe SED Group has been offered
(refer to Section 3.1 of [RFC7877] for a description of the SED G oup
O fer object). The Accept operation is used to accept such SED G oup
O fers by, or on behalf of, the Registrant. The request structure
for an SPPP over SQOAP Accept operation is wapped within the
<spppAccept Request > el enment whil e an SPPP over SOAP Accept response
is wapped within the generic <spppAccept Response> el enent. The

foll owi ng subsecti ons descri be the <spppAccept Request> and
<spppAccept Response> el enents. Refer to Section 10 for an exanpl e of
the Accept operation on a SED Group Offer.
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7.2.3.1. Accept Request Structure

An SPPP over SOAP Accept request definition is contained within the
generi c <sppAccept Request > el enent.

<el enent nane="spppAccept Request " >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="ni nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nanme="sedG pO f er Key"
type="sppfs: SedG pOf f er KeyType"
maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

The data elenents within the <spppAccept Request> el enent are
descri bed as foll ows:

o clientTransld: Zero or one client-generated transaction ID that,
within the context of the SPPF client, identifies this request.
This value can be used at the discretion of the SPPF client to
track, log, or correlate requests and their responses. The SPPF
server MJST echo back this value to the client in the
correspondi ng response to the incomng request. The SPPF server
wi Il not check this value for uniqueness.

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

0 sedG pOferKey: One or nore elenents of type SedG pOferKeyType
(as defined in this docunent). Each elenent contains attributes
that uniquely identify a SED G oup Ofer that the client is
requesting the server to accept. The elenents are processed by
the SPPF server in the order in which they are included in the
request. Wth respect to the handling of error conditions,
conform ng SPPP SOAP servers MJST stop processing
SedG pOf fer KeyType el enents in the request at the first error and
roll back any SedG pOferKeyType el enents that had al ready been
processed for that Accept request ("stop and roll back").
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7.2.3.2. Accept Response

An SPPP over SOAP accept response structure is contained within the
generi c <sppAccept Response> el enent. This response structure is used
for an Accept request on a SED Group Ofer.

<el enent name="spppAccept Response" >
<conpl exType>
<sequence>
<el enent nane="clientTransld" type="sppfb: Transl dType"
m nCccurs="0"/>
<el enent nanme="server Transl d" type="sppfb: Transl dType"/ >
<el enent name="overal | Result" type="sppfs: Resul t CodeType"/ >
<el ement nane="detail Result"
type="sppfs: SedG pO f er KeyResul t CodeType"
m nCccur s="0" maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

<conpl exType nane="Resul t CodeType" >
<sequence>
<el enent nane="code" type="int"/>
<el ement nane="nsg" type="string"/>
</ sequence>

</ conpl exType>

<conpl exType nane="SedG pO f er KeyResul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nanme="sedG pO f er Key" type="sppfs: SedG pO fer KeyType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

An <spppAccept Response> contains the el ements necessary for the SPPF
client to precisely determne the overall result of the request, and
if an error occurs, it provides information about the specific SED
Goup Ofer key(s) that caused the error.
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The data el enments within the SPPP over SOAP Accept response are
described as foll ows:

o clientTransld: Zero or one client transaction ID. This value is
sinmply an echo of the client transaction ID that the SPPF client
passed into the SPPF update request. Wen included in the
request, the SPPF server MJST return it in the correspondi ng
response nessage.

0 serverTransld: Exactly one server transaction ID that identifies
this request for tracking purposes. This value MJST be unique for
a gi ven SPPF server.

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 detail Result: An optional response code, response nessage, and
SedG pOf fer KeyType (as defined in this docunment) triplet. This
element will be present only if any specific SED G oup O fer key
| evel error has occurred. It indicates the error condition and
the exact request SED Group Offer key that contributed to the
error. The response code will reflect the exact error. See
Section 7.3 for further details.

7.2.4. Reject Operation Structure

In SPPF, a SED Group O fer can be accepted or rejected by, or on
behal f of, the Registrant to whomthe SED Group has been offered
(refer to "Framework Data Model Objects", Section 6 of [RFC7877] for
a description of the SED G oup Offer object). The Reject operation
is used to reject such SED Goup Ofers by, or on behalf of, the
Regi strant. The request structure for an SPPP over SOAP Rej ect
operation is wapped within the <spppRej ect Request> el enent while an
SPPP over SOAP Rej ect response is wapped within the generic
<spppRej ecResponse> el enent. The follow ng subsections describe the
<spppRej ect Request > and <spppRej ecResponse> el enents. Refer to
Section 10 for an example of the Reject operation on a SED G oup
Ofer.
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7.2.4.1. Reject Request

An SPPP over SOAP Reject request definition is contained within the
generic <spppRej ect Request > el enent.

<el enent nane="spppRej ect Request " >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="ni nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nanme="sedG pO f er Key"
type="sppfs: SedG pOf f er KeyType"
maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

The data elenments within the <spppRej ect Request> el enent are
descri bed as foll ows:

o clientTransld: Zero or one client-generated transaction ID that,
within the context of the SPPF client, identifies this request.
This value can be used at the discretion of the SPPF client to
track, log, or correlate requests and their responses. The SPPF
server MJST echo back this value to the client in the
correspondi ng response to the incomng request. The SPPF server
wi Il not check this value for uniqueness.

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

0 sedG pOferKey: One or nore elenents of type SedG pOferKeyType
(as defined in this docunent). Each elenent contains attributes
that uniquely identify a SED G oup Ofer that the client is
requesting the server to reject. The elenents are processed by
the SPPF server in the order in which they are included in the
request. Wth respect to the handling of error conditions,
conform ng SPPF servers MJST stop processing SedG pOferKeyType
elenments in the request at the first error and roll back any
SedG pOf f er KeyType el enents that had al ready been processed for
that Reject request ("stop and roll back").
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7.2.4.2. Reject Response

An SPPP over SOAP reject response structure is contained within the
generi c <sppRej ect Response> el enent. This response structure is used
for a Reject request on a SED Group Ofer.

<el enent name="spppRej ect Response" >
<conpl exType>
<sequence>
<el enent nane="clientTransld" type="sppfb: Transl dType"
m nCccurs="0"/>
<el enent nanme="server Transl d" type="sppfb: Transl dType"/ >
<el enent name="overal | Result" type="sppfs: Resul t CodeType"/ >
<el ement nane="detail Result"
type="sppfs: SedG pO f er KeyResul t CodeType"
m nCccur s="0" maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

<conpl exType nane="Resul t CodeType" >
<sequence>
<el enent nane="code" type="int"/>
<el ement nane="nsg" type="string"/>
</ sequence>

</ conpl exType>

<conpl exType nane="SedG pO f er KeyResul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nanme="sedG pO f er Key" type="sppfs: SedG pO fer KeyType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

An <spppRej ect Response> contains the el ements necessary for the SPPF
client to precisely determne the overall result of the request, and
if an error occurs, it provides information about the specific SED
Goup Ofer key(s) that caused the error.
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The data el enments within the SPPP over SOAP Reject response are
described as foll ows:

o clientTransld: Zero or one client transaction ID. This value is
sinmply an echo of the client transaction ID that the SPPF client
passed into the SPPF update request. Wen included in the
request, the SPPF server MJST return it in the correspondi ng
response nessage.

0 serverTransld: Exactly one server transaction ID that identifies
this request for tracking purposes. This value MJST be unique for
a gi ven SPPF server.

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 detail Result: An optional response code, response nessage, and
SedG pOf fer KeyType (as defined in this docunment) triplet. This
element will be present only if any specific SED G oup O fer key
| evel error has occurred. It indicates the error condition and
the exact request SED Group Offer key that contributed to the
error. The response code will reflect the exact error. See
Section 7.3 for further details.

7.2.5. Batch Operation Structure

An SPPP over SOAP Batch request XM. structure allows the SPPF client
to send any of the Add, Del, Accept, or Reject operations together in
one single request. This gives an SPPF client the flexibility to use
one single request structure to performnore than operations (verbs).
The batch request structure is wapped within the <spppBat chRequest >
el ement while an SPPF Batch response is wapped within the

<spppBat chResponse> el enent. The follow ng subsections describe the
<spppBat chRequest > and <spppBat chResponse> el enents. Refer to
Section 10 for an exanple of a Batch operation
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7.2.5.1. Batch Request Structure

An SPPP over SOAP Batch request definition is contained within the
generi c <spppBat chRequest > el enent.

<el enent nane="spppBat chRequest " >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="ni nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<choi ce m nCccurs="1" maxCccur s="unbounded" >
<el enent nanme="addObj" type="sppfb: Basi cCbj Type"/>
<el enent nanme="del Obj " type="sppfb: Cbj KeyType"/>
<el enent nane="accept SedG pOf fer"
type="sppfs: SedG pOf f er KeyType"/ >
<el enent nane="rej ect SedG pOf fer"
type="sppfs: SedG pOf f er KeyType"/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >

The data el enments within the <sppBat chRequest> el enent are descri bed
as foll ows:

(o]

clientTransld: Zero or one client-generated transaction ID that,
within the context of the SPPF client, identifies this request.
Thi s value can be used at the discretion of the SPPF client to
track, log, or correlate requests and their responses. The SPPF
server MJST echo back this value to the client in the
correspondi ng response to the incomng request. The SPPF server
wi Il not check this value for uniqueness.

m norVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

addCbj: One or nmore elements of abstract type Basi cObj Type where
each elenment identifies an object that needs to be added.

del Obj: One or nore elenents of abstract type Obj KeyType where
each elerment identifies a key for the object that needs to be
del et ed

accept SedG pOfer: One or nore elenents of type SedG pOferKeyType
where each elenment identifies a SED Goup Ofer that needs to be
accept ed.
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0 rejectSedGpOfer: One or nore el enents of type SedG pOff er KeyType
where each elenment identifies a SED G oup Ofer that needs to be
rej ect ed.

Wth respect to the handling of error conditions, conform ng SPPP
SOAP servers MJST stop processing elenents in the request at the
first error and roll back any el enments that had already been
processed for that Batch request ("stop and roll back").

7.2.5.2. Batch Response

An SPPP over SOAP batch response structure is contained within the
generi c <sppBat chResponse> el enent. This response structure is used
for a Batch request that contains many different types of SPPF
oper ati ons.

<el enent nane="spppBat chResponse" >
<conpl exType>
<sequence>
<el enent name="client Transl d" type="sppfb: Transl dType"
m nCccur s="0"/ >
<el enent nane="server Transl d" type="sppfb: Transl dType"/ >
<el enent nanme="overal | Result" type="sppfs: Resul t CodeType"/ >
<choi ce m nCccurs="0" maxCQccur s="unbounded" >
<el ement nane="addResul t"
type="sppfs: Obj Resul t CodeType"/ >
<el enent nanme="del Resul t"
type="sppfs: Obj KeyResul t CodeType"/ >
<el enent nanme="accept Resul t"
type="sppfs: SedG pOf f er KeyResul t CodeType"/ >
<el enent nanme="reject Result"
type="sppfs: SedG pOf f er KeyResul t CodeType"/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >

An <spppBat chResponse> contains the el ements necessary for an SPPF
client to precisely determ ne the overall result of various
operations in the request, and if an error occurs, it provides

i nformati on about the specific objects or keys in the request that
caused the error.
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The data el enments within the SPPP over SOAP Batch response are
described as foll ows:

o clientTransld: Zero or one client transaction ID. This value is
sinmply an echo of the client transaction ID that the SPPF client
passed into the SPPF update request. Wen included in the
request, the SPPF server MJST return it in the correspondi ng
response nessage.

0 serverTransld: Exactly one server transaction ID that identifies
this request for tracking purposes. This value MJST be unique for
a gi ven SPPF server.

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 addResult: One or nore elenments of type Obj Result CodeType where
each elenment identifies the result code, result nmessage, and the
specific object to which the result rel ates.

0 delResult: One or nore el enents of type Obj KeyResult CodeType where
each elenent identifies the result code, result nessage, and the
specific object key to which the result rel ates.

0 acceptResult: One or nore el enents of type
SedG pOf f er KeyResul t CodeType where each el enent identifies the
result code, result nessage, and the specific SED Group Offer key
to which the result rel ates

0 rejectResult: One or nore el enents of type
SedG pOf f er KeyResul t CodeType where each el enent identifies the
result code, result nessage, and the specific SED G oup O fer key
to which the result rel ates

7.2.6. Get Operation Structure

In order to query the details of an object fromthe Registry, an

aut horized entity can send the spppGet Request to the Registry with a
Get Rgqst Type XML data structure contai ning one or nore object keys
that uniquely identify the object whose details are being queried.
The foll owi ng subsections describe the <spppGet Request> and

<spppCet Response> el ements. Refer to Section 10 for an exanpl e of
the SPPP over SCQAP Get operation on each type of SPPF object.

Cartwight, et al. St andards Track [ Page 25]



RFC 7878 SPP Protocol over SCAP August 2016

7.2.6.1. Cet Request

The request structure for an SPPP over SOAP Get operation is
contained within the generic <spppGet Request > el enent:

<el enent nanme="spppCet Request " >

<conpl exType>
<sequence>
<el enent nanme="m nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nane="obj Key"
type="sppf b: Obj KeyType"
maxQccur s="unbounded"/ >
</ sequence>

</ conpl exType>

</ el ement >

The data el enments within the <spppCet Request > el enent are descri bed
as foll ows:

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

0 objKey: One or nore elenents of abstract type bj KeyType (as
defined in [RFC7877]). Each elenent contains attributes that
uniquely identify the object that the client is requesting the
server to query. Refer to Section 7.1 of this docunent for a
description of all concrete object key types, for various SPPF
obj ects, which are eligible to be passed into this el enent.

7.2.6.2. Cet Response

The SPPP over SOAP Get response is wapped within the generic
<spppGet Response> el enent, as described in Section 7.2.8.

7.2.7. Get SED Group Ofers Operation Structure

In addition to the ability to query the details of one or nmore SED
Goup Ofers using a SED G oup Ofer key in the spppGet Request, this
operation al so provides an additional, nore flexible, structure to
query for SED Group Ofer objects. This additional structure is
contai ned within the <getSedG pOffersRequest > el ement while the
response is wapped within the generic <spppGet Response> el enent.
The foll owi ng subsections describe the <get SedG pO f er sRequest > and
<spppCet Response> el ement s.
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7.2.7.1. Get SED Goup Ofers Request

Using the details passed into this structure, the server will attenpt
to find SED Group Offer objects that satisfy all the criteria passed
into the request. |If no criteria are passed in, then the SPPF server
will return the list of SED Group Ofer objects that belong to the
Registrant. |If there are no matching SED Group Ofers found, then an
enpty result set will be returned.

<el enent nane="get SedG pOf f er sRequest " >
<conpl exType>
<sequence>
<el enent name="ni nor Ver" type="sppfb: M nor Ver Type"
m nCccurs="0"/>
<el enent nane="of f eredBy" type="sppfb: O gl dType"
m nCccur s="0" maxCccur s="unbounded"/ >
<el enent nane="of feredTo" type="sppfb: O gl dType"
m nCccur s="0" maxCccur s="unbounded"/ >
<el enent nanme="status" type="sppfb: SedG pO fer St at usType"
m nCccurs="0"/>
<el enent nanme="sedG pO f er Key" type="sppfs: SedG pO f er KeyType”
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

The data el enments within the <get SedG pOf f er sRequest > el ement are
described as foll ows:

o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

o offeredBy: Zero or nore organization IDs. Only offers that are
offered to the organization IDs in this list should be included in
the result set. The result set is also subject to other query
criteria in the request.

o offeredTo: Zero or nore organization IDs. Only offers that are
of fered by the organization IDs in this list should be included in
the result set. The result set is also subject to other query
criteria in the request.

0 status: The status of the offer, offered or accepted. Only offers
in the specified status should be included in the result set. |If
this elenent is not present, then the status of the offer should
not be considered in the query. The result set is also subject to
other query criteria in the request.
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0 sedG pOferKey: Zero or nore SED Group Offer keys. Only offers
havi ng one of these keys should be included in the result set.
The result set is also subject to other query criteria in the
request.

7.2.7.2. Get SED Goup Ofers Response
The spppCet Response el ement is described in Section 7.2.8.
7.2.8. Generic Query Response

An SPPP over SOAP query response object is contained within the
generic <spppCet Response> el enent.

<el enent nanme="spppCet Response” >
<conpl exType>
<sequence>
<el ement nane="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el enent name="resul t j "
type="sppf b: Basi cOhj Type"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >

An <spppCet Response> contains the el enents necessary for the SPPF
client to precisely deternmine the overall result of the query and
details of any SPPF objects that matched the criteria in the request.

The data el enments within the SPPP over SOAP query response are
described as foll ows:

0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 resultObj: The set of zero or nmore objects that matched the query
criteria. |If no objects matched the query criteria, then the
result object(s) MIST be enpty and the overall Result val ue MJST
i ndi cate success (if no matches are found for the query criteria,
the response is considered a success).
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7.2.9. Get Server Details Operation Structure

In order to query certain details of the SPPF server, such as the
SPPF server’s status and the nmmjor/ mnor version supported by the
server, the Server Details operation structure SHOULD be used. This
structure is contained within the <spppServer St at usRequest > el enent
whereas an SPPF server status response is wapped within the
<spppSer ver St at usResponse> el enent. The foll ow ng subsections
descri be the <spppServer St at usRequest > and <spppServer St at usResponse>
el ement s.

7.2.9.1. Get Server Details Request

An SPPP over SOAP server details request structure is represented in
the <spppServer St at usRequest > el enent as fol | ows:

<el enent nane="spppServer St at usRequest " >
<conpl exType>
<sequence>
<el emrent nane="m nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >

The data el enents within the <spppServer St at usRequest > el enent are
descri bed as foll ows:

0o mnorVer: Zero or one mnor version identifier, as defined in
Section 7. 4.

7.2.9.2. Get Server Details Response

An SPPP over SOAP server details response structure is contained
within the generic <spppServer StatusResponse> el enent.

<el enent nane="spppSer ver St at usResponse" >
<conpl exType>
<sequence>
<el enent nane="overal | Result" type="sppfs: Resul t CodeType"/ >
<el enent nanme="svcMenu" type="sppfb: SvcMenuType"/ >
</ sequence>
</ conpl exType>
</ el enent >
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The data el enents within the <spppServer St at usResponse> el enent are
described as foll ows:

o0 overall Result: Exactly one response code and nessage pair that
explicitly identifies the result of the request. See Section 7.3
for further details.

0 svcMenu: Exactly one el enent of type SvcMenuType that, in turn,
contains the elenments to return the server status, the major and
m nor versions of SPPP over SOAP supported by the SPPF server
(refer to Section 12 of [RFC7877] for the definition of
SvcMenuType) .

7.3. Response Codes and Messages

This section contains the listing of response codes and their
correspondi ng human-readabl e text. These response codes are in
conformance with the response types defined in Section 5.3 of

[ RFC7877] .

The response code nunbering schene generally adheres to the theory
formalized in Section 4.2.1 of [RFC5321]:

o The first digit of the response code can only be 1 or 2: 1 = a
positive result, and 2 = a negative result.

o The second digit of the response code indicates the category:
Protocol Syntax, 1 = Inplenentation Specific Business Rule, 2
Security, and 3 = Server System

o
1

o The third and fourth digits of the response code indicate the
i ndi vi dual message event within the category defined by the first
two digits.

The response codes are al so categorized as to whether they are
overal |l response codes that may only be returned in the overall Result
data el ement in SPPF responses or object-level response codes that
may only be returned in the detail Result el ement of the SPPF
responses.
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R o m e e e e e e e oo - o m e e e e e e aaa oo
| Result | Result Message | Overall or Object Level

| Code | |

S SRR o e m e e e e e oo o mm e e e e e e a— oo oo
| 1000 | Request succeeded | Overall Response Code

| 2000 | Request syntax invalid | Overall Response Code

| 2001 | Request too |arge | Overall Response Code

| | MaxSupported: [ Maxi mum |

| | requests supported] |

| 2002 | Version not supported | Overall Response Code

| 2100 | Command invalid | Overall Response Code

| 2300 | Systemtenporarily | Overall Response Code

| | unavail abl e |

| 2301 | Unexpected internal | Overall Response Code

| | systemor server error |

| 2101 | Attribute value invalid | Object-Level Response Code

| | AttrNanme:[AttributeNane] |

| | AttrVval:[AttributeValue] |

| 2102 | Object does not exi st | Object-Level Response Code

| | AttrName:[AttributeNane] |

| | AttrVal:[AttributeValue] |

| 2103 | Onject status or | Onject-Level Response Code

| | ownership does not allow |

| | for operation |

| | AttrNanme:[AttributeNane] |

| | AttrVal:[AttributeValue] |

Fomm oo S o e e e e e e e e e e aa o -

Tabl e 1: Response Code Nunbering Schene and Messages

The response nmessage for response code 2001 is "paraneterized" with
the follow ng parameter: "[Maxi mumrequests supported]”. Wen the
request is too large, this parameter MJST be used to indicate the
maxi mum nunber of requests supported by the server in a single

prot ocol operation.

Response code 2000 SHOULD be used when the XM. Schera validation of
requests fails.

Each of the object-level response nessages are "paraneterized" wth
the follow ng paraneters: "AttributeNane" and "Attri buteVal ue".

For exanple, if an SPPF client sends a request to delete a
Destination Goup with a name "TestDG', and it does not already
exist, then the error nessage returned should be: "Attribute val ue
invalid. AttrNane:dgNane AttrVal: Test DG'.
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7

8.

The use of these paranmeters MJST adhere to the rules defined in
Section 5.3 of [RFC7877].

4. Mnor Version ldentifier
The minor version identifier elenent is defined as foll ows:

o0 mnorVer: Zero or one nminor version identifier, indicating the
m nor version of the SPPP over SOAP APl that the client is
attenpting to use. This is used in conjunction with the major
version identifier in the XM. Nanespace to identify the version of
SPPP over SOAP that the client is using. |If the elenent is not
present, the server assunes that the client is using the | atest
m nor version of SPPP over SOAP supported by the SPPF server for
the given major version. The versions of SPPP over SOAP supported
by a given SPPF server can be retrieved by the client using this
sanme spppServer St at usRequest without passing in the minorVer
el ement .

Pr ot ocol Operations

Refer to Section 7 of [RFC7877] for a description of all SPPF
operations and any necessary senmantics that MJST be adhered to in
order to conformw th SPPF.

SPPP over SOAP WBDL Definition

The SPPP over SOAP WSDL and data types are defined below. The WSDL
desi gn approach is commonly referred to as "Generic WBDL". It is
generic in the sense that there is not a specific WSDL operation
defined for each object type that is supported by the SPPF protocol
There is a single WSDL structure for each type of SPPF operation
Each such WBDL structure contains exactly one input structure and one
output structure that waps any data elenents that are part of the
i ncom ng request and the outgoing response, respectively. The
spppSOAPBI ndi ng in the WBDL defines the binding style as "docunent”
and the encoding as "literal". It is this conbination of "w apped"
i nput and output data structures, "docunment” binding style, and
"literal” encoding that characterize the Docunent Literal Wapped
style of WBDL specifications.

Notes: The foll owing WDL has been formatted (e.g., tabs, spaces) to
meet | ETF requirenents. Deploynments MJST repl ace

"REPLACE_W TH_ACTUAL_URL" in the WSDL bel ow with the URI of the SPPF
server instance.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<wsdl : definitions xmns:wsdl ="http://schemas. xm soap. org/ wsdl /"
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: sppfb="urn:ietf:parans: xm :ns: sppf: base: 1"
xm ns: sppfs="urn:ietf:parans: xm : ns: sppf:soap: 1"
t ar get Nanespace="urn:i et f: params: xm : ns: sppf: soap: 1" >
<wsdl : types>
<xsd: schema xm ns="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: sppfs="urn:ietf:parans: xm :ns: sppf:soap: 1"
t ar get Namespace="urn:ietf: params: xm : ns: sppf: soap: 1" >
<annot at i on>
<document ati on>
---- Inport base schema ----
</ docunent ati on>
</ annot ati on>
<i nport nanespace="urn:ietf:parans: xm :ns:sppf:base: 1"
schemalLocat i on="sppf base. xsd"/ >
<annot ati on>
<document ati on>
---- Key type(s) extended
from base schema. ----
</ documnent ati on>
</ annot ati on>
<conpl exType nane="CObj KeyType" >
<conpl exCont ent >
<ext ensi on base="sppf b: Obj KeyType" >
<sequence>
<el enent nanme="rant" type="sppfb: O gldType"/>
<el enent nanme="nane" type="sppfb: Cbj NaneType"/ >
<el enent nanme="type" type="sppfs: Cbj KeyTypeEnuni/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<si npl eType name="0Obj KeyTypeEnuni >
<restriction base="t oken">
<enuner ati on val ue="SedG p"/>
<enuneration val ue="Dest G p"/>
<enuneration val ue="SedRec"/ >
<enuneration value="EgrRte"/>
</restriction>
</ si npl eType>

<conpl exType nane="SedG pO f er KeyType" >

<conpl exCont ent >
<ext ensi on base="sppfb: SedG pOf f er KeyType" >
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<sequence>
<el enent nanme="sedG pKey"
type="sppfs: Obj KeyType"/ >
<el ement nane="of f eredTo"
type="sppfb: O gl dType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="Publ dKeyType" >
<conpl exCont ent >
<ext ensi on base="sppf b: Publ dKeyType" >
<sequence>
<el enent nanme="rant" type="sppfb: O gldType"/>
<choi ce>
<el ement nane="nunber"
t ype="sppf b: Nunber Type"/ >
<el ement nane="range"
type="sppf b: Nunber RangeType"/ >
</ choi ce>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<annot ati on>
<docunent ati on>
---- Ceneric Request and
Response Definitions ----
</ docurent ati on>
</ annot ati on>
<el enent nanme="spppAddRequest ">
<conpl exType>
<sequence>
<el enent nane="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el ement nane="m nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
<el enent nane="obj" type="sppfb: Basi cChj Type"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent nane="spppDel Request ">
<conpl exType>
<sequence>
<el enent nane="client Transl d"

Cartwight, et al. St andards Track

August 2016

[ Page 34]



RFC 7878 SPP Protocol over SCAP August 2016

type="sppf b: Transl dType" mi nCccurs="0"/>
<el ement nane="m nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
<el enent nane="obj Key"
type="sppf b: Obj KeyType" naxCOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent nanme="spppAccept Request ">
<conpl exType>
<sequence>
<el enent nane="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el ement nane="m nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
<el enent nane="sedG pO f er Key"
type="sppfs: SedG pO f er KeyType"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppRej ect Request " >
<conpl exType>
<sequence>
<el enent nanme="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el enent nanme="m nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nane="sedG pO f er Key"
type="sppfs: SedG pO f er KeyType"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el emrent >
<el enent nane="spppCet Request " >
<conpl exType>
<sequence>
<el ement nane="m nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
<el enent nane="obj Key"
type="sppf b: Obj KeyType"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppBat chRequest " >
<conpl exType>
<sequence>
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<el enent nanme="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el enent nanme="m nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<choi ce m nCccurs="1" maxQccur s="unbounded" >
<el enent nanme="addObj" type="sppfb: Basi cCbj Type"/>
<el enent nane="del Obj " type="sppfb: Cbj KeyType"/ >
<el enent nanme="accept SedG pOf fer"
type="sppfs: SedG pOF f er KeyType"/ >
<el enent nane="rej ect SedG pOf fer”
type="sppfs: SedG pOf f er KeyType"/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppSer ver St at usRequest " >
<conpl exType>
<sequence>
<el enent nane="ni nor Ver"
type="sppf b: M nor Ver Type" m nCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="get SedG pOf f er sRequest " >
<conpl exType>
<sequence>
<el enent nanme="m nor Ver"
type="sppfb: M nor Ver Type" m nCccurs="0"/>
<el enent nane="of f er edBy"
type="sppfb: O gl dType" m nCccurs="0"
maxQccur s="unbounded"/ >
<el enent nane="of feredTo" type="sppfb: O gl dType"
m nCccur s="0" maxCOccur s="unbounded"/ >
<el ement nane="st at us"
type="sppfb: SedG pOf f er St at usType" m nQccurs="0"/>
<el enent nanme="sedG pOf f er Key"
type="sppfs: SedG pOf f er KeyType"
m nCccurs="0" maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppAddResponse" >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="server Transl d"
type="sppf b: Transl dType"/ >
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<el enent name="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el ement nane="detail Result"”
type="sppfs: Obj Resul t CodeType"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent name="spppDel Response” >
<conpl exType>
<sequence>
<el enent nane="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el ement nane="server Transl d"
type="sppf b: Transl dType"/ >
<el enment nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el enent nane="detail Resul t"
type="sppfs: Obj KeyResul t CodeType"
m nCccurs="0" maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppAccept Response" >
<conpl exType>
<sequence>
<el ement nanme="cl i ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el enent nane="server Transl d"
type="sppf b: Transl dType"/ >
<el enent nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el ement nane="detail Result"
type="sppfs: SedG pOf f er KeyResul t CodeType"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent name="spppRej ect Response" >
<conpl exType>
<sequence>
<el enent nane="client Transl d"
type="sppf b: Transl dType" mi nCccurs="0"/>
<el ement nane="server Transl d"
type="sppf b: Transl dType"/ >
<el enment nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el enent nane="detail Result"
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type="sppfs: SedG pOf f er KeyResul t CodeType"
m nCccurs="0" maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppBat chResponse" >
<conpl exType>
<sequence>
<el enent nane="cli ent Transl d"
type="sppfb: Transl dType" m nCccurs="0"/>
<el ement nane="server Transl d"
type="sppf b: Transl dType"/ >
<el enent nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<choi ce m nCccurs="0" maxQCccur s="unbounded" >
<el ement nane="addResul t"
type="sppfs: Obj Resul t CodeType"/ >
<el enent nane="del Resul t"
type="sppfs: bj KeyResul t CodeType"/ >
<el enent name="accept Resul t"
type="sppfs: SedG pOf f er KeyResul t CodeType"/ >
<el enent nanme="rejectResult"
type="sppfs: SedG pOf f er KeyResul t CodeType"/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="spppCet Response” >
<conpl exType>
<sequence>
<el enent nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el enent nanme="resul t oj "
type="sppf b: Basi cQhj Type"
m nCccur s="0" maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el enent >
<el enent nane="spppSer ver St at usResponse" >
<conpl exType>
<sequence>
<el enent nanme="overal | Resul t"
type="sppfs: Resul t CodeType"/ >
<el ement nane="svcMenu"
type="sppf b: SvcMenuType"/ >
</ sequence>
</ conpl exType>
</ el ement >
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<annot ati on>
<docunent ati on>
---- Operation Result Type
Definitions ----
</ document at i on>
</ annot ati on>
<conpl exType nane="Resul t CodeType" >
<sequence>
<el enent nane="code" type="sppfs: Resul t CodeVal Type"/>
<el enent nanme="nsg" type="sppfs: MsgType"/>
</ sequence>
</ conpl exType>

<si npl eType name="Resul t CodeVal Type" >
<restriction base="unsi gnedShort">
<enuner ati on val ue="1000"/ >
<enuner ati on val ue="2000"/>
<enuner ati on val ue="2001"/>
<enuner ati on val ue="2002"/>
<enuner ati on val ue="2100"/>
<enuner ati on val ue="2101"/>
<enuner ati on val ue="2102"/>
<enuner ati on val ue="2103"/>
<enuner ati on val ue="2300"/>
<enuner ation val ue="2301"/>
</restriction>
</ si npl eType>

<si npl eType nanme="MsgType" >
<restriction base="token">
<mi nLengt h val ue="3"/>
<maxLengt h val ue="255"/>
</restriction>

</ si npl eType>

<conpl exType nane="(Cbj Resul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nane="obj" type="sppfb: Basi cCbj Type"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="(hj KeyResul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
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<el enent nane="obj Key" type="sppfb: Cbj KeyType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="SedG pO f er KeyResul t CodeType" >
<conpl exCont ent >
<ext ensi on base="sppfs: Resul t CodeType" >
<sequence>
<el enent nane="sedG pO f er Key"
type="sppfs: SedG pOf f er KeyType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ xsd: schema>
</ wsdl : types>
<wsdl : mressage nanme="spppAddRequest Msg" >
<wsdl : part name="rqgst" el enment ="sppfs: spppAddRequest "/ >
</ wsdl : nessage>
<wsdl : message name="spppDel Request Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppDel Request "/ >
</ wsdl : nessage>
<wsdl : message nane="spppAccept Request Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppAccept Request "/ >
</ wsdl : nessage>
<wsdl : message nane="spppRej ect Request Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppRej ect Request "/ >
</ wsdl : nessage>
<wsdl : mressage nanme="spppBat chRequest Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppBat chRequest"/ >
</ wsdl : nessage>
<wsdl : message name="spppCet Request Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppGet Request "/ >
</ wsdl : nessage>
<wsdl : mressage nane="spppCet SedG pOf f er sRequest Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: get SedG pOf f er sRequest "/ >
</ wsdl : nessage>
<wsdl : message nane— spppAddResponseh&g >
<wsdl : part name="rspns" el enment =" sppfs: spppAddResponse"/ >
</ wsdl : nessage>
<wsdl : mressage nanme="spppDel ResponseMsg" >
<wsdl : part name="rspns" el ement ="sppfs: spppDel Response"/ >
</ wsdl : nessage>
<wsdl : message nane="spppAccept ResponseMsg" >
<wsdl : part name="rspns" el ement =" sppfs: spppAccept Response"/ >
</ wsdl : nessage>
<wsdl : message nane="spppRej ect ResponseMsg" >
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<wsdl : part name="rspns" el ement =" sppfs: spppRej ect Response"/ >
</ wsdl : nessage>
<wsdl : message nane="spppBat chResponseMsg" >
<wsdl : part name="rspns" el ement =" sppfs: spppBat chResponse"/ >
</ wsdl : nessage>
<wsdl : mressage nanme="spppCGet ResponseMsg" >
<wsdl : part name="rspns" el ement ="sppfs: spppCGet Response"/ >
</ wsdl : nessage>
<wsdl : message name="spppServer St at usRequest Msg" >
<wsdl : part name="rqgst" el ement ="sppfs: spppServer St at usRequest "/ >
</ wsdl : nessage>
<wsdl : mressage nane="spppServer St at usResponseMsg" >
<wsdl : part name="rspns" el ement =" sppfs: spppServer St at usResponse"/ >
</ wsdl : nessage>
<wsdl| : port Type nane="spppPort Type" >
<wsdl : operati on name="subm t AddRgst " >
<wsdl : i nput nessage="sppfs: spppAddRequest Msg"/ >
<wsdl : out put nessage="sppfs: spppAddResponseMsg"/ >
</ wsdl : operati on>
<wsdl : operati on name="subm t Del Rgst " >
<wsdl : i nput nessage="sppfs: spppDel Request Msg"/ >
<wsdl : out put nessage="sppfs: spppDel ResponseMsg"/ >
</ wsdl : operati on>
<wsdl : operati on nanme="subm t Accept Rqst ">
<wsdl : i nput nessage="sppfs: spppAccept Request Msg"/ >
<wsdl : out put message="sppfs: spppAccept ResponseMsg"/ >
</ wsdl : oper ati on>
<wsdl : operati on name="subm t Rej ect Rgqst " >
<wsdl : i nput nessage="sppfs: spppRej ect Request Msg"/ >
<wsdl : out put message="sppfs: spppRej ect ResponseMsg"/ >
</ wsdl : operati on>
<wsdl : operati on nanme="subm t Bat chRgst " >
<wsdl : i nput nessage="sppfs: spppBat chRequest Msg"/ >
<wsdl : out put message="sppfs: spppBat chResponseMsg"/ >
</ wsdl : operati on>
<wsdl : operati on name="subnit Get Rgst" >
<wsdl : i nput nessage="sppfs: spppGet Request Msg"/ >
<wsdl : out put message="sppfs: spppCet ResponseMsg"/ >
</ wsdl : oper ati on>
<wsdl : operati on name="subm t Get SedG pCOf f er sRgst " >
<wsdl : i nput nessage="sppfs: spppCet SedG pf f er sRequest Msg"/ >
<wsdl : out put nessage="sppfs: spppCet ResponseMsg"/ >
</ wsdl : operati on>
<wsdl : operati on nanme="subm t Server St at usRqst " >
<wsdl : i nput nessage="sppfs: spppServer St at usRequest Msg"/ >
<wsdl : out put nmessage="sppfs: spppServer St at usResponseMsg"/ >
</ wsdl : operati on>
</ wsdl : port Type>

Cartwight, et al. St andards Track [ Page 41]



RFC 7878 SPP Protocol over SCAP August 2016

<wsdl : bi ndi ng name="spppSoapBi ndi ng" type="sppfs: spppPort Type">
<soap: bi ndi ng styl e="docunent"
transport="http://schemas. xnl soap. or g/ soap/ http"/>
<wsdl : operati on name="subm t AddRgst " >
<soap: operati on soapAction="subni t AddRgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on name="subnit Del Rgst" >
<soap: operati on soapAction="subnitDel Rgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : oper ati on>
<wsdl : operati on name="subm t Accept Rqst " >
<soap: operati on soapAction="subm t Accept Rgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on nane="subm t Rej ect Rgqst " >
<soap: operati on soapAction="subm t Rej ect Rgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : oper ati on>
<wsdl : operati on name="subm t Bat chRgst " >
<soap: operati on soapAction="subm t Bat chRgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
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<wsdl : operati on name="subnit Get Rgst" >
<soap: operati on soapAction="subnitGet Rgst" styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : oper ati on>
<wsdl : operati on name="subm t Get SedG pCOf f er sRgst " >
<soap: operati on soapAction="subnit Get SedG pCf f er sRgst "
styl e="docunent"/>
<wsdl : i nput >
<soap: body use="literal"/>
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on nanme="subm t Server St at usRqst " >
<soap: operati on soapActi on="subm t Server St at usRgst "
styl e="docunent "/ >
<wsdl : i nput >
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put >
<soap: body use="literal"/>
</ wsdl : out put >
</ wsdl : operati on>
</ wsdl : bi ndi ng>
<wsdl : servi ce name="spppService">
<wsdl : port name="spppPort" bindi ng="sppfs: spppSoapBi ndi ng" >
<soap: address | ocati on="REPLACE W TH_ACTUAL_URL"/ >
</ wsdl : port >
</wsdl : service>
</wsdl : definitions>

Figure 2: WSDL
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10. SPPP over SOAP Exanpl es

Thi s section shows an XM. nessage exchange between two SIP Service
Providers (SSPs) and a Registry. The nessages in this section are
valid XM instances that conformto the SPPP over SOAP schena version
within this document. This section also relies on the XM. data
structures defined in the SPPF specification [RFC7877], which should
al so be referenced to understand XM. object types enbedded in these
exanpl e nmessages.

In this sanple use-case scenario, SSP1 and SSP2 provision resource
data in the Registry and use SPPF constructs to selectively share the
SED G oups. In the figure below, SSP2 has two ingress Signaling Path
Border Elenent (SBE) instances that are associated with the Public
ldentities with which SSP2 has the retail relationship. Also, the
two SBE instances for SSP1 are used to show how to use SPPF to

associ ate route preferences for the destination Ingress Routes and
exerci se greater control on outbound traffic to the peer’s ingress
SBEs.

_______________ + o e e e e e e e e e e ==
I I
S + S +
| sbel | | sbe2 |
oo + oo +
SSP1 | | SSP2
R + R +
| sbe3 | | sbed |
S + S +
i ana-en: 111 | | i ana- en: 222
............... + e e e e e e e e -
I I
I I
| SPPF  #-----mmeeiea oo +  SPPF |
oo >| Regi stry | <-------- +
. +

Exanpl e Use-Case Infrastructure
10.1. Add Destination G oup
SSP2 adds a Destination Group to the Registry for later use. The
SSP2 SPPF client sets a unique transaction identifier "txn_1479" for

tracki ng purposes. The name of the Destination Goup is set to
DEST_GRP_SSP2_1.
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<?xm version="1. 0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns:urnl="urn:ietf:parans: xm:ns: sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<I--Optional:-->
<clientTransl d>txn_1479</client Transl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: Dest G pType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_ 1</ urnl: dgNane>
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>

The Regi stry processes the request and returns a favorabl e response
confirm ng successful creation of the naned Destination Goup. In
addition to returning a unique server transaction identifier, the
Regi stry returns the matching client transaction identifier fromthe
request message back to the SPPF client.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</clientTransl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>
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10.2. Add SED Records
SSP2 adds SED Records in the formof Ingress Routes to the Registry.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: urnl="urn:ietf:params: xm :ns:sppf: base: 1"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<l--Optional:-->
<clientTransld>txn_1479</client Transl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: NAPTRType" >
<urnl: rant>i ana-en: 222</ urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: sedName>SED SSP2_SBE2</ ur nl: sedName>
<urnl:islnSvc>true</urnl:islnSvc>
<urnl: order>10</urnl: order>
<urnl: flags>u</urnl: fl ags>
<urnl: sves>E2U+si p</urnl: svcs>
<urnl:regx>
<urnl:ere>"(.*)$</urnl:ere>
<urnl:repl >si p:\1@be2. ssp2. exanpl e. conx/ urnl: repl >
</ urnl:regx>
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry returns a success response.

<?xm version="1. 0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<clientTransl d>t xn_1479</client Transl d>
<server Transl d>t x_12345</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>

10.3. Add SED Records -- URI Type

SSP2 adds another SED Record to the Registry and nakes use of
URI Type.

<?xm version="1.0" encodi ng="UTF-8""?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xm:ns: sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>t xn_1479</client Transl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: URl Type">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: sedNane>SED SSP2_ SBE4</ ur nl: sedNane>
<urnl:islnSvc>true</urnl:islnSvc>
<urnl:ere>"(.*)$</urnl:ere>
<urnl:uri>sip:\1; npdi @bed. ssp2. exanpl e. conx/ urnl: uri >
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry returns a success response.

<?xm version="1. 0" encodi ng="UTF-8"?>
<S: Envel ope xm ns: S="htt p://schemas. xm soap. or g/ soap/ envel ope/ " >
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<clientTransld>txn_1479</client Transl d>
<server Transl d>t x_12345</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>
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10.4. Add SED G oup

SSP2 creates the groupi ng of SED Records (e.g., Ingress Routes) and
chooses a hi gher precedence for SED SSP2 SBE2 by setting a | ower
nunber for the "priority" attribute, a protocol agnostic precedence
i ndi cat or.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xn :ns:sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>txn_1479</clientTransl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: SedG pType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>iana-en: 223</urnl:rar>
<ur nl: sedG pNanme>SED GRP_SSP2 1</ urnl: sedG pNane>
<urnl: sedRecRef >
<urnl: sedKey xsi:type="urn: Cbj KeyType" >
<rant >i ana-en: 222</rant >
<name>SED SSP2_SBE2</ nane>
<t ype>SedRec</type>
</ urnl: sedKey>
<urnl:priority>100</urnl:priority>
</ urnl: sedRecRef >
<ur nl: dgName>DEST_GRP_SSP2_1</ ur nl: dgName>
<urnl:islnSvc>true</urnl:islnSvc>
<urnl:priority>10</urnl:priority>
</ ohj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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To confirm successful processing of this request, the Registry
returns a well-known result code "1000" to the SSP2 client.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ " >
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<clientTransl d>t xn_1479</client Transl d>
<server Transl d>t x_12345</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>

10.5. Add Public ldentifier -- Successful COR C aim

SSP2 activates a TN Public Identifier by associating it with a valid
Destination Group. Further, SSP2 puts forth a claimthat it is the
carrier-of-record (COR) for the TN

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xm:ns: sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>t xn_1479</client Transl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: TNType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_1</ ur nl: dgName>
<urnl: tn>+12025556666</ urnl:tn>
<urnl: corl nfo>
<urnl: cord ai npt rue</urnl: cord ai n»
</ urnl: corl nfo>
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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Assumi ng that the Registry has access to TN authority data and it
performs the required checks to verify that SSP2 is in fact the SP of
record for the given TN, the request is processed successfully. In
the response nessage, the Registry sets the value of <cor>to "true"
in order to confirmthe SSP2 claimas the carrier-of-record, and the
<corDate> reflects the tine when the carrier-of-record claimis
processed.

<?xm version="1. 0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</clientTransl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
<det ai | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
<obj xsi:type="ns2: TNType">
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana- en: 223</ ns2: rar >
<ns2: cDat €>2010- 05- 30T09: 30: 10Z</ ns2: cDat e>
<ns2: dgName>DEST_GRP_SSP2_ 1</ ns2: dgNanme>
<ns2:tn>+12025556666</ ns2: t n>
<ns2: cor | nf o>
<ns2: cor C ai nrt rue</ ns2: cord ai e
<ns2: cor >true</ ns2: cor>
<ns2: cor Dat e>2010- 05- 30T09: 30: 11Z</ ns2: cor Dat e>
</ ns2: corlnfo>
</ obj >
</detail Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>
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10.6. Add LRN

If another entity that SSP2 shares SED (e.g., routes) with has access
to Nunber Portability data, it may choose to performroute | ookups by
RN. Therefore, SSP2 associates an RN to a Destination Goup in order
to facilitate Ingress Route discovery.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xn :ns:sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>txn_1479</clientTransl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: RNType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>iana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_ 1</ urnl: dgNane>
<urnl: rn>2025550000</ urnl: rn>
</ obj >
</ urn: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favorabl e response to the SPPF client.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</client Transl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>

10.7. Add TN Range

Next, SSP2 activates a block of ten thousand TNs and associates it to
a Destination G oup.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xn :ns:sppf:base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>txn_1479</clientTransl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: TNRType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_ 1</ urnl: dgNanme>
<urnl: range>
<urnl:startTn>+12026660000</ urnl: start Tn>
<urnl: endTn>+12026669999</ ur nl: endTn>
</ urnl:range>
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</client Transl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>

10.8. Add TN Prefix

Next, SSP2 activates a bl ock of ten thousand TNs by using the TNPType
structure and identifying a TN prefix.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xn :ns:sppf:base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>txn_1479</clientTransl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: TNPType">
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_ 1</ urnl: dgNanme>
<urnl:tnPrefix>+1202777</urnl: t nPrefi x>
</ obj >
</ urn: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</client Transl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>
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10.9. Enable Peering -- SED G oup Ofer

In order for SSP1 to conplete session establishnent for a destination
TN where the target subscriber has a retail relationship with SSP2,
it first requires an asynchronous bidirectional handshake to show
mut ual consent. To start the process, SSP2 initiates the peering
handshake by offering SSP1 access to its SED G oup.

<?xm version="1. 0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm :ns: sppf:soap: 1"
xm ns: urnl="urn:ietf:parans: xn :ns:sppf: base: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemra- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<cl i ent Transl d>t xn_1479</ cl i ent Tr ansl| d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: SedG pOf f er Type" >
<urnl:rant>i ana-en: 222</ urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<urnl: sedG pO ferKey xsi:type="urn: SedG pOferKeyType" >
<sedG pKey xsi:type="urn: Gbj KeyType" >
<rant >i ana-en: 222</rant >
<nane>SED GRP_SSP2 1</ nane>
<type>SedG p</type>
</ sedG pKey>
<of f er edTo>i ana-en: 111</ of f er edTo>
</ urnl: sedG pO f er Key>
<urnl: st atus>of f er ed</ urnl: st at us>
<urnl: of f er Dat eTi me>
2006- 05-04T18: 13: 51. 0Z
</urnl: of f er Dat eTi me>
</ obj >
</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry conpl etes the request successfully and confirns that the
SSP1 will now have the opportunity to weigh in on the offer and
either accept or reject it. The Registry may enpl oy out-of -band
notification mechani sns for quicker updates to SSP1 so they can act
faster, though this topic is beyond the scope of this docunent.

<?xm version="1. 0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap:1">
<clientTransld>txn_1479</cli ent Transl d>
<server Transl d>t x_12345</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>
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10.10. Enable Peering -- SED Group O fer Accept

SSP1 responds to the offer from SSP2 and agrees to have visibility to
SSP2 SED (e.g., lIngress Routes).

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAccept Request >
<l--Optional:-->
<clientTransld>txn_1479</cli ent Transl d>
<l--1 or nore repetitions:-->
<sedG pO f er Key>
<sedG pKey>
<rant >i ana- en: 222</rant >
<name>SED GRP_SSP2_1</ name>
<type>SedG p</type>
</ sedG pKey>
<of f eredTo>i ana-en: 111</ of f er edTo>
</ sedG pO f er Key>
</ urn: spppAccept Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry confirms that the request has been processed
successfully. Fromthis point forward, if SSP1l | ooks up a Public
Identifier through the query resolution server, where the Public
Identifier is part of the Destination Goup by way of

"SED GRP_SSP2 1" SED association, SSP2 ingress SBE infornmation will
be shared with SSP1.

<?xm version="1.0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAccept Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<clientTransld>txn_1479</client Transl d>
<server Transl d>t x_12350</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAccept Response>
</ S: Body>
</ S: Envel ope>
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10.11. Add Egress Route

SSP1 wants to prioritize all outbound traffic to the Ingress Route
associated with the "SED GRP_SSP2 1" SED Group record, through
"sbel. sspl. exanpl e. cont'.

<?xm version="1. 0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns:urnl="urn:ietf:parans: xm:ns: sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppAddRequest >
<clientTransl d>t xn_1479</client Transl d>
<l--1 or nore repetitions:-->
<obj xsi:type="urnl: Egr Rt eType" >
<urnl:rant>i ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<urnl: egr Rt eName>EGR_RTE_01</urnl: egr Rt eName>
<ur nl: pr ef >50</ ur nl: pref >
<urnl:regxRewriteRul e>
<urnl:ere>"(.*@(.*)$</urnl:ere>
<urnl:repl >\ 1\ 2?r out e=sbel. sspl. exanpl e. conx/ urnl: repl >
</urnl:regxRewiteRul e>
<urnl:ingrSedG p xsi:type="urn: Qbj KeyType" >
<rant >i ana- en: 222</rant >
<nanme>SED GRP_SSP2_ 1</ nane>

<type>SedG p</type>
</urnl:ingrSedG p>
</ obj >

</ ur n: spppAddRequest >
</ soapenv: Body>
</ soapenv: Envel ope>
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Since peering has already been established, the request to add the
Egress Route has been successfully conpl et ed.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppAddResponse
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<clientTransl d>txn_1479</client Transl d>
<server Transl d>t x_12345</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppAddResponse>
</ S: Body>
</ S: Envel ope>

10.12. Renove Peering -- SED Group Ofer Reject

Earlier, SSP1 had accepted having visibility to SSP2 SED. SSPl1 now
decides to no longer maintain this visibility; hence, it rejects the
SED G oup Ofer.

<?xm version="1.0" encodi ng="UTF-8""?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:paranms: xm : ns: sppf:soap:1">
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppRej ect Request >
<I--Optional:-->
<clientTransl d>txn_1479</clientTransl d>
<l--1 or nore repetitions:-->
<sedG pO f er Key>
<sedG pKey>
<r ant >i ana- en: 222</rant >
<nanme>SED GRP_SSP2_ 1</ nane>
<type>SedG p</type>
</ sedG pKey>
<of f eredTo>i ana-en: 111</ of f er edTo>
</ sedG pO f er Key>
</ urn: spppRej ect Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry confirms that the request has been processed
successfully. Fromthis point forward, if SSP1l | ooks up a Public
Identifier through the query resolution server, where the Public
Identifier is part of the Destination Goup by way of

"SED GRP_SSP2 1" SED association, SSP2 ingress SBE infornmation will
not be shared with SSP1; hence, an SSP2 ingress SBE will not be
returned in the query response.

<?xm version="1. 0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppRej ect Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<clientTransl d>t xn_1479</client Transl d>
<server Transl d>t x_12350</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppRej ect Response>
</ S: Body>
</ S: Envel ope>

10. 13. Get Destination G oup

SSP2 uses the spppGet Request operation to tally the | ast provisioned
record for Destination G oup DEST _GRP_SSP2 1.

<?xm version="1.0" encodi ng="UTF-8""?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppCGet Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<rant >i ana- en: 222</rant >
<nanme>DEST_GRP_SSP2_1</ name>
<t ype>Dest G p</type>
</ obj Key>
</ ur n: spppGet Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppCGet Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<overal | Resul t >
<code>1000</ code>
<msg>success</ nsg>
</ overal | Resul t >
<resul t Gbj xsi:type="ns2: Dest G pType" >
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana-en: 223</ ns2:rar >
<ns2: cbat e>2012-10- 22T09: 30: 10Z</ ns2: cDat e>
<ns?2: dgName>DEST_GRP_SSP2_1</ ns2: dgName>
</resul t vj >
</ ns3: spppGet Response>
</ S: Body>
</ S: Envel ope>
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10.14. Get Public ldentifier
SSP2 obtains the | ast provisioned record associated with a given TN

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: urnl="urn:ietf:params: xm :ns:sppf: base: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppCet Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Publ dKeyType" >
<rant >i ana- en: 222</rant >
<nunber >
<urnl: val ue>+12025556666</ ur nl: val ue>
<urnl:type>TN</urnl:type>
</ nunber >
</ obj Key>
</ ur n: spppGet Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppCGet Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<overal | Resul t >
<code>1000</ code>
<msg>success</ nmsg>
</overal | Resul t >
<resul t bj xsi:type="ns2: TNType" >
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana- en: 223</ ns2: rar >
<ns2: cbat €>2012- 10- 22T09: 30: 10Z</ ns2: cDat e>
<ns2: dgName>DEST_GRP_SSP2_1</ ns2: dgName>
<ns2:t n>+12025556666</ ns2:t n>
<ns2: corl nf o>
<ns2: cor C ai mrt rue</ ns2: cord ai n»
<ns2: cor >t rue</ ns2: cor>
<ns2: cor Dat €>2010- 05- 30T09: 30: 10Z</ ns2: cor Dat e>
</ ns2: corl nfo>
</resul t Obj >
</ ns3: spppCet Response>
</ S: Body>
</ S: Envel ope>

2016

Cartwight, et al. St andards Track [ Page 65]



RFC 7878 SPP Protocol over SCAP August 2016

10.15. Get SED G oup Request

SSP2 obtains the | ast provisioned record for the SED G oup
SED _CGRP_SSP2_1.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppCet Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<rant >i ana- en: 222</ r ant >
<nanme>SED GRP_SSP2_ 1</ nane>
<type>SedG p</type>
</ obj Key>
</ ur n: spppGet Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppCGet Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<overal | Resul t >
<code>1000</ code>
<msg>success</ nsg>
</ overal | Resul t >
<resul tObj xsi:type="ns2: SedG pType" >
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana-en: 223</ ns2:rar >
<ns2: cbat e>2012-10- 22T09: 30: 10Z</ ns2: cDat e>
<ns2: sedG pName>SED GRP_SSP2_1</ ns2: sedG pNane>
<ns2: sedRecRef >
<ns2: sedKey xsi:type="ns3: bj KeyType" >
<rant >i ana- en: 222</rant >
<nane>SED SSP2_SBE2</ nane>
<t ype>SedRec</type>
</ ns2: sedKey>
<ns2:priority>100</ns2:priority>
</ ns2: sedRecRef >
<ns2: sedRecRef >
<ns2: sedKey xsi:type="ns3: bj KeyType" >
<rant >i ana- en: 222</rant >
<name>SED SSP2_SBE4</ nane>
<t ype>SedRec</type>
</ ns2: sedKey>
<ns2:priority>101</ns2:priority>
</ ns2: sedRecRef >
<ns2: dgName>DEST_GRP_SSP2_1</ ns2: dgName>
<ns2:islnSvc>true</ns2:islnSvc>
<ns2:priority>10</ns2:priority>
</resul t vj >
</ ns3: spppGet Response>
</ S: Body>
</ S: Envel ope>
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10.16. Get SED Goup O fers Request

SSP2 fetches the | ast provisioned SED G oup Ofer to the <peeringO g>
SSP1.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope

xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1" >
<soapenv: Header/ >

<soapenv: Body>

<ur n: get SedG pOf f er sRequest >

<of f er edTo>i ana-en: 111</ of f er edTo>

</ urn: get SedG pO f er sRequest >

</ soapenv: Body>
</ soapenv: Envel ope>
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The Regi stry processes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppCGet Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<overal | Resul t >
<code>1000</ code>
<msg>success</ nsg>
</ overal | Resul t >
<resul t Gbj xsi:type="ns2: SedG p ferType">
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana-en: 223</ ns2:rar >
<ns2: cbat e>2012-10- 22T09: 30: 10Z</ ns2: cDat e>
<ns2: sedG pO f er Key
xsi:type="ns3: SedG pO f er KeyType" >
<sedG pKey>
<rant >i ana- en: 222</rant >
<nanme>SED GRP_SSP2_1</ name>
<type>SedG p</type>
</ sedG pKey>
<of f er edTo>i ana-en: 111</ of f er edTo>
</ ns2: sedG pO f er Key>
<ns2: st at us>of f er ed</ ns2: st at us>
<ns2: of f er Dat eTi me>
2006- 05-04T18: 13: 51. 0Z
</ ns2: of f er Dat eTi me>
</resul t vj >
</ ns3: spppGet Response>
</ S: Body>
</ S: Envel ope>

Cartwight, et al. St andards Track [ Page 69]



RFC 7878 SPP Protocol over SCAP August 2016

10.17. Get Egress Route

SSP1 wants to verify the |ast provisioned record for the Egress Route
call ed EGR RTE 01.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppCet Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<rant >i ana- en: 111</rant >
<nanme>EGR_RTE_01</ nane>
<type>Egr Rt e</type>
</ obj Key>
</ ur n: spppGet Request >
</ soapenv: Body>
</ soapenv: Envel ope>
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The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xnm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<S: Body>
<ns3: spppCGet Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<overal | Resul t >
<code>1000</ code>
<msg>success</ nsg>
</ overal | Resul t >
<resul tOhbj xsi:type="ns2: EgrRt eType">
<ns2:rant >i ana- en: 222</ ns2: rant >
<ns2:rar>i ana-en: 223</ ns2:rar >
<ns2: cDat €>2012- 10- 22T09: 30: 10Z</ ns2: cDat e>
<ns2: egr Rt eName>EGR _RTE_01</ ns2: egr Rt eNanme>
<ns2: pr ef >50</ ns2: pref >
<ns2:regxRew it eRul e>
<ns2:ere>"(.*)$</ns2: ere>
<ns2:repl >sip:\ 1@bel. sspl. exanpl e. conk/ ns2: repl >
</ ns2:regxRew it eRul e>
<ns2:ingrSedG p xsi:type="ns3: (bj KeyType" >
<r ant >i ana- en: 222</rant >
<nanme>SED GRP_SSP2_ 1</ nane>
<t ype>SedRec</type>
</ ns2:ingr SedG p>
</resul t vj >
</ ns3: spppCet Response>
</ S: Body>
</ S: Envel ope>
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10.18. Delete Destination Goup

SSP2 initiates a request to delete the Destination G oup
DEST_GRP_SSP2_1.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppDel Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<rant >i ana- en: 222</ r ant >
<nanme>DEST_CGRP_SSP2_ 1</ nane>
<t ype>Dest G p</type>
</ obj Key>
</ ur n: spppbel Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The Registry conpletes the request successfully and returns a
favorabl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppDel Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<server Transl d>t x_12354</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppDel Response>
</ S: Body>
</ S: Envel ope>
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10.19. Delete Public ldentifier
SSP2 chooses to deactivate the TN and renove it fromthe Registry.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: urnl="urn:ietf:params: xm :ns:sppf: base: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppDel Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Publ dKeyType" >
<rant >i ana- en: 222</rant >
<nunber >
<urnl: val ue>+12025556666</ ur nl: val ue>
<urnl:type>TN</urnl:type>
</ nunber >
</ obj Key>
</ ur n: spppbDel Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The Registry compl etes the request successfully and returns a
favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppDel Response
xm ns: ns2="urn:ietf:parans: xnm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">
<server Transl d>t x_12354</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppDel Response>
</ S: Body>
</ S: Envel ope>
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10.20. Delete SED G oup Request
SSP2 renoves the SED Group called SED GRP_SSP2_1.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemna- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppDel Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<r ant >i ana- en: 222</rant >
<nane>SED GRP_SSP2_ 1</ nane>
<type>SedG p</type>
</ obj Key>
</ urn: spppDel Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The Registry conpletes the request successfully and returns a
favorabl e response.

<?xm version="1.0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ " >
<S: Body>
<ns3: spppDel Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<server Transl d>t x_12354</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppDel Response>
</ S: Body>
</ S: Envel ope>
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10.21. Delete SED Group Offers Request
SSP2 no | onger wants to share SED Group SED GRP_SSP2 1 with SSP1

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemna- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppDel Request >
<l--1 or nore repetitions:-->
<obj Key xsi:type="urn: SedG pO f er KeyType" >
<sedG pKey>
<rant >i ana- en: 222</rant >
<nanme>SED GRP_SSP2_ 1</ nane>
<type>SedG p</type>
</ sedG pKey>
<of f eredTo>i ana-en: 111</ of f er edTo>
</ obj Key>
</ ur n: spppbDel Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The Registry compl etes the request successfully and returns a
favorabl e response. Restoring this resource sharing will require a
new SED Group Offer from SSP2 to SSP1 fol |l owed by a successful SED
Group Accept request from SSP1.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope
xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">
<S: Body>
<ns3: spppDel Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:paranms: xm : ns: sppf:soap:1">
<server Transl d>t x_12354</ server Transl| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppDel Response>
</ S: Body>
</ S: Envel ope>
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10.22. Delete Egress Route
SSP1 decides to renmove the Egress Route with the | abel EGR RTE 01.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: urn="urn:ietf:parans: xm : ns: sppf: soap: 1"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemna- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppDel Request >
<l--1 or nore repetitions:-->
<obj Key xsi :type="urn: Cbj KeyType" >
<rant >i ana-en: 111</rant >
<nanme>EGR_RTE 01</ nane>
<type>Egr Rt e</type>
</ obj Key>
</ urn: spppDel Request >
</ soapenv: Body>
</ soapenv: Envel ope>

The Registry conpletes the request successfully and returns a
favorabl e response.

<?xm version="1.0" encodi ng="UTF-8"?>
<S: Envel ope
xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ " >
<S: Body>
<ns3: spppDel Response
xm ns: ns2="urn:ietf:parans: xm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf: soap: 1" >
<server Transl d>t x_12354</ server Transl d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppDel Response>
</ S: Body>
</ S: Envel ope>
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10. 23. Batch Request

Foll owi ng i s an exanple of how some of the operations nentioned in
previ ous sections MAY be performed by an SPPF client as a batch in
one single SPPP over SOAP request.

In the sanpl e request bel ow, SSP1 wants to accept a SED Group O fer
from SSP3, add a Destination G oup, add a Nam ng Authority Pointer
(NAPTR) SED Record, add a SED G oup, add a SED G oup Ofer, delete a
previously provisioned TN type Public Identifier, delete a previously
provi sioned SED Group, and reject a SED G oup Ofer from SSP4.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ ™"
xm ns:urn="urn:ietf:parans: xm : ns: sppf:soap: 1"
xm ns:urnl="urn:ietf:parans: xm:ns: sppf: base: 1"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: spppBat chRequest >
<clientTransl d>t xn_1467</clientTransl d>
<m nor Ver >1</ i nor Ver >

<accept SedG pOf f er >
<sedG pKey>
<r ant >i ana- en: 225</rant >
<nanme>SED SSP3 SBE1l O f er ed</ nane>
<type>SedG p</type>
</ sedG pKey>
<of f er edTo>i ana- en: 222</ of f er edTo>
</ accept SedG pOf fer >

<addObj xsi:type="urnl: Dest G pType" >
<ur nl: rant>i ana- en: 222</ urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: dgName>DEST_GRP_SSP2_1</ ur nl: dgName>
</ addoj >

<addObj xsi:type="urnl: NAPTRType" >
<ur nl: rant>i ana- en: 222</ urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: sedName>SED SSP2_SBE2</ ur nl: sedName>
<ur nl: order >10</ urnl: order >
<urnl:fl ags>u</urnl: fl ags>
<ur nl: svcs>E2U+si p</urnl: svcs>
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<urnl:regx>
<urnl:ere>"(.*)$</urnl:ere>
<urnl:repl >si p:\1@be2. ssp2. exanpl e. conx/ urnl: repl >
</ urnl:regx>
</ addCbj >

<addObj xsi:type="urnl: SedG pType" >
<ur nl: rant >i ana- en: 222</ urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<ur nl: sedG pNanme>SED GRP_SSP2 1</ urnl: sedG pNane>
<urnl: sedRecRef >
<urnl: sedKey xsi:type="urn: Cbj KeyType" >
<rant >i ana-en: 222</rant >
<name>SED SSP2_SBE2</ nane>
<t ype>SedRec</type>
</ urnl: sedKey>
<urnl:priority>100</urnl:priority>
</ urnl: sedRecRef >
<ur nl: dgName>DEST_GRP_SSP2_1</ urnl: dgName>
<urnl:islnSvc>true</urnl:islnSvc>
<urnl:priority>10</urnl:priority>
</ addoj >

<addObj xsi:type="urnl: SedG pO f er Type" >
<ur nl: rant > ana-en: 222</urnl: rant >
<urnl:rar>i ana-en: 223</urnl:rar>
<urnl:sedG pOiferKey xsi:type="urn: SedG pOif er KeyType" >
<sedG pKey xsi:type="urn: Cbj KeyType" >
<r ant >i ana-en: 222</r ant >
<nanme>SED GRP_SSP2_1</ name>
<type>SedG p</type>
</ sedG pKey>
<of f eredTo>i ana-en: 111</ of f eredTo>
</ urnl: sedG pO f er Key>
<ur nl: st at us>of f ered</ urnl: st at us>
<ur nl: of f er Dat eTi me>
2006- 05-04T18: 13:51. 02
</ urnl: of f er Dat eTi ne>
</ addoj >

<del Obj xsi:type="urn: Publ dKeyType" >

<r ant >i ana-en: 222</r ant >

<nunber >
<ur nl: val ue>+12025556666</ ur nl: val ue>
<urnl:type>TN</urnl:type>

</ nunber >

</ del vj >

Cartwight, et al. St andards Track [ Page 78]



RFC 7878 SPP Prot ocol over SOAP

<del Obj xsi:type="urn: Cbj KeyType" >
<r ant >i ana- en: 222</r ant >
<nane>SED GRP_SSP2_ Pr evi ous</ nanme>
<type>SedG p</type>

</ del nj >

<rej ect SedG pOf fer>
<sedG pKey>
<r ant >i ana- en: 226</rant >
<nanme>SED SSP4 SBE1l O f er ed</ nane>
<type>SedG p</type>
</ sedG pKey>
<of f er edTo>i ana- en: 222</ of f er edTo>
</reject SedG pOf fer>

</ ur n: spppBat chRequest >
</ soapenv: Body>
</ soapenv: Envel ope>

August 2016

The Registry compl etes the request successfully and returns a

favor abl e response.

<?xm version="1.0" encodi ng="UTF-8""?>
<S: Envel ope

xm ns: S="http://schemas. xn soap. or g/ soap/ envel ope/ ">

<S: Body>
<ns3: spppBat chResponse

xm ns: ns2="urn:ietf:parans: xnm : ns: sppf: base: 1"
xm ns: ns3="urn:ietf:parans: xm : ns: sppf:soap: 1">

<server Transl d>t x_12354</ server Tr ans| d>
<overal | Resul t >
<code>1000</ code>
<msg>Request Succeeded. </ nsg>
</ overal | Resul t >
</ ns3: spppBat chResponse>
</ S: Body>
</ S: Envel ope>
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11.

11.

Security Considerations

The base security considerations of SPPP outlined in Section 9 of
[ RFC7877] also apply to SPPP over SOAP i npl enent ati ons.
Additionally, the follow ng nust be considered:

SPPP over SCQAP is used to query and update session peering data and
addresses, so the ability to access this protocol should be linted
to users and systens that are authorized to query and update this
data. Because this data is sent in both directions, it nay not be
sufficient for just the client or user to be authenticated with the
server. The identity of the server should al so be authenticated by
the client, which is often acconplished using the TLS certificate
exchange and validation described in [ RFC2818].

1. Vulnerabilities

Section 5 describes the use of HITP and TLS as the underlying
substrate protocols for SPPP over SOAP. These underlying protocols
may have various vulnerabilities, and these may be inherited by SPPP
over SOAP. SPPP over SOAP itself may have vulnerabilities because an
aut hori zation nodel is not explicitly specified in this docunent.

During a TLS handshake, TLS servers can optionally request a
certificate froma TLS client; that option is not a requirement for
this protocol. This presents a denial-of-service risk in which
unaut henti cated clients can consune server CPU resources by creating
TLS sessions. The risk is increased if the server supports client-
initiated renegotiation. This risk can be mitigated by disabling
client-initiated renegotiation on the server and by ensuring that
other neans (such as firewall access control lists) are used to
restrict unauthenticated client access to servers.

In conjunction with the above, it is inportant that SPPP over SOAP

i npl ementations inplenment an authorizati on nodel that considers the
source of each query or update request and determi nes whether it is
reasonabl e to authorize that source to performthat specific query or
updat e.
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12.

13.

13.

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XML Nanespaces and XM. Schenas.
According to [ RFC3688], | ANA has perforned the foll owi ng URN
assi gnnent :

URN: urn:ietf:paranms:xm:ns:sppf:soap:1
Regi strant Contact: |ESG
XM.: See Section 9 of [RFC7878]
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