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1.

I nt roducti on

Thi s docunent describes how MPLS- PLDM [ RFC6374] out - of - band Responses
can be delivered to the querier using UDP/IP

The use of UDP may be required to support data-path managenent such
as passage through firewalls or to provide the necessary multipl exing
needed in bistatic operation where the querier and the collector are
not co-located and the collector is gathering the Response
informati on for a nunber of responders. 1In a highly scaled system
some MPLS-PLDM sessions may be off-loaded to a specific node within
the distributed systemthat conprises the Label Switching Router
(LSR) as a whole. |In such systens, the Response may arrive via any
interface in the LSR and needs to be forwarded internally to the
processor tasked with handling the particul ar MPLS- PLDM neasurenent .
Currently, the MPLS-PLDM protocol does not have any mechanismto
deliver the PLDM Response nessage to a particular node within a

mul ti-CPU LSR

The procedure described in this specification describes how the
querier requests delivery of the MPLS-PLDM Response over IP to a
dynamic UDP port. It nakes no other changes to the protocol and thus
does not affect the case where the Response is delivered over an MPLS
Associ at ed Channel [RFC5586].

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Sol ution Overvi ew

Thi s docunent specifies that, unless configured otherwise, if a UDP
Return Object (URO) is present in an MPLS-PLDM Query, the responder
SHOULD use the | P address and UDP port in the URODto reply back to
the querier. The querier MAY include multiple URGCs in an MPLS- PLDM
Query indicating to the responder that an identical Response SHOULD
be sent to each address-port pair. A responder MAY be designed or
configured to only transnmit a single Response, in which case the
Response MJST be sent using the paraneters specified in the first URO
in the Query packet that it is able to use (see Section 4.3).

The procedures defined in this docunent nmay be applied to both

uni directional and bidirectional Label Swtched Paths (LSPs). In
this document, the term "bidirectional LSP" includes the co-routed
bidirectional LSP defined in [RFC3945] and the associ ated
bidirectional LSP that is constructed froma pair of unidirectiona
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LSPs (one for each direction) that are associated with one another at
the LSP's ingress/egress points [ RFC5654]. The mechani sms defined in
this document can apply to both IP/MPLS and to the MPLS Transport
Profile (MPLS-TP) [ RFC5654] [ RFC5921].

3.1. UDP Return Object
The format of the UDP Return Cbject (URO) is as follows:

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| URO Type | Length={6, 18} | UDP- Dest i nati on- Port |
i T s i o S i i S R I S I S S S M
~ Addr ess ~
B T S i T s i i e e SEI S

The Type and Length fields are each 8 bits long. The Length field

i ndicates the size in bytes of the renai nder of the object (i.e., it
is the size of the address in bytes plus 2). Wen the address is

I Pv4, the Length field is thus 6; when the address is |Pv6, the
Length field is thus 18. The Length field therefore acts as both the
TLV parsing paraneter and the address famly type indicator

The UDP Return oject Type (URO Type) has a value of 131

The UDP-Destination-Port is a UDP destination port as specified in
[ RFC768] .

The Address is either an | Pv4 or an | Pv6 address.

The URO MUST NOT appear in a Response and MJST be ignored if it is
found to be present.

To prevent any anbiguity as to which address the responder needs to
reply to, an MPLS-PLDM Query nessage contai ning a URO MUST NOT

i nclude an RFC 6374 Return Address TLV (TLV 1). Additionally, the
met hod of constructing the return address fromthe Source Address TLV
(TLV 130) described in Section 3.5.2 of [RFC6374] MJST NOT be used to
construct a Response to a Query nessage that contains a URQO
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4. Theory of Operation

Thi s docunent defines the UDP Return Cbject to enable the MPLS-PLDM

querier to specify the return path for the MPLS-PLDM reply using UDP/
| P encapsul ati on.

When the MPLS- PLDM Response is requested out-of-band by setting the
Control Code of the MPLS-PLDM Query to "Qut-of-band Response
Requested”, and the URO is present, the responder SHOULD send the
Response back to querier on the specified destination UDP port at the
specified destination |IP address contained in the URQO

If the URODis expected but is not present in a Query message and an
MPLS- PLDM Response i s requested out-of-band, the Query nessage MJST
NOT be processed further, and if possible, an "Error - Invalid
Message" ([ RFC6374], Section 3.1) SHOULD be sent to the querier and
the operator notified via the managenent system (see Section 4.2 for
further details).

4.1. Sending an MPLS- PLDM Query

When sendi ng an MPLS- PLDM Query nessage, in addition to the rules and
procedures defined in [ RFC6374], the Control Code of the MPLS-PLDM
Query MJST be set to "CQut-of-band Response Requested", and a URO MJST
be carried in the MPLS-PLDM Query message.

If the querier uses the UDP port to de-nultiplex the Response for a
di fferent neasurenent type, there MJST be a different UDP port for
each neasurenent type (delay, |oss, and del ay-1 oss conbi ned).

An i nmpl enentati on MAY use nultiple UDP ports for the sane neasurenent

type to direct the Response to the correct managenment process in the
LSR

4.2. Receiving an MPLS-PLDM Query Request

The processing of MPLS-PLDM Query nessages as defined in [ RFC6374]
applies in this docunment. In addition, when an MPLS- PLDM Query
message is received, with the Control Code of the MPLS-PLDM Query set
to "Qut-of-band Response Requested" with a URO present, then the
responder SHOULD use that | P address and UDP port to send an MPLS-
PLDM Response back to the querier.

I f an out-of-band Response is requested and the URO is missing, the
Query SHOULD be dropped in the case of a unidirectional LSP. If the
TLV is mssing on a bidirectional LSP, the Control Code of the
Response nessage SHOULD set to Ox1C indicating "Error - Invalid
Message" ([ RFC6374], Section 3.1), and the Response SHOULD be sent
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over the reverse LSP. The receipt of such a malformed request SHOULD
be reported to the operator through the managenent system wth

normal precautions taken in respect to the prevention of overload of
the error-reporting system

4.3. Sending an MPLS- PLDM Response

As specified in [ RFC6374], the MPLS-PLDM Response can be sent either
over the reverse MPLS LSP for a bidirectional LSP or over an |IP path.
It MJUST NOT be sent other than in Response to an MPLS- PLDM Query
nessage

When the requested return path is an IP forwarding path and this
method is in use, the destination |IP address and UDP port are copied
fromthe URO The source | P address and the source UDP port of the
Response packet are left to the discretion of the responder, subject
to the normal nmanagenent and security considerations. |f the querier
has included URQ(s) for only one |P address family and a return path
of that type is not available, then the Query nessage MJST be

di scarded, and the operator SHOULD be infornmed of the error through
the managenent systemusing the normal rate-limted approach. |If the
responder is configured to only respond with a single Response, and a
path using the IP address fanmily in the first UROis not avail able,
the responder MAY search the URGs for the first URO specifying a
return address fanily for which it does have a path and use the
paraneters in that UROto respond. |If the responder is designed or
configured not to search for a UROthat it can respond to, then the
operator SHOULD be infornmed of the error through the managenent
systemusing the normal rate-linmited approach

The packet format for the MPLS-PLDM Response after the UDP header is
as specified in [RFC6374]. As shown in Figure 1, the Associated
Channel Header (ACH) [RFC5586] is not included. The information
provided by the ACH is not needed since the correct binding between
the Query and Response nessages is achi eved through the UDP port and
the session identifier contained in the RFC 6374 nessage.
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| 1P Header
Sour ce Address = Responders | P Address
Destination Address = URO Address
Prot ocol = UDP

| UDP Header
Source Port = As chosen by Responder
Destination Port = URO UDP-Destination-Port

Figure 1. Response Packet Format

If the return path is an I P path, only one-way del ay or one-way | o0ss
measur enent can be carried out. In this case, tinestanps 3 and 4
MJST be zero as specified in [ RFC6374].

4.4. Receiving an MPLS- PLDM Response

If the Response was received over UDP/IP and an out-of -band Response
was expected, the Response nessage SHOULD be directed to the
appropri ate neasurenent process as determ ned by the destination UDP
port and processed using the correspondi ng neasurenent type procedure
specified in [ RFC6374].

If the Response was received over UDP/IP and an out-of -band Response
was not requested, that Response SHOULD be dropped, and the event
SHOULD be reported to the operator through the managenent system
with normal precautions taken in respect to the prevention of
overload of the error-reporting system

5. Congestion Considerations

Thi s protocol MJST be run in accordance with the guidance provided in
[ RFC5405]. As advised in Section 3.1.2 of RFC 5405, operators that
wish to run this protocol at rates in excess of one packet per three
seconds need to ensure that the MPLS path being nonitored and any IP
path that may be used to carry the Response are provisioned such that
there is a negligible chance of this protocol causing congestion.
Additionally, if a significant nunber of Response packets are |ost,
the querier MJST reduce the sending rate to a point where there is a
negligi bl e chance that this protocol is contributing to network
congestion. The operator should al so take precautions that Response
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packets do not |eak out of the network domain being used and cause
congestion el sewhere. |If a default IP address is configured by the
equi prent vendor, this MJST be an address known to contain the
Response packet within the responder. A responder receiving a Query
specifying this as a return address, and not being configured to
expect such a return address, SHOULD notify the operator in a
suitably rate-limted nanner.

6. Manageability Considerations

The nanageability considerations described in Section 7 of [ RFC6374]
are applicable to this specification. Additional manageability
consi derations are noted within the el ements of procedure in this
docunent .

Not hing in this docunent precludes the use of a configured UDP/IP
return path in a deploynent in which configuration is preferred to
signaling. |In these circunstances, the URO MAY be onmitted fromthe
MPLS- PLDM messages

7. Security Considerations

The MPLS-PLDM systemis not intended to be deployed on the public
Internet. It is intended for deploynent in well-mnaged private and
service provider networks. The security considerations described in
Section 8 of [RFC6374] are applicable to this specification, and
particul ar attention should be paid to the |ast two paragraphs.

Crypt ographi ¢ neasures nmay be enhanced by the correct configuration
of access-control lists and firewalls.

To prevent the use of this protocol as a reflection attack vector,
the operator should ensure that the I P address in the URO addresses a
systemthat is expecting to act as a receiver of PLDM Responses

There is no additional exposure of information to pervasive
nmonitoring systens observing LSPs that are being nonitored.

8. | ANA Consi derations
I ANA has assigned a new optional TLV type fromthe "MPLS Loss/ Del ay
Measurenment TLV Object"” registry contained within the "Generic
Associ at ed Channel (G ACh) Paraneters" registry set:

Code Descri ption Ref erence
131 UDP Return [ RFC7876]
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