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Thi s docunent specifies the use of the Session Initiation Protoco
(SIP), the Session Description Protocol (SDP), and the Real -tine
Transport Protocol (RTP) for delivering real-tinme nedia and netadata
froma Communi cation Session (CS) to a recording device. The Session
Recordi ng Protocol specifies the use of SIP, SDP, and RTP to
establish a Recording Session (RS) between the Session Recording
Client (SRC), which is on the path of the CS, and a Sessi on Recording
Server (SRS) at the recording device. This docunent considers only
active recording, where the SRC purposefully streans nedia to an SRS
and all participating user agents (UAs) are notified of the
recording. Passive recording, where a recording device detects nedia
directly fromthe network (e.g., using port-mirroring techniques), is
out side the scope of this docunent. |In addition, lawful intercept is
out side the scope of this docunent.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc7866
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1.

I nt roducti on

Thi s docunent specifies the mechanismto record a Comuni cation
Session (CS) by delivering real-tinme nedia and netadata fromthe CS
to a recording device. In accordance with the architecture

[ RFC7245], the Session Recording Protocol specifies the use of SIP,
the Session Description Protocol (SDP), and RTP to establish a
Recordi ng Session (RS) between the Session Recording dient (SRC
which is on the path of the CS, and a Session Recording Server (SRS)
at the recording device. SIP is also used to deliver netadata to the
recordi ng device, as specified in [RFC7865]. Mtadata is information
that describes recorded media and the CS to which they relate. The
Session Recording Protocol intends to satisfy the SIP-based Media
Recording (SIPREC) requirenents listed in [RFC6341]. |In addition to
the Session Recording Protocol, this docunment specifies extensions
for user agents (UAs) that are participants in a CS to receive
recording indications and to provide preferences for recording.

Thi s docunent considers only active recordi ng, where the SRC
purposefully streans media to an SRS and all participating UAs are
notified of the recording. Passive recording, where a recording
device detects nmedia directly fromthe network (e.g., using
port-mrroring techniques), is outside the scope of this docunent.
In addition, lawful intercept is outside the scope of this docunent,
in accordance with [ RFC2804] .

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Definitions

Thi s docunent refers to the core definitions provided in the
architecture docunent [RFC7245].

Section 8 uses the definitions provided in "RTP: A Transport Protoco
for Real -Tinme Applications” [RFC3550].

Scope

The scope of the Session Recording Protocol includes the

establi shnent of the RSs and the reporting of the netadata. The
scope al so includes extensions supported by UAs participating in the
CS, such as an indication of recording. The UAs need not be
recording aware in order to participate in a CS being recorded
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5

1.

The items in the following list, which is not exhaustive, do not
represent the protocol itself and are considered out of scope for the
Sessi on Recordi ng Protocol

0 Delivering recorded nedia in real tine as the CS nedi a

0o Specifications of criteria to select a specific CS to be recorded
or triggers to record a certain CSin the future

0 Recording policies that determ ne whether the CS should be
recorded and whether parts of the CS are to be recorded

0 Retention policies that determ ne how long a recording is stored

0 Searching and accessing the recorded nedi a and net adat a

o0 Policies governing how CS users are made aware of recording

o Delivering additional RS metadata through a non-SIP mechani sm
Overvi ew of Operations

This section is informative and provi des a description of recording
operati ons.

Section 6 describes the SIP communication in an RS between an SRC and
an SRS, as well as the procedures for recordi ng-aware UAs
participating in a CS. Section 7 describes SDP handling in an RS
and the procedures for recording indications and recording
preferences. Section 8 describes RTP handling in an RS. Section 9
descri bes the nechanismto deliver recording netadata fromthe SRC to
t he SRS.

As nentioned in the architecture docunent [ RFC7245], there are a
nunber of types of call flows based on the |ocation of the SRC. The
sanple call flows discussed in Section 5.1 provide a quick overview
of the operations between the SRC and the SRS

Del i veri ng Recorded Medi a

When a SI P Back-to-Back User Agent (B2BUA) with SRC functionality
routes a call fromUA Ato UA B, the SRC has access to the nedia path
between the UAs. When the SRC is aware that it should be recording
the conversation, the SRC can cause the B2BUA to relay the media
between UA A and UA B. The SRC then establishes the RS with the SRS
and sends replicated nedia towards the SRS
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An endpoi nt may al so have SRC functionality,
itself establishes the RS to the SRS

to the nedia in the CS
t owards the SRS

May 2016

where t he endpoi nt
Si nce the endpoint has access

the endpoint can send replicated nmedi a

The example call flows in Figures 1 and 2 show an SRC establishing an
RS towards an SRS. Figure 1 illustrates UA A acting as the SRC
Figure 2 illustrates a B2BUA acting as the SRC. Note that the SRC
can choose when to establish the RS i ndependent of the CS, even

fl ows suggest that the SRC is establishing

t hough the exanpl e cal

the RS (nessage (5) in Figure 2) after the CS is established.

UA A/ SRC

(1) CS INVITE | |

|

:::::::::>| |
::::::::::l |
| |
::::::::::::::::::::::::::::::::>|
::::::::::::::::::::::::::::::::>|
| |

| |

""""" >| |
| |
-------------------------------- >|
|

Figure 1: Basic Recording Call Flow with UA as SRC
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UA A SRC UA B SRS
| (1) CS INVITE | | |
(SRR > | |
| | (2) CS INVITE | |
| e > |
| | (3) 200 &K | |
| TP | |
I (4) 200 X | I I

o e e e o
| |(5) RS INVITE with SDP | |
| R T ETTLD LI TP PIeRs >
| | | (6) 200 OK with SDP |
| R FET PR RN A |
| (7) CS RTP | | |
| :::::::::::::>| ::::::::::::::::::::::>| |
| <:::::::::::::| <::::::::::::::::::::::| |
| | (8) RS RTP | |
| (9) CS BYE | | |
SRR > | |
| | (10) CS BYE | |
T PR RR > |
| | (11) RS BYE | |
| LTI FPTERPEPRRR >
| |

Figure 2: Basic Recording Call Flow with B2BUA as SRC

The call flow shown in Figure 2 can also apply to the case of a
centralized conference with a mxer. For clarity, ACKs to |INVITEs
and 200 OKs to BYEs are not shown. The conference focus can provide
the SRC functionality, since the conference focus has access to all
the nedia fromeach conference participant. Wen a recording is
requested, the SRC delivers the netadata and the nedia streans to the
SRS. Since the conference focus has access to a nixer, the SRC may
choose to mx the nedia streams fromall participants as a single

m xed medi a stream towards the SRS.

An SRC can use a single RSto record nultiple CSs. Every tine the
SRC wants to record a new call, the SRC updates the RS with a new SDP
offer to add new recorded streanms to the RS and to correspondi ngly

al so update the netadata for the new call.

An SRS can al so establish an RS to an SRC, although it is beyond the

scope of this docunent to define how an SRS woul d specify which calls
to record.
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5.2. Delivering Recording Metadata

The SRC is responsible for the delivery of netadata to the SRS. The
SRC may provide an initial netadata snapshot about recorded nedi a
streans in the initial INVITE content in the RS. Subsequent netadata
updates can be represented as a stream of events in UPDATE [ RFC3311]
or re-INVITE requests sent by the SRC. These netadata updates are
normal |y incremental updates to the initial netadata snapshot to
optimize on the size of updates. However, the SRC may al so decide to
send a new netadata snapshot at any tine.

Metadata is transported in the body of |INVITE or UPDATE nessages.
Certain netadata, such as the attributes of the recorded nedia
stream is located in the SDP of the RS

The SRS has the ability to send a request to the SRC to ask for a new
nmet adat a snapshot update fromthe SRC. This can happen when the SRS
fails to understand the current stream of increnental updates for
what ever reason -- for exanple, when the SRS | oses the current state
due to internal failure. The SRS may optionally attach a reason
along with the snapshot request. This request allows both the SRC
and the SRS to synchronize the states with a new netadata snapshot so
that further increnental netadata updates will be based on the | atest
met adat a snapshot. Similar to the netadata content, the netadata
snapshot request is transported as content in UPDATE or INVITE
messages sent by the SRS in the RS

Portman, et al. St andards Track [ Page 8]
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SRC SRS
I I
| (1) INVITE (netadata snapshot 1) |
| oo >
| (2) 200 X |
| S |
| (3) ACK I
| = >
| (4) RTP |
| ::::::::::::::::::::::::::::::::::::::::::::::::::::>|
| ::::::::::::::::::::::::::::::::::::::::::::::::::::>|
| (5) UPDATE (netadata update 1) |
|~ >
| (6) 200 X |
| |
| (7) UPDATE (rmetadata update 2) |
|~ >
| (8) 200 X |
| e |
| (9) UPDATE (netadata snapshot request) |
I e e
| (10) 200 X |
S EEEEEERL PEETS >
| (11) INVITE (netadata snapshot 2 + SDP offer) |
|~ >
| (12) 200 OK (SDP answer) |
I e e
| (13) UPDATE (netadata update 1 based on snapshot 2)
e PO >
| (14) 200 X |
L EEEETEEERPEEEE |

Figure 3: Delivering Metadata via SI P UPDATE

5.3. Receiving Recording Indications and Providing Recording
Pr ef erences

Por

The SRC is responsible for providing recording indications to the
participants in the CS. A recording-aware UA supports receiving

recording indications via the SDP "a=record" attribute,

and it can

specify a recording preference in the CS by including the SDP
"a=recordpref" attribute. The recording attribute is a declaration
by the SRCin the CS to indicate whether recording is taking place.
The recording preference attribute is a declaration by the recording-

aware UA in the CSto indicate its recordi ng preference.

does not want to be recorded may still be notified that

A UA that
recording is

occurring, for a nunber of reasons (e.g., it was not capabl e of

tman, et al. St andards Track
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indicating its preference, its preference was ignored). If this
occurs, the UA's only nechanismto avoid being recorded is to

termnate its participation in the session

To illustrate how the attributes are used, if UA Ais initiating a
to UA B and UA Ais also an SRC that is perform ng the

cal l
recor

di ng,

then UA A provides the recording indication in the SDP

offer with a=record:on. Since UA Ais the SRC, UA A receives the

recording indication fromthe SRC directly.

SDP o

ffer,

VWhen UA B receives the
UA B wll see that recording is happening on the other

endpoint of this session. Since UA B is not an SRC and does not
provi de any recordi ng preference, the SDP answer does not contain
a=record or a=recordpref.

UA A UA B

(SlRC) I
| [ SRC recording starts] |
| (1) INVITE (SDP offer + a=record: on) |
| oo >
| (2) 200 K (SDP answer) |
| o |
| (3) ACK I
e T e EEERTEEES >
| (4) RTP I
| , |
| [UA B wants to set preference to no recording] |
| (5) INVITE (SDP of fer + a=recordpref:off) |
R O |
| [ SRC honors the preference and stops recording] |
| (6) 200 OK (SDP answer + a=record: of f) |
| o >
I (7) ACK |

Fi gure 4: Recording Indication and Recordi ng Preference

After the call is established and recording is in progress, UA B
| ater decides to change the recording preference to no recordi ng and

sends a re-INVITE with the "a=recordpref" attribute.

It

is up to the

SRC to honor the preference, and in this case the SRC decides to stop
the recordi ng and updates the recording indication in the SDP answer.

Portman, et al. St andards Track
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Note that UA B coul d have explicitly indicated a recording preference
in (2), the 200 K for the original INVITE. Indicating a preference
of no recording in an initial INVITE or an initial response to an

I NVITE may reduce the chance of a user being recorded in the

first place.

6. SIP Handling
6.1. Procedures at the SRC
6.1.1. Initiating a Recording Session

An RS is a SIP session with specific extensions applied, and these
extensions are listed in the procedures below for the SRC and the
SRS. When an SRC or an SRS receives a SIP session that is not an RS
it is up tothe SRC or the SRS to determne what to do with the SIP
sessi on.

The SRC can initiate an RS by sending a SIP I NVITE request to the
SRS. The SRC and the SRS are identified in the From and To headers,
respectively.

The SRC MUST include the "+sip.src" feature tag in the Contact URI
defined in this specification as an extension to [ RFC3840], for al
RSs. An SRS uses the presence of the "+sip.src" feature tag in

di al og creating and nodi fying requests and responses to confirmthat
the dialog being created is for the purpose of an RS. In addition,
when an SRC sends a REG STER request to a registrar, the SRC MAY
include the "+sip.src" feature tag to indicate that it is an SRC

Since SIP Caller Preferences extensions are optional to inplenent for
routing proxies, there is no guarantee that an RS will be routed to
an SRC or SRS. A new option tag, "siprec", is introduced. As per

[ RFC3261], only an SRC or an SRS can accept this option tag in an RS
An SRC MJUST include the "siprec" option tag in the Require header
when initiating an RS so that UAs that do not support the Session
Recordi ng Protocol extensions will sinply reject the I NVITE request
with a 420 (Bad Extension) response.

When an SRC receives a new I NVITE, the SRC MJST only consider the SIP

session as an RS when both the "+sip.srs" feature tag and the
"siprec" option tag are included in the | NVITE request.
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6.1.2. SIP Extensions for Recording |Indications and Preferences

For the CS, the SRC MJUST provide recording indications to al
participants in the CS. A participant UAin a CS can indicate that
it is recording aware by providing the "record-aware" option tag, and
the SRC MUST provide recording indications in the new SDP "a=record"
attribute described in Section 7 below. In the absence of the
"record-aware" option tag -- nmeaning that the participant UA is not
recording aware -- an SRC MJST provide recording indications through
ot her neans, such as playing a tone in-band or having a signed
participant contract in place.

An SRCin the CS may also indicate itself as a session recording
client by including the "+sip.src" feature tag. A recording-aware
participant can learn that an SRCis in the CS and can set the
recording preference for the CS with the new SDP "a=recordpref"
attribute described in Section 7.

6.2. Procedures at the SRS

When an SRS receives a new I NVITE, the SRS MIUST only consider the SIP
session as an RS when both the "+sip.src" feature tag and the
"siprec" option tag are included in the INVITE request.

The SRS can initiate an RS by sending a SIP I NVITE request to the
SRC. The SRS and the SRC are identified in the From and To headers,
respectively.

The SRS MUST include the "+sip.srs" feature tag in the Contact URI

as per [RFC3840], for all RSs. An SRC uses the presence of this
feature tag in dialog creation and nodification requests and
responses to confirmthat the dialog being created is for the purpose
of an RS (REQ 030 in [RFC6341]). In addition, when an SRS sends a
REQ STER request to a registrar, the SRS SHOULD i ncl ude the
"+sip.srs" feature tag to indicate that it is an SRS

An SRS MJST include the "siprec" option tag in the Require header as
per [ RFC3261] when initiating an RS so that UAs that do not support
the Session Recording Protocol extensions will sinply reject the

I NVI TE request with a 420 (Bad Extension) response.

6.3. Procedures for Recordi ng- Aware User Agents

A recording-aware UAis a participant in the CS that supports the SIP
and SDP extensions for receiving recording indications and for
requesting recording preferences for the call. A recording-aware UA
MUST indicate that it can accept the reporting of recording

i ndi cations provided by the SRC with a new "record-aware" option tag

Portman, et al. St andards Track [ Page 12]
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7

7

7

when initiating or establishing a CS; this nmeans including the
"record-aware" option tag in the Supported header in the initia
I NVI TE request or response.

A recording-aware UA MUST provide a recording indication to the end
user through an appropriate user interface, indicating whether
recording is on, off, or paused for each nedium Appropriate user
interfaces may include real-tine notification or previously

est abl i shed agreenents that use of the device is subject to
recording. Sonme UAs that are automatons (e.g., Interactive Voice
Response (I VR), nedia server, Public Switched Tel ephone Network
(PSTN) gateway) may not have a user interface to render a recording
i ndi cation. Wen such a UA indicates recordi ng awareness, the UA
SHOULD render the recording indication through other means, such as
passing an in-band tone on the PSTN gateway, putting the recording
indication in alog file, or raising an application event in a

Voi ceXM. di al og. These UAs MAY al so choose not to indicate recording
awar eness, thereby relying on whatever nmechani sman SRC chooses to
i ndi cate recording, such as playing a tone in-band.

SDP Handl i ng
1. Procedures at the SRC

The SRC and SRS follow the SDP of fer/answer npdel described in
[ RFC3264]. The procedures for the SRC and SRS describe the
conventions used in an RS

1.1. SDP Handling in the RS

Since the SRC does not expect to receive nedia fromthe SRS, the SRC
typically sets each nmedia streamof the SDP offer to only send nedia,
by qualifying themw th the "a=sendonly" attribute, according to the
procedures in [ RFC3264].

The SRC sends recorded streans of participants to the SRS, and the
SRC MUST provide a "label" attribute ("a=label"), as per [RFC4574],
on each nmedia streamin order to identify the recorded streamw th
the rest of the netadata. The "a=label” attribute identifies each
recorded nedia stream and the | abel nanme is mapped to the Media
Stream Reference in the netadata as per [RFC7865]. The scope of the
"a=l abel " attribute only applies to the SDP and netadata conveyed in
the bodies of the SIP request or response that the |abel appeared in.
Note that a recorded streamis distinct froma CS stream the

met adata provides a list of participants that contribute to each
recorded stream
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Figure 5 shows an exanple SDP offer froman SRC with both audi o and
vi deo recorded streans. Note that this example contains unfol ded
lines longer than 72 characters; these lines are captured between
<al | OneLi ne> t ags.

v=0

0=SRC 2890844526 2890844526 IN | P4 198.51.100.1
S=-

c=IN P4 198.51.100.1

t=0 0

mraudi o 12240 RTP/AVP 0 4 8

a=sendonly

a=l abel : 1

mevi deo 22456 RTP/ AVP 98

a=rtpmap: 98 H264/ 90000

<al | OneLi ne>

a=fmp: 98 profile-level-id=42A01E
spr op- par anet er - set s=Z0l ACpZTBYnl , aM j i A==

</ al | OneLi ne>

a=sendonl y

a=l abel : 2

mraudi 0 12242 RTP/AVP 0 4 8

a=sendonl y

a=l abel : 3

mevi deo 22458 RTP/ AVP 98

a=rt pmap: 98 H264/ 90000

<al | OnelLi ne>

a=fmp: 98 profile-level-id=42A01E
spr op- par anet er - set s=Z0l ACpZTBYnl , aM j i A==

</ al | OneLi ne>

a=sendonly

a=| abel : 4

Figure 5: Sanple SDP O fer from SRC with Audio and Video Streans
7.1.1.1. Handling Media Stream Updat es

Over the lifetine of an RS, the SRC can add and renove recorded
streans to and fromthe RS for various reasons -- for exanple, when a
CS streamis added to or renpved fromthe CS, or when a CS is created
or termnated if an RS handles nultiple CSs. To renpbve a recorded
streamfromthe RS, the SRC sends a new SDP of fer where the port of
the media streamto be removed is set to zero, according to the
procedures in [RFC3264]. To add a recorded streamto the RS, the SRC
sends a new SDP offer by adding a new nedi a stream description or by
reusing an old nedia streamthat had been previously disabled,
according to the procedures in [ RFC3264].
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The SRC can tenporarily discontinue stream ng and coll ection of
recorded nedia fromthe SRC to the SRS for reasons such as nasking
the recording. In this case, the SRC sends a new SDP offer and sets
the nmedia streamto inactive (a=inactive) for each recorded streamto
be paused, as per the procedures in [RFC3264]. To resune stream ng
and col |l ection of recorded media, the SRC sends a new SDP offer and
sets the nedia streamto sendonly (a=sendonly). Note that a CS may
itself change the nedia streamdirection by updating the SDP -- for
exanpl e, by setting a=inactive for SDP hold. Media streamdirection
changes in the CS are conveyed in the netadata by the SRC. Wen a CS
media streamis changed to or frominactive, the effect on the
corresponding RS nedia streamis governed by SRC policy. The SRC MAY
have a local policy to pause an RS nedi a stream when the
corresponding CS nedia streamis inactive, or it MAY | eave the RS
medi a stream as sendonly.

7.1.2. Recording Indication in the CS

Wil e there are existing mechani snms for providing an indication that
a CS is being recorded, these nechanisns are usually delivered on the
CS nmedi a streanms, such as playing an in-band tone or an announcenent
to the participants. A new "record" SDP attribute is introduced to
allow the SRC to indicate recording state to a recording-aware UA in
a CS.

The "record" SDP attribute appears at the nedia | evel or

session level in either an SDP offer or answer. Wen the attribute
is applied at the session level, the indication applies to all nedia
streans in the SDP. Wien the attribute is applied at the

media level, the indication applies to that one nedia streamonly,
and that overrides the indication if also set at the session |evel
Whenever the recording indication needs to change, such as

term nation of recording, the SRC MIST initiate a re-1NVITE or UPDATE
to update the SDP "a=record" attribute.

The following is the ABNF [ RFC5234] of the "record" attribute:

attribute =/ record-attr
; attribute defined in RFC 4566

record-attr = "record:" indication
indication = "on" / "off" / "paused"
on: Recording is in progress.
of f: No recording is in progress.

paused: Recording is in progress but nedia is paused.
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7.1.3. Recording Preference in the CS

When the SRC receives the "a=recordpref” SDP in an SDP offer or
answer, the SRC chooses to honor the preference to record based on

| ocal policy at the SRC. |If the SRC nakes a change in recording
state, the SRC MJST report the new recording state in the "a=record"
attribute in the SDP answer or in a subsequent SDP offer.

7.2. Procedures at the SRS

Typically, the SRS only receives RTP streans fromthe SRC, therefore,
the SDP offer/answer fromthe SRS nornally sets each nedia streamto
receive nmedia, by setting themwth the "a=recvonly" attribute,
according to the procedures of [RFC3264]. Wen the SRS is not ready
to receive a recorded stream the SRS sets the nedia stream as
inactive in the SDP offer or answer by setting it with an
"a=inactive" attribute, according to the procedures of [RFC3264].
When the SRS is ready to receive recorded streans, the SRS sends a
new SDP offer and sets the nedia streams with an "a=recvonly"
attribute
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Fi gure 6 shows an exanmple of an SDP answer fromthe SRS for the SDP
offer fromFigure 5. Note that this exanple contains unfolded |lines
| onger than 72 characters; these |lines are captured between

<al | OneLi ne> t ags.

v=0

0=SRS 0 0 IN I P4 198.51. 100. 20
S=-

c=IN I P4 198.51. 100. 20

t=0 0

mraudi o 10000 RTP/ AVP 0

a=recvonly

a=l abel : 1

mevi deo 10002 RTP/ AVP 98

a=rtpmap: 98 H264/ 90000

<al | OneLi ne>

a=fmp: 98 profile-level-id=42A01E
spr op- par anet er - set s=Z0l ACpZTBYnl , aM j i A==

</ al | OneLi ne>

a=recvonly

a=l abel : 2

mraudi o 10004 RTP/ AVP 0

a=recvonly

a=l abel : 3

mevi deo 10006 RTP/ AVP 98

a=rt pmap: 98 H264/ 90000

<al | OnelLi ne>

a=fmp: 98 profile-level-id=42A01E
spr op- par anet er - set s=Z0l ACpZTBYnl , aM j i A==

</ al | OneLi ne>

a=recvonly

a=| abel : 4

Figure 6: Sanple SDP Answer from SRS with Audi o and Vi deo Streans

Over the lifetime of an RS, the SRS can renpve recorded streans from
the RS for various reasons. To renove a recorded streamfromthe RS
the SRS sends a new SDP offer where the port of the media streamto

be renmoved is set to zero, according to the procedures in [ RFC3264].

The SRS MJUST NOT add recorded streans in the RS when the SRS sends a
new SDP offer. Similarly, when the SRS starts an RS, the SRS MJST
initiate the INVITE without an SDP offer to Il et the SRC generate the
SDP offer with the streans to be recorded.
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7

7

3.

3.

The sequence diagramin Figure 7 shows an exanple where the SRS is
initially not ready to receive recorded streans and | ater updates the
RS when the SRS is ready to record.
SRC SRS
I
| (1) INVITE (SDP offer) |
I

| [not ready to record]
| (2) 200 K with SDP inactive

I

| [ready to record]
| (4) re-INVITE with SDP recvonly |
I
I

R >|
I (6) ACK I
G
| (7) RTP I
I::::::::::::::::::::::::::::::::::::::::::::::::::::>I
| (8) BYE I
[ = mmmmm i >|
I (9) &X |
oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e m e m ==

Figure 7: SRS Responding to Ofer with a=inactive
Procedures for Recording-Aware User Agents
1. Recording Indication

When a recording-aware UA receives an SDP offer or answer that

i ncludes the "a=record" attribute, the UA provides to the end user an
i ndication as to whether the recording is on, off, or paused for each
medi um based on the nost recently received "a=record" SDP attribute
for that nedium

Wen a CS is traversed through multiple UAs such as a B2BUA or a
conference focus, each UA involved in the CS that is aware that the
CS is being recorded MJST provide the recording indication through
the "a=record"” attribute to all other parties in the CS
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It is possible that nore than one SRCis in the call path of the sane
CS, but the recording indication attribute does not provide any hint
as to which SRC or how many SRCs are recording. An endpoint knows
only that the call is being recorded. Furthernore, this attribute is
not used as a request for a specific SRCto start or stop recording.

7.3.2. Recording Preference

A participant in a CS MAY set the recording preference in the CSto
be recorded or not recorded at session establishment or during the
session. A new "recordpref” SDP attribute is introduced, and the
participant in the CS may set this recording preference attribute in
any SDP of fer/answer at session establishment time or during the
session. The SRC is not required to honor the recording preference
froma participant, based on |local policies at the SRC, and the
participant can learn the recording indication through the "a=record"
SDP attribute as described in Section 7.3.1

The SDP "a=recordpref" attribute can appear at the nedia |l evel or
session |level and can appear in an SDP offer or answer. \Wen the
attribute is applied at the session |level, the recording preference
applies to all nmedia streans in the SDP. Wen the attribute is
applied at the nedia level, the recording preference applies to that
one nedia streamonly, and that overrides the recording preference if
al so set at the session level. The UA can change the recording
preference by changing the "a=recordpref” attribute in a subsequent
SDP offer or answer. The absence of the "a=recordpref” attribute in
the SDP indicates that the UA has no recordi ng preference.

The following is the ABNF of the "recordpref" attribute:

attribute =/ recordpref-attr
; attribute defined in RFC 4566

recordpref-attr = "a=recordpref:" pref
pref = "on" / "off" / "pause" / "nopreference"
on: Sets the preference to record if it has not already been
started. |If the recording is currently paused, the

preference is to resune recording.

of f: Sets the preference for no recording. |If recording has
al ready been started, then the preference is to stop the
recor di ng.
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pause: If the recording is currently in progress, sets the
preference to pause the recording.

nopr ef erence:
I ndi cates that the UA has no preference regardi ng recording.

8. RTP Handling

Thi s section provides recommendati ons and gui delines for RTP and the
Real -time Transport Control Protocol (RTCP) in the context of SIPREC

[ RFC6341]. In order to conmunicate nost effectively, the SRC, the
SRS, and any recording-aware UAs should utilize the mechani sns
provided by RTP in a well-defined and predictable manner. It is the

goal of this docunent to nmake the reader aware of these nechani sns
and to provi de recomendati ons and gui del i nes.

8.1. RTP Mechani sns

This section briefly describes inportant RTP/ RTCP constructs and
mechani sms that are particularly useful within the context of SIPREC

8.1.1. RICP

The RTP data transport is augnented by a control protocol (RTCP) to
allow nonitoring of the data delivery. RTCP, as defined in

[ RFC3550], is based on the periodic transm ssion of control packets
to all participants in the RTP session, using the same distribution
mechani sm as the data packets. Support for RTCP is REQUI RED, per

[ RFC3550], and it provides, anbng other things, the follow ng
important functionality in relation to SlIPREC

1) Feedback on the quality of the data distribution

This feedback fromthe receivers may be used to diagnose faults in
the distribution. As such, RTCP is a well-defined and efficient
mechani smfor the SRS to informthe SRC, and for the SRC to inform
recordi ng-aware UAs, of issues that arise with respect to the
reception of media that is to be recorded.

2) Including a persistent transport-level identifier -- the CNAME, or
canoni cal name -- for an RTP source

The synchroni zation source (SSRC) [ RFC3550] identifier may change
if aconflict is discovered or a programis restarted, in which
case receivers can use the CNAMVE to keep track of each
participant. Receivers nmay also use the CNAMVE to associ ate
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8.

8.

multiple data streams froma given participant in a set of related
RTP sessions -- for exanple, to synchronize audi o and vi deo.
Synchroni zation of nmedia streans is also facilitated by the NTP
and RTP tinestanps included in RTCP packets by data senders.

1.2. RTP Profile

The RECOMMENDED RTP profiles for the SRC, SRS, and recordi ng-aware
UAs are "Extended Secure RTP Profile for Real-time Transport Control
Prot ocol (RTCP)-Based Feedback (RTP/ SAVPF)" [ RFC5124] when using
encrypted RTP streans, and "Extended RTP Profile for Real-tine
Transport Control Protocol (RTCP)-Based Feedback (RTP/ AVPF)"

[ RFC4585] when using non-encrypted nedia streans. However, as these
are not requirements, sone inplenentations may use "The Secure

Real -time Transport Protocol (SRTP)" [RFC3711] and "RTP Profile for
Audi o and Video Conferences with Mninmal Control" [RFC3551].
Therefore, it is RECOWENDED that the SRC, SRS, and recordi ng-aware
UAs not rely entirely on RTP/ SAVPF or RTP/ AVPF for core functionality
that may be at least partially achievabl e using RTP/ SAVP and RTP/ AVP.

AVPF and SAVPF provide an inproved RTCP tiner nodel that allows nore
flexible transm ssion of RTCP packets in response to events, rather
than strictly according to bandwi dth. AVPF-based codec contro
messages provide efficient mechanisns for an SRC, an SRS, and
recordi ng-aware UAs to handl e events such as scene changes, error
recovery, and dynam c bandw dth adjustnents. These nessages are

di scussed in nore detail later in this docunent.

SAVP and SAVPF provide nedia encryption, integrity protection, replay
protection, and a limted formof source authentication. They do not
contain or require a specific keying mechani sm

1.3. SSRC

The SSRC, as defined in [ RFC3550], is carried in the RTP header and
in various fields of RTCP packets. It is a random 32-bit numnber that
is required to be globally unique within an RTP session. It is

crucial that the nunber be chosen with care, in order that
participants on the same network or starting at the sane tine are not
likely to choose the sane nunber. Cuidelines regarding SSRC val ue
sel ection and conflict resolution are provided in [ RFC3550].

The SSRC nay al so be used to separate different sources of nedia
within a single RTP session. For this reason, as well as for

conflict resolution, it is inmportant that the SRC, SRS, and

recordi ng-awar e UAs handl e changes in SSRC val ues and properly
identify the reason for the change. The CNAME val ues carried in RTCP
facilitate this identification.
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8.1.4. CSRC

The contributing source (CSRC), as defined in [RFC3550], identifies
the source of a stream of RTP packets that has contributed to the
conbi ned stream produced by an RTP nixer. The mixer inserts a |ist
of the SSRC identifiers of the sources that contributed to the
generation of a particular packet into the RTP header of that packet.
This list is called the CSRC list. It is RECOWENDED that an SRC or
recordi ng-aware UA, when acting as a mxer, set the CSRC I|i st
accordingly, and that the SRC and SRS interpret the CSRC |ist per

[ RFC3550] when received.

8.1.5. SDES

The Source Description (SDES), as defined in [ RFC3550], contains an
SSRC/ CSRC identifier followed by a list of zero or nore itens that
carry information about the SSRC/CSRC. End systens send one SDES
packet containing their own source identifier (the same as the SSRC
in the fixed RTP header). A mixer sends one SDES packet containing a
chunk for each CSRC fromwhich it is receiving SDES i nformation, or
mul tiple conpl ete SDES packets if there are nore than 31 such

sour ces.

The ability to identify individual CSRCs is inportant in the context
of SIPREC. Metadata [RFC7865] provides a mechanismto achieve this
at the signaling level. SDES provides a mechanismat the RTP | evel

8.1.5.1. CNAME

The Canoni cal End-Point Identifier (CNAME), as defined in [ RFC3550],
provides the binding fromthe SSRC identifier to an identifier for
the source (sender or receiver) that remains constant. It is

i mportant that the SRC and recordi ng-aware UAs generate CNAMES
appropriately and that the SRC and SRS interpret and use themfor
this purpose. CQuidelines for generating CNAME val ues are provided in
"CQui del i nes for Choosing RTP Control Protocol (RTCP) Canonical Nanes
(CNAMES) " [ RFC7022] .

8.1.6. Keepalive

It is anticipated that nedia streans in SIPREC nay exist in an

i nactive state for extended periods of tine for any of a nunber of
valid reasons. In order for the bindings and any pinholes in
NATs/firewalls to remain active during such intervals, it is
RECOMVENDED t hat the SRC, SRS, and recordi ng-aware UAs foll ow the
keepal i ve procedure recommended in "Application Mechani smfor Keeping
Alive the NAT Mappi ngs Associated with RTP / RTP Control Protocol
(RTCP) Fl ows" [RFC6263] for all RTP media streans.
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8.1.7. RITCP Feedback Messages

"Codec Control Messages in the RTP Audio-Visual Profile with Feedback
(AVPF)" [RFC5104] specifies extensions to the nessages defined in
AVPF [ RFC4585]. Support for and proper usage of these nessages are
important to SRC, SRS, and recording-aware UA inplenentations. Note
that these nessages are applicable only when using the AVPF or SAVPF
RTP profiles.

8.1.7.1. Full Intra Request

A Full Intra Request (FIR) conmand, when received by the designated
medi a sender, requires that the nmedia sender send a decoder refresh
point at the earliest opportunity. Using a decoder refresh point
inplies refraining fromusing any picture sent prior to that point as
a reference for the encoding process of any subsequent picture sent
in the stream

Decoder refresh points, especially Intra or Instantaneous Decodi ng
Refresh (I DR) pictures for H 264 video codecs, are in general severa
times larger in size than predicted pictures. Thus, in scenarios in
whi ch the available bit rate is snmall, the use of a decoder refresh
point inplies a delay that is significantly |onger than the typica
pi cture duration.

8.1.7.1.1. Deprecated Usage of SIP INFO Instead of FIR

"XM. Schena for Media Control" [RFC5168] defines an Extensible Markup
Language (XM.) Schema for video fast update. |Inplenentations are

di scouraged fromusing the nmethod described in [ RFC5168], except for
pur poses of backward conpatibility. |nplementations SHOULD use FIR
messages i nstead.

To make sure that a common nechani sm exi sts between the SRC and SRS
the SRS MUST support both nechanisns (FIR and SIP INFO, using FIR
messages when negotiated successfully with the SRC and using SIP | NFO
ot herw se.

8.1.7.2. Pi cture Loss | ndication

Picture Loss Indication (PLI), as defined in [ RFC4585], inforns the
encoder of the loss of an undefined amount of coded vi deo data

bel onging to one or nore pictures. [RFC4585] recomends using PLI
instead of FIR nessages to recover fromerrors. FIRis appropriate
only in situations where not sending a decoder refresh point would
render the video unusable for the users. Exanples where sending FIR
nmessages is appropriate include a nmultipoint conference when a new
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user joins the conference and no regul ar decoder refresh point
interval is established, and a video-sw tching Miltipoint Control
Unit (MCU) that changes streans.

Appropriate use of PLI and FIRis inportant to ensure, with mni nrum
overhead, that the recorded video is usable (e.g., the necessary
reference frames exist for a player to render the recorded video).

8.1.7.3. Tenporary Maxi mum Media Stream Bit Rate Request

A receiver, translator, or nixer uses the Tenporary Maxi num Medi a
Stream Bit Rate Request (TMVBR) [RFC5104] to request a sender to
limt the maximumbit rate for a nedia streamto the provided val ue.
Appropriate use of TMVBR facilitates rapid adaptation to changes in
avai | abl e bandwi dt h.

8.1.7.3.1. Renegotiation of SDP Bandwi dth Attribute

If it is likely that the new value indicated by TMMBR will be valid
for the remai nder of the session, the TMVBR sender is expected to
perform a renegotiation of the session upper limt using the session
signaling protocol. Therefore, for SIPREC, inplenentations are
RECOMVENDED to use TMVBR for tenporary changes and renegoti ati on of
bandwi dt h via SDP of fer/answer for nobre pernmanent changes.

8.1.8. Symmetric RTP/RTCP for Sending and Receiving

Wthin an SDP of fer/answer exchange, RTP entities choose the RTP and
RTCP transport addresses (i.e., |P addresses and port nunbers) on
which to receive packets. Wen sending packets, the RTP entities may
use the sane source port or a different source port than those
signal ed for receiving packets. Wen the transport address used to
send and receive RTP is the sane, it is terned "symetric RTP"

[ RFC4961]. Likewi se, when the transport address used to send and
receive RTCP is the sane, it is terned "symmetric RTCP" [ RFC4961].

When sendi ng RTP, the use of symetric RTP is REQU RED. When sending
RTCP, the use of symretric RTCP is REQUI RED. Although an SRS will

not normally send RTP, it will send RTCP as well as receive RTP and
RTCP. Li kew se, although an SRC will not normally receive RTP from
the SRS, it will receive RTCP as well as send RTP and RTCP.

Note: Synmmetric RTP and synmetric RTCP are different from RTP/ RTCP
mul ti pl exi ng [ RFC5761] .
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8.

2. Roles

An SRC has the task of gathering media fromthe various UAs in one or
more CSs and forwarding the information to the SRS within the context
of a corresponding RS. There are nunerous ways in which an SRC may
do this, including, but not limted to, appearing as a UAwithin a
CS, or as a B2BUA between UAs within a CS.

(Recordi ng Session) R +
A SIP------- > |
| +----- RTP/ RTCP- - - - - >| SRS |
| ] +-- Metadata -->| |
| R +
vV Vv |
S R +
| SRC |
[--------- | (Conmunication Session) +--------- +
| <---------- SIP---------- >
| UA-A | | UA-B |
| | <=------ RTP/ RTCP-------- >| |
S R + S R +
Figure 8. UA as SRC
(Recordi ng Sessi on) e +
R R SIP------- >| |
| +------ RTP/ RTCP- - - - - >| SRS |
| +-- Metadata -->| |
| R +
vV Vv |
B +
| SRC |
R + [--------- | R +
| | <----SIP----- >| | <----SIP----- >| |
| UA-A | | B2BUA | | UA-B |
| | <- - RTP/ RTCP- - >| | <- - RTP/ RTCP- - >| |
B + B + B +

(Communi cati on Sessi on)
Fi gure 9: B2BUA as SRC

The foll owi ng subsections define a set of roles an SRC may choose to
pl ay, based on its position with respect to a UAwithin a CS, and an
SRS within an RS. A CS and a corresponding RS are i ndependent
sessions; therefore, an SRC may play a different role within a CS
than it does within the correspondi ng RS.
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8.2.1. SRC Acting as an RTP Transl at or

The SRC may act as a translator, as defined in [RFC3550]. A defining
characteristic of a translator is that it forwards RTP packets with
their SSRC identifier intact. There are two types of translators:
one that sinply forwards, and another that perforns transcodi ng
(e.g., fromone codec to another) in addition to forwarding.

8.2.1.1. Forwarding Transl ator

When acting as a forwarding translator, RTP received as separate
streans fromdifferent sources (e.g., fromdifferent UAs with

di fferent SSRCs) cannot be mixed by the SRC and MJUST be sent
separately to the SRS. Al RTCP reports MJST be passed by the SRC
between the UAs and the SRS, such that the UAs and SRS are able to
detect any SSRC col |l i sions.

RTCP Sender Reports generated by a UA sending a stream MJST be
forwarded to the SRS. RTCP Receiver Reports generated by the SRS
MJUST be forwarded to the rel evant UA

UAs may receive nmultiple sets of RTCP Receiver Reports -- one or nore
fromother UAs participating in the CS, and one fromthe SRS
participating in the RS. A UA SHOULD process the RTCP Recei ver
Reports fromthe SRS if it is recording aware.

If SRTP is used on both the CS and the RS, decryption and/or
re-encryption may occur. For exanple, if different keys are used, it
will occur. |If the same keys are used, it need not occur

Section 12 provides additional information on SRTP and keying

mechani sns.

I f packet |oss occurs, either fromthe UA to the SRC or fromthe SRC
to the SRS, the SRS SHOULD detect and attenpt to recover fromthe

| oss. The SRC does not play a role in this, other than forwarding
the associated RTP and RTCP packets.

8.2.1.2. Transcodi ng Transl at or

When acting as a transcoding translator, an SRC MAY perform
transcoding (e.g., fromone codec to another), and this may result in
a different rate of packets between what the SRC receives on the CS
and what the SRC sends on the RS. As when acting as a forwarding
translator, RTP received as separate streans fromdifferent sources
(e.g., fromdifferent UAs with different SSRCs) cannot be m xed by
the SRC and MJST be sent separately to the SRS. Al RTCP reports
MUST be passed by the SRC between the UAs and the SRS, such that the
UAs and SRS are able to detect any SSRC col li sions.
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RTCP Sender Reports generated by a UA sending a stream MJUST be
forwarded to the SRS. RTCP Receiver Reports generated by the SRS
MJST be forwarded to the relevant UA. The SRC may need to mani pul ate
the RTCP Receiver Reports to take into account any transcodi ng that
has taken pl ace.

UAs may receive nmultiple sets of RTCP Receiver Reports -- one or nore
fromother UAs participating in the CS, and one fromthe SRS
participating in the RS. A recordi ng-aware UA SHOULD be prepared to
process the RTCP Receiver Reports fromthe SRS, whereas a recording-
unawar e UA may di scard such RTCP packets as irrel evant.

If SRTP is used on both the CS and the RS, decryption and/or
re-encryption may occur. For exanple, if different keys are used, it
will occur. |[If the same keys are used, it need not occur.

Section 12 provides additional information on SRTP and keyi ng

mechani sns.

I f packet |oss occurs, either fromthe UA to the SRC or fromthe SRC
to the SRS, the SRS SHOULD detect and attenpt to recover fromthe

|l oss. The SRC does not play a role in this, other than forwarding
the associ ated RTP and RTCP packets.

8.2.2. SRC Acting as an RTP M xer

In the case of the SRC acting as an RTP mi xer, as defined in

[ RFC3550], the SRC conbines RTP streans fromdifferent UAs and sends
themtowards the SRS using its own SSRC. The SSRCs fromthe
contributing UA SHOULD be conveyed as CSRC identifiers within this
stream The SRC nay nmeke tim ng adjustnments anong the received
streans and generate its own timing on the streamsent to the SRS
Optionally, an SRC acting as a mixer can performtranscodi ng and can
even cope with different codings received fromdifferent UAs. RTCP
Sender Reports and Receiver Reports are not forwarded by an SRC
acting as a mixer, but there are requirenents for forwardi ng RTCP
Source Description (SDES) packets. The SRC generates its own RTCP
Sender Reports and Receiver Reports toward the associated UAs

and SRS

The use of SRTP between the SRC and the SRS for the RS is independent
of the use of SRTP between the UAs and the SRC for the CS

Section 12 provides additional information on SRTP and keying

mechani sns.

I f packet |oss occurs fromthe UA to the SRC, the SRC SHOULD det ect

and attenpt to recover fromthe loss. |f packet |oss occurs from
the SRC to the SRS, the SRS SHOULD detect and attenpt to recover from
the 1 oss.
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8.

8.

2.3. SRC Acting as an RTP Endpoi nt

The case of the SRC acting as an RTP endpoint, as defined in

[ RFC3550], is simlar to the m xer case, except that the RTP session
bet ween the SRC and the SRS is considered conpl etely independent from
the RTP session that is part of the CS. The SRC can, but need not,

m x RTP streams fromdifferent participants prior to sending to the
SRS. RTCP between the SRC and the SRS is conpl etely independent of
RTCP on the CS

The use of SRTP between the SRC and the SRS for the RS is independent
of the use of SRTP between the UAs and SRC for the CS. Section 12
provi des additional information on SRTP and keyi ng nechani sns.

I f packet |oss occurs fromthe UA to the SRC, the SRC SHOULD det ect
and attenpt to recover fromthe loss. |f packet |oss occurs from

the SRC to the SRS, the SRS SHOULD detect and attenpt to recover from
the | oss.

3. RTP Session Usage by SRC

There are nmultiple ways that an SRC may choose to deliver recorded
media to an SRS. |In sone cases, it may use a single RTP session for
all media within the RS, whereas in others it nay use nultiple RTP
sessions. The follow ng subsections provi de exanpl es of basic RTP
session usage by the SRC, including a discussion of how the RTP
constructs and mechani sms covered previously are used. An SRC may
choose to use one or nore of the RTP session usages within a single
RS. For the purpose of base interoperability between SRC and SRS, an
SRC MUST support separate mlines in SDP, one per CS nedia direction.
The set of RTP session usages described is not nmeant to be
exhausti ve.

3.1. SRC Using Multiple mlines

When using nultiple mlines, an SRC i ncl udes each mline in an SDP
offer to the SRS. The SDP answer fromthe SRS MJST include al
mlines, with any rejected mlines indicated with a zero port, per

[ RFC3264]. Having received the answer, the SRC starts sendi ng nedi a
to the SRS as indicated in the answer. Alternatively, if the SRC
deens the level of support indicated in the answer to be
unacceptable, it may initiate another SDP of fer/answer exchange in
whi ch an alternative RTP session usage i s negoti at ed.
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In order to preserve the mapping of nedia to participant within the
CSs in the RS, the SRC SHOULD map each unique CNAME within the CSs to
a unique CNAME within the RS. Additionally, the SRC SHOULD map each
uni que conbi nati on of CNAME/ SSRC within the CSs to a uni que
CNAME/ SSRC within the RS. |In doing so, the SRC may act as an

RTP translator or as an RTP endpoint.

Figure 10 illustrates a case in which each UA represents a
participant contributing two RTP sessions (e.g., one for audio and
one for video), each with a single SSRC. The SRC acts as an RTP
translator and delivers the nedia to the SRS using four RTP sessions,
each with a single SSRC. The CNAME and SSRC val ues used by the UAs
within their nedia streans are preserved in the nedia streanms from
the SRC to the SRS

Fomm e e e +
AR SSRC Aa- - - >| |
| + -------- SSRC Av--->| |
| | +------ SSRC Ba- - - >| SRS |
| | | +---SSRC Bv--->| |
N oo +
[ .

L

S RS + Feemmemeaas + S RS +

| | ---SSRC Aa-->| SRC | <--SSRC Ba- - - | |

| UA-A | | (CNAME- A, | | UA-B |
| (CNAME- A) | - - - SSRC Av-->| CNAME-B) | <--SSRC Bv---| (CNAVME- B) |

Fomm e e e + Fomm e e + Fomm e e e +

Fi gure 10: SRC Using Multiple mlines
8.3.2. SRC Using M xing

When using mxing, the SRC conbines RTP streans fromdifferent
participants and sends themtowards the SRS using its owm SSRC. The
SSRCs fromthe contributing participants SHOULD be conveyed as CSRC
identifiers. The SRC includes one mline for each RTP session in an
SDP offer to the SRS. The SDP answer fromthe SRS MJST include all
mlines, with any rejected mlines indicated with a zero port, per

[ RFC3264]. Having received the answer, the SRC starts sendi ng nedi a
to the SRS as indicated in the answer.

In order to preserve the mapping of nedia to participant within the
CSs in the RS, the SRC SHOULD map each unique CNAMVE within the CSs to
a unique CNAME within the RS. Additionally, the SRC SHOULD map each
uni que conbi nati on of CNAME/ SSRC within the CSs to a uni que
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CNAME/ SSRC wi thin the RS. The SRC MJUST avoi d SSRC colli sions,
rewriting SSRCs if necessary when used as CSRCs in the RS. In
doi ng so, the SRC acts as an RTP m xer

In the event that the SRS does not support this usage of CSRC val ues,
it relies entirely on the SIPREC netadata to determine the
participants included within each mixed stream

Figure 11 illustrates a case in which each UA represents a
participant contributing two RTP sessions (e.g., one for audio and
one for video), each with a single SSRC. The SRC acts as an RTP
m xer and delivers the nedia to the SRS using two RTP sessions,

nm xi ng nedia fromeach participant into a single RTP session
containing a single SSRC and two CSRCs.

SSRC Sa S +
+-o-ee-- - CSRC Aa, Ba- - - >| |
I I I
| SSRC Sv | SRS |
| +---CSRC Av, Bv--->| |
| oo +

(.

S SRS UpU +

S - + | SRC | S - +
| | ---SSRC Aa-->| (CNAME-S, | <--SSRC Ba---| |
| UA- A | | CNAME- A, | | UA- B |
| (CNAME- A) | - -- SSRC Av-->| CNAME-B) | <--SSRC Bv---| (CNAME-B) |
S S + S S + S S +

Fi gure 11: SRC Using M xing
8.4. RTP Session Usage by SRS

An SRS that supports recording an audio CS MJST support SRC usage of
separate audio mlines in SDP, one per CS nedia direction. An SRS
that supports recording a video CS MIUST support SRC usage of separate
video mlines in SDP, one per CS nedia direction. Therefore, for an
SRS supporting a typical audio call, the SRS has to support receiving
at least two audio mlines. For an SRS supporting a typical audio
and video call, the SRS has to support receiving at |least four tota
mlines in the SDP -- two audio mlines and two video mlines.

These requirenments allow an SRS to be inplenented that supports video
only, without requiring support for audio recording. They also allow
an SRS to be inplenmented that supports recording only one direction
of one streamin a CS -- for exanple, an SRS designed to record
security nonitoring caneras that only send (not receive) video

wi t hout any audio. These requirenments were not witten to prevent
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ot her nodes from being inplenented and used, such as using a single
mline and mxing the separate audi o streans together. Rather, the
requirenents were witten to provide a conmon base node to inpl enent
for the sake of interoperability. It is inportant to note that an
SRS i npl enent ati on supporting the conmon base nbde may not record al
media streans in a CSif a participant supports nore than one mline
in a video call, such as one for camera and one for presentation

SRS i mpl enent ati ons nay support other nodes as well, but they have to
at | east support the nodes di scussed above, such that they
interoperate in the common base node for basic interoperability.

9. Metadata

Sone netadata attributes are contained in SDP, and others are
contained in a new content type called "application/rs-netadata”

The format of the netadata is described as part of the nechanismin
[ RFC7865]. A new "disposition-type" of Content-Di sposition is
defined for the purpose of carrying netadata. The value is

"recordi ng-sessi on", which indicates that the
"application/rs-metadata” content contains netadata to be handl ed by
t he SRS.

9.1. Procedures at the SRC

The SRC MUST send netadata to the SRS in an RS. The SRC SHOULD send
met adata as soon as it becomes avail abl e and whenever it changes.
Cases in which an SRC may be justified in waiting temporarily before
sendi ng net adat a i ncl ude:

0o waiting for a previous netadata exchange to conplete (i.e., the
SRC cannot send another SDP offer until the previous offer/answer
compl etes and may al so prefer not to send an UPDATE during this
time).

0 constraining the signaling rate on the RS

o sending netadata when key events occur, rather than for every
event that has any inpact on mnetadat a.

The SRC may al so be configured to suppress certain netadata out of
concern for privacy or perceived | ack of need for it to be included
in the recording.

Met adata sent by the SRC is categorized as either a full netadata
snapshot or a partial update. A full netadata snapshot describes al
net adat a associated with the RS. The SRC MAY send a full netadata
snapshot at any tinme. The SRC MAY send a partial update only if a
full netadata snapshot has been sent previously.
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The SRC MAY send netadata (either a full metadata snapshot or a
partial update) in an INVITE request, an UPDATE request [RFC3311], or
a 200 response to an offerless INVITE fromthe SRS. If the nmetadata
contains a reference to any SDP | abels, the request containing the
met adat a MJUST al so contain an SDP offer that defines those |abels.

Wien a SIP nessage contains both an SDP of fer and netadata, the
request body MJST have content type "multipart/mxed", with one
subordi nate body part containing the SDP of fer and another contai ni ng
the nmetadata. Wen a SIP nessage contains only an SDP offer or

nmet adata, the "nultipart/ m xed" container is optional

The SRC SHOULD include a full netadata snapshot in the initial INVITE
request establishing the RS. |If netadata is not yet available (e.g.,
an RS established in the absence of a CS), the SRC SHOULD send a ful
met adat a snapshot as soon as netadata becones avail abl e.

If the SRC receives a shapshot request fromthe SRS, it MJST
i medi ately send a full netadata snapshot.
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Figure 12 illustrates an exanple of a full metadata snapshot sent by
the SRCin the initial INVITE request:

I NVI TE si p: recorder @xanpl e.com SIP/2.0

Via: SIP/2.0/ TCP src. exanpl e. com branch=z9h&G4bKdf 6b622b648d9
From <sip: 2000@xanpl e. conp; t ag=35€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp

Cal | -1 D: d253c¢800- b0dlea39- 4a7dd- 3f 0e20a

CSeq: 101 INVITE

Max- Forwards: 70

Require: siprec

Accept: application/sdp, application/rs-netadata

Contact: <sip:2000@rc. exanpl e. conp; +si p. src

Cont ent - Type: mul ti part/ m xed; boundar y=f oobar

Content-Length: [Iength]

- - f oobar
Cont ent - Type: application/sdp

v=0

0=SRS 2890844526 2890844526 I N | P4 198.51.100.1
S=-

c=IN P4 198.51.100.1

t=0 0

mraudi o 12240 RTP/AVP 0 4 8
a=sendonl y
a=l abel : 1

- - f oobar
Cont ent - Type: application/rs-nmetadata
Cont ent - Di sposi tion: recording-session

[ et adat a content]
Figure 12: Sanple INVITE Request for the Recording Session
9.2. Procedures at the SRS

The SRS receives netadata updates fromthe SRC in I NVI TE and UPDATE
requests. Since the SRC can send partial updates based on the
previ ous update, the SRS needs to keep track of the sequence of
updates fromthe SRC

In the case of an internal failure at the SRS, the SRS may fail to
recogni ze a partial update fromthe SRC. The SRS may be able to
recover fromthe internal failure by requesting a full netadata
snapshot fromthe SRC. Certain errors, such as syntax errors or
semantic errors in the metadata information, are likely caused by an
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error on the SRC side, and it is likely that the sane error wll

occur again even when a full metadata snapshot is requested. In
order to avoid repeating the same error, the SRS can sinply term nate
the RS when a syntax error or senantic error is detected in the

net adat a

The SRS MAY explicitly request a full netadata snapshot by sendi ng an
UPDATE request. This request MJST contain a body with

Content-Di sposition type "recordi ng-session” and MJUST NOT contain an
SDP body. The SRS MUST NOT request a full netadata snapshot in an
UPDATE response or in any other SIP transaction. The format of the
content is "application/rs-netadata”, and the body is an XM
docunent, the format of which is defined in [RFC7865]. Figure 13
shows an exanpl e:

UPDATE si p: 2000@r c. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP srs. exanpl e. com branch=z9h&bKdf 6b622b648d9
To: <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 098392474
From <si p:recorder @xanpl e. conp; t ag=1234567890

Cal | -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a

CSeq: 1 UPDATE

Max- Forwar ds: 70

Require: siprec

Cont act: <sip:recorder @rs. exanpl e. conp; +si p. srs

Accept: application/sdp, application/rs-netadata

Cont ent - Di sposition: recordi nhg-session

Cont ent - Type: application/rs-netadata

Content-Length: [l ength]

<?xm version="1.0" encodi ng="UTF-8"?>
<request snapshot xm ns="urn:ietf:paranms:xm:ns:recording:1 >
<requestreason xml :lang="it">SRS internal error</requestreason>
</ request snapshot >

Fi gure 13: Metadata Request

Not e that UPDATE was chosen for the SRS to request a netadata
snapshot, because it can be sent regardl ess of the state of the
dialog. This was seen as better than requiring support for both
UPDATE and re-1NVI TE nessages for this operation

When the SRC receives a request for a nmetadata snapshot, it MJST

i medi ately provide a full nmetadata snapshot in a separate | NVITE or
UPDATE transacti on. Any subsequent partial updates will not be
dependent on any netadata sent prior to this full netadata snapshot.
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10.

The netadata received by the SRS can contain ID el enents used to
cross-reference one element to another. An elenment containing the
definition of an 1D and an el enent containing a reference to that ID
will often be received fromthe same SRC. It is also valid for those
el enments to be received fromdifferent SRCs -- for exanple, when each
endpoint in the sane CS acts as an SRC to record the call and a
conmon ID refers to the sane CS. The SRS MUST NOT consider this an
error.

Per si stent Recordi ng

Persistent recording is a specific use case addressing REQ 005 in

[ RFC6341], where an RS can be established in the absence of a CS
The SRC continuously records media in an RS to the SRS even in the
absence of a CS for all UAs that are part of persistent recording.
By allocating recorded streans and conti nuously sendi ng recorded
media to the SRS, the SRC does not have to prepare new recorded
streams with a new SDP offer when a new CS is created and al so does
not inpact the tinmng of the CS. The SRC only needs to update the
met adat a when new CSs are created

When there is no CS running on the devices with persistent recording,
there is no recorded nedia to streamfromthe SRCto the SRS. In
certain environments where a Network Address Translator (NAT) is
used, a mninmum anount of flow activity is typically required to

mai ntai n the NAT binding for each port opened. Agents that support
Interactive Connectivity Establishnment (1CE) solve this problem For
non-|1 CE agents, in order not to | ose the NAT bindings for the

RTP/ RTCP ports opened for the recorded streans, the SRC and SRS
SHOULD fol |l ow the recommendati ons provided in [ RFC6263] to nmintain

t he NAT bi ndi ngs.
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11.

11.

11.

11.

11.

11.

I ANA Consi derations

1. Registration of Option Tags

This specification registers two option tags. The required

information for this registration, as specified in [ RFC3261], is as

fol | ows.

1.1. "siprec" Option Tag

Nane: siprec

Description: This option tag is for identifying that the SIP session
is for the purpose of an RS. This is typically not used in a
Supported header. When present in a Require header in a request,
it indicates that the UAis either an SRC or SRS capabl e of
handl i ng an RS

1.2. "record-aware" Option Tag

Nane: record-aware

Description: This optiontag is to indicate the ability of the UAto
receive recording indicators in nedia-level or session-|evel SDP
When present in a Supported header, it indicates that the UA can
receive recording indicators in nedia-level or session-|level SDP

2. Registration of Media Feature Tags

Thi s docunent registers two new nedia feature tags in the SIP tree
per the process defined in [ RFC2506] and [ RFC3840].

2.1. Feature Tag for the SRC

Media feature tag nanme: sip.src

ASN. 1 ldentifier: 1.3.6.1.8.4.27

Sunmary of the nedia feature indicated by this tag: This feature tag
indicates that the UAis a Session Recording Client for the
pur pose of an RS

Val ues appropriate for use with this feature tag: bool ean

The feature tag is intended primarily for use in the follow ng

applications, protocols, services, or negotiation nechanisns:
This feature tag is only useful for an RS

Portman, et al. St andards Track [ Page 36]



RFC 7866 Sessi on Recordi ng Protocol May 2016
Exanpl es of typical use: Routing the request to a Session Recording
Server.

Security Considerations: Security considerations for this nedia
feature tag are discussed in Section 11.1 of RFC 3840.

11.2.2. Feature Tag for the SRS

Media feature tag name: sip.srs

ASN. 1 ldentifier: 1.3.6.1.8.4.28

Sunmary of the nedia feature indicated by this tag: This feature tag
indicates that the UAis a Session Recording Server for the
pur pose of an RS

Val ues appropriate for use with this feature tag: bool ean

The feature tag is intended primarily for use in the follow ng
appl i cations, protocols, services, or negotiation nechanisns:

This feature tag is only useful for an RS

Exanpl es of typical use: Routing the request to a Session Recording
Client.

Security Considerations: Security considerations for this nedia
feature tag are discussed in Section 11.1 of RFC 3840.

11.3. New Content-Di sposition Paraneter Registrations

Thi s docunent registers a new "di sposition-type" value in the
Cont ent - Di spositi on header: recordi ng-session

recordi ng-session: The body describes either
* metadata about the RS
or
* the reason for the netadata snhapshot request

as deternmined by the M ME value indicated in the Content-Type.
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11.

11.

11.

4. SDP Attributes
Thi s docunent registers the follow ng new SDP attri butes.
4.1. “"record" SDP Attribute
Cont act nanes:
Leon Portman, |eon.portman@i ce.con
Henry Lum henry. | um@enesysl ab. com
Attribute nane: record
Long-formattri bute nanme: Recording Indication
Type of attribute: session |evel or media |evel

Subj ect to charset: no

This attribute provides the recording indication for the session or
medi a stream

Al'lowed attribute values: on, off, paused
4.2. "recordpref” SDP Attribute
Cont act nanes:

Leon Portman, |eon.portman@i ce.com

Henry Lum henry. | um@enesysl ab. com
Attribute name: recordpref
Long-form attri bute name: Recordi ng Preference
Type of attribute: session |evel or nedia |evel

Subj ect to charset: no

This attribute provides the recording preference for the session or
medi a stream

Al'lowed attribute values: on, off, pause, nopreference
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12.

12.

Security Considerations

The RS is fundamentally a standard SIP dialog [ RFC3261]; therefore,
the RS can reuse any of the existing SIP security nechanisns
avai l abl e for securing the session signaling, the recorded nedia, and
the nmetadata. The use cases and requirenments docunent [ RFC6341]
outlines the general security considerations, and this docunent
describes specific security recomendati ons.

The SRC and SRS MUST support SIP with Transport Layer Security (TLS)
version 1.2, SHOULD follow the best practices when using TLS as per

[ RFC7525], and MAY use Session Initiation Protocol Secure (SIPS) with
TLS as per [RFC5630]. The RS MJST be at | east as secure as the CS
this means using at |east the sane strength of cipher suite as the CS
if the CSis secured. For exanple, if the CS uses SIPS for signaling
and RTP/ SAVP for nedia, then the RS may not use SIP or plain RTP

unl ess other equivalent security neasures are in effect, since doing
so woul d nean an effective security downgrade. Exanples of other
potentially equival ent security mechani snms include nutually

aut henticated TLS for the RS signaling channel or an appropriately
protected network path for the RS medi a component.

1. Authentication and Authorization

At the transport level, the RS uses TLS authentication to validate
the authenticity of the SRC and SRS. The SRC and SRS MJST i npl enent
TLS nutual authentication for establishing the RS. Whether the

SRC/ SRS chooses to use TLS nmutual authentication is a depl oynent

decision. In deploynments where a UA acts as its own SRC, this
requires that the UA have its own certificate as needed for TLS
mut ual authentication. |In deploynents where the SRC and the SRS are

in the same adm ni strative domai n and have sonme ot her neans of
assuring authenticity, the SRC and SRS may choose not to authenticate
each other or to have the SRC authenticate the SRS only. In

depl oynents where the SRS can be hosted on a different administrative
domain, it is inmportant to perform nutual authentication to ensure
the authenticity of both the SRC and the SRS before transnitting any
recorded nedia. The risk of not authenticating the SRS is that the
recording may be sent to an entity other than the intended SRS
allowing a sensitive call recording to be received by an attacker

On the other hand, the risk of not authenticating the SRCis that an
SRS will accept calls froman unknown SRC and all ow potential forgery
of call recordings.

There may be scenarios in which the signaling between the SRC and SRS
is not direct, e.g., a SIP proxy exists between the SRC and the SRS
In such scenarios, each hop is subject to the TLS nutual

aut hentication constraint, and transitive trust at each hop is
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12.

utilized. Additionally, an SRC or SRS may use other existing SIP
mechani sms avail abl e, including, but not limted to, Digest

aut henti cation [ RFC3261], asserted identity [RFC3325], and connected
identity [ RFC4916] .

The SRS may have its own set of recording policies to authorize
recording requests fromthe SRC. The use of recording policies is
out si de the scope of the Session Recording Protocol

2. RTP Handli ng

In many scenarios, it will be critical for the media transported
between the SRC and the SRS to be protected. Media encryption is an
important element in the overall SIPREC solution; therefore, the SRC
and the SRS MJST support RTP/ SAVP [ RFC3711] and RTP/ SAVPF [ RFC5124].
RTP/ SAVP and RTP/ SAVPF provi de nedia encryption, integrity
protection, replay protection, and a linmted formof source

aut hentication. They do not contain or require a specific keying
mechanism At a mnimm the SRC and SRS MJST support the SDP
security descriptions key negotiation nechani sm[RFC4568]. For cases
i n which Datagram Transport Layer Security for Secure RTP (DTLS- SRTP)
is used to encrypt a CS nedia stream an SRC may use SRTP Encrypted
Key Transport (EKT) [EKT-SRTP] in order to use SRTP-SDES in the RS

wi t hout needing to re-encrypt the nedia.

Not e: When using EKT in this manner, it is possible for
participants in the CSto send traffic that appears to be from
other participants and have this forwarded by the SRC to the SRS
within the RS. |If this is a concern (e.g., the RSis intended for
audit or conpliance purposes), EKT is not an appropriate choice.

When RTP/ SAVP or RTP/ SAVPF is used, an SRC can choose to use the same
keys or different keys in the RS than those used in the CS. Some
SRCs are designed to sinply replicate RTP packets froma CS nedi a
streamto the SRS, in which case the SRC will use the sane key in the
RS as the key used in the CS. In this case, the SRC MIUST secure the
SDP containing the keying material in the RS with at |east the sane

| evel of security as in the CS. The risk of lowering the |evel of
security inthe RSis that it will effectively becone a downgrade
attack on the CS, since the sane key is used for both the CS and

the RS.

SRCs that decrypt an encrypted CS media streamand re-encrypt it when
sending it to the SRS MIUST use a different key than what is used for
the CS nmedia stream to ensure that it is not possible for sonmeone
who has the key for the CS nedia streamto access recorded data they
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12.

13.

13.

are not authorized to access. In order to maintain a conparable
| evel of security, the key used in the RS SHOULD be of equival ent
strength to, or greater strength than, that used in the CS.

3. Metadata

Met adata contains sensitive information, such as the address of
record of the participants and ot her extension data placed by the
SRC. It is essential to protect the content of the metadata in the
RS. Since netadata is a content type transmtted in SIP signaling,
met adata SHOULD be protected at the transport |evel by SIPS/ TLS.

4. Storage and Pl ayback

Wi | e storage and pl ayback of the call recording are beyond the scope
of this docunment, it is worthwhile to nention here that it is also
important for the recording storage and pl ayback to provide a | evel

of security that is conparable to the CS. It would defeat the

pur pose of securing both the CS and the RS nentioned in the previous
sections if the recording can be easily played back with a sinple,
unsecured HITP interface wi thout any form of authentication or

aut hori zati on.
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