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Abst ract

Thi s docunent defines a profile that is a superset of the connection
to I Pv6 cellular networks defined in the IPv6 for Third Generation
Partnership Project (3GPP) Cellular Hosts docunment. This docunent
defines a profile that is a superset of the connections to |Pv6
cellular networks defined in "IPv6 for Third Generation Partnership
Project (3GPP) Cellular Hosts" (RFC 7066).

Bot h nobile hosts and nobil e devices with the capability to share
their 3GPP nobile connectivity are in scope.

| ESG Not e

The consensus-based | ETF description of IPv6 functionality for
cellular hosts is described in RFC 7066.
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunments approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7849

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1.

I nt roducti on

| Pv6 deployment in 3GPP nmobile networks is the only viable solution
to the exhaustion of |Pv4 addresses in those networks. Severa
nmobi | e operators have al ready depl oyed | Pv6 [ RFC2460] or are in the
pre-depl oynent phase. One of the mmjor hurdles as perceived by sone
nmobi |l e operators is the lack of availability of working |IPv6

i mpl ementation in nobile devices (e.g., Section 3.3 of [CECD).

[ RFC7066] lists a set of features to be supported by cellular hosts
to connect to 3GPP nobile networks. In the light of recent |Pv6

production depl oynents, additional features to facilitate |Pv6-only
depl oynents whil e accessing | Pv4d-only services should be consi dered.

This docunent fills this void. Concretely, this docunent |ists neans
to ensure | Pv4 service over an | Pv6-only connectivity given the
adoption rate of this nbpdel by nobile operators. Those operators
require that no service degradation is experienced by custoners
serviced with an 1 Pv6-only nodel conpared to the |evel of service of
customers with | egacy | Pv4-only devices.

Thi s docunent defines an IPv6 profile for nohile devices listing
speci fications produced by various Standards Devel opi ng O gani zati ons
(including 3GPP, |ETF, and the d obal Systemfor Mdbile

Conmruni cati ons Association (GSMA)). The objectives of this effort
are as foll ows:

1. List in one single docunent a conprehensive list of |IPv6 features
for a nobile device, including both | Pv6-only and dual - st ack
nmobi | e depl oynent contexts. These features cover various packet
core architectures such as General Packet Radio Service (GPRS) or
Evol ved Packet Core (EPC).

2. Help operators with the detail ed device requirenent |ist
preparation (to be exchanged with device suppliers). This is
al so a contribution to harnoni ze operators’ requirenents towards
devi ce vendors.

3. Informvendors of a set of features to allow for |Pv6
connectivity and |1 Pv4 service continuity (over an |Pv6-only
transport).

The recommendati ons do not include 3GPP rel ease details. For nore
information on the 3GPP rel ease details, the reader may refer to
Section 6.2 of [RFC6459]. More details can be found at [ R3GPP].
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Bi n

Sone of the features listed in this profile docunment could require
that dedicated functions be activated at the network side. It is out
of scope of this docunment to list these network-side functions.

A detail ed overview of |Pv6 support in 3GPP architectures is provided
in [ RFC6459]. |Pv6-only considerations in nobile networks are
further discussed in [ RFC6342].

Thi s docunent is organized as foll ows:

0 Section 2 lists generic recommendations, including functionalities
to provide | Pv4 service over an |Pv6-only connectivity.

0 Section 3 enunerates a set of reconmendations for cellular devices
with Local Area Network (LAN) capabilities (e.g., Custoner Edge
(CE) routers with cellular access |ink, dongles with tethering
features).

0 Section 4 identifies a set of advanced reconmendations to fulfill
requirenents of critical services such as VOLTE (Voi ce over LTE)

Ter mi nol ogy

Thi s document nakes use of the terns defined in [RFC6459]. In
addition, the following terns are used:

o 3GPP cellular host (or "cellular host" for short): denotes a 3GPP
devi ce that can be connected to 3GPP nobil e networks.

0 3GPP cellular device (or "cellular device" for short): refers to a
cellular host that supports the capability to share its 3GPP
mobi | e connectivity.

0 |Pv4 service continuity: denotes the features used to provide
access to | Pvd-only services to custoners serviced with an
| Pv6-only connectivity. A typical exanple of |Pv4d service
continuity technique is Network Address and Protocol Translation
fromIPve Cients to | Pv4 Servers (NAT64) [ RFC6146].

PREFI X64 denotes an |Pv6 prefix used to build | Pv4-converted | Pv6
addr esses [ RFC6052] .
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1.2. Scope

A 3GPP nobil e network can be used to connect various User Equi pnent
(UE) such as a nobile tel ephone or a CE router. Because of this
diversity of terminals, it is necessary to define a set of |Pv6
functionalities valid for any node directly connecting to a 3GPP
mobi |l e network. This docunment describes these functionalities.

The machi ne-to-machi ne (M2M devices profile is out of scope.

Thi s docunent is structured to provide the generic | Pv6
recommendations that are valid for all nodes, whatever their function
(e.g., host or CE router) or service (e.g., Session Initiation
Protocol (SIP) [RFC3261]) capability. The docunent al so contains
sections covering specific functionalities for devices providing some
LAN functions (e.g., nobile CE router or broadband dongl es).

The reconmendations |isted below are valid for both 3GPP GPRS and
3CGPP Evol ved Packet System (EPS). For EPS, the term "PDN Connection"
is used instead of PDP-Context. O her non-3GPP accesses [TS. 23402]
are out of scope of this docunent.

This profile is a superset of that of the IPv6 profile for 3GPP

Cel lul ar Hosts [ RFC7066], which is in turn a superset of |Pv6 Node
Requirements [ RFC6434]. It targets cellular nodes, including GPRS
and EPC, that require features to ensure |Pv4 service delivery over
an | Pv6-only transport in addition to the base |Pv6 service.
Moreover, this profile also covers cellular CE routers that are used
in various nobile broadband depl oynents. Reconmendations inspired
fromreal deploynent experiences (e.g., roanming) are included in this
profile. Also, this profile sketches recommendations for the sake of
determ ni stic behaviors of cellular devices when the sane
configuration information is received over several channels.

For conflicting recomendations in [RFC7066] and [ RFC6434] (e.g.,

Nei ghbor Di scovery Protocol), this profile adheres to [ RFC7066].

I ndeed, the support of Neighbor Discovery Protocol is mandatory in
3GPP cellular environment as it is the only way to convey an | Pv6
prefix towards the 3GPP cellular device. |In particular, Mxinmm
Transm ssion Unit (MIU) comunication via Router Advertisenent (RA)
must be supported since many 3GPP networks do not have a standard Mru
setting.

This profile uses a stronger |anguage for the support of Prefix

Del egati on conpared to [ RFC7066]. The nmain notivation is that
cellular networks are nore and nore perceived as an alternative to
fixed networks for hone | P-based services delivery; especially with
the advent of smartphones and 3GPP data dongles. There is a need for
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an efficient mechanismto assign |larger prefixes to cellular hosts so
that each LAN segment can get its own /64 prefix and multi-Ilink
subnet issues to be avoided. The support of this functionality in
both cellular and fixed networks is key for fixed-nobile convergence.

The use of address-fam|y-dependent Application Progranm ng
Interfaces (APIs) or hard-coded |IPv4 address literals may lead to
broken applications when | Pv6 connectivity is in use. As such, nmeans
to mnimze broken applications when the cellular host is attached to
an | Pv6-only network should be encouraged. Particularly, (1) nane
resolution libraries (e.g., [RFC3596]) nust support both IPv4 and

I Pv6; (2) applications nust be independent of the underlying IP
address family; and (3) applications relying upon Uniform Resource
Identifiers (URIs) must follow [ RFC3986] and its updates. Note, sone
| ETF specifications (e.g., SIP [RFC3261]) contains broken |IPv6
Augnent ed Backus-Naur Form (ABNF) and rules to conpare URIs with
enbedded | Pv6 addresses; fixes (e.g., [RFC5954]) nust be used

i nst ead.

The recomendati ons included in each section are listed in a priority
order.

This docunment is not a standard, and conformance with it is not
required in order to claimconfornmance with | ETF standards for | Pv6.
Conpliance with this profile does not require the support of all
encl osed itenms. Obviously, the support of the full set of features
may not be required in sone depl oyment contexts. However, the

aut hors believe that not supporting relevant features included in
this profile (e.g., Custoner-Side Translator (CLAT) [RFC6877]) may
|l ead to a degraded | evel of service

2. Connectivity Recommendati ons
This section identifies the main connectivity recomendati ons to be

followed by a cellular host to attach to a network using IPv6 in
addition to what is defined in [ RFC6434] and [ RFC7066]. Both dual -

stack and | Pv6-only depl oynent nodel s are considered. |Pv4 service
continuity features are listed in this section because these are
critical for operators with an | Pv6-only depl oynent nodel. These

recomendati ons apply also for cellular devices (see Section 3).

C REC#1: In order to allow each operator to select their own
strategy regarding | Pv6 introduction, the cellular host
must support both IPv6 and | Pv4v6 PDP-Contexts [TS. 23060] .

| Pv4, 1Pv6, or |Pv4v6e PDP-Context request acceptance
depends on the cellular network configuration

Bi net, et al. I nf or mat i onal [ Page 6]



RFC 7849

C_RECH2:

Bi net ,

et al.

IPv6 Profile for Cellular Devices May 2016

The cel lul ar host rnust conply with the behavi or defined in
[ TS. 23060], [TS.23401], and [TS.24008] for requesting a
PDP- Cont ext type.

In particular, the cellular host nust request by default an
| Pv6 PDP-Context if the cellular host is IPv6-only and
request an | Pv4v6 PDP-Context if the cellular host is dual-
stack or when the cellular host is not aware of
connectivity types requested by devices connected to it
(e.g., a cellular host with LAN capabilities as discussed
in Section 3):

* |f the requested | Pv4v6 PDP-Context is not supported by
the network but I Pv4 and | Pv6 PDP types are all owed,
then the cellular host will be configured with an |Pv4
address or an I Pv6 prefix by the network. It nust
initiate another PDP-Context activation of the other
address fanmily in addition to the one already activated
for a given Access Point Nane (APN). The purpose of
initiating a second PDP-Context is to achieve dual -stack
connectivity by nmeans of two PDP-Contexts.

* |f the subscription data or network configuration allows
only one IP address famly (I1Pv4 or 1Pv6), the cellular
host nust not request a second PDP-Context to the sane
APN for the other IP address famly.

The network informs the cellular host about allowed Packet
Data Protocol (PDP) types by neans of Session Managenent
(SM cause codes. |In particular, the followi ng cause codes
can be returned:

* cause #50 "PDP type IPv4 only allowed"” - This cause code
is used by the network to indicate that only PDP type
IPv4 is allowed for the requested Public Data Network
(PDN) connectivity.

* cause #51 "PDP type IPv6 only allowed" - This cause code
is used by the network to indicate that only PDP type
IPv6 is allowed for the requested PDN connectivity.

* cause #52 "single address bearers only allowed" - This
cause code is used by the network to indicate that the
requested PDN connectivity is accepted with the
restriction that only single I P version bearers are
al | oned.
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The text above focuses on the specification (an excerpt
from[TS.23060], [TS.23401], and [TS.24008]) that expl ains
the behavior for requesting | Pv6-rel ated PDP-Context(s).

The cel lul ar host nust support the Protocol Configuration
Options (PCOs) [TS.24008] to retrieve the | Pv6 address(es)
of the Recursive DNS server(s).

The 3GPP network conmuni cates paraneters by nmeans of the
protocol configuration options information el enent when
activating, nodifying, or deactivating a PDP-Context.
PCO is a convenient nethod to informthe cellular host
about various services, including DNS server

information. It does not require additional protocol to
be supported by the cellular host and it is already

depl oyed in IPv4 cellular networks to convey such DNS

i nformation.

The cel lul ar host rnust support |Pv6-aware Traffic Fl ow
Templ ates (TFTs) [TS. 24008].

Traffic Flow Tenpl ates are enpl oying a packet filter to
couple an IP traffic with a PDP-Context. Thus, a

dedi cat ed PDP-Context and radi o resources can be
provided by the cellular network for certain IP traffic.

If the cellular host receives the DNS information in
several channels for the sane interface, the follow ng
preference order nust be foll owed:

1. PCO
2. RA
3. DHCPv6

The purpose of this recommendation is to guarantee for a
determni stic behavior to be followed by all cellular hosts
when the DNS information is received in various channels.

Because of potential operational deficiencies to be
experienced in sone roam ng situations, the cellul ar host
must be able to be configured with a home PDP- Cont ext
type(s) and a roam ng PDP-Context type(s). The purpose of
the roaming profile is to limt the PDP type(s) requested
by the cellular host when out of the home network. Note
that distinct PDP type(s) and APN(s) can be configured for
hone and roam ng cases

I nf or mat i onal [ Page 8]
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A detailed analysis of roaming failure cases is included
in [ RFC7445] .

The configuration can be either local to the device or
be managed dynanical ly using, for exanple, Open Mbile
Al'liance (OVA) managenent. The support of dynam ¢ means
i s encouraged.

In order to ensure | Pv4 service continuity in an | Pv6-only
depl oynent context, the cellular host should support a
met hod to | earn PREFI X64(s).

In the context of NAT64, |Pv6-enabled applications

relying on address referrals will fail because an
I Pv6-only client will not be able to make use of an |Pv4
address received in areferral. This feature allows for

solving the referral problem (because an |IPv6-enabl ed
application can construct |Pv4-enbedded | Pv6 addresses

[ RFC6052]) and, also, for distinguishing between

| Pv4-converted | Pv6 addresses and native | Pv6 addresses.

In other words, this feature contributes to offl oad both
t he CLAT nodul e and NAT64 devices. Refer to Section 3
of [RFC7051] for an inventory of the issues related to
the di scovery of PREFI X64(s).

In environments based on the Port Control Protoco

(PCP), cellular hosts should follow [ RFC7225] to learn
the I1Pv6 Prefix used by an upstream PCP-control | ed NAT64
device. |If PCP is not enabled, the cellular host should
i mpl ement the method specified in [RFC7050] to retrieve
t he PREFI X64.

In order to ensure | Pv4 service continuity in an | Pv6-only
depl oynent context, the cellular host should inplenent the
CLAT [RFC6877] function in conpliance with [ RFC6052],

[ RFC6145], and [ RFC6146].

The CLAT function in the cellular host allows for

I Pv4-only application and I Pv4 referrals to work on an
| Pv6-only connectivity. The nore applications are
address family independent, the | ess the CLAT function
is solicited. The CLAT function requires a NAT64
capability [ RFC6146] in the network.

The cellular host should only invoke CLAT in the absence

of I Pv4 connectivity on the cellular side, i.e., when
the network does not assign an | Pv4 address on the
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cellular interface. Note, NAT64 assumes an | Pv6-only
nmode [ RFC6146] .

The 1 Pv4 Service Continuity Prefix used by CLAT is
defined in [ RFC7335].

CLAT and/ or NAT64 do not interfere with native |Pv6
communi cati ons.

CLAT may not be required in sone contexts, e.g., if
ot her sol utions such as Bunp-in-the-Host (BIH [RFC6535]
are support ed.

The cellul ar device can act as a CE router connecting
various I P hosts on a LAN segnent; this is also the case
with using WLAN (Wreless LAN) tethering or a WLAN

hot spot fromthe cellular device. Sone of these IP
hosts can be dual -stack, others are | Pv6-only or

| Pv4-only. |Pv6-only connectivity on the cellular

devi ce does not allow I Pv4d-only sessions to be

establi shed for hosts connected on the LAN segment of
the cellular device. |Pv4 session establishnent
initiated fromhosts | ocated on the LAN segnent side and
destined for |Pv4 nodes nust be maintained. A solution
is to integrate the CLAT function to the LAN segnment in
the cellul ar device

The cellular host may be able to be configured to limt PDP
type(s) for a given APN. The default node is to allow all
supported PDP types. Note, C REC#2 discusses the default
behavi or for requesting PDP-Context type(s).

This feature is useful to drive the behavior of the UE
to be aligned with (1) service-specific constraints such
as the use of IPv6-only for VOLTE, (2) network
conditions with regard to the support of specific PDP
types (e.g., |Pv4ve PDP-Context is not supported), (3)

| Pv4 sunset objectives, (4) subscription data, etc.

Note, a cellular host changing its connection between an
| Pv6-specific APN and an | Pv4-specific APN wi ||

interrupt related network connections. This may be
consi dered as a brokenness situation by sone
appl i cations.

The configuration can be either local to the device or

be managed dynanical |y using, for exanple, OVA
managenent. The support of dynam c neans i s encouraged.
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3.

Recomendati ons for Cellular Devices with LAN Capabilities

This section focuses on cellular devices (e.g., CE routers,

smart phones, or dongles with tethering features) that provide IP
connectivity to other devices connected to them In this case, al
connected devices are sharing the same 2G 3G or LTE connection. In
addition to the generic recomrendations listed in Section 2, these
cellular devices have to neet the recommendations |isted bel ow.

L _REC#1: For deploynents that require that the same /64 prefix be
shared, the cellular device should support [RFC7278] to
enabl e sharing a /64 prefix between the LAN and the WAN
interfaces. The WAN interface is the one towards the
Gat eway GPRS Support Node (GGSN) / Packet Data Network
Gat eway (PGW .

Prefix Delegation (refer to L_REC#2) is the target
solution for distributing prefixes in the LAN side but,
because the device may attach to earlier 3GPP rel ease
networks, a neans to share a /64 prefix is also
recomrended [ RFC7278].

[ RFC7278] nust be invoked only if Prefix Delegation is
not in use.

L_REC#2: The cellul ar device rmust support Prefix Del egation
capabilities [RFC3633] and nust support the Prefix Exclude
Option for DHCPv6-based Prefix Del egation as defined in
[ RFC6603]. Particularly, it nust behave as a Requesting
Rout er .

Cel lul ar networks are nore and nore perceived as an
alternative to fixed broadband networks for hone |P-
based services delivery; especially with the advent of
smart phones and 3GPP data dongles. There is a need for
an efficient mechanismto assign |arger prefixes (other
than /64s) to cellular hosts so that each LAN segnent
can get its own /64 prefix and multi-link subnet issues
to be avoi ded.

In case a prefix is delegated to a cellular host using
DHCPv6, the cellular device will be configured with two
prefixes:

(1) one for the 3GPP link allocated using the Stateless
Addr ess Autoconfiguration (SLAAC) nechani sm and

Bi net, et al. I nf or mat i onal [ Page 11]
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(2) another one del egated for LANs acquired during the
Prefi x Del egati on operati on.

Note that the 3GPP network architecture requires both
the WAN and the del egated prefix to be aggregatable so
the subscriber can be identified using a single prefix.

Wthout the Prefix Exclude Option, the del egating router
(GGSNPGN wi Il have to ensure conpliance with [ RFC3633]
(e.g., halving the del egated prefix and assigning the
WAN prefix out of the first half and the prefix to be
del egated to the ternminal fromthe second half).

Because Prefix Del egation capabilities nmay not be
available in some attached networks, L_RECH1 is strongly
recomended to accommbdate early depl oynents.

The cellular CE router nust be conmpliant with the
requi renents specified in [ RFC7084] .

There are several deploynents, particularly in energing
countries, that rely on nobile networks to provide
broadband services (e.g., custonmers are provided with
nmobil e CE routers).

Note, this profile does not require |IPv4 service
continuity techniques listed in Section 4.4 of [RFC7084]
because those are specific to fixed networks. |Pv4
service continuity techniques specific to the nobile
networks are included in this profile.

Thi s reconmendati on does not apply to handsets with
tethering capabilities; it is specific to cellular CE
routers in order to ensure the sanme | Pv6 functiona
parity for both fixed and cellular CE routers. Note,
nmodern CE routers are designed with advanced functions
such as link aggregation that consists in optimzing the
net wor k usage by aggregating the connectivity resources
offered via various interfaces (e.g., Digital Subscriber
Line (DSL), LTE, WLAN, etc.) or offloading the traffic
via a subset of interfaces. Ensuring |IPv6 feature
parity anmong these interface types is inportant for the
sake of specification efficiency, service design
simplification, and validation effort optimzation
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If an RA MIU is advertised fromthe 3GPP network, the
cellul ar device should send RAs to the downstream attached
LAN devi ces with the sane MIU as seen on the npbile
interface.

Receiving and relaying RA MU values facilitates a nore
har noni ous functioning of the nobile core network where
end nodes transmt packets that do not exceed the MIU
size of the nobile network’s tunnels that use the GPRS
Tunnel i ng Protocol (GIP).

[ TS. 23060] indicates providing a link MU val ue of 1358
octets to the 3GPP cellular device will prevent the IP

| ayer fragnentation within the transport network between
the cellul ar device and the GGSN PGN Mbdre details
about |ink MIU consi derations can be found in Annex C of
[ TS. 23060] .

4. Advanced Recommendati ons

This section identifies a set of advanced recomendations to ful fill
requirenents of critical services such as VOLTE. These
recomendat i ons apply for nobile hosts, including nobile devices.

A RECH1:

A RECH2:

Bi net ,

et al.

The cel lul ar host mnust support the RObust Header
Conpressi on (ROHC) RTP Profile (0x0001) and the ROHC UDP
Profile (0x0002) for IPv6 [RFC5795]. O her ROHC profiles
may be support ed.

Bandwi dth in cellul ar networks nust be optinized as nuch
as possible. ROHC provides a solution to reduce
bandwi dt h consunption and to reduce the inpact of having
bi gger packet headers in | Pv6 conpared to | Pv4.

The "RTP/ UDP/ | P* ROHC profile (0x0001) to conpress RTP
packets and the "UDP/ I P* ROHC profile (0x0002) to
conpress Real -tinme Transport Control Protocol (RTCP)
packets are required for VOLTE by Section 4.1 of

IR 92.7.0 [IR92]. Note, [IR92] indicates that the host
nmust be able to apply the conpression to packets that
are carried over the voi ce-medi a-dedi cated radi o bearer

The cel lul ar host shoul d support PCP [ RFC6887] .
The support of PCP is seen as a driver to save battery
consunption exacerbated by keep-alive nessages. PCP

al so gives the possibility of enabling incomng
connections to the cellular device. |ndeed, because
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several stateful devices may be deployed in wreless
networks (e.g., NAT64 and/or |1Pv6 Firewalls), PCP can be
used by the cellular host to control network-based NAT64
and I Pv6 Firewall functions that will reduce per-
application signaling and save battery consunpti on.

According to [Power], the consunption of a cellular
device with a keep-alive interval equal to 20 seconds
(which is the default value in [RFC3948], for exanple)
is 29 M (26 / 34 mA (3G . This consunption is reduced
to 16 mMA (2G / 24 mA (3G when the interval is
increased to 40 seconds, to 9.1 mA (2QG / 16 mA (3Q if
the interval is equal to 150 seconds, and to 7.3 nmA (20
/ 14 mA (3G if the interval is equal to 180 seconds.
VWhen no keep-alive is issued, the consunption would be
5.2 mMA (2G / 6.1 mA (3G . The inpact of keepalive
messages woul d be nore severe if nultiple applications
are issuing those nessages (e.g., SIP, |Psec, etc.).

Depl oyi ng PCP all ows cellul ar hosts to nanage protocols
that convey | P addresses and/or port nunmbers (see
Section 2.2 of [RFC6889]) w thout requiring Application
Level Gateways (ALGs) to be enabled at the network side
(e.g., NAT64). Avoiding soliciting ALGs nmakes it easier
to develop a service wi thout any adherence with the
underlying transport networKk.

In order for host-based validation of DNS Security

Ext ensi ons (DNSSEC) to continue to function in an |IPv6-only
connectivity with NAT64 depl oynent context, the cellul ar
host shoul d embed a DNS64 function ([ RFC6147]).

This is called "DNS64 in stub-resolver node" in
[ RFC6147] .

As discussed in Section 5.5 of [RFC6147], a security-
aware and validating host has to performthe DNS64
function |l ocally.

Because synthetic AAAA records cannot be successfully
validated in a host, |earning the PREFI X64 used to
construct |Pv4-converted | Pv6 addresses allows the use
of DNSSEC [ RFC4033] [ RFC4034] [RFC4035]. Means to
configure or discover a PREFI X64 are required on the
cellul ar device as discussed in C RECHT.
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[ RFC7051] di scusses why a security-aware and vali dating
host has to performthe DNS64 function |ocally and why
it has to be able to |l earn the proper PREFI X64(s).

A REC#4: \When the cellular host is dual-stack connected (i.e.,
configured with an | Pv4 address and | Pv6 prefix), it should
support means to prefer a native |IPv6 connection over a
connecti on established through translation devices (e.qg.,
NAT44 and NAT64).

When both I Pv4 and | Pv6 DNS servers are configured, a
dual -stack host nust first contact its | Pv6 DNS server
This preference allows it to offload | Pv4-only DNS
servers.

Cel lul ar hosts should follow the procedure specified in
[ RFC6724] for source address sel ection

Security Considerations

The security considerations identified in [ RFC7066] and [ RFC6459] are
to be taken into account.

In the case of cellular CE routers, conpliance with L _REC#3 entails
compliance with [ RFC7084], which in turn recomrends conpliance with
Recommended Sinple Security Capabilities in Custonmer Prem ses

Equi pnrent (CPE) for Providing Residential I1Pv6 Internet Service

[ RFC6092]. Therefore, the security considerations in Section 6 of

[ RFC6092] are relevant. |In particular, it bears repeating here that
the true inpact of stateful filtering may be a reduction in security
and that the | ETF nmakes no statenent, expressed or inplied, as to
whet her using the capabilities described in any of these docunents
ultimately inproves security for any individual users or for the
Internet community as a whol e.

The cel lul ar host nust be able to generate | Pv6 addresses that
preserve privacy. The activation of the privacy extension (e.qg.,
usi ng [ RFC7217]) makes it nmore difficult to track a host over tine
when conpared to using a permanent Interface ldentifier. Tracking a
host is still possible based on the first 64 bits of the | Pv6
address. Means to prevent agai nst such tracking i ssues nmay be
enabled in the network side. Note, privacy extensions are required
by regul atory bodies in some countries.

Host - based val i dati on of DNSSEC is discussed in A RECH3 (see
Section 4).
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