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I nt roducti on

The I ETF Opus codec is a |lowlatency audio codec optim zed for both
voi ce and general - purpose audio. See [RFC6716] for technica
details. This docunent defines the encapsulation of Qpus in a
continuous, |ogical Ogg bitstream [ RFC3533]. (Ogg encapsul ation
provides Opus with a long-term storage format supporting all of the
essential features, including netadata, fast and accurate seeking,
corruption detection, recapture after errors, |ow overhead, and the
ability to nmultiplex Oous with other codecs (including video) with
m nimal buffering. It also provides a |live streanable format capabl e
of delivery over a reliable streamoriented transport, w thout
requiring all the data (or even the total length of the data)
up-front, in a formthat is identical to the on-disk storage format.

Qgg bitstreans are made up of a series of "pages", each of which
contains data fromone or nore "packets". Pages are the fundanental
unit of multiplexing in an Ogg stream [Each page is associated with
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a particular |ogical streamand contains a capture pattern and
checksum flags to mark the begi nning and end of the |ogical stream
and a "granule position"” that represents an absolute position in the
stream to aid seeking. A single page can contain up to 65, 025
octets of packet data fromup to 255 different packets. Packets can
be split arbitrarily across pages and continued from one page to the
next (allow ng packets nmuch larger than would fit on a single page).
Each page contains "lacing values" that indicate how the data is
partitioned into packets, allowi ng a demultiplexer (denuxer) to
recover the packet boundaries wi thout exam ning the encoded data. A
packet is said to "conplete" on a page when the page contains the
final lacing value corresponding to that packet.

Thi s encapsul ati on defines the contents of the packet data, including
the necessary headers, the organization of those packets into a

| ogi cal stream and the interpretation of the codec-specific granule
position field. It does not attenpt to describe or specify the
existing Ogg container format. Readers unfamiliar with the basic
concepts nentioned above are encouraged to review the details in

[ RFC3533] .

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119] .
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3. Packet Organization

An Ogg Opus streamis organi zed as follows (see Figure 1 for an

exanpl e).
Page O Pages 1 ... n Pages (n+1)
------------ I S i S N e I I IR
I A I B - || ||
S S I R L I e + +-----
| |1 D Header|| || Comment Header || || Audi o Data Packet 1]
S H o e L I I e R + -----
[ I 1 || ||
+---t -+ S i + - + +--
N

Mandat ory Page Break
D header is contained on a single page
Begi nning O Streamn
Figure 1: Exanple Packet Organization for a Logical Ogg Opus Stream

There are two nandatory header packets. The first packet in the

| ogi cal Ogg bitstream MJST contain the identification (ID) header,

whi ch uniquely identifies a streamas Qpus audio. The format of this
header is defined in Section 5.1. It is placed alone (w thout any

ot her packet data) on the first page of the logical Ogyg bitstream and
conpl etes on that page. This page has its ’'beginning of stream flag
set.

The second packet in the logical Ogg bitstream MIST contain the
comrent header, which contains user-supplied netadata. The format of
this header is defined in Section 5.2. 1t MAY span nultiple pages,
begi nning on the second page of the |ogical stream However many
pages it spans, the comment header packet MJST finish the page on
which it conpletes.

Al'l subsequent pages are audi o data pages, and the QOgg packets they
contain are audi o data packets. Each audi o data packet contains one
Qous packet for each of N different streans, where Nis typically one
for nmono or stereo, but MAY be greater than one for multichanne
audio. The value Nis specified in the |ID header (see

Section 5.1.1), and is fixed over the entire length of the |ogica

Qgg bitstream
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The first (N - 1) Opus packets, if any, are packed one after another
into the Ogg packet, using the self-delimting fram ng from
Appendi x B of [RFC6716]. The remaining Opus packet is packed at the
end of the Ogg packet using the regular, undelimted fram ng from
Section 3 of [RFC6716]. Al of the Cpus packets in a single Ogg
packet MJUST be constrained to have the sane duration. An

i mpl ementation of this specification SHOULD treat any Opus packet
whose duration is different fromthat of the first Qpus packet in an
Qgg packet as if it were a mal forned Qpus packet with an invalid
Table OF Contents (TOC) sequence.

The TOC sequence at the beginning of each Qpus packet indicates the
codi ng node, audi o bandw dth, channel count, duration (frame size),
and nunber of franes per packet, as described in Section 3.1

of [RFC6716]. The coding node is one of SILK, Hybrid, or Constrained
Energy Lapped Transform (CELT). The conbi nati on of codi ng node,
audi o bandwi dth, and frane size is referred to as the configuration
of an Opus packet.

Packets are placed into Oyg pages in order until the end of stream
Audi o data packets night span page boundaries. The first audio data
page coul d have the 'continued packet’ flag set (indicating the first
audi o data packet is continued froma previous page) if, for exanple,
it was a live streamjoined m d-broadcast, with the headers pasted on
the front. |If a page has the ’'continued packet’ flag set and one of
the following conditions is also true:

o the previous page with packet data does not end in a continued
packet (does not end with a | acing value of 255) OR

o the page sequence nunbers are not consecutive,

then a demuxer MJUST NOT attenpt to decode the data for the first
packet on the page unl ess the dermuxer has sone special know edge that
would allow it to interpret this data despite the nissing pieces. An
i npl ementation MJUST treat a zero-octet audio data packet as if it
were a mal fornmed Qpus packet as described in Section 3.4

of [RFC6716].

A logical streamends with a page with the 'end of streami flag set,
but inplenentations need to be prepared to deal with truncated
streans that do not have a page marked 'end of streami. There is no
reason for the final packet on the |last page to be a continued
packet, i.e., for the final lacing value to be 255. However,
demuxers m ght encounter such streans, possibly as the result of a
transfer that did not conplete or of corruption. |[If a packet
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continues onto a subsequent page (i.e., when the page ends with a
| aci ng val ue of 255) and one of the followi ng conditions is also
true:

o0 the next page with packet data does not have the ’'continued
packet’ flag set, OR

o there is no next page with packet data, OR
o the page sequence nunbers are not consecutive,

then a demuxer MJUST NOT attenpt to decode the data fromthat packet
unl ess the demuxer has sone special know edge that would allow it to
interpret this data despite the m ssing pieces. There MJST NOT be
any nore pages in an Qpus logical bitstreamafter a page marked ’end
of streamn.

4., Ganule Position

The granul e position MIST be zero for the I D header page and the page
where the comment header conpletes. That is, the first page in the

| ogi cal stream and the | ast header page before the first audio data
page both have a granul e position of zero.

The granul e position of an audi o data page encodes the total nunber
of PCM sanples in the streamup to and including the last fully
decodabl e sanple fromthe | ast packet conpleted on that page. The
granul e position of the first audio data page will usually be |arger
than zero, as described in Section 4.5.

A page that is entirely spanned by a single packet (that conpletes on
a subsequent page) has no granule position, and the granule position
field is set to the special value '-1" in twd' s conpl enent.

The granul e position of an audio data page is in units of PCM audio
sanples at a fixed rate of 48 kHz (per channel; a stereo streanis
granul e position does not increment at tw ce the speed of a nono
stream). It is possible to run an Opus decoder at other sanpling
rates, but all Opus packets encode sanples at a sanpling rate that
evenly divides 48 kHz. Therefore, the value in the granule position
field always counts sanples assuning a 48 kHz decoding rate, and the
rest of this specification nakes the sane assunption.

The duration of an Opus packet as defined in [RFC6716] can be any
multiple of 2.5 nms, up to a maxi mumof 120 ns. This duration is
encoded in the TOC sequence at the begi nning of each packet. The
nunber of sanples returned by a decoder corresponds to this duration
exactly, even for the first few packets. For exanple, a 20 nms packet
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fed to a decoder running at 48 kHz will always return 960 sanples. A
demuxer can parse the TOC sequence at the begi nning of each Ogg
packet to work backwards or forwards froma packet with a known
granul e position (i.e., the | ast packet conpleted on sone page) in
order to assign granule positions to every packet, or even every

i ndi vi dual sanmple. The one exception is the |last page in the stream
as described bel ow.

Al'l other pages with conpl eted packets after the first MJST have a
granul e position equal to the nunber of sanples contained in packets
that conplete on that page plus the granule position of the nost
recent page with conpl eted packets. This guarantees that a denuxer
can assign individual packets the same granul e position when worKking
forwards as when worki ng backwards. For this to work, there cannot
be any gaps.

4.1. Repairing Gaps in Real -Tine Streans

In order to support capturing a real-time streamthat has |ost or not
transmtted packets, a multiplexer (rmuxer) SHOULD emt packets that
explicitly request the use of Packet Loss Conceal ment (PLC) in place
of the m ssing packets. Inplenentations that fail to do so stil

MUST NOT increnent the granule position for a page by anything ot her
than the nunber of sanples contained in packets that actually

conpl ete on that page

Only gaps that are a multiple of 2.5 ns are repairable, as these are
the only durations that can be created by packet |oss or

di sconti nuous transm ssion. Mixers need not handl e other gap sizes.
Creating the necessary packets involves synthesizing a TOC byte
(defined in Section 3.1 of [RFC6716]) -- and whatever additiona
internal framng is needed -- to indicate the packet duration for
each stream The actual |ength of each m ssing Qpus franme inside the
packet is zero bytes, as defined in Section 3.2.1 of [RFC6716].

Zero-byte frames MAY be packed into packets using any of codes 0, 1
2, or 3. Wen successive frames have the sane configuration, the

hi gher code packi ngs reduce overhead. Likew se, if the TOC
configuration matches, the nuxer MAY further conbine the enpty franes
wi th previous or subsequent nonzero-length franmes (using code 2 or
variable bitrate (VBR) code 3).

[ RFC6716] does not inpose any requirements on the PLC, but this
section outlines choices that are expected to have a positive

i nfluence on nmost PLC i npl ementations, including the reference

i npl ementation. Synthesized TOC sequences SHOULD mmi ntain the sane
node, audi o bandw dth, channel count, and frane size as the previous
packet (if any). This is the sinplest and usually the nost well -
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tested case for the PLC to handle and it covers all |osses that do
not include a configuration switch, as defined in Section 4.5
of [RFC6716].

When a previous packet is avail abl e, keeping the audi o bandw dth and
channel count the same allows the PLC to provide maxi num continuity
in the conceal ment data it generates. However, if the size of the
gap is not a multiple of the nost recent frame size, then the frame
size will have to change for at |east sone frames. Such changes
SHOULD be del ayed as | ong as possible to sinplify things for PLC

i npl enent ati ons.

As an example, a 95 nms gap could be encoded as nineteen 5 ns franes
in tw bytes with a single constant bitrate (CBR) code 3 packet. |If
the previous frane size was 20 nms, using four 20 ns franes foll owed
by three 5 ns franes requires 4 bytes (plus an extra byte of QOgg

| aci ng overhead), but allows the PLCto use its well-tested steady
state behavior for as long as possible. The total bitrate of the

| atter approach, including Ogg overhead, is about 0.4 kbps, so the

i mpact on file size is mninmal

Changi ng nodes is discouraged, since this causes sone decoder

i npl ementations to reset their PLC state. However, SILK and Hybrid
nmode frames cannot fill gaps that are not a multiple of 10 ns. |If
switching to CELT node is needed to match the gap size, a nuxer
SHOULD do so at the end of the gap to allow the PLC to function for
as | ong as possible.

In the exanpl e above, if the previous frame was a 20 ns S| LK node
frane, the better solution is to synthesize a packet describing four
20 ms SILK frames, followed by a packet with a single 10 ns SILK
frane, and finally a packet with a 5 ns CELT frame, to fill the 95 ns
gap. This also requires four bytes to describe the synthesized
packet data (two bytes for a CBR code 3 and one byte each for two
code 0 packets) but three bytes of Ogg | acing overhead are needed to
mar k the packet boundaries. At 0.6 kbps, this is still a mninal
bitrate inpact over a naive, lowquality solution

Si nce medi um band audio is an option only in the SILK npbde, w deband
frames SHOULD be generated if switching fromthat configuration to
CELT node, to ensure that any PLC inplenmentation that does try to
mgrate state between the nodes will be able to preserve all of the
avai | abl e audi o bandw dt h.
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4.2. Pre-skip

There is sone ampunt of |atency introduced during the decoding
process, to allow for overlap in the CELT node, stereo mixing in the
SI LK node, and resanpling. The encoder m ght have introduced

addi tional |atency through its own resanpling and anal ysis (though
the exact anpunt is not specified). Therefore, the first few sanples
produced by the decoder do not correspond to real input audio, but
are instead conposed of padding inserted by the encoder to conpensate
for this |l atency. These sanples need to be stored and decoded, as
Qpus is an asynptotically convergent predictive codec, neaning the
decoded contents of each frame depend on the recent history of
decoder inputs. However, a player will want to skip these sanples
after decodi ng them

A 'pre-skip’ field in the ID header (see Section 5.1) signals the
nunber of sanples that SHOULD be ski pped (decoded but di scarded) at
the beginning of the stream though sone specific applications night
have a reason for |ooking at that data. This anpbunt need not be a
multiple of 2.5 ms, MAY be smaller than a single packet, or MAY span
the contents of several packets. These sanples are not valid audio.

For exanple, if the first Cpus frane uses the CELT node, it wll

al ways produce 120 sanpl es of wi ndowed overl ap-add data. However,
the overlap data is initially all zeros (since there is no prior
frane), neaning this cannot, in general, accurately represent the
original audio. The SILK node requires additional delay to account
for its analysis and resanpling | atency. The encoder del ays the
original audio to avoid this probl em

The "pre-skip’ field MAY al so be used to perform sanpl e-accurate

croppi ng of already encoded streans. In this case, a value of at
| east 3840 samples (80 ns) provides sufficient history to the decoder
that it will have converged before the stream s out put begins

4.3. PCM Sanpl e Position

The PCM sanple position is determ ned fromthe granul e position using
the follow ng formul a:

"PCM sanpl e position’ = 'granule position’ - 'pre-skip
For exanple, if the granule position of the first audio data page is

59,971, and the pre-skip is 11,971, then the PCM sanpl e position of
the | ast decoded sanple fromthat page is 48, 000.
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4. 4.

4. 5.

Ter

This can be converted into a playback tine using the follow ng
f or mul a:

" PCM sanpl e position
"playback time’ = -------------o--o
48000.0

The initial PCM sanple position before any sanples are played is
normally *0’. In this case, the PCM sample position of the first
audi o sanple to be played starts at '1', because it marks the tinme on
the clock _after_ that sanple has been played, and a streamthat is
exactly one second |ong has a final PCM sanple position of '48000

as in the exanpl e here.

Vorbis streams use a granule position smaller than the nunmber of
audi o sanples contained in the first audio data page to indicate that
sone of those sanples are trimed fromthe output (see
[VORBIS-TRIM). However, to do so, Vorbis requires that the first
audi o data page contains exactly two packets, in order to allow the
decoder to perform PCM position adjustnments before needing to return
any PCM data. Qpus uses the pre-skip nmechanismfor this purpose

i nstead, since the encoder might introduce nore than a single
packet’s worth of | atency, and since very |large packets in streans
with a very large nunber of channels mght not fit on a single page.

End Tri mm ng

The page with the "end of streami flag set MAY have a granul e
position that indicates the page contains |ess audio data than woul d
normal |y be returned by decoding up through the final packet. This
is used to end the stream somewhere other than an even frane
boundary. The granul e position of the nbst recent audi o data page
with conpl eted packets is used to nake this determination, or "0 is
used if there were no previous audi o data pages with a conpl eted
packet. The difference between these granul e positions indicates how
many sanples to keep after decoding the packets that conpleted on the
final page. The renmining sanples are discarded. The nunber of

di scarded sanpl es SHOULD be no | arger than the nunmber decoded from
the | ast packet.

Restrictions on the Initial Ganule Position

The granul e position of the first audio data page with a conpl eted
packet MAY be | arger than the nunber of samples contained in packets
that conplete on that page. However, it MJST NOT be smaller, unless
that page has the "end of stream flag set. Allowing a granule
position larger than the nunber of sanples allows the beginning of a
streamto be cropped or a live streamto be joined without rewiting
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4.

6

the granul e position of all the remaining pages. This neans that the
PCM sampl e position just before the first sanple to be played MAY be
larger than "0’. Synchroni zati on when multiplexing with other

| ogi cal streanms still uses the PCM sanple position relative to 0 to
conpute sanple tines. This does not affect the behavior of pre-skip:
exactly ’'pre-skip’ sanples SHOULD be skipped from the begi nning of
the decoded output, even if the initial PCMsanple position is
greater than zero

On the other hand, a granule position that is smaller than the nunber
of decoded sanpl es prevents a denuxer from working backwards to

assi gn each packet or each individual sanple a valid granule
position, since granule positions are non-negative. An

i npl ementation MJUST treat any streamas invalid if the granule
position is smaller than the nunber of sanples contained in packets
that conplete on the first audio data page with a conpl eted packet,
unl ess that page has the 'end of streami flag set. It MAY defer this
action until it decodes the |ast packet conpleted on that page.

If that page has the 'end of streanmi flag set, a dermuxer MUST treat
any streamas invalid if its granule position is smaller than the
"pre-skip’ anmpbunt. This would indicate that there are nore sanpl es
to be skipped fromthe initial decoded output than exist in the
stream |If the granule position is smaller than the nunber of
decoded sanpl es produced by the packets that conplete on that page,
then a demuxer MJST use an initial granule position of 0, and can

work forwards from’0 to timestanp individual packets. |If the
granul e position is larger than the nunber of decoded sanpl es
avai |l abl e, then the denuxer MJST still work backwards as described

above, even if the 'end of streanmi flag is set, to deternine the
initial granule position, and thus the initial PCM sanple position
Both of these will be greater than "0’ in this case.

Seeking and Pre-roll

Seeking in Ogg files is best perforned using a bisection search for a
page whose granul e position corresponds to a PCM position at or
before the seek target. Wth appropriately wei ghted bisection,
accurate seeking can be perforned in just one or two bisections on
average, even in nulti-gigabyte files. See [SEEKING for an exanple
of general inplenentation gui dance.

When seeking within an Ogg Opus stream an inplenentati on SHOULD
start decodi ng (and discarding the output) at |east 3840 sanpl es
(80 ns) prior to the seek target in order to ensure that the output
audio is correct by the tine it reaches the seek target. This
"pre-roll" is separate from and unrelated to, the pre-skip used at
the beginning of the stream |If the point 80 ns prior to the seek
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target cones before the initial PCM sanple position, an

i mpl ement ati on SHOULD start decoding fromthe begi nning of the
stream applying pre-skip as normal, regardl ess of whether the pre-
skip is larger or smaller than 80 ns, and then continue to discard
sanples to reach the seek target (if any).

5. Header Packets

An Ogg Opus | ogical stream contains exactly two mandatory header
packets: an identification header and a comment header.

5.1. ldentification Header

0 1 2 3
01234567890123456789012345678901
Bl o T R ik st T o e b i T o S S e S it eI
e | P | u | s |
B o e e i i i S S i st S N e S
'H | e | a | L |
I o T e s i s it T e R I i cT I SR S I SR
Version = 1 | Channel Count | Pre-skip |
Bl o T R ik st T o e b i T o S S e S it eI
I nput Sanple Rate (Hz) |
B o e e e i i i S e L it i NI S
Qutput Gain (Q7.8 in dB) | Mapping Fam |y| |

B T T T S i s S S S e R e T :
Opti onal Channel Mapping Table. .. :

T T S S e e i S S U S S AR Tk ok e

e+ +— +— +— +— +

Figure 2: | D Header Packet

The fields in the identification (ID) header have the foll ow ng
meani ng:

1. Magic Signature:
This is an 8-octet (64-bit) field that all ows codec

identification and is human readable. It contains, in order, the
magi ¢ nunbers:

Ox4F ' O
0x70 'p’
0x75 ' u’
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0x73 's’
0x48 'H
0x65 e’
0x61 ' a’
0x64 ' d’

Starting with "Op" hel ps distinguish it fromaudi o data packets,
as this is an invalid TOC sequence.

2. Version (8 bits, unsigned):

The version nunber MUST always be '1' for this version of the
encapsul ati on specification. |nplenentations SHOULD treat
streans where the upper four bits of the version nunber nmatch
that of a recognized specification as backwards conpatible with
that specification. That is, the version nunber can be split
into "major" and "mnor" version sub-fields, with changes to the
m nor sub-field (in the |lower four bits) signaling conpatible
changes. For exanple, an inplenentation of this specification
SHOULD accept any streamw th a version nunber of '15 or |ess,
and SHOULD assume any streamwi th a version nunber '16" or
greater is incompatible. The initial version '1' was chosen to
keep inplenentations fromrelying on this octet as a nul

term nator for the "QpusHead" string.

3. CQutput Channel Count 'C (8 bits, unsigned):

This is the nunber of output channels. This m ght be different
than the nunber of encoded channels, which can change on a
packet - by- packet basis. This value MJUST NOT be zero. The

maxi mum al | owabl e val ue depends on the channel mapping famly,
and nmight be as large as 255. See Section 5.1.1 for details.

4. Pre-skip (16 bits, unsigned, little endian):

This is the nunber of sanples (at 48 kHz) to discard fromthe
decoder output when starting playback, and al so the nunber to
subtract froma page’'s granule position to calculate its PCM
sanpl e position. VWhen cropping the beginning of existing Ogg
Qpus streans, a pre-skip of at least 3,840 sanples (80 ms) is
RECOMVENDED t o ensure conpl ete convergence in the decoder
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5. Input Sanple Rate (32 bits, unsigned, little endian):

This is the sanple rate of the original input (before encoding),
in Hz. This fieldis not_the sanple rate to use for playback
of the encoded data.

Qpus can switch between internal audio bandw dths of 4, 6, 8, 12,
and 20 kHz. Each packet in the stream can have a different audio
bandwi dth. Regardless of the audi o bandw dth, the reference
decoder supports decoding any streamat a sanple rate of 8, 12
16, 24, or 48 kHz. The original sanple rate of the audi o passed
to the encoder is not preserved by the | ossy conpression

An Ogg Opus pl ayer SHOULD sel ect the playback sample rate
according to the foll owi ng procedure:

1. If the hardware supports 48 kHz pl ayback, decode at 48 kHz.

2. Oherwise, if the hardware’s hi ghest available sanple rate is
a supported rate, decode at this sanple rate.

3. Oherwise, if the hardware’s hi ghest available sanple rate is
| ess than 48 kHz, decode at the next higher Cpus supported
rate above the highest available hardware rate and resanpl e.

4. O herw se, decode at 48 kHz and resanpl e.

However, the ’'input sanple rate’ field allows the nmuxer to pass
the sanple rate of the original input streamas netadata. This
is useful when the user requires the output sanple rate to match
the i nput sanple rate. For exanple, when not playing the output,
an inplementation witing PCM format sanples to di sk m ght choose
to resanple the audio back to the original input sanple rate to
reduce surprise to the user, who m ght reasonably expect to get
back a file with the sane sanple rate.

A value of zero indicates "unspecified'. Mxers SHOULD wite the
actual input sample rate or zero, but inplenentations that do
something with this field SHOULD take care to behave sanely if
given crazy values (e.g., do not actually upsanple the output to
10 MHz if requested). |Inplenentations SHOULD support input
sanpl e rates between 8 kHz and 192 kHz (inclusive). Rates
outside this range MAY be ignored by falling back to the default
rate of 48 kHz instead.
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6. CQutput Gain (16 bits, signed, little endian):

This is a gain to be applied when decoding. It is 20*I ogl0 of
the factor by which to scale the decoder output to achieve the
desired playback volune, stored in a 16-bit, signed, twd's
conpl enent fixed-point value with 8 fractional bits (i.e.

Q7.8 [ Q NOTATION] ).

To apply the gain, an inplenentation could use the foll ow ng:
sanpl e *= pow( 10, output_gain/ (20.0*256))
where 'output_gain’ is the raw 16-bit value fromthe header

Pl ayers and nedi a frameworks SHOULD apply it by default. If a
pl ayer chooses to apply any vol ume adj ustnent or gain
nmodi fi cation, such as the R128 TRACK GAIN (see Section 5.2), the
adj ustnent MUST be applied in addition to this output gain in
order to achieve playback at the normalized vol une.

A muxer SHOULD set this field to zero, and instead apply any gain
prior to encoding, when this is possible and does not conflict
with the user’s wishes. A nonzero output gain indicates the gain
was adjusted after encoding, or that a user wi shed to adjust the
gain for playback while preserving the ability to recover the
original signal anplitude

Al t hough the output gain has enornous range (+/- 128 dB, enough
to anplify inaudible sounds to the threshold of physical pain),
nost applications can only reasonably use a small portion of this
range around zero. The large range serves in part to ensure that
gain can always be | osslessly transferred between CpusHead and
R128 gain tags (see below) w thout saturating.

7. Channel Mapping Family (8 bits, unsigned):

This octet indicates the order and semantic meani ng of the output
channel s.

Each currently specified value of this octet indicates a napping
famly, which defines a set of allowed channel counts, and the
ordered set of channel nanes for each allowed channel count. The
details are described in Section 5.1.1

8. Channel WMapping Tabl e:

This tabl e defines the mapping from encoded streans to out put
channels. Its contents are specified in Section 5.1.1
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Al fields in the ID headers are REQUI RED, except for ’'channe

mappi ng table’, which MIST be onitted when the channel mapping famly
is 0, but is REQU RED ot herwi se. |Inplementations SHOULD treat a
streamas invalid if it contains an | D header that does not have
enough data for these fields, even if it contain a valid 'magic

signature’. Future versions of this specification, even backwards-
conpati bl e versions, mght include additional fields in the ID
header. |f an ID header has a conpatible major version, but a |arger

m nor version, an inplenentation MJUST NOT treat it as invalid for
containing additional data not specified here, provided it stil
conpl etes on the first page.

5.1.1. Channel Mapping

An Ogg Opus stream all ows mappi ng one nunber of Qpus streans (N) to a
possi bly |l arger nunber of decoded channels (M+ N) to yet another
nunber of output channels (C), which might be |arger or snmaller than
the nunber of decoded channels. The order and neani ng of these
channel s are defined by a channel mapping, which consists of the

" channel mapping famly’ octet and, for channel mapping famlies

other than famly 0, a 'channel mapping table’, as illustrated
in Figure 3.
0 1 2 3

01234567890123456789012345678901
+- - - - - - - -+
| Stream Count

T S el i it o (RIS CEE R R T S I R R R i R S S i i R it o SR

+- - +-
| Coupl ed Count | Channel Mappi ng. .
+++++++++++++++++++++++++++++++++

Fi gure 3: Channel WMapping Tabl e
The fields in the channel mapping table have the foll ow ng nmeaning:
1. Stream Count 'N (8 bits, unsigned):

This is the total nunmber of streams encoded in each Ogg packet.
This value is necessary to correctly parse the packed Opus
packets inside an Ogg packet, as described in Section 3. This
val ue MUST NOT be zero, as without at |east one Qpus packet with
a valid TOC sequence, a dermuxer cannot recover the duration of an

Qgg packet .

For channel mapping famly O, this value defaults to 1, and is
not coded.
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2. Coupled Stream Count 'M (8 bits, unsigned):

This is the nunber of streans whose decoders are to be configured
to produce two channels (stereo). This MJST be no larger than
the total nunber of streans, N

Each packet in an Qpus stream has an internal channel count of 1
or 2, which can change from packet to packet. This is selected
by the encoder depending on the bitrate and the audi o being
encoded. The original channel count of the audio passed to the
encoder is not necessarily preserved by the | ossy conpression

Regardl ess of the internal channel count, any Qpus stream can be
decoded as nono (a single channel) or stereo (two channel s) by
appropriate initialization of the decoder. The ’coupled stream
count’ field indicates that the decoders for the first M Qpus
streans are to be initialized for stereo (two-channel) output,
and the remaining (N - M decoders are to be initialized for nono
(a single channel) only. The total nunber of decoded channel s,
(M+ N), MIST be no |arger than 255, as there is no way to index
nmore channels than that in the channel mapping.

For channel mapping famly 0, this value defaults to (C - 1)
(i.e., 0 for nono and 1 for stereo), and is not coded.

3. Channel Mapping (8*C bits):

This contains one octet per output channel, indicating which
decoded channel is to be used for each one. Let 'index be the
val ue of this octet for a particular output channel. This value

MUST either be smaller than (M + N) or be the special value 255
If "index’ is less than 2*M the output MJST be taken from
decoding stream ('index' /2) as stereo and selecting the left
channel if ’index' is even, and the right channel if 'index' is
odd. If "index' is 2*Mor l|arger, but |less than 255, the output
MJUST be taken from decoding stream ('index’ - M as nono. |If
"index’ is 255, the correspondi ng out put channel MJST contain
pure sil ence.

The nunber of output channels, C, is not constrained to natch the
nunber of decoded channels (M+ N). A single index val ue MAY
appear multiple tinmes, i.e., the sane decoded channel night be
mapped to nultiple output channels. Sone decoded channel s m ght
not be assigned to any output channel, as well.
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For channel mapping famly 0, the first index defaults to 0, and
if C==2, the second index defaults to 1. Neither index is
coded.

After producing the output channels, the channel mapping fanmly
determ nes the semantic neaning of each one. There are three defined
mapping fanilies in this specification

5.1.1.1. Channel Mapping Fanmly O

Al l oned nurbers of channels: 1 or 2. RTP mapping. This is the sane
channel interpretation as [ RFC7587].

0 1 channel : nonophoni c (nono).
0 2 channels: stereo (left, right).
Speci al mapping: This channel nmapping famly also indicates that the
content consists of a single Qpus streamthat is stereo if and only
if C==2, with streamindex 0 mapped to output channel 0 (nono, or
| eft channel) and streamindex 1 nmapped to output channel 1 (right
channel) if stereo. Wen the 'channel nmapping famly' octet has this
val ue, the channel napping table MJST be omtted fromthe | D header
packet .

5.1.1.2. Channel Mapping Fanmly 1

Al l oned nunbers of channels: 1...8. Vorbis channel order (see
bel ow) .

Each channel is assigned to a speaker location in a conventiona
surround arrangenment. Specific |ocations depend on the number of
channel s, and are given below in order of the correspondi ng channe
i ndi ces.

o 1 channel: nonophonic (nono).

0 2 channels: stereo (left, right).

o0 3 channels: linear surround (left, center, right).

0 4 channel s: quadraphonic (front left, front right, rear left,
rear right).

o0 5 channels: 5.0 surround (front left, front center, front right,
rear left, rear right).
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0 6 channels: 5.1 surround (front left, front center, front right,
rear left, rear right, LFE)

0 7 channels: 6.1 surround (front left, front center, front right,
side left, side right, rear center, LFE)

o 8 channels: 7.1 surround (front left, front center, front right,
side left, side right, rear left, rear right, LFE)

This set of surround options and speaker | ocation orderings is the
same as those used by the Vorbis codec [VORBI S-MAPPING . The
ordering is different fromthe one used by the WAVE

[ WAVE- MULTI CHANNEL] and Free Lossl ess Audi o Codec (FLAC) [ FLAC]
formats, so correct ordering requires permutation of the output

channel s when decoding to or encoding fromthose formats. "LFE" here
refers to a Low Frequency Effects channel, often napped to a
subwoofer with no particular spatial position. |Inplenentations

SHOULD identify "side" or "rear" speaker |ocations with "surround"
and "back" as appropriate when interfacing with audio formats or
systens that prefer that term nol ogy.

5.1.1.3. Channel Mapping Fanmily 255
Al'l owed numbers of channels: 1...255. No defined channel meaning.

Channel s are unidentified. General-purpose players SHOULD NOT
attenpt to play these streans. O fline inplenentations MAY
deinterl eave the output into separate PCMfil es, one per channel
I mpl enent ati ons SHOULD NOT produce out put for channels napped to
stream i ndex 255 (pure silence) unless they have no other way to
i ndicate the index of non-silent channels.

5.1.1.4. Undefined Channel Mappi ngs

The remai ni ng channel napping famlies (2...254) are reserved. A
denuxer inplenmentation encountering a reserved ’'channel mapping
fam |y’ value SHOULD act as though the value is 255

5.1.1.5. Downmi xi ng

An Ogg Opus player MUST support any valid channel nmapping with a
channel mapping famly of 0 or 1, even if the nunber of channels does
not match the physically connected audi o hardware. Players SHOULD
perform channel mixing to increase or reduce the nunber of channels
as needed.
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| mpl enent ati ons MAY use the matrices in Figures 4 through 9 to

i mpl ement downmi xi ng from multi channel files using channel nmapping
famly 1 (Section 5.1.1.2), which are known to give acceptable
results for stereo. Matrices for 3 and 4 channels are normalized so
each coefficient row suns to 1 to avoid clipping. For 5 or nore
channel s, they are nornalized to 2 as a conprom se between clipping
and dynam ¢ range reduction

In these matrices the front-left and front-right channels are
general ly passed through directly. Wen a surround channel is split
between both the left and right stereo channels, coefficients are
chosen so their squares sumto 1, which hel ps preserve the perceived
intensity. Rear channels are mixed nmore diffusely or attenuated to
mai ntain focus on the front channels.

L out put
R out put

( 0.585786 * left + 0.414214 * center )
( 0.414214 * center + 0.585786 * right )

Exact coefficient values are 1 and 1/sqrt(2), multiplied by
1/(1 + 1/sqrt(2)) for normalization.

Figure 4: Stereo Downm x Matrix for the
Li near Surround Channel Mapping

/ o \ / FL\
| Loutput | | 0.422650 0.000000 0.366025 0.211325 | | FR |
| Routput | = | 0.000000 0.422650 0.211325 0.366025 | | RL |
\ I\ / \ RR/

Exact coefficient values are 1, sqrt(3)/2 and 1/2, multiplied by
1/(1 + sqrt(3)/2 + 1/2) for nornmalization

Figure 5: Stereo Downnmix Matrix for the Quadraphoni c Channel Mapping

/ FL\
I\ \ | FC |
| L] | 0.650802 0.460186 0.000000 0.563611 0.325401 | | FR |
| R| =] 0.000000 0.460186 0.650802 0.325401 0.563611 | | RL
AR A I | RR|
\ /

Exact coefficient values are 1, 1/sqrt(2), sqrt(3)/2 and 1/2,
multiplied by 2/(1 + 1/sqrt(2) + sqrt(3)/2 + 1/2) for normalization

Figure 6: Stereo Downnmix Matrix for the 5.0 Surround Mapping
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/ \
| 0.529067 0.374107 0.000000 O.458186 0.264534 0.374107 |
= | 0.000000 0.374107 0.529067 0.264534 0.458186 0.374107 |
\ /

MmO 00O

CYOTTT
| UL

— —_—— e — ~

Exact coefficient values are 1, 1/sqrt(2), sqrt(3)/2 and 1/2,
multiplied by 2/(1 + 1/sqrt(2) + sqrt(3)/2 + 1/2 + 1/sqrt(2)) for
normal i zat i on.

Figure 7: Stereo Downnix Matrix for the 5.1 Surround Mapping

\
. 455310 0. 321953 0. 000000 0. 394310 0.227655 0.278819 0. 321953
. 000000 0.321953 0.455310 0.227655 0.394310 0.278819 0. 321953

/

[oNe]

/
I
|
\

Exact coefficient values are 1, 1/sqrt(2), sqrt(3)/2, 1/2 and
sqrt(3)/2/sqrt(2), multiplied by 2/(1 + 1/sqrt(2) + sqrt(3)/2 + 1/2 +
sqrt(3)/2/sqrt(2) + 1/sqgrt(2)) for normalization. The coefficients
are in the same order as in Section 5.1.1.2 and the matrices above.

Figure 8: Stereo Downnix Matrix for the 6.1 Surround Mapping

/ \
| .388631 .274804 .000000 . 336565 .194316 . 336565 .194316 .274804
| .000000 .274804 .388631 .194316 . 336565 .194316 . 336565 .274804
\ /

Exact coefficient values are 1, 1/sqrt(2), sqrt(3)/2 and 1/2,
multiplied by 2/(2 + 2/sqgrt(2) + sqrt(3)) for nornalization. The
coefficients are in the same order as in Section 5.1.1.2 and the
mat ri ces above.

Figure 9: Stereo Downnix Matrix for the 7.1 Surround Mapping
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5.2. Comment Header

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| 1 O | 1 pl | 1 ul | 1 Sl |
T e i U SUp i S S S SR S S S
| 1 Ti | 1 ai | 1 gi | 1 Si |

B i s T T i i o S o T Ji I
| Vendor String Length |
R e s T o T S R El ok i R e e S S e o o s
: Vendor String... :
B i s T T i i o S o T Ji I
| User Comment List Length |
R e s T o T S R El ok i R e e S S e o o s
| User Comment #0 String Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
: User Comment #0 String... :
R e s T o T S R El ok i R e e S S e o o s
| User Comment #1 String Length |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Fi gure 10: Conment Header Packet
The comrent header consists of a 64-bit 'magic signature’ field,
followed by data in the sane format as the [ VORBI S- COMMVENT] header

used in Ogg Vorbis, except (like Ogg Theora and Speex) the final
"framng bit’ specified in the Vorbis specification is not present.

Terriberry, et al. St andards Track [ Page 22]



RFC 7845 Oyg Opus April 2016

1. Magic Signature:

This is an 8-octet (64-bit) field that all ows codec
identification and is human readable. It contains, in order, the
magi ¢ nunbers:

Ox4F ' O
0x70 ' p’
0x75 " u
0x73 's’
0x54 ' T
0x61 " a’
0x67 ' g’
0x73 's’

Starting with "Op" hel ps distinguish it fromaudi o data packets,
as this is an invalid TOC sequence.

2. Vendor String Length (32 bits, unsigned, little endian):

This field gives the length of the followi ng vendor string, in
octets. It MJST NOT indicate that the vendor string is |onger
than the rest of the packet.

3. Vendor String (variable Iength, UTF-8 vector):

This is a sinple human-readabl e tag for vendor infornation,
encoded as a UTF-8 string [RFC3629]. No terminating null octet
i s necessary.

This tag is intended to identify the codec encoder and
encapsul ati on i mpl enentations, for tracing differences in
techni cal behavior. User-facing applications can use the
" ENCODER user coment tag to identify thensel ves.
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4. User Comment List Length (32 bits, unsigned, little endian):

This field indicates the nunber of user-supplied comments. It
MAY indicate there are zero user-supplied coments, in which case
there are no additional fields in the packet. It MJST NOT

indicate that there are so many comrents that the conment string
| engths would require nore data than is available in the rest of
t he packet.

5. User Comment #i String Length (32 bits, unsigned, little endian):

This field gives the length of the followi ng user comment string,
in octets. There is one for each user conment indicated by the
"user comment list length’ field. It MJST NOT indicate that the
string is longer than the rest of the packet.

6. User Comment #i String (variable length, UTF-8 vector):

This field contains a single user comrent encoded as a UTF-8
string [ RFC3629]. There is one for each user conment indicated
by the "user comment list length field.

The ’'vendor string length’ and 'user comment list length’ fields are
REQUI RED, and inpl ementati ons SHOULD treat a streamas invalid if it
contains a comment header that does not have enough data for these
fields, or that does not contain enough data for the corresponding
vendor string or user conments they describe. Mking this check
before allocating the associated nenory to contain the data hel ps
prevent a possible Denial-of-Service (DoS) attack fromsmall coment
headers that claimto contain strings |longer than the entire packet
or nore user comments than could possibly fit in the packet.

I medi ately follow ng the user comment |ist, the comment header MAY
contain zero-padding or other binary data that is not specified here.
If the least-significant bit of the first byte of this data is 1
then editors SHOULD preserve the contents of this data when updating
the tags, but if this bit is 0, all such data MAY be treated as

paddi ng, and truncated or discarded as desired. This allows informa
experinentation with the format of this binary data until it can be
specified |l ater.

The comrent header can be arbitrarily large and m ght be spread over
a |l arge nunmber of (Ogg pages. |Inplenentations MJST avoid attenpting
to allocate excessive anmounts of menory when presented with a very

| arge comment header. To acconplish this, inplenmentations MAY treat
a streamas invalid if it has a comment header |arger than
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125, 829, 120 octets (120 MB), and MAY ignore individual conments that
are not fully contained within the first 61,440 octets of the conment
header .

5.2.1. Tag Definitions

The user comment strings follow the NAME=val ue fornmat described by
[ VORBI S- COWWENT] with the sane recommended tag nanes: ARTI ST, TITLE
DATE, ALBUM and so on

Two new comment tags are introduced here:
First, an optional gain for track normalization
R128 TRACK_ GAI N=-573

representing the volune shift needed to nornalize the track’s vol une
during isolated playback, in randomshuffle, and so on. The gainis
a Qr.8 fixed-point nunber in dB, as in the I D header’s ’output gain

field. This tag is simlar to the REPLAYGAIN TRACK GAIN tag in

Vor bi s [ REPLAY- GAI N], except that the normal volunme reference is the
[ EBU- R128] st andard.

Second, an optional gain for al bumnornmalization
R128_ALBUM GAI N=111

representing the volune shift needed to normalize the overall vol une
when played as part of a particular collection of tracks. The gain
is also a Q7.8 fixed-point nunber in dB, as in the ID header’s
"output gain’ field. The values '-573" and '111' given here are just
exanpl es.

An Ogg Opus stream MUST NOT have nore than one of each of these tags,
and, if present, their values MJST be an integer from-32768 to
32767, inclusive, represented in ASCII as a base 10 nunber with no
whi tespace. A leading '+ or '-' character is valid. Leading zeros
are also pernmitted, but the value MIST be represented by no nore than
6 characters. Qher non-digit characters MJST NOT be present.

If present, R128 TRACK GAIN and R128 ALBUM GAIN MJST correctly
represent the R128 normalization gain relative to the ’output gain

field specified in the ID header. |If a player chooses to nake use of
the R128 _TRACK GAIN tag or the R128 ALBUM GAIN tag, it MJIST apply
those gains _in addition_to the "output gain’ value. |If a too

nodi fies the ID header’s "output gain field, it MJST al so update or
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remove the R128_TRACK GAI N and R128_ALBUM GAI N comment tags if
present. A nuxer SHOULD place the gain it wants other tools to use
by default into the 'output gain’ field, and not the comrent tag.

To avoid confusion with nultiple normalization schenes, an Qpus
comrent header SHOULD NOT contain any of the REPLAYGAI N_TRACK_GAI N
REPLAYGAI N_TRACK_PEAK, REPLAYGAI N_ALBUM GAI N, or

REPLAYGAI N_ALBUM PEAK tags, unless they are only to be used in sone
context where there is guaranteed to be no such confusion

[ EBU-R128] nornmlization is preferred to the earlier REPLAYGAI N
schenes because of its clear definition and adopti on by industry.
Peak nornalizations are difficult to calculate reliably for |ossy
codecs because of variation in excursion heights due to decoder
differences. In the authors’ investigations, they were not applied
consistently or broadly enough to nerit inclusion here.

6. Packet Size Limts

Technically, valid Opus packets can be arbitrarily large due to the
paddi ng format, although the ampbunt of non-paddi ng data they can
contain is bounded. These packets might be spread over a simlarly
enor nous nunber of Ogg pages. Wen encoding, inplenentations SHOULD
limt the use of padding in audio data packets to no nore than is
necessary to nmake a VBR stream CBR, unl ess they have no reasonabl e
way to determine what is necessary. Denuxers SHOULD treat audio data
packets as invalid (treat themas if they were mal formed Opus packets
with an invalid TOC sequence) if they are |arger than 61, 440 octets
per Opus stream unless they have a specific reason for allow ng
extra paddi ng. Such packets necessarily contain nore paddi ng than
needed to nake a stream CBR  Deruxers MJST avoid attenpting to

al | ocate excessive amounts of nenory when presented with a very |arge
packet. Deruxers MAY treat audi o data packets as invalid or
partially process themif they are |arger than 61,440 octets in an
Ogg Opus streamw th channel mapping famlies 0 or 1. Denuxers NAY
treat audi o data packets as invalid or partially process themin any
Qgg Qpus streamif the packet is larger than 61,440 octets and al so

| arger than 7,680 octets per Qpus stream The presence of an
extrenely |l arge packet in the streamcould indicate a nenory
exhaustion attack or stream corruption

In an Ogg Qpus stream the |argest possible valid packet that does
not use padding has a size of (61,298*N - 2) octets. Wth

255 streans, this is 15,630,988 octets and can span up to 61,298 (Ogg
pages, all but one of which will have a granule position of -1. This
is, of course, a very extrene packet, consisting of 255 streans, each
containing 120 ns of audio encoded as 2.5 ns franes, each frane using
t he maxi mum possi bl e nunber of octets (1275) and stored in the | east
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efficient manner allowed (a VBR code 3 Qpus packet). Even in such a
packet, mpst of the data will be zeros as 2.5 ns frames cannot
actually use all 1275 octets.

The | argest packet consisting of entirely useful data is

(15,326*N - 2) octets. This corresponds to 120 nms of audi o encoded
as 10 ns frames in either SILK or Hybrid node, but at a data rate of
over 1 Mops, which nmakes little sense for the quality achieved.

A nore reasonable limt is (7,664*N - 2) octets. This corresponds to
120 ns of audi o encoded as 20 ns stereo CELT node franmes, with a
total bitrate just under 511 kbps (not counting the Ogg encapsul ation
overhead). For channel mapping family 1, N = 8 provides a reasonabl e
upper bound, as it allows for each of the 8 possible output channels
to be decoded froma separate stereo Cpus stream This gives a size
of 61,310 octets, which is rounded up to a nultiple of 1,024 octets
to yield the audi o data packet size of 61,440 octets that any

i mpl ementation is expected to be able to process successfully.

7. Encoder GCui del i nes

When encodi ng Opus streans, Ogg nuxers SHOULD take into account the
al gorithm c delay of the Opus encoder.

In encoders derived fromthe reference inplenentation [ RFC6716], the
nunber of sanples can be queried with

opus_encoder _ctl (encoder_state, OPUS CET LOOKAHEAD( &del ay sanpl es));

To achieve good quality in the very first sanples of a stream

i mpl ement ati ons MAY use linear predictive coding (LPC) extrapol ation
to generate at |least 120 extra sanples at the beginning to avoid the
Qpus encoder having to encode a discontinuous signal. For nore
information on linear prediction, see [LINEAR-PREDI CTION]. For an
input file containing 'length’ sanples, the inplenentati on SHOULD set
the 'pre-skip’ header value to (delay_sanples + extra_sanples),
encode at least (length + del ay_sanples + extra_sanples) sanples, and
set the granule position of the |ast page to

(length + del ay_sanples + extra_samples). This ensures that the
encoded file has the sane duration as the original, with no tine

of fset. The best way to pad the end of the streamis to also use LPC
extrapol ati on, but zero-padding is al so acceptabl e.
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1.

2

LPC Extrapol ation

The first step in LPC extrapolation is to conpute |inear prediction
coefficients [LPC-SAMPLE]. Wen extending the end of the signal,
order-N (typically with Nranging from8 to 40) LPC analysis is
performed on a wi ndow near the end of the signal. The last N samples
are used as nenory to an infinite inpulse response (IIR) filter

The filter is then applied on a zero input to extrapol ate the end of
the signal. Let "a(k)' be the kth LPC coefficient and 'x(n)' be the
nth sanple of the signal. Each new sanple past the end of the signa
is conmputed as

N

x(n) = a(k)*x(n - k)

I~ 1

k =1

The process is repeated i ndependently for each channel. It is
possi ble to extend the begi nning of the signal by applying the sane
process backward in tine. Wen extending the beginning of the
signal, it is best to apply a "fade in" to the extrapol ated signal,
e.g., by multiplying it by a half-Hanning w ndow [ HANNI NG .

Cont i nuous Chai ni ng

In sone applications, such as Internet radio, it is desirable to cut
a long streaminto smaller chains, e.g., so the coment header can be
updated. This can be done sinply by separating the input streans
into segments and encodi ng each segnment independently. The drawback
of this approach is that it creates a small discontinuity at the
boundary due to the | ossy nature of Qpus. A rmuxer MAY avoid this

di scontinuity by using the follow ng procedure:

1. Encode the last frane of the first segnment as an i ndependent
franme by turning off all forms of inter-frame prediction
De- enphasis is all owed.

2. Set the granule position of the |ast page to a point near the end
of the last frame.

3. Begin the second segnent with a copy of the last frane of the
first segnent.

4. Set the 'pre-skip value of the second streamin such a way as to
properly join the two streans.
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5. Continue the encoding process normally fromthere, w thout any
reset to the encoder.

In encoders derived fromthe reference inplenentation, inter-frane
prediction can be turned off by calling

opus_encoder _ctl (encoder_state, OPUS_SET_PREDI CTI ON_DI SABLED( 1)) ;

For best results, this inplenmentation requires that prediction be
explicitly enabl ed again before resum ng normal encodi ng, even after
a reset.

8. Security Considerations

I mpl enent ati ons of the Opus codec need to take appropriate security
considerations into account, as outlined in [RFC4732]. This is just
as much a problemfor the container as it is for the codec itself.
Mal i ci ous payl oads and/or input streans can be used to attack codec

i mpl erentations. | nplenentati ons MJUST NOT overrun their allocated
Menory nor consume excessive resources when decodi ng payl oads or
processing input streams. Although problenms in encoding applications

are typically rarer, this still applies to a nuxer, as
vul nerabilities would allow an attacker to attack transcoding
gat eways

Header parsing code contains the nost likely area for potenti al
overruns. It is inmportant for inplementations to ensure their
buffers contain enough data for all of the required fields before
attenpting to read it (for exanple, for all of the channel map data
in the ID header). Inplenmentations would do well to validate the

i ndi ces of the channel map, also, to ensure they neet all of the
restrictions outlined in Section 5.1.1, in order to avoid attenpting
to read data from channels that do not exist.

To avoi d excessive resource usage, we advise inplenentations to be
especially wary of streams that m ght cause themto process far nore
data than was actually transmtted. For exanple, a relatively snall
comrent header may contain values for the string |l engths or user
comrent list length that inply that it is many gi gabytes in size.
Even conputing the size of the required buffer could overflow a
32-bit integer, and actually attenpting to allocate such a buffer
before verifying it would be a reasonable size is a bad idea. After
readi ng the user comment |ist length, inplenentations night wish to
verify that the header contains at |east the ninimum anmount of data
for that many comrents (4 additional octets per conmment, to indicate
each has a length of zero) before proceeding any further, again
taking care to avoid overflow in these calculations. |f allocating
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an array of pointers to point at these strings, the size of the
poi nters may be larger than 4 octets, potentially requiring a
separate overfl ow check.

Anot her bug in this class we have observed nore than once invol ves
the handling of invalid data at the end of a stream Oten,
i mpl ementations will seek to the end of a streamto |ocate the |ast

timestanp in order to conpute its total duration. |If they do not
find a valid capture pattern and Ogg page fromthe desired | ogica
stream they will back up and try again. |If care is not taken to

avoi d re-scanning data that was al ready scanned, this search can
qui ckly devolve into sonething with a conplexity that is quadratic in
the amount of invalid data.

In general, when seeking, inplenentations will wish to be cautious
about the effects of invalid granule position values and ensure all
algorithms will continue to make progress and eventually ternminate,
even if these are missing or out of order

Li ke nost other container formats, Ogg Opus streams SHOULD NOT be
used with insecure ciphers or cipher nodes that are vulnerable to
known- pl ai ntext attacks. Elenents such as the Ogg page capture
pattern and the 'magic signature’ fields in the ID header and the
comment header all have easily predictable values, in addition to
various elenments of the codec data itself.

9. Content Type
An "Qgg OQpus file" consists of one or nore sequentially multiplexed
segnents, each containing exactly one Ogg Qpus stream The
RECOMVENDED mi me-type for Ogg Opus files is "audi o/ ogg"
If nmore specificity is desired, one MAY indicate the presence of Qpus
streans using the codecs paraneter defined in [ RFC6381] and
[ RFC5334], e.g.,

audi o/ ogg; codecs=opus

for an Ogg Opus file.
The RECOMMENDED fil enane extension for Oyg Opus files is '.opus’

When Qpus is concurrently nmultiplexed with other streans in an Ogg
cont ai ner, one SHOULD use one of the "audi o/ogg", "video/ogg", or
"application/ogg" mme-types, as defined in [RFC5334]. Such streans
are not strictly "Ogg Opus files" as described above, since they
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contain nore than a single Opus stream per sequentially nultiplexed
segnment, e.g., video or multiple audio tracks. In such cases, the
".opus’ filenanme extension is NOI RECOMMENDED

In either case, this docunment updates [RFC5334] to add "opus" as a
codecs paraneter value with char[8]: ' OpusHead' as Codec ldentifier

10. | ANA Consi der ati ons

Per this docunent, |ANA has updated the "Media Types" registry by
adding .opus as a file extension for "audi o/ogg" and adding itself as
a reference al ongsi de [ RFC5334] for "audi o/ ogg", "video/ogg", and
"application/ogg" Media Types.

Thi s docunent defines a new registry "Qpus Channel Mpping Famlies"
to indicate how the semanti c neani ngs of the channels in a nmulti-
channel Qpus stream are described. |ANA has created a new nanespace
of "Opus Channel Mapping Famlies". This registry is listed on the

| ANA Matrix. Modifications to this registry follow the
"Specification Required" registration policy as defined in [ RFC5226].
Each registry entry consists of a Channel Mpping Fam |y Nunber,
which is specified in decimal in the range 0 to 255, inclusive, and a
Ref erence (or list of references). Each Reference nust point to

suf ficient docunmentation to describe what information is coded in the
Opus identification header for this channel mapping fanmily, how a
demuxer determines the streamcount ("N ) and coupl ed stream count
(M) fromthis information, and how it determ nes the proper
interpretation of each of the decoded channels.

Thi s docunent defines three initial assignments for this registry.

B S, o m e e e e e e e maaaoo- +
| Value | Reference |
E o e e e e e e e oo - +
| O | RFC 7845, Section 5.1.1.1 |
I I I
| 1 | RFC 7845, Section 5.1.1.2 |
I I I
| 255 | RFC 7845, Section 5.1.1.3

The designated expert will deternmine if the Reference points to a
specification that neets the requirements for permanence and ready
availability laid out in [RFC5226] and whether it specifies the

i nformati on descri bed above with sufficient clarity to allow

i nt eroperabl e i npl enent ati ons.
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