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Abst r act

Federated identity is typically associated with web-based services at
present, but there is growing interest in its application in non-web-
based contexts. The goal of this meno is to docunent a selection of
the wide variety of these contexts whose user experience could be

i mproved through the use of technol ogi es based on the Application

Bri dgi ng for Federated Access Beyond web (ABFAB) architecture and
speci fications.
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1. Introduction

Federated identity facilitates the controlled sharing of information
about people (a.k.a. "principals"), comonly across organi zationa
boundaries. This avoids redundant registration of principals who
operate in and across nultiple domains, both reducing the

adm ni strative overhead for the organizations involved and i nproving
the usability of systenms for the principal. Sinmultaneously, it can
al so hel p address privacy-rel ated concerns, along with the regulatory
and statutory requirenments of sone jurisdictions

The information that is passed between organi zati ons may incl ude

aut hentication state and identity information that can be used for
many purposes, includi ng nmaki ng access managenent decisions. A
nunber of mechani sns support the transm ssion of this infornmation for
web- based scenarios in particular (e.g., the Security Assertion

Mar kup Language (SAM.) [OASI S.sam -profil es-2.0-0s]), but there is
significant interest in the nore general application of federated
identity to include non-web use cases. This docunent enunerates sone
of these use cases, describing how technol ogi es based on the ABFAB
architecture [RFC7831] and specifications could be used.
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3.

Cont ext of Use Cases

The use cases described in this docunment are a result of work |ed by
Jisc, the operator of the United Kingdonis education and research
network, responding to requirenents fromits community. These use
cases have al so been augnented by various inputs fromthe | ETF
conmuni ty.

The ABFAB architecture and specifications enabl es authentication and
aut hori zation to occur across organi zati onal boundaries. For many
applications, principals need not have pre-instantiated accounts that
their federated identity maps to before their first visit to that
application; the application can performthis process on the fly. 1In
cases where such accounts are required for particul ar applications,
the pre-provisioning process is out of scope; the ABFAB technol ogy
assunes that any such requirenents have already been fulfilled

St andar ds- based work of note that would assist with this
pre-provisioning of accounts includes the standards and

speci fications produced by the | ETF SCI M wor ki ng group

Use Cases

Thi s section describes sone of the various potential use cases where
t echnol ogi es based on the ABFAB architecture and specifications could
hel p i nprove the user experience; each includes a brief description
of how current technol ogies attenpt to solve the use cases and how
this could be inproved upon by ABFAB i npl enent ati ons.

1. doud Services

Cloud computing is energing as a comon way of provisioning
infrastructure services in an on-demand manner. These services are
typically offered as one of three nodels:

0 Ceneral infrastructure services such as conputing power, networks,
storage, and utilities ("Infrastructure as a Service", or |aaS)

o Software stacks or platforms such as database servers, web
servers, and application runtine environnents ("Platformas a
Service", or PaaS)

o0 Common application software such as enmail, shared storage,
busi ness applications such as Custoner Rel ationship Managenent
(CRM, or scientific applications ("Software as a Service",
or SaaS).
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3.

1.

In many cases, the provisioned cloud infrastructures and applications
need to be integrated with existing infrastructure of the

organi zation, and it is of course desirable if this could be achieved
in a way that allows business or scientific workflows to act across
infrastructure -- both across the cloud and in the |oca
infrastructure -- in as seam ess a manner as possi bl e.

There are two main areas where federated access fits in cloud
comput i ng:

o0 Using federation to help nedi ate access to cl oud-based application
services (e.g., cloud-provided email or CRM systens);

o0 Using federation to help medi ate access to the managenent of
cl oud- based infrastructure services.

1. doud-Based Application Services

Many organi zations are seeking to deliver services to their users
through the use of providers based in the "cloud". This is typically
motivated by a desire to avoid managenent and operation of comuodity
services that, through econom es of scale and so forth, can often be
delivered nore efficiently by such providers.

Many providers already provi de web-based access using conventi ona
federated authentication mechani snms -- for exanple, outsourced emnai
provi sion where federated access is enabl ed using "webnmail"
applications where access is nediated through the use of SAML

[OASI S. sam -profiles-2.0-0s]. This use of federated authentication
enabl es organi zations that consume cloud services to nore efficiently
orchestrate the delivery of these services to their users and al so
enabl es single sign-on to the services for these users.

Frequently, however, users will prefer to use desktop applications
that do not use web (i.e., based on HTTP) protocols. For exanple, a
desktop enail client may use a variety of non-web protocols,

i ncludi ng SMIP [ RFC5321], | MAP [ RFC3501], and the Post O fice
Protocol (POP) [RFC1939]. Sone cloud providers support access to
their services using non-web protocols; however, the authentication
mechani sns used by these protocols will typically require that the
provi der has access to the user’'s credentials -- i.e., non-federated.
Consequently, the provider will require that users’ credentials are
regul arly synchroni zed fromthe user organi zation to the provider,
with the obvious overhead this inparts on the organization along with
the obvious inplications for security and privacy, or else be

provi sioned directly by the provider to the user
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The latter approach of directly provisioning accounts may be
acceptable in the case where an organi zation has rel ationships with
only a small nunber of providers, but this approach may becone
untenabl e if an organi zati on obtains services from nmany providers.
Consequently, any organization with a requirenent to use non-web
protocols woul d prefer to make use of the credentials that they have
al ready provisioned their users with, and to utilize federated

aut hentication with non-web protocols to obtain access to cl oud-based
provi ders.

ABFAB coul d help in this context, as its specifications would enabl e
federated authentication for a variety of non-web protocols, thus
gaining the benefits of federated authentication without any of the
drawbacks that are currently experienced.

3.1.2. dCoud-Based Infrastructure Services

Typi cal laaS or PaaS cloud use cases deal with provisioning on-demand
cl oud- based infrastructure services that may include infrastructure
components such as conputing and storage resources, network
infrastructure, and other utilities. C oud-based virtualized
applications should ideally operate in the same way as regul ar
non-virtualized applications whilst allow ng managenent of the
virtual computing resources (scaling, migration, reconfiguration)

wi t hout changi ng the nmanagenent applications.

In many cases, noving applications or platfornms to the cloud may
require their redesigning/refactoring to support dynam c depl oynent
and configuration, including their security services, and

aut henti cati on and authorization services. These will typically
today be extensively based on manual setup and configuration of such
components and features as trusted certificates and trust anchors,
authorities and trusted services (both their |ocation and
certificates), attribute nanespaces, and poli cies.

ABFAB coul d help in this context as a way of noving fromthe nodel of
manual | y configured authentication and authorization towards a nore
easi |y managed systeminvolving federated trust and identity, and
ABFAB wi | | be applicable for a wide range of existing features (e.qg.,
connecting to a newWy provisioned Virtual Mchine through

ABFAB- enabl ed Secure Shell (SSH) [RFC4251] instead of having to
manual | y manage an administrative login to that machine).
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3.2. Hi gh-Performance Conputing

Hi gh- Per f ormance Computing (HPC) is a discipline that uses
superconput ers and conputer clusters to solve conplex conputation
problens; it is nost commonly associated with scientific research or
conput ati onal science.

Access to HPC resources, often nedi ated through technol ogi es such as
SSH, is typically managed t hrough the use of user digita
certificates [RFC5280] or through manual |y provisioned credentials
and accounts. This requires HPC operators to issue certificates or
accounts to users using a registration process that often duplicates
i dentity managenent processes that already exist within nost user
organi zations. The HPC comunity would like to utilize federated
identity to performboth the user registration and authentication
functions required to use HPC resources, and so reduce costs by
avoiding this duplication of effort.

The HPC community al so have the follow ng additional requiremnments:

o |Inprove business continuity: In the event of operational issues at
an HPC system at one organi zation (for exanple, a power failure),
users and jobs could be transparently noved to other HPC systens
wi t hout the overhead of having to nanage user credentials for
mul ti pl e organi zati ons;

o0 Establish "HPC as a service": Many organi zati ons who have invested
in HPC systens want to nake their systens easily available to
external custoners. Federated authentication facilitates this by
enabling these custonmers to use their existing identity
managemnent, user credentialing, and support processes;

o |Inprove the user experience: Authentication to HPC systens is
normal |y perforned using user digital certificates, which sone
users find difficult to use. Federated authentication can provide
a better user experience by allowi ng the use of other types of
credentials, without requiring technical nodifications to the HPC
systemto support these.

ABFAB could help in this context, as it could enable federated
aut hentication for many of the protocols and technol ogies currently
in use by HPC providers, such as SSH
3.3. Gid Infrastructure
Gids are large-scale distributed infrastructures, consisting of many

| oosely coupl ed, independently nanaged, and geographically
di stributed resources nanaged by organi zational |y i ndependent
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providers. Users of grids utilize these resources using grid

m ddl eware that allows themto submt and control conputing jobs,
mani pul at e datasets, conmunicate with other users, etc. These users
are organized into Virtual Organizations (VGs); each VO represents a
group of people working collaboratively on a cormon project. VGOs
facilitate both the managenent of their users and the neditation of
agreenments between their users and resource providers.

Aut henti cati on and authorization within nost grids are performnmed
using a Public Key Infrastructure, requiring each user to have an

X. 509 public-key certificate [ RFC5280]. Authentication is perforned
t hrough ownership of a particular certificate, while authorization
deci sions are nade based on the user’s identity (derived fromtheir
X. 509 certificate), menbership of a particular VO or additiona
informati on assigned to a user by a VO Wile efficient and

scal abl e, this approach has been found wanting in terns of usability
-- many users find certificates difficult to manage, for various
reasons.

One approach to aneliorating this issue, adopted to sone extent by
some grid comunities already, is to abstract away direct access to
certificates fromusers, instead using alternative authentication
mechani snms and t hen converting the credential provided by these into
standard grid certificates. Sonme inplenentations of this idea use
exi sting federated authentication techni ques. However, current

i mpl ement ati ons of this approach suffer froma nunber of problens,

not the least of which is the inability to use the federated
credentials used to authenticate to a credential -conversion portal to
al so directly authenticate to non-web resources such as SSH daenons.

The ability to use federated authentication directly through ABFAB,

wi t hout the use of a credential -conversion service, wuld all ow users
to authenticate to a grid and its associ ated services, allow ng them
to directly launch and control conputing jobs, all w thout having to
manage, or even see, an X. 509 public-key certificate at any point in
the process. Authorization within the grid would still be perforned
usi ng VO nenbership as asserted by the user’s Identity Provider (1dP)
through the federated transport.

3.4. Databases and Directories

Dat abases (e.g., MySQL, PostgreSQ@., Oracle) and directory

technol ogies (e.g., OpenLDAP (http://ww. openl dap.org/), M crosoft
Active Directory, Novell eDirectory) are very comonly used within
many organi zations for a variety of purposes. Such purposes can
include core admi nistrative functions, such as hosting identity
information for its users, as well as business functions (e.qg.,
student records systems at educational organizations).
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Access to such database and directory systens is usually provided for
internal users only; however, users external to the organizations
sometines require access to these systens directly -- for exanple,
external exami ners in educational organizations requiring access to
student records systens, nenbers of cross-organizational project
teans who store information in a particular organization's systens,
and external auditors.

Credentials for users either internal or external to the organization
that allow access to these databases and directories are usually
provi sioned manual ly within an organi zation, either using identity
managenent technol ogi es or through nore manual processes. For the
internal users, this situation is fine -- this is one of the

mai nstays of identity managenent. However, for external users who
require access, this represents nore of a problemfor organizationa
processes. The organization has to either (1) add these externa
users to its internal identity managenent systens or (2) provision
these credentials directly within the database/directory systens and
continue to manage them including appropriate access controls
associated with each credential, for the lifetime of that credential

Federated authentication to databases or directories, via ABFAB
technol ogi es, woul d inprove upon this situation, as it would renove
the need to provision and de-provision credentials to access these
systens. Organizations may still wi sh to manual |y nanage access
control of federated identities; however, even this could be provided
through federated neans, if the trust relationship between

organi zati ons was strong enough for the organi zati on providing the
service to rely upon it for this purpose.

3.5. Media Streamng

Medi a stream ng services (audio or audi o/video) are often provided
publicly to anonynous users, but authentication is inportant for a
protected subset of streans where rights nanagenent and access
control nust be applied.

Streans can be delivered via protocols that already include

aut henti cation, such as the Real Tine Stream ng Protocol (RTSP)

[ RFC2326] or RTP [ RFC3550], or can be published in an encrypted form
with keys only being distributed to trusted users. Federated
authentication is applicable to both of these cases.

Al ternative mechani snms to managi ng access exist -- for exanple, an
approach where a unique stream URl is mnted for each user. However,
this relies on preserving the secrecy of the stream URI and al so
requires a conmmuni cati on channel between the web page used for

aut hentication and the stream ng service itself. Federated
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aut hentication would be a better fit for this kind of access control
Thus, ABFAB technol ogies that allow federated authentication directly
within (inherently non-web) nedia stream ng protocols woul d represent
an enhancenment to this area

3.6. Printing

A visitor fromone organization to the prem ses of another often
requires the use of print services. Their home organi zati on may of
course offer printing, but the output could be a | ong way away, so
the hone service is not useful. The user will typically want to
print fromw thin a desktop or nobile application

Where this service is currently offered, it would usually be achieved
through the use of "open" printers (i.e., printers that allow
anonynous print requests), where printer availability is advertised
through the use of Bonjour or other simlar protocols. If the

organi zation requires authenticated print requests (usually for
accounting purposes), the visitor would usually have to be given
credentials that allow this, often supplenmented with pay-as-you-go
styl e paynent systens.

Addi ng federated authentication to the Internet Printing Protoco
(I1PP) [RFC2911] (and other rel evant protocols) would enable this kind
of renote printing service without the admi nistrative overhead of
credentialing these visitors (who, of course, may well be one-tine
visitors to the organization). This would be i mediately applicable
to hi gher education, where this use case is increasingly inportant
thanks to the success of federated network authentication systens
such as eduroam (https://ww. eduroam org), but could al so be used in
ot her contexts such as conmercial print kiosks, or in large

het er ogeneous organi zati ons.

3.7. Accessing Applications fromDevices on a Tel econs Infrastructure
Tel ecom operators typically have the follow ng properties:

o A large collection of registered users, many of whom may have
identities registered to a fairly high I evel of assurance (often
for paynent purposes). However, not all users will have this
property -- for exanple, non-contract custoners on nobile tel econs
infrastructures in countries with low levels of identity
regi stration requirenents.

0 An existing network infrastructure capable of authenticating a

device (e.g., a cellphone or an Asymetric Digital Subscriber Line
(ADSL) router) and, by inference, its owner
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o A large collection of applications (both web-based and
non- web-based) that its users wish to access using their devices.
These applications could be hosted by the tel ecom operator
directly, or they could be any application or systemon the

internet -- for exanple, network nessagi ng services, VolP,
or email.
At present, authentication to these applications will be typically

configured manual ly by the user on the device (or on a different

devi ce connected to that device) by inputting their (usually
pre-provi sioned out of band) credentials for that application -- one
per application.

The use of ABFAB technologies in this case, via a mechani sm dubbed
"federated cross-layer access" (see [FCLA]) would greatly enhance the
user experience of using these applications through devices.
Federated cross-layer access woul d nake use of the initial nutual

aut henti cati on between device and network, to all ow subsequent

aut henti cation and authorization to happen in a seanl ess manner for
the user of that device authenticating to applications.

3.8. Enhanced Security Services for S/IM M

There are many situations where organi zati ons want to protect
informati on with robust access control, either for inplenentation of
intellectual property right protections, for enforcement of
contractual confidentiality agreenents, or because of |ega
regul ati ons. The Enhanced Security Services (ESS) for S/M ME defines
an access control nmechanismthat is enforced by the recipient’s
client after decryption of the nessage (see [MBG AC-REQ). The data
nodel used nakes use of Policy Decision Points (PDPs), which make the
policy decisions; Policy Enforcement Points (PEPs), which make

deci sion requests to the PDP; and Policy Information Points (PIPs),
whi ch issue attributes about subjects. The decisions thenselves are
based on the policies and on the subject attributes.

The use of ABFAB technol ogies in this case would enable both the
front-end and back-end attribute exchange required to provide subject
attributes. Wen the PEP contacts the PDP, it would initiate an
ABFAB aut hentication in order to authenticate to the PDP and allow it
to obtain these required subject attributes. Once authenticated, the
PDP woul d return a token to the subject PEP that could then be used
for subsequent authentications to the PDP
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3.9. Smart bjects

Many smart devi ce deployments involve multiple organizations that do
not directly share security infrastructure. For exanple, in smart
power depl oynents, devices (e.g., appliances) and infrastructure
(e.g., electric car chargers) will wish to connect to an energy
managenment system The energy managenent systemis provided by a
utility conpany in some deploynents. The utility conmpany may wi sh to
grant access only to authorized devices; for exanple, a consortium of
utility conpani es and device manufacturers may certify devices to
connect to power networks.

I n anot her exanpl e, consumer devices may be used to access cloud
services. For exanple, a camera could be bound to a photo processing
site. Authentication and authorization for uploading pictures or
ordering prints are required. Sensors could be used to provide data
to services run by organi zations other than the sensor nanufacturer
Aut hori zation and authentication can becone very tricky when sensors
have no user interface. Cellular devices may want to access services
provided by a third party, regardl ess of whether the cellular network
or W-Fi is used. This becomes difficult when authorization and
billing are coordinated by the cellular provider

The use of ABFAB technologies in this case woul d provide

aut henti cati on between one entity, such as a smart device, and its
IdP. Only two parties are involved in this exchange; this means that
the smart device need not participate in any conplicated public-key
infrastructure even if it is authenticating agai nst many cl oud
services. |Instead, the device can del egate the process of

aut henticating the service, and even deci di ng whether the device
shoul d be pernmitted to access the service, to the IdP. This has
several advantages. A wide variety of revenue-sharing nodels are
enabl ed. Because device authentication is only with a single |dP,
phi shing of device credentials can be avoided. Authorization and
deci si ons about what personal information to release are nmade by the
IdP. The device owner can use a rich interface such as a website to
configure authorization and privacy policy even if the device has no
user interface. This nmodel works well with pre-provisioning of

devi ce credenti al s.

4. Security Considerations

Thi s docunent contains only use cases and defines no protoco
operations for ABFAB. Security considerations for the ABFAB
architecture are docunented in [RFC7831], and security considerations
for ABFAB technol ogi es and protocols that are discussed in these use
cases are docunented in the correspondi ng protocol specifications.

Smith I nf or mat i onal [ Page 11]



RFC 7832 ABFAB Use Cases May 2016

5. References
5. 1. Nor mat i ve Ref erences

[ RFC7831] Howlett, J., Hartman, S., Tschofenig, H, and J. Schaad,
"Application Bridging for Federated Access Beyond VWb
(ABFAB) Architecture", RFC 7831, DO 10.17487/ RFC7831,
May 2016, <http://wwmv. rfc-editor.org/info/rfc7831>.

5.2. Informative References
[ FCLA] Wei, Y., Ed., "Federated Cross-Layer Access", Wrk in
Progress, draft-wei-abfab-fcla-02, March 2012.
[ MG AC- REQ
Freeman, T., Schaad, J., and P. Patterson, "Requirenents
for Message Access Control", Wrk in Progress,

draft-freeman-pl asma-requirenments-11, March 2015.

[ QASI S. sam - profil es-2. 0-0s]
Hughes, J., Cantor, S., Hodges, J., Hrsch, F., Mshra,
P., Philpott, R, and E. Maler, "Profiles for the OASI S
Security Assertion Markup Language (SAM.) V2.0", QOASIS
St andard OASI S. sam -profil es-2.0-0s, March 2005,
<http://docs. oasi s-open. org/ security/sam/v2.0/
sam - profil es-2.0-o0s. pdf >.

[ RFC1939] Mers, J. and M Rose, "Post Ofice Protocol - Version 3",
STD 53, RFC 1939, DO 10.17487/RFC1939, My 1996,
<http://ww.rfc-editor.org/info/rfcl939>.

[ RFC2326] Schul zrinne, H, Rao, A, and R Lanphier, "Real Tine
Stream ng Protocol (RTSP)", RFC 2326,
DO 10.17487/ RFC2326, April 1998,
<http://ww. rfc-editor.org/info/rfc2326>.

[ RFC2911] Hastings, T., Ed., Herriot, R, deBry, R, Isaacson, S.,
and P. Powell, "Internet Printing Protocol/1.1: Mdel and
Semantics", RFC 2911, DO 10.17487/ RFC2911,

Sept enber 2000, <http://ww.rfc-editor.org/info/rfc2911>.

[RFC3501] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL -

VERSI ON 4rev1", RFC 3501, DO 10.17487/ RFC3501,
March 2003, <http://ww.rfc-editor.org/info/rfc3501>.

Smith I nf or mat i onal [ Page 12]



RFC 7832 ABFAB Use Cases May 2016

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tinme
Applications", STD 64, RFC 3550, DO 10.17487/ RFC3550,
July 2003, <http://www.rfc-editor.org/info/rfc3550>.

[ RFC4251] Ylonen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Protocol Architecture", RFC 4251, DO 10. 17487/ RFC4251,
January 2006, <http://ww.rfc-editor.org/info/rfc4251>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<http://ww.rfc-editor.org/info/rfc5280>.

[ RFC5321] Klensin, J., "Sinple Mail Transfer Protocol", RFC 5321,
DO 10.17487/ RFC5321, Cctober 2008,
<http://wwv. rfc-editor.org/info/rfc5321>.

Acknow edgrent s

These use cases have been devel oped and docunented using significant
i nput fromJens Jensen (STFC Rut herford Appl eton Laboratory), Dani el
Kouril (CESNET), M chal Prochazka (CESNET), lan Stewart (University
of Edi nburgh), Stephen Booth (Edi nburgh Parallel Conputing Centre),
Eefje van der Harst (SURFnet), Joost van Dijk (SURFnet), Robin

Breat he (Oxford Brookes University), Yinxing Wi (ZTE Corporation),
Trevor Freeman (M crosoft Corporation), Sam Hartnman (Painless
Security, LLC), and Yuri Denthenko (University of Ansterdam.

Contributors

The foll owi ng individuals made inportant contributions to the text of
this docunment: Tim Banni ster (Manchester University), Sinon Cooper
(Jisc), Josh Howlett (Jisc), and Mark Tysom (Jisc).

Aut hor’ s Addr ess

Dr. Rhys Smith (editor)

Ji sc

Lunen House, Library Avenue, Harwell
Oxford OX11 0SG

Uni ted Kingdom

Phone: +44 1235 822145
Emai |l : rhys.smth@i sc. ac. uk

Smith I nf or mat i onal [ Page 13]






