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Abst ract

The One-Way Active Measurenent Protocol (OMM) and the Two-Way
Active Measurenment Protocol (TWAMP) are used for perfornmance
monitoring in I P networks. Delay neasurenent is perfornmed in these
protocol s by using tinmestanped test packets. Sone inplenentations
use hardware-based ti mestanpi ng engines that integrate the accurate
transm ssion time into every outgoi ng OMMP/ TWAMP test packet during
transm ssion. Since these packets are transported over UDP, the UDP
Checksum field is then updated to reflect this nodification. This
docunent proposes to use the last 2 octets of every test packet as a
Checksum Conpl enent, allowi ng tinmestanping engines to reflect the
checksum nodi fication in the last 2 octets rather than in the UDP
Checksum field. The behavior defined in this docunment is completely
i nteroperable with existing OMMY/ TWAMP i npl enent ati ons.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the I1ESG are a candidate for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7820
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1.

I nt roducti on

The One-Way Active Measurenent Protocol [OMMP] and the Two-Way
Active Measurenment Protocol [TWAMP] are used for perfornmance
monitoring in | P networks.

Del ay and delay variation are two of the nmetrics that ONMM/ TWAMP can
measure. Measurenent is performed using tinestanped test packets

In sone use cases, such as carrier networks, these two netrics are an
essential aspect of the Service Level Agreenent (SLA) and therefore
must be neasured with a high degree of accuracy. |f packets are
timestanped in hardware as they exit the host, then greater accuracy
is possible in conparison to higher-layer tinmestanps (as expl ai ned
further bel ow).

The accuracy of delay neasurenents relies on the timestanping nethod
and its inplenentation. 1In order to facilitate accurate

ti mestanpi ng, an inplenmentation can use a hardware-based ti nmestanpi ng
engi ne, as shown in Figure 1. 1In such cases, the OMM/ TWAMP packets
are sent and received by a software |ayer, whereas the tinmestanping
engi ne nodi fies every outgoing test packet by incorporating its
accurate transmssion tinme into the Tinestanp field in the packet.
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Figure 1: Accurate Tinestanping i n OMM/ TWAMP

OMMP/ TWAMP test packets are transported over UDP. Wen the UDP

payl oad is changed by an internediate entity such as the tinestanping
engi ne, the UDP Checksum field nust be updated to reflect the new
payl oad. When using UDP over |IPv4 [UDP], an internediate entity that
cannot update the value of the UDP Checksum has no choice except to
assign a value of zero to the Checksumfield, causing the receiver to
i gnore the Checksumfield and potentially accept corrupted packets.
UDP over | Pv6, as defined in [IPv6], does not allow a zero checksum
except in specific cases [ZeroChecksunm]. As discussed in

[ Zer oChecksuny, the use of a zero checksumis generally not
recommended and shoul d be avoided to the extent possible.

Since an internediate entity only nodifies a specific field in the

packet, i.e., the Tinestanp field, the UDP Checksum update can be
performed increnentally, using the concepts presented in [Checksuni.
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2

2
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A simlar problemis addressed in Annex E of [|EEE1588]. When the
Precision Time Protocol (PTP) is transported over |IPv6, 2 octets are
appended to the end of the PTP payl oad for UDP Checksum updates. The
val ue of these 2 octets can be updated by an internediate entity,
causi ng the value of the UDP Checksumfield to remain correct.

Thi s docunent defines a simlar concept for [OMMP] and [ TWAMP] ,
allowing internediate entities to update OMM/ TWAMP test packets and
mai ntain the correctness of the UDP Checksum by nodi fying the | ast
2 octets of the packet.

The term " Checksum Conpl enent” is used throughout this docunment and
refers to the 2 octets at the end of the UDP payl oad, used for
updati ng the UDP Checksum by intermedi ate entities.

The usage of the Checksum Conpl enent can in sone cases sinplify the
i npl ementation, because if the packet data is processed in seria
order, it is sinmpler to first update the Tinestanp field and then
updat e t he Checksum Conpl ement, rather than to update the tinmestanp
and then update the UDP Checksumresiding at the UDP header.

The Checksum Conpl enent nechanismis also defined for the Network
Time Protocol in [RFC7821].

Conventions Used in This Docunent
1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .
2. Abbreviations

HVAC Hashed Message Aut hentication Code

ONAMP One-Way Active Measurenent Protoco

PTP Precision Tine Protoco

TWAMP Two- WAy Active Measurenent Protoco

ubP User Dat agram Protoco

M zr ahi Experi ment al [ Page 5]



RFC 7820 OMMP and TWAMP Checksum Conpl enent March 2016

3. Using the UDP Checksum Conpl enrent in OMMP and TWAMP
3.1. Overview

The UDP Checksum Conplenent is a 2-octet field that is piggybacked at

the end of the test packet. It resides in the last 2 octets of the
UDP payl oad.
T +
| | Pv4/ 1 Pv6 Header |
o m e e e e e e e e e eee o on +
| UDP Header |
o m e e e e e e e e e e mee— oo - +
n I I
| | ONAMP/ TWAMP |
ubP | packet |
Payload +----------mmmmmmimii oo +
| | UDP Checksum Conpl erent (2 octets)|
Vv o m e e e e e e e e e e mee— oo - +

Figure 2: Checksum Conpl emrent in OMM/ TWAMP Test Packet s
The Checksum Conpl enent is used to conpensate for changes perforned
in the packet by internediate entities, as described in the
Introduction (Section 1). An exanple of the usage of the Checksum
Conpl erent is provided in Appendi x A

3.2. OMM/ TWAMP Test Packets with Checksum Conpl enent

The One-VWAy Active Measurenent Protocol [ OMMP] and the Two- Wy
Active Measurenent Protocol [TWAMP] both rmake use of tinestanped test
packets. A Checksum Conpl ement MAY be used in the foll owi ng cases:
o In OMM test packets sent by the sender to the receiver
o |In TWAMP test packets sent by the sender to the reflector
o In TWAMP test packets sent by the reflector to the sender.
OMMP/ TWAMNP t est packets are transported over UDP, either over |Pv4d

or over |IPv6. This docunent applies to both OMM and TWAMP over
| Pv4 and over | Pv6.
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OMMP/ TWAMP t est packets contain a Packet Padding field. This
docunent proposes to use the last 2 octets of the Packet Paddi ng
field as the Checksum Conplenent. 1In this case, the Checksum

Conpl erment is always the last 2 octets of the UDP payl oad, and thus
the field is located at (UDP Length - 2 octets) after the beginning
of the UDP header.

Figure 3 illustrates the OMM test packet format, including the UDP
Checksum Conpl enent .

0 1 2 3

01234567890123456789012345678901
e i o e e e e e o i e N
| Sequence Numnber |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Ti mest anp

i I T e e i el i o R e O S S i T S NP R e e
Error Estimate |
B i a T ot ST S o S S S

C — =y —

 ————

Packet Paddi ng

| s T e e s e
| | Checksum Conpl enent
s i S e i i T s S S T ol ST S e e

Fi gure 3: Checksum Conpl ement in OMMP Test Packets
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Figure 4 illustrates the TWAMP test packet format, including the UDP
Checksum Conpl enent. ("TTL" means "Tine to Live", and "MBZ" refers
to the "MJST be zero" field [I PPM Psec].)

0 1 2 3
01234567890123456789012345678901
e i o e e e e e o i e N
| Sequence Numnber |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Ti mest anp |
I

e T T i i e T i T eI TR e e T e i s i i O T
Error Estimate | MBZ
B I T R e i sl T ST I I S R TR SR R I S NI S I I I T el
Recei ve Ti nestanp

B i i I s S S i
Sender Sequence Number
B S T s i S i el st N S
Sender Ti nmest anp

B i T S S g i S s Tk S S N S
Sender Error Estinmate | vBZ
T i S i o i I S R SR S S S e e e i TR S R S e
nder TTL |
+- - - - -+

o

+

1
+

T+t +— +— +— +—
T+ T+ +— +—

Packet Paddi ng

| e T e ik o oI S R B T
| | Checksum Conpl enent
B i s T T i i o S o T Ji I

Fi gure 4: Checksum Conpl emrent in TWAMP Test Packets
The I ength of the Packet Padding field in test packets is announced
during the session initiation through the <Paddi ng Length> field in

the Request-Session nessage [ OMMP] or in the Request-TW Session
message [ TWAMP] .
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When a Checksum Conpl enment is included, the padding | ength MJST be
sufficiently long to include the Checksum Conpl enent :

o In OMMP, the padding length is at least 2 octets, allow ng the
sender to incorporate the Checksum Conplenent in the last 2 octets
of the padding.

o In TWAMP, the padding length is at |east 29 octets in
unaut henti cated node and at |east 58 octets in authenticated node.
The additional padding is required, since the header of reflector
test packets is |onger than the header of sender test packets.
The difference between the sender packet and the reflector packet
is 27 octets in unauthenticated node and 56 octets in
aut henticated node. Thus, the padding in reflector test packets
is shorter than the padding in sender packets. Using at |east
29 octets of padding (58 in authenticated node) in sender test
packets allows both the sender and the reflector to use a 2-octet
Checksum Conpl enent. Note: If the mininmal length requirenment is
not met, the reflector cannot use a Checksum Conpl enent in the
reflected test packets, but the sender can use a Checksum
Conpl erent in the test packets it transnmits.

0o Two optional TWAMP features are defined in [ TWAMP- Ref | ect]:
octet reflection and symmetrical size. Wen at |east one of these
features is enabl ed, the Request-TW Sessi on nessage includes the
<Paddi ng Length> field, as well as a <Length of padding to
reflect> field. In this case, both fields nust be sufficiently
long to allow at least 2 octets of padding in both sender test
packets and reflector test packets. Specifically, when octet
reflection is enabled, the two Length fields nust be defined such
that the paddi ng expands at |east 2 octets beyond the end of the
reflected octets.

As described in Section 1, the extensions described in this document
are inplenented by two | ogical |layers -- a protocol layer and a
timestanping layer. It is assumed that the two | ayers are
synchroni zed regardi ng whet her the usage of the Checksum Conpl enent
is enabled or not; since both logical |ayers reside in the sane
network device, it is assunmed that there is no need for a protoco
that synchronizes this information between the two |ayers. Wen
Checksum Conpl enent usage is enabl ed, the protocol |ayer nust take
care to verify that test packets include the necessary padding,

t hereby avoiding the need for the tinestanping |layer to verify that
en-route test packets include the necessary padding.
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3.2.1. Transm ssion of OMMY/ TWAMP wi t h Checksum Conpl enent

The transmitter of an OMMPY/ TWAMP test packet MAY include a Checksum
Conpl erent field, incorporated in the last 2 octets of the padding.

Atransnitter that includes a Checksum Conplenent in its outgoing
test packets MUST include a Packet Padding field in these packets,
the I ength of which MJST be sufficient to include the Checksum
Conpl ement. The length of the Packet Padding field is negotiated
during session initiation, as described in Section 3.2.

3.2.2. Internedi ate Updates of OMMY/ TWAMP wi th Checksum Conpl enent

An internediate entity that receives and alters an OMM/ TWAMP

test packet can alter either the UDP Checksumfield or the Checksum
Conpl emrent field in order to maintain the correctness of the

UDP Checksum val ue.

3.2.3. Reception of OMM/ TWAMP wi th Checksum Conpl enent

Thi s docunent does not inpose new requirements on the receiving end
of an OMAMP/ TWAMP t est packet.

The UDP | ayer at the receiving end verifies the UDP Checksum of
recei ved test packets, and the OMM/ TWAMP | ayer should treat the
Checksum Conpl enent as part of the padding.

3.3. Interoperability with Existing |Inplenentations

The behavior defined in this docunent does not inpose new

requi renents on the reception behavi or of OMM/ TWAMP t est packets.
The protocol stack of the receiving host performs the conventiona
UDP Checksum verification; thus, fromthe perspective of the

recei ving host, the existence of the Checksum Conplenent is
transparent. Therefore, the functionality described in this docunent
allows interoperability with existing inplenentations that conply
with [OMMP] or [ TWAMP] .
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3.4. Using the Checksum Conpl ement with or w thout Authentication

Both OMMP and TWAMP may use authentication or encryption, as defined
in [OMM] and [ TWAMP] .

3.4.1. Checksum Conpl enent in Authenticated Mde

OMMP and TWAMP test packets can be authenticated using an HVAC
(Hashed Message Authentication Code). The HMAC covers sone of the
fields in the test packet header. The HVAC does not cover the
Timestanp field and the Packet Padding field.

A Checksum Conpl ement MAY be used when authentication is enabled. In
this case, an internediate entity can tinmestanp test packets and
update their Checksum Conpl enent field wthout nodifying the HVAC

3.4.2. Checksum Conpl enent in Encrypted Mde

When ONMMP and TWAMP are used in encrypted node, the Tinestanmp field
is encrypted.

A Checksum Conpl enent SHOULD NOT be used in encrypted node. The
Checksum Conpl enent is effective in both unauthenticated nbde and
aut henti cated node, allowing the internediate entity to perform
serial processing of the packet without storing and forwarding it.

On the other hand, in encrypted node, an internediate entity that

ti mestanps a test packet nust al so re-encrypt the packet accordingly.
Re-encryption typically requires the internediate entity to store the
packet, re-encrypt it, and then forward it. Thus, from an

i mpl ementer’ s perspective, the Checksum Conpl enent has very little
val ue in encrypted node, as it does not necessarily sinplify the

i mpl ement at i on.

Note: Wiile [OMMP] and [ TWAMP] include an inherent security
mechani sm these protocols can be secured by other neasures, e.g.,
[1PPM Psec]. For reasons simlar to those described above, a
Checksum Conpl enent SHOULD NOT be used in this case.
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4.

5.

5.

Security Considerations

Thi s docunent describes how a Checksum Conpl enent ext ension can be
used for maintaining the correctness of the UDP Checksum

The purpose of this extension is to ease the inplenentation of
accurate tinestanping engines, as illustrated in Figure 1. The
extension is intended to be used internally in an OMM/ TWAMP- enabl ed
node, and not intended to be used by intermedi ate switches and
routers that reside between the sender and the receiver/reflector.
Any nodification of a test packet by internediate switches or routers
shoul d be considered a malicious man-in-the-nmddle (MTM attack.

It is inportant to enphasize that the schene described in this
docunent does not increase the protocol’s vulnerability to MTM
attacks; a MTM attacker who maliciously nodifies a packet and its
Checksum Conpl enent is logically equivalent to a M TM attacker who
nmodi fi es a packet and its UDP Checksum fi el d.

The concept described in this docunment is intended to be used only in
unaut henti cated node or authenticated node. As described in

Section 3.4.2, using the Checksum Conpl ement in encrypted node does
not sinplify the inplenentation conpared to using the conventional
checksum and therefore the Checksum Conpl enent shoul d not be used.
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Appendi x A, Checksum Conpl errent Usage Exanpl e

Consi der a session between an OMM sender and an OMMP receiver, in
whi ch the sender transmts test packets to the receiver

The sender’s software | ayer generates an OMM test packet with a
timestanp T and a UDP Checksum value U The value of Uis the
checksum of the UDP header, UDP payl oad, and pseudo-header. Thus,
Uis equal to:

U = Const + checksun(T) (1)

Where "Const" is the checksumof all the fields that are covered by
the checksum except the tinmestanp T.

Recal | that the sender’s software emts the test packet with a
Checksum Conpl enent field, which is sinply the last 2 octets of the
padding. 1In this exanple, it is assunmed that the sender initially
assigns zero to these 2 octets.

The sender’s timestanping engi ne updates the Tinmestanp field to the

accurate tine, changing its value fromT to T'. The sender also
updat es the Checksum Conpl enent field fromzero to a new value C
such that:

checksum(C) = checksum(T) - checksun(T) (2)

When the test packet is transmtted by the sender’s tinestanping
engi ne, the value of the checksumrenains U as before:

U = Const + checksum(T) = Const + checksum(T) + checksum(T ) -
checksum(T') = Const + checksunm(T ) + checksun{C) (3)

Thus, after the tinestanping engi ne has updated the tinestanp,
U remains the correct checksum of the packet.

When the test packet reaches the receiver, the receiver perfornms a
conventi onal UDP Checksum computation, and the computed value is U
Si nce the Checksum Conpl enent is part of the padding, the value of
checksum(C) is transparently included in the conmputation, as per
Equation (3), without requiring special treatnment by the receiver
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