I nternet Engi neering Task Force (IETF) S. Bortzmeyer
Request for Comments: 7816 AFNI C
Cat egory: Experinent al March 2016

| SSN: 2070-1721

DNS Query Name M nimsation to Inprove Privacy

Abst ract

Thi s docunent describes a technique to inprove DNS privacy, a

techni que call ed
| onger sends the

Status of This Meno

This docunent is

"QNAME minim sation", where the DNS resol ver no
full original QNAME to the upstream name server.

not an Internet Standards Track specification; it is

publ i shed for exam nation, experinental inplenmentation, and

eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet

community. This

docunment is a product of the Internet Engineering

Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for

publication by t

he Internet Engineering Steering Goup (IESG. Not

al | docunents approved by the | ESG are a candi date for
I nternet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7816

Copyri ght Notice

any | evel of

any errata,

Copyright (c) 2016 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect

to this docunment. Code Conponents extracted fromthis

docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Bort zneyer Experi ment al

[ Page 1]



RFC 7816 NAME M ni mi sati on March 2016

Tabl e of Contents

1. Introduction and Background .......... ... . .. .. ... i 2
2. ONAME M nim sati On ... e e e 3
3. POSSi bl @ | SSUBS .o 4
4. Protocol and Conpatibility Discussion ................ ... 5
5. Qperational Considerations ............ .. ... ... 5
6. Performance Considerations ............ ... .. .. 6
7. On the Experimentati on .. ... ... 6
8. Security Considerati OnsS . ....... ... e 7
9. ReferenCes . ... .. 7

9.1. Normative References ........ ... . . . .. .. 7

9.2. Informative References .......... .. ... . .. 8
Appendi x A. An Algorithmto Perform QNAME Mnim sation ............. 9
Appendi x B. Alternati Ves . ... ... .. 10
ACKNOW edgmBNt S . .. . e 11
AUt hOor’ s AdAr €SS . ..t 11

1. Introduction and Background

The problem statenent is described in [RFC/626]. The term nol ogy
("QNAME", "resolver", etc.) is also defined in this conpanion
docunent. This specific solution is not intended to fully solve
the DNS privacy problem instead, it should be viewed as one too
anongst nany.

QNAME mini misation follows the principle explained in Section 6.1 of
[ RFC6973]: the less data you send out, the fewer privacy problens
you have

Currently, when a resolver receives the query "Wiat is the AAAA
record for www exanple.con?", it sends to the root (assumng a cold
resol ver, whose cache is enpty) the very sane question. Sending the
full ONAME to the authoritative nane server is a tradition, not a
protocol requirenent. 1In a conversation with the author in

January 2015, Paul Moyckapetris explained that this tradition cones
froma desire to optimse the nunber of requests, when the sane
nane server is authoritative for nmany zones in a given nane

(somet hing that was nore common in the old days, where the sane
nane servers served .comand the root) or when the sane nane server
is both recursive and authoritative (sonmething that is strongly

di scouraged now). Whatever the nerits of this choice at this tine,
the DNS is quite different now
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QNAMVE M ni mi sati on

The idea is to mnimse the amount of data sent fromthe DNS resol ver
to the authoritative name server. 1In the exanple in the previous
section, sending "Wiat are the NS records for .con?" would have been
sufficient (since it will be the answer fromthe root anyway). The
rest of this section describes the recommended way to do QNAME
mnimsation -- the way that maxi m ses privacy benefits (other
alternatives are discussed in the appendi ces).

I nstead of sending the full ONAME and the original QIYPE upstream a
resol ver that inplenents QNAVE mini mi sation and does not already have
the answer in its cache sends a request to the name server
authoritative for the closest known ancestor of the original QNAVE
The request is done wth:

o0 the QIYPE NS

o the QNAME that is the original QNAME, stripped to just one | abe
nmore than the zone for which the server is authoritative

For exanple, a resolver receives a request to resolve

foo. bar. baz. exanple. Let’'s assune that it already knows that
nsl.nic.exanple is authoritative for .exanple and the resol ver does
not know a nore specific authoritative name server. It will send the
query QTYPE=NS, QNAME=baz. exanpl e to nsl. ni c. exanpl e.

The mini msing resolver works perfectly when it knows the zone cut
(zone cuts are described in Section 6 of [RFC2181]). But zone cuts

do not necessarily exist at every |abel boundary. If we take the
name www. f 0o. bar.exanmple, it is possible that there is a zone cut
between "foo" and "bar" but not between "bar" and "exanple". So,

assunming that the resolver already knows the name servers of
.exanple, when it receives the query "What is the AAAA record of

www. f 0o. bar. exanpl e?", it does not always know where the zone cut
will be. To find the zone cut, it will query the .exanple
nane servers for the NS records for bar.exanple. It will get a

NCDATA response, indicating that there is no zone cut at that point,
so it has to query the .exanple nane servers again with one nore

| abel, and so on. (Appendix A describes this algorithmin deeper
detail.)

Since the information about the zone cuts will be stored in the
resol ver’s cache, the perfornmance cost is probably reasonabl e.
Section 6 discusses this performance di screpancy further
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Not e that DNSSEC-validating resol vers already have access to this
i nformation, since they have to know the zone cut (the DNSKEY record
set is just below, the DS record set is just above).

3. Possible |ssues

QNAME mininisation is legal, since the original DNS RFCs do not
mandat e sending the full QNAME. So, in theory, it should work

wi t hout any probl ems. However, in practice, sone problens may occur
(see [Hugque- QNAVE-M n] for an anal ysis and [ Huque- QNAME-storify] for
an interesting discussion on this topic).

Sone broken name servers do not react properly to QTYPE=NS requests.
For instance, sonme authoritative name servers enbedded in | oad

bal ancers reply properly to A queries but send REFUSED to NS queri es.
Thi s behaviour is a protocol violation, and there is no need to stop
i mproving the DNS because of such behaviour. However, QNAME

mnimsation may still work with such domains, since they are only
| eaf donmains (no need to send them NS requests). Such a setup breaks
more than just QNAME minimsation. 1t breaks negative answers, since

the servers don’'t return the correct SOA, and it al so breaks anything
dependent upon NS and SOA records existing at the top of the zone.

Anot her way to deal with such incorrect name servers would be to try
with QTYPE=A requests (A being chosen because it is the npbst comon
and hence a QI'YPE that will always be accepted, while a QIYPE NS may
ruffle the feathers of sone m ddl eboxes). Instead of querying

nane servers with a query "NS exanpl e.com', we could use

"A _.exanple.cont and see if we get a referral

A probl em can al so appear when a nane server does not react properly
to ENTs (Empty Non-Terminals). |If ent.exanple.comhas no resource
records but foobar.ent.exampl e.com does, then ent.exanple.comis an
ENT. Whatever the QIYPE, a query for ent.exanple.comnust return
NODATA (NCERROR / ANSWER: 0). However, sone nane servers incorrectly
return NXDOVAIN for ENTs. |If a resolver queries only

f oobar. ent. exampl e.com everything will be OK but if it inplements
QNAME mininisation, it may query ent.exanpl e.comand get an NXDOVAI N.
See also Section 3 of [DNS-Res-Inprove] for the other bad
consequences of this bad behavi our

A possible solution, currently inplemented in Knot, is to retry with
the full query when you receive an NXDOVAIN. It works, but it is not
i deal for privacy.

O her practices that do not conformto the DNS protocol standards may

pose a problem there is a common DNS trick used by sone web hosters
that also do DNS hosting that exploits the fact that the DNS protoco
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(pre-DNSSEC) allows certain serious nisconfigurations, such as parent
and child zones disagreeing on the |ocation of a zone cut.

Basically, they have a single zone with wildcards for each TLD, like:
* . exanpl e. 60 IN A 192.0.2.6
(They could just wildcard all of "*.", which would be sufficient. W

don’t know why they don’'t do it.)

This lets them have many web-hosting custonmers w thout having to
configure thousands of individual zones on their name servers. They
just tell the prospective custoner to point their NS records at the
hoster’s name servers, and the web hoster doesn’t have to provision
anything in order to make the custoner’s domain resolve. NS queries
to the hoster will therefore not give the right result, which may
endanger QNAVE mnimsation (it will be a problemfor DNSSEC, too0)

4. Protocol and Conpatibility Di scussion

QNAME mininmisation is conpatible with the current DNS system and
therefore can easily be deployed; since it is a unilateral change to
the resolver, it does not change the protocol. (Because it is a
uni l ateral change, resolver inplenenters nay do QNAME minimisation in
slightly different ways; see the appendi ces for exanples.)

One shoul d note that the behavi our suggested here (mnimsing the
anount of data sent in QNAMES fromthe resolver) is NOT forbidden by
Section 5.3.3 of [RFC1034] or Section 7.2 of [RFCL035]. As stated in
Section 1, the current nethod, sending the full ONAME, is not
mandat ed by the DNS protocol

One may notice that many docunments that explain the DNS and that are
i ntended for a wi de audience incorrectly describe the resolution
process as using QNAME nminimsation (e.g., by showing a request going
to the root, with just the TLD in the query). As a result, these
docunents may confuse readers that use themfor privacy analysis.

5. Operational Considerations

The adm nistrators of the forwarders, and of the authoritative
nane servers, will get less data, which will reduce the utility of
the statistics they can produce (such as the percentage of the
various QTYPEs) [Kaliski-M ninunj.

DNS administrators are rem nded that the data on DNS requests that

they store nay have | egal consequences, dependi ng on your
jurisdiction (check with your local |awer).
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Per f or mance Consi der ati ons

The main goal of QNAME minim sation is to inprove privacy by sending
| ess data. However, it may have other advantages. For instance, if
a root nane server receives a query fromsone resolver for A exanple
foll owed by B.exanple followed by C exanple, the result will be three
NXDOVAI Ns, since .exanple does not exist in the root zone. Under
query name mnimsation, the root name servers would hear only one
question (for .exanple itself) to which they could answer NXDOVAI N,
thus opening up a negative caching opportunity in which the ful

resol ver could know a priori that neither B.exanple nor C. exanple
could exist. Thus, in this comon case the total nunber of upstream
queries under QNAME ninimisation would be counterintuitively |ess
than the nunber of queries under the traditional iteration (as
described in the DNS standard).

QNAME mini mi sation may al so i nprove | ookup perfornance for TLD
operators. For a typical TLD, delegation-only, and with del egations
just under the TLD, a two-|abel QNAME query is optinmal for finding
the del egati on owner nane.

NAME mi ni mi sation can decrease performance in sone cases -- for

i nstance, for a deep donmain nane (like

www. host . gr oup. depart nent . exanpl e. com where

host . gr oup. depart nment . exanpl e.comis hosted on exanpl e.conm s

nane servers). Let’s assunme a resolver that knows only the

nane servers of .exanple. Wthout ONAME minimsation, it would send
t hese .exanple nane servers a query for

www. host . group. depart nent. exanpl e. com and i nmedi ately get a specific
referral or an answer, w thout the need for nore queries to probe for
the zone cut. For such a name, a cold resolver with QNAME
mnimsation will, depending on how QNAVE minim sation is

i npl ement ed, send nore queries, one per label. Once the cache is
warm there will be no difference with a traditional resolver

Actual testing is described in [Huque-QNAME-M n]. Such deep donai ns
are especially comon under i p6. ar pa.

On the Experimentation

Thi s docunent has status "Experinental". Since the beginning of tine
(or DNS), the fully qualified host nane was al ways sent to the
authoritative nanme servers. There was a concern that changing this
behavi our may engage the Law of Uni ntended Consequences -- hence this
st at us.

The idea behind the experinent is to observe QNAME minimsation in
action with nultiple resolvers, various authoritative nane servers,
etc.
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8.

9.

9.

Security Considerations

QNAME minimisation’s benefits are clear in the case where you want to
decrease exposure to the authoritative nanme server. But mninsing
the amobunt of data sent also, in part, addresses the case of a wire
sniffer as well as the case of privacy invasion by the servers.
(Encryption is of course a better defense against wire sniffers, but,
unl i ke QNAMVE minimsation, it changes the protocol and cannot be

depl oyed unilaterally. Also, the effect of QNAME mi nim sation on
wire sniffers depends on whether the sniffer is on the DNS path.)

QNAME mini i sation offers zero protection against the recursive
resol ver, which still sees the full request conming fromthe stub
resol ver.

Al the alternatives nentioned in Appendi x B decrease privacy in the
hope of inproving performance. They nust not be used if you want
maxi mum privacy.
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Appendix A.  An Algorithmto Perform QNAVE M ni mi sation

This al gorithm perfornms name resolution with QNAME m nimsation in
the presence of zone cuts that are not yet known.

Al'though a validating resolver already has the logic to find the
zone cuts, inplenmenters of other resolvers may want to use this

algorithmto locate the cuts. This is just a possible aid for
impl ementers; it is not intended to be normative:

(0) If the query can be answered fromthe cache, do so; otherw se,
iterate as foll ows:

(1) Find the closest enclosing NS RRset in your cache. The owner of
this NS RRset will be a suffix of the QNAME -- the | ongest suffix
of any NS RRset in the cache. Call this ANCESTOR

(2) Initialise CHLD to the sane as ANCESTOR

(3) If CHLDis the same as the QNAME, resolve the original query
usi ng ANCESTOR s nane servers, and finish.

(4) O herwise, add a | abel fromthe QNAVE to the start of CHILD.

(5) If you have a negative cache entry for the NS RRset at CH LD, go
back to step 3.

(6) Query for CHILD IN NS usi ng ANCESTOR s nane servers. The
response can be:

(6a) Areferral. Cache the NS RRset fromthe authority section,
and go back to step 1.

(6b) An authoritative answer. Cache the NS RRset fromthe
answer section, and go back to step 1.

(6c) An NXDOMAIN answer. Return an NXDOVAI N answer in response
to the original query, and stop.

(6d) A NOERROR/ NODATA answer. Cache this negative answer, and
go back to step 3.
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Appendi x B. Alternatives

Renmenber that QNAME minimsation is unilateral, so a resolver is not
forced to inplement it exactly as described here.

There are several ways to perform QNAME minimisation. See Section 2
for the suggested way. It can be called the aggressive algorithm
since the resolver only sends NS queries as long as it does not know
the zone cuts. This is the safest, froma privacy point of view
Anot her possible algorithm not fully studied at this time, could be
to "piggyback” on the traditional resolution code. At startup, it
sends traditional full ONAMES and | earns the zone cuts fromthe
referrals received, then switches to NS queries asking only for the
m ni mum domai n nane. This |eaks nore data but could require fewer
changes in the existing resol ver codebase.

In the above specification, the original QTYPE is replaced by NS (or
may be A, if too many servers react incorrectly to NS requests); this
is the best approach to preserve privacy. But this erases

i nformati on about the relative use of the various QIYPEs, which nmay
be interesting for researchers (for instance, if they try to foll ow

| Pv6 depl oyment by counting the percentage of AAAA vs. A queries). A
variant of QNAME minimsation would be to keep the original QTYPE

Anot her useful optinisation may be, in the spirit of the HAMVER i dea
[ HAMMER] , to probe in advance for the introduction of zone cuts where
none previously existed (i.e., confirmtheir continued absence, or

di scover them

To address the "nunber of queries" issue described in Section 6, a
possi ble solution is to always use the traditional al gorithmwhen the
cache is cold and then to nove to QNAME m ni mi sation (precisely
defining what is "hot" or "cold" is left to the inplenenter). This
wi ||l decrease the privacy but will guarantee no degradation of

per f or mance.
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