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1. Introduction

HTTP [ RFC7230] status codes are sonetimes not sufficient to convey
enough i nformati on about an error to be hel pful. While humans behind
Web browsers can be informed about the nature of the problemw th an
HTML [ WVBC. REC- ht ml 5- 20141028] response body, non-human consuners of
so-called "HTTP APIs" are usually not.

Thi s specification defines sinple JSON [ RFC7159] and XM

[ WBC. REC- xml -20081126] document formats to suit this purpose. They
are designed to be reused by HITP APlI's, which can identify distinct
"probl emtypes" specific to their needs.

Thus, APl clients can be inforned of both the high-Ievel error class
(using the status code) and the finer-grained details of the probl em
(using one of these formats).

For exanple, consider a response that indicates that the client’s
account doesn’'t have enough credit. The 403 Forbi dden status code
m ght be deened nost appropriate to use, as it will informHTTP-
generic software (such as client libraries, caches, and proxies) of
the general semantics of the response.

However, that doesn't give the APl client enough information about

why the request was forbidden, the applicabl e account bal ance, or how
to correct the problem |f these details are included in the
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response body in a machine-readable format, the client can treat it
appropriately; for exanple, triggering a transfer of nore credit into
t he account.

Thi s specification does this by identifying a specific type of
problem (e.g., "out of credit") with a URI [ RFC3986]; HITP APl s can
do this by nominating new URI's under their control, or by reusing
exi sting ones.

Additionally, problemdetails can contain other information, such as
a URI that identifies the specific occurrence of the probl em
(effectively giving an identifier to the concept "The time Joe didn't
have enough credit |ast Thursday"), which can be useful for support
or forensic purposes.

The data nodel for problemdetails is a JSON [ RFC7159] object; when
formatted as a JSON docunent, it uses the "application/probl emtjson"
medi a type. Appendix A defines how to express themin an equival ent
XM. format, which uses the "application/problemxm" nedia type.

Note that problemdetails are (naturally) not the only way to convey
the details of a problemin HTTP, if the response is still a
representation of a resource, for exanple, it’'s often preferable to
accommpdat e describing the relevant details in that application's
format. Likewise, in many situations, there is an appropriate HITP
status code that does not require extra detail to be conveyed.

Instead, the aimof this specification is to define comobn error
formats for those applications that need one, so that they aren't
required to define their own, or worse, tenpted to redefine the
semantics of existing HTTP status codes. Even if an application
chooses not to use it to convey errors, reviewing its design can help
gui de the design decisions faced when conveying errors in an existing
format.

2. Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. The Problem Details JSON Object
The canoni cal nodel for problemdetails is a JSON [ RFC7159] object.

When serialized as a JSON docunent, that format is identified with
the "application/probl emtj son" nedia type.
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For exanple, an HITP response carrying JSON probl em detail s:

HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/probl em+j son
Cont ent - Language: en

{
"type": "https://exanpl e.conl probs/out-of-credit",
"title": "You do not have enough credit.",
"detail": "Your current balance is 30, but that costs 50.",
"instance": "/account/ 12345/ nsgs/abc",
"bal ance": 30,
"accounts": ["/account/12345",
"/account/67890"]
}

Here, the out-of-credit problem (identified by its type URI)

i ndi cates the reason for the 403 in "title", gives a reference for
the specific probl emoccurrence with "instance", gives occurrence-
specific details in "detail", and adds two extensions; "bal ance”
conveys the account’s bal ance, and "accounts"” gives |inks where the
account can be topped up.

The ability to convey problem specific extensions allows nore than
one problemto be conveyed. For exanple:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son
Cont ent - Language: en

{
"type": "https://exanpl e.net/validation-error”,
"title": "Your request paraneters didn't validate.",
"invalid-parans": [ {
"name": "age",
"reason": "nust be a positive integer"
b
{
"name": "col or",
"reason": "nust be 'green’, 'red’ or 'blue "}
]
}

Note that this requires each of the subproblenms to be similar enough
to use the sane HITP status code. |If they do not, the 207 (Milti -
Status) [RFC4918] code could be used to encapsul ate nultiple status
nessages.
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3.1. Menbers of a Problem Details Object

A problem details object can have the foll ow ng menbers

o

"type" (string) - A URl reference [RFC3986] that identifies the
problem type. This specification encourages that, when
dereferenced, it provide human-readabl e docunmentation for the
problemtype (e.g., using HTM. [ WBC. REC- ht ml 5-20141028]). When
this menber is not present, its value is assuned to be
"about : bl ank".

o "title" (string) - A short, human-readabl e sunmary of the problem
type. It SHOULD NOT change from occurrence to occurrence of the
probl em except for purposes of localization (e.g., using
proactive content negotiation; see [ RFC7231], Section 3.4).

0 "status" (nunmber) - The HTTP status code ([RFC7231], Section 6)
generated by the origin server for this occurrence of the problem

0 "detail" (string) - A hunman-readabl e expl anation specific to this
occurrence of the problem

0 "instance" (string) - A URl reference that identifies the specific
occurrence of the problem It may or may not yield further
information if dereferenced.

Consuners MJST use the "type" string as the primary identifier for
the problemtype; the "title" string is advisory and included only
for users who are not aware of the senmantics of the URI and do not
have the ability to discover them(e.g., offline |og analysis).
Consuners SHOULD NOT automatically dereference the type URI

The "status" nmember, if present, is only advisory; it conveys the
HTTP status code used for the conveni ence of the consuner.

Generators MJST use the same status code in the actual HTTP response,
to assure that generic HTTP software that does not understand this
format still behaves correctly. See Section 5 for further caveats
regarding its use.

Consuners can use the status nenber to determ ne what the origina
status code used by the generator was, in cases where it has been
changed (e.g., by an internediary or cache), and when nessage bodies
persist without HTTP information. Generic HITP software will stil
use the HITP status code.

The "detail" nmenber, if present, ought to focus on helping the client
correct the problem rather than giving debuggi ng information.
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Consuners SHOULD NOT parse the "detail" menber for informtion
extensions are nmore suitable and | ess error-prone ways to obtain such
i nformation.

Note that both "type" and "instance" accept relative URIs; this neans
that they nmust be resolved relative to the docunent’s base URI, as
per [ RFC3986], Section 5.

3. 2. Ext ensi on Menbers

Probl em type definitions MAY extend the problemdetails object with
addi ti onal nenbers.

For exanple, our "out of credit" problem above defines two such
ext ensions -- "bal ance" and "accounts” to convey additional, problem
specific infornmation.

Clients consum ng problemdetails MJST i gnore any such extensions
that they don’t recognize; this allows problemtypes to evolve and
i nclude additional information in the future.

Not e that because extensions are effectively put into a namespace by
the problemtype, it is not possible to define new "standard" nenbers
wi t hout defining a new nedia type.

4. Defining New Probl em Types

When an HTTP APl needs to define a response that indicates an error
condition, it mght be appropriate to do so by defining a new probl em

t ype.

Bef ore doing so, it’'s inportant to understand what they are good for,
and what’s better left to other mechanisns.

Probl em details are not a debugging tool for the underlying

i mpl ementation; rather, they are a way to expose greater detail about
the HTTP interface itself. Designers of new problemtypes need to
carefully consider the Security Considerations (Section 5), in
particular, the risk of exposing attack vectors by exposing

i mpl ementation internals through error nmessages

Li kewi se, truly generic problenms -- i.e., conditions that could
potentially apply to any resource on the Wb -- are usually better
expressed as plain status codes. For example, a "wite access

di sal | oned” problemis probably unnecessary, since a 403 Forbi dden
status code in response to a PUT request is self-explanatory.
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Finally, an application nmight have a nore appropriate way to carry an
error in a format that it already defines. Problemdetails are
intended to avoid the necessity of establishing new "fault" or
"error" docunent formats, not to replace existing dommin-specific
formats.

That said, it is possible to add support for problemdetails to

exi sting HITP APls using HITP content negotiation (e.g., using the
Accept request header to indicate a preference for this format; see
[ RFC7231], Section 5.3.2).

New probl em type definitions MJUST docunent:

1. atype URI (typically, with the "http" or "https" scheme),
2. atitle that appropriately describes it (think short), and
3. the HITP status code for it to be used with.

Probl em type definitions MAY specify the use of the Retry-After
response header ([RFC7231], Section 7.1.3) in appropriate
ci rcunst ances.

A problem s type URI SHOULD resol ve to HTM. [ WBC. REC- ht ml 5- 20141028]
docunent ation that explains howto resolve the problem

A problemtype definition MAY specify additional nmenbers on the
probl em details object. For exanple, an extension m ght use typed
links [RFC5988] to another resource that can be used by nmachines to
resol ve the problem

If such additional menbers are defined, their names SHOULD start with
a letter (ALPHA, as per [RFC5234], Appendi x B.1) and SHOULD consi st
of characters fromALPHA, DIG@ T ([ RFC5234], Appendix B.1), and " "
(so that it can be serialized in formats other than JSON), and they
SHOULD be three characters or |onger.

4.1. Exanple
For exanple, if you are publishing an HTTP APl to your online
shopping cart, you mght need to indicate that the user is out of

credit (our exanple from above), and therefore cannot nake the
pur chase.
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If you already have an application-specific format that can
acconmodat e this information, it’'s probably best to do that.

However, if you don't, you m ght consider using one of the problem
details formats -- JSON if your APl is JSON-based, or XML if it uses
that format.

To do so, you mght | ook for an already-defined type URl that suits
your purposes. |If one is available, you can reuse that URl .

If one isn't available, you could nint and docunent a new type UR
(whi ch ought to be under your control and stable over tine), an
appropriate title and the HTTP status code that it will be used with,
along with what it means and how it shoul d be handl ed.

In sunmary: an instance URI will always identify a specific
occurrence of a problem On the other hand, type URI's can be reused
if an appropriate description of a problemtype is already avail able
sonepl ace el se, or they can be created for new probl emtypes

4.2. Predefined Problem Types
This specification reserves the use of one URI as a problemtype:

The "about: bl ank” URI [ RFC6694], when used as a probl emtype,
i ndi cates that the problem has no additional senmantics beyond that of
the HTTP status code.

When "about: bl ank" is used, the title SHOULD be the sanme as the
recomended HTTP status phrase for that code (e.g., "Not Found" for
404, and so on), although it MAY be localized to suit client
preferences (expressed with the Accept-Language request header).

Pl ease note that according to how the "type" nmenber is defined
(Section 3.1), the "about:blank” URI is the default value for that
menber. Consequently, any problemdetails object not carrying an
explicit "type" menber inplicitly uses this URI.

5. Security Considerations

When defining a new problemtype, the information included nust be
carefully vetted. Likew se, when actually generating a problem --
however it is serialized -- the details given nust al so be
scrutini zed.

Ri sks include | eaking information that can be exploited to conprom se

the system access to the system or the privacy of users of the
system
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6

6

Generators providing links to occurrence information are encouraged
to avoid making inmplenentation details such as a stack dunp avail abl e
through the HTTP interface, since this can expose sensitive details
of the server inplenentation, its data, and so on
The "status" nmenber duplicates the information available in the HTTP
status code itself, thereby bringing the possibility of disagreenent
between the two. Their relative precedence is not clear, since a
di sagreenment mght indicate that (for exanple) an internediary has
nodi fied the HITP status code in transit (e.g., by a proxy or cache).
As such, those defining problemtypes as well as generators and
consuners of problens need to be aware that generic software (such as
proxi es, |oad balancers, firewalls, and virus scanners) are unlikely
to know of or respect the status code conveyed in this nenber.

I ANA Consi derations
Thi s specification defines two new Internet media types [ RFC6838].
1. application/probl emtjson
Type name: application
Subt ype nanme: probl emtj son
Requi red paraneters: None
Optional parameters: None; unrecogni zed paraneters should be ignored
Encodi ng consi derations: Sanme as [ RFC7159]
Security considerations: see Section 5 of this docunent
Interoperability considerations: None
Publ i shed specification: RFC 7807 (this document)
Applications that use this nmedia type: HITP

Fragment identifier considerations: Sane as for application/json
([ RFC7159])
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Addi tional information:
Deprecated alias names for this type: n/a
Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

Person and enmil address to contact for further information:
Mar k Not t i ngham <mot @mot . net >

I ntended usage: COMMON
Restrictions on usage: None.
Aut hor: Mark Notti ngham <mot @mot . net >
Change controller: |ESG
6.2. application/probl em-xm
Type name: application
Subt ype name: probl em+xm
Required paraneters: None
Optional parameters: None; unrecogni zed paraneters shoul d be ignored
Encodi ng consi derations: Same as [ RFC7303]
Security considerations: see Section 5 of this docunent
Interoperability considerations: None
Publ i shed specification: RFC 7807 (this document)
Applications that use this nmedia type: HITP

Fragrment identifier considerations: Sane as for application/xm (as
specified by Section 5 of [RFC7303])
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Addi tional information:
Deprecated alias names for this type: n/a
Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a

Person and enmil address to contact for further information:
Mar k Not t i ngham <mot @mot . net >

I ntended usage: COMMON
Restrictions on usage: None.
Aut hor: Mark Notti ngham <mot @mot . net >
Change controller: |ESG
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Appendi x A, HTTP Probl ens and XM

Sone HITP-based APlIs use XML [ WBC. REC- xm - 20081126] as their primary
format convention. Such APlIs can express problemdetails using the
format defined in this appendi x.

The RELAX NG schema [|I SO 19757-2] for the XML format is as foll ows.
Keep in nmind that this schema is only nmeant as docunentation, and not
as a normative schema that captures all constraints of the XM
format. Also, it would be possible to use other XML schema | anguages
to define a simlar set of constraints (depending on the features of
t he chosen schema | anguage) .

default namespace ns = "urn:ietf:rfc:7807"
start = probl em

probl em =
el ement probl em {

( element type { xsd:anyURl }?
& element title { xsd:string }?
& el enent detail { xsd:string }?
& el enent status { xsd: positivelnteger }?
& el enent instance { xsd:anyURl }? ),
anyNsEl erment
}
anyNsEl erent =
( elenent ns:* { anyNsEl enent | text }

| attribute * { text })*
The nedia type for this format is "application/probl emxm ™.

Ext ensi on arrays and objects are serialized into the XM. format by
considering an elenent containing a child or children to represent an
obj ect, except for elenents that contain only child el enent(s) naned
"i’, which are considered arrays. For exanple, the exanple above
appears in XM. as foll ows:
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HTTP/ 1.1 403 For bi dden
Cont ent - Type: appl i cati on/ probl emtxm
Cont ent - Language: en

<?xm version="1.0" encodi ng="UTF-8"?>
<probl em xm ns="urn:ietf:rfc: 7807">
<type>https://exanpl e. com probs/out-of-credit</type>
<title>You do not have enough credit.</title>
<det ai | >Your current balance is 30, but that costs 50.</detail >
<i nstance>https://exanpl e. net/account/ 12345/ nsgs/ abc</i nst ance>
<bal ance>30</ bal ance>
<account s>
<i >https://exanpl e. net/account/12345</i >
<i >https://exanpl e. net/account/67890</i >
</ account s>
</ pr obl en>

Note that this fornmat uses an XM. nanespace. This is prinmarily to

al | ow enbedding it into other XM.-based formats; it does not inply
that it can or should be extended with elenents or attributes in

ot her nanmespaces. The RELAX NG schema explicitly only all ows

el ements fromthe one nanespace used in the XML format. Any
extension arrays and objects MJST be serialized into XM. nmar kup usi ng
only that nanespace.

When using the XML format, it is possible to embed an XM. processing
instruction in the XM. that instructs clients to transformthe XM,
using the referenced XSLT code [WBC. REC-xm -styl esheet-20101028]. |If
this code is transformng the XML into (X)HTM., then it is possible
to serve the XML format, and yet have clients capabl e of performng
the transformation di splay human-friendly (X)HTM. that is rendered
and displayed at the client. Note that when using this nethod, it is
advi sable to use XSLT 1.0 in order to maxim ze the nunber of clients
capabl e of executing the XSLT code.

Appendi x B. Using ProblemDetails with Gther Fornats

In sone situations, it can be advantageous to enbed problemdetails
in formats other than those described here. For exanple, an APl that
uses HTML [ WBC. REC- ht m 5-20141028] mi ght want to al so use HTM. for
expressing its problemdetails.

Probl em details can be enbedded in other fornmats either by
encapsul ati ng one of the existing serializations (JSON or XM.) into
that format or by translating the nodel of a problemdetail (as
specified in Section 3) into the format’s conventi ons.
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For exanple, in HTM., a problemcould be enbedded by encapsul ati ng
JSON in a script tag:

<script type="application/probl em+json">

"type": "https://exanpl e.conl probs/out-of-credit",

"title": "You do not have enough credit.",
"detail": "Your current balance is 30, but that costs 50.",
"instance": "/account/ 12345/ msgs/abc”,

"bal ance": 30,
"accounts": ["/account/12345",
"/account/ 67890"]
}
</script>
or by inventing a mapping into RDFa [ WBC. REC-rdf a- core-20130822] .
Thi s specification does not nmake specific recomendati ons regarding
enbeddi ng problemdetails in other formats; the appropriate way to
enbed them depends both upon the format in use and application of
that format.
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