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Abst r act

Thi s note di scusses queui ng and mar ki ng/ droppi ng al gorithnms. Wile
these algorithnms may be inplenented in a coupled manner, this note
argues that specifications, measurenents, and conparisons shoul d
decouple the different algorithns and their contributions to system
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I ntroduction

In the discussion of Active Queue Managenent (AQV), there has been
di scussi on of the coupling of queue managenent al gorithnms such as
Stochastic Fairness Queuing [SFQ, Virtual dock [Virtual dock], or
Deficit Round Robin [DRR] with mark/drop al gorithns such as

Control | ed Del ay (CoDel) [DELAY-AQVM or Proportional |ntegral
controll er Enhanced (PIE) [AQMPIE]. 1In the interest of clarifying
the di scussion, we docunent possible inplenentati on approaches to
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that and anal yze the possible effects and side effects. The | anguage

and npdel derive fromthe Architecture for Differentiated Services
[ RFC2475] .

This note is informational and is intended to describe reasonabl e
possibilities without constraining outconmes. This is not so nmuch
about "right" or "wong" as it is "what m ght be reasonabl e" and
di scusses several possible inmplenentation strategies. Al so, while
queui ng m ght be inplenented in al nost any | ayer, the note
specifically addresses queues that m ght be used in the
Differentiated Services Architecture and are therefore at or bel ow
the I P |ayer.
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Fair Queuing: Algorithms and History

There is extensive history in the set of algorithms collectively
referred to as "fair queuing". The nodel was initially discussed in
[ RFC970], which proposed it hypothetically as a solution to the TCP
Silly Wndow Syndrone issue in BSD 4.1. The problemwas that, due to
a TCP inpl enentation bug, some senders would settle into sending a

| ong stream of very short segments, which unnecessarily consumed
bandwi dth on TCP and | P headers and occupi ed short packet buffers,

t hereby disrupting conpeting sessions. Nagle suggested that if
packet streans were sorted by their source address and the sources
treated in a round-robin fashion, a sender’s effect on end-to-end

| atency and increased loss rate would primarily affect only itself.
This touched of f perhaps a decade of work by various researchers on
what was and is terned "fair queuing”, philosophical discussions of
the neaning of the word "fair", operational reasons that one n ght
want a "wei ghted" or "predictably unfair" queuing algorithm and so
on.

1. Ceneralized Processor Sharing

Conceptual ly, any fair queuing algorithmattenpts to i npl ement sone
approximation to the CGeneralized Processor Sharing [ GPS] nodel .

The GPS nodel, in its essence, presumes that a set of identified data
streans, called "flows", pass through an interface. Each flow has a
rate when neasured over a period of tine; a voice session mght, for
exanple, require 64 kbit/s plus whatever overhead is necessary to
deliver it, and a TCP session night have variabl e throughput
depending on where it is in its evolution. The premnm se of
General i zed Processor Sharing is that on all time scales, the flow
occupies a predictable bit rate so that if there is enough bandw dth
for the flowin the long term it also |lacks nothing in the short
term "Al time scales" is obviously untenable in a packet network
-- and even in a traditional Tinme-Division Miultiplexer (TDM circuit
switch network -- because a tinescale shorter than the duration of a
packet will only see one packet at a time. However, it provides an
i deal for other nodels to be compared agai nst.

There are a nunber of attributes of approximations to the GPS nodel
that bear operational consideration, including at |east the

transm ssion quanta, the definition of a "flow', and the unit of
measurenent. | nplenmentation approaches have different practica

i mpacts as wel | .
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2.1.1. GPS Conparisons: Transm ssion Quanta

The nobst obvi ous conpari son between the GPS nodel and conmon
approximations to it is that real world data is not delivered
uniformy, but in sone quantum The snallest quantumin a packet
network is a packet. But quanta can be larger; for exanple, in video
applications, it is conmmon to describe data flow in frames per
second, where a frane describes a picture on a screen or the changes
made froma previous one. A single video frame is commonly on the
order of tens of packets. |If a codec is delivering thirty frames per
second, it is conceivable that the packets conprising a frame night
be sent as thirty bursts per second, with each burst sent at the
interface rate of the camera or other sender. Sinilarly, TCP
exchanges have an initial w ndow (common val ues of which include 1

2, 3, 4 [RFC3390], and 10 [RFC6928]), and there are al so reports of
bursts of 64 KB at the rel evant Maxi num Segnent Size (MSS), which is
to say about 45 packets in one burst, presumably coning from TCP
Segnment Offload ((TSO also called TCP Ofl oad Engi ne (TCE)) engi nes
(at least one inplenmentation is known to be able to send a burst of
256 KB). After that initial burst, TCP senders commonly send pairs
of packets but may send either smaller or |arger bursts [ RFC5690].

2.1.2. GPS Conparisons: Flow Definition

An inmportant engineering trade-off relevant to GPS is the definition
of a "flow'. Aflowis, by definition, a defined data stream
Common definitions include:

0 packets in a single transport |ayer session ("mcroflow'),
identified by a five-tuple [ RFC2990];

0 packets between a single pair of addresses, identified by a source
and destination address or prefix;

o packets froma single source address or prefix [RFCI970];
0 packets to a single destination address or prefix; and

0 packets to or froma single subscriber, custoner, or peer
[ RFC6057]. In Service Provider operations, this mght be a
nei ghbori ng Aut ononobus Systent in broadband, this nmight be a
residential custoner.

The difference should be apparent. Consider a compari son between
sorting by source address or destination address, to pick two
exanples, in the case that a given router interface has N application
sessions going through it between N 2 |ocal destinations and N renote
sources. Sorting by source, or in this case by source/destination

Baker & Pan I nf or mat i onal [ Page 4]



RFC 7806 On Queui ng, Marking, and Dropping April 2016

pair, would give each renote peer an upper-bound guarantee of 1/ N of
the avail abl e capacity, which mght be distributed very unevenly
anong the | ocal destinations. Sorting by destination would give each
| ocal destination an upper-bound guarantee of 2/ N of the available
capacity, which mght be distributed very unevenly anong the renote
systens and correl ated sessions. W is one fair to? |In both cases,
they deliver equal service by their definition, but that m ght not be
someone el se’s definition

Fl ow fairness, and the inplications of TCP s congestion avoi dance
al gorithms, is discussed extensively in [NoFair].

2.1.3. GPS Conparisons: Unit of Measurenent

And finally, there is the question of what is nmeasured for rate. |If
the only objective is to force packet streans to not dom nate each
other, it is sufficient to count packets. However, if the issue is
the bit rate of a Service Level Agreenent (SLA), one nust consider
the sizes of the packets (the aggregate throughput of a flow nmeasured
in bits or bytes). |If predictable unfairness is a consideration, the
val ue nust be wei ghted accordingly.

[ RFC7141] di scusses neasurenent.
2.2. GPS Approximations

Carrying the matter further, a queuing algorithmmy also be terned
"work conserving" or "non work conserving”. A queue in a work-
conserving algorithm by definition, is either enpty, in which case
no attenpt is being nade to dequeue data fromit, or contains

somet hing, in which case the algorithmcontinuously tries to enpty
the queue. A work-conserving queue that contains queued data at an

interface with a given rate will deliver data at that rate until it
enpties. A non-work-conserving queue night stop delivering even
though it still contains data. A compn reason for doing this is to

i mpose an artificial upper bound on a class of traffic that is |ower
than the rate of the underlying physical interface.

2.2.1. Definition of a Queuing Al gorithm

In the discussion followi ng, we assune a basic definition of a
queui ng algorithm A queuing algorithm has, at nininmum

o sonme formof internal storage for the elements kept in the queue;
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o if it has multiple internal classifications, then it has

* a method for classifying elements and

* additional storage for the classifier and inplied classes;
o potentially, a method for creating the queue;
o potentially, a nmethod for destroying the queue;

0 an enqueui ng nethod for placing packets into the queue or queuing
system and

0 a dequeuing method for removing packets fromthe queue or queuing
system

There may al so be other information or nmethods, such as the ability
to inspect the queue. It also often has inspectable externa
attributes, such as the total volunme of packets or bytes in queue,
and may have limt thresholds, such as a maxi mum nunber of packets or
byt es the queue m ght hol d.

For exanple, a sinple FIFO queue has a |inear data structure,
enqueues packets at the tail, and dequeues packets fromthe head. It
m ght have a maxi num queue depth and a current queue depth naintained
in packets or bytes.

2.2.2. Round-Robin Mdels

One class of inplenmentation approaches, generically referred to as

"Wei ght ed Round Robin" (WRR), inplenents the structure of the queue
as an array or ring of subqueues associated with flows for whatever
definition of a flowis inportant.

The arriving packet must, of course, first be classified. |If a hash
is used as a classifier, the hash result night be used as an array

i ndex, selecting the subqueue that the packet will go into. One can
i magi ne other classifiers, such as using a Differentiated Services
Code Point (DSCP) value as an index into an array containing the
queue nunber for a flow, or nore conplex access |ist inplenentations.

In any event, a subqueue contains the traffic for a flow, and data is
sent from each subqueue in succession

Upon entering the queue, the enqueue nethod places a classified
packet into a sinple FIFO subqueue.
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On dequeue, the subqueues are searched in round-robin order, and when
a subqueue is identified that contains data, the dequeue method
renoves a specified quantumof data fromit. That quantumis at

m ni mum a packet, but it nmay be nore. |If the systemis intended to
mai ntain a byte rate, there will be nenory between searches of the
excess previously dequeued.

+- +

+>| 1]

| ++

||

| ++ +-+
| 11 +>| 3]
| +-+ | +-+
|| ||
| ++ +- + | ++
| 11 +>| 2| | 13|
| ++ | ++ | ++
| A | A | A
I

| +----+ +----+ oo+

Fi gure 1: Round- Robi n Queues
2.2.3. Calendar Queue Mdels

Anot her cl ass of inplenmentation approaches, generically referred to
as Cal endar Queue | npl enmentations [ Cal endar Queue], inplenments the
structure of the queue as an array or ring of subqueues (often called
"buckets") associated with tinme or sequence; each bucket contains the
set of packets, which nay be null, intended to be sent at a certain
time or followi ng the enptying of the previous bucket. The queue
structure includes a | ook-aside table that indicates the current
depth (which is to say, the next bucket) of any given class of
traffic, which mght simlarly be identified using a hash, a DSCP, an
access list, or any other classifier. Conceptually, the queues each
contain zero or nore packets fromeach class of traffic. One is the
queue being enptied "now'; the rest are associated with sone tinme or
sequence in the future. The characteristics under "load" have been

i nvestigated in [Deadline].

Upon entering the queue, the enqueue nethod, considering a classified
packet, determ nes the current depth of that class with a viewto
scheduling it for transmission at sone tinme or sequence in the
future. If the unit of scheduling is a packet and the queuing
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quantumis one packet per subqueue, a burst of packets arrives in a
given flow, and if at the start the fl ow has no queued data, the
first packet goes into the "next" queue, the second into its
successor, and so on. |If there was sone data in the class, the first
packet in the burst would go into the bucket pointed to by the | ook-
aside table. If the unit of scheduling is tine, the explanation in
Section 2.2.5 might be sinplest to follow, but the bucket selected
will be the bucket corresponding to a given transmission time in the
future. A necessary side effect, nenory being finite, is that there
exist a finite nunber of "future" buckets. |f enough traffic arrives
to cause a class to wap, one is forced to drop sonething (tai

drop) .

On dequeue, the buckets are searched at their stated times or in
their stated sequence, and when a bucket is identified that contains
data, the dequeue nethod renoves a specified quantum of data fromit
and, by extension, fromthe associated traffic classes. A single
bucket m ght contain data froma nunber of classes sinmultaneously.

+- +
+>| 1]
| ++
||
| ++ +-+
| 12| +>| 2]
| +-+ | +-+
|| ||
| ++ | ++ +- +
| 13| | 11 +>| 1
| ++ | ++ | ++
| A | A | A
I I I
+4- - ++ +4- - ++ +4- - ++
"now' +-> Q [--> Q [-->] Q [-->...
+----+ +----+ +----+
A A A
|3 | 2 |1
+4++++++++H
[T Fl ow [T

+++++++++++
Fi gure 2: Cal endar Queue

In any event, a subqueue contains the traffic for a point in time or
a point in sequence, and data is sent from each subqueue in
succession. |f subqueues are associated with tine, an interesting
end case develops: if the systemis draining a given subqueue and the
time of the next subqueue arrives, what should the system do? One
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potentially valid Iine of reasoning would have it continue delivering
the data in the present queue on the assunption that it will likely
trade off for tine in the next. Another potentially valid |ine of
reasoni ng woul d have it discard any waiting data in the present queue
and nove to the next.

2.2.4. Wrk-Conserving Mdels and Stochastic Fairness Queuing

St ochastic Fairness Queuing [SFQ is an exanple of a work-conserving
algorithm This algorithm neasures packets and considers a "flow' to
be an equi val ence class of traffic defined by a hashing algorithm
over the source and destination | Pv4d addresses. As packets arrive,
the enqueue nethod perforns the indicated hash and pl aces t he packet
into the indicated subqueue. The dequeue mnet hod operates as
described in Section 2.2.2; subqueues are inspected in round-robin
sequence and a packet is renoved if they contain one or nore packets.

The Deficit Round Robin [DRR] nodel nodifies the quanta to bytes and
deals with variable I ength packets. A subqueue descriptor contains a
wai ti ng quantum (the amount intended to be dequeued on the previous
dequeue attenpt that was not satisfied), a per-round quantum (the
subqueue is intended to dequeue a certain nunber of bytes each
round), and a maximumto pernit (sone nultiple of the MIU). In each
dequeue attenpt, the dequeue nethod sets the waiting quantumto the
smal | er of the maxi mum quantum and the sum of the waiting and
incremental quantum It then dequeues up to the waiting quantum (in
bytes) of packets in the queue and reduces the waiting quantum by the
nunber of bytes dequeued. Since packets will not normally be exactly
the size of the quantum sonme dequeue attenpts will dequeue nore than
others, but they will over time average the incremental quantum per
round if there is data present.

[SFQQ and [DRR] could be inplenmented as described in Section 2.2.3.
The weakness of a classical WRR approach is the search tine expended
i nspecting and not choosi ng sub-queues that contain no data or not
enough to trigger a transm ssion fromthem

2.2.5. Non-Wbrk-Conserving Mdels and Virtual d ock

Virtual dock [Virtual Cock] is an exanple of a non-work-conserving
algorithm It is trivially inplemented as described in

Section 2.2.3. It associates buckets with intervals in tinme that
have durations on the order of m croseconds to tens of nilliseconds.
Each flow is assigned a rate in bytes per interval. The flow entry
mai ntains a point in tinme the "next" packet in the flow should be
schedul ed.
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On enqueue, the method determ nes whether the "next schedule" tinme is

"in the past"; if so, the packet is scheduled "now', and if not, the
packet is scheduled at that tine. It then calculates the new "next

schedul e" time as the current "next schedule" tine plus the |length of
the packet divided by the rate. |If the resulting tinme is also in the

past, the "next schedule" tine is set to "now'; otherwise, it is set
to the calculated tine. As noted in Section 2.2.3, there is an
interesting point regarding "too nuch time in the future"; if a
packet is scheduled too far into the future, it may be marked or
dropped in the AQM procedure, and if it runs beyond the end of the
queui ng system may be defensively tail dropped.

On dequeue, the bucket associated with the time "now' is inspected.

If it contains a packet, the packet is dequeued and transmtted. |If
the bucket is enpty and the time for the next bucket has not arrived,
the systemwaits, even if there is a packet in the next bucket. As
noted in Section 2.2.3, there is an interesting point regarding the
queue associated with "now'. If a subsequent bucket, even if it is
actually enpty, would be del ayed by the transm ssion of a packet, one
coul d i magi ne marki ng the packet Explicit Congestion Notification -
Congestion Experienced (ECN- CE) [RFC3168] [RFC6679] or dropping the
packet .

3.  Queuing, Marking, and Dropping

Queui ng, marking, and dropping are integrated in any systemthat has
a queue. If nothing else, as nenory is finite, a systemhas to drop
as discussed in Sections 2.2.3 and 2.2.5 in order to protect itself.
However, host transports interpret drops as signals, so AQV

al gorithnms use that as a mechanismto signal

It is useful to think of the effects of queuing as a signal as well.
The recei ver sends acknow edgenents as data is received, so the
arrival of acknow edgenents at the sender paces the sender at
approximately the average rate it is able to achieve through the
network. This is true even if the sender keeps an arbitrarily |arge
anount of data stored in network queues and is the basis for del ay-
based congestion control algorithns. So, delaying a packet
monentarily in order to permt another session to inprove its
operation has the effect of signaling a slightly | ower capacity to

t he sender.
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3. 1

3. 2.

3. 3.

Bak

Queuing with Tail Mark/Drop

In the default case in which a FIFO queue is used with defensive tai
drop only, the effect is to signal to the sender in two ways:

0 Ack clocking, which involves pacing the sender to send at
approximately the rate it can deliver data to the receiver; and

0 Defensive |loss, which is when a sender sends faster than avail abl e
capacity (such as by probing network capacity when fully utilizing
that capacity) and overburdens a queue.

Queuing with CoDel WMark/Drop

In any case wherein a queuing algorithmis used along with CoDel

[ DELAY- AQM, the sequence of events is that a packet is tinme stanped,
enqueued, dequeued, conpared to a subsequent readi ng of the clock,
and then acted on, whether by dropping it, marking and forwarding it,
or sinply forwarding it. This is to say that the only drop algorithm
i nherent in queuing is the defensive drop when the queue’s resources
are overrun. However, the intention of marking or dropping is to
signal to the sender much earlier when a certain anmount of delay has
been observed. In a FIFO+CoDel, Virtual d ock+CoDel, or Fl owQueue-
Codel [FQ CODEL] inplenentation, the queuing algorithmis conpletely
separate fromthe AQM algorithm Using themin series results in
four signals to the sender:

0 Ack clocking, which involves pacing the sender to send at
approximately the rate it can deliver data to the receiver through
a queue;

0 Lossless signaling that a certain delay threshold has been
reached, if ECN [ RFC3168] [RFC6679] is in use;

o Intentional signaling via loss that a certain delay threshold has
been reached, if ECNis not in use; and

o Defensive loss, which is when a sender sends faster than avail abl e
capacity (such as by probing network capacity when fully utilizing
that capacity) and overburdens a queue.

Queuing with RED or PIE Mark/Drop

In any case wherein a queuing algorithmis used along with PIE

[ AQVt PIE], Random Early Detection (RED) [RFC7567], or other such

al gorithms, the sequence of events is that a queue is inspected, a
packet is dropped, marked, or |eft unchanged, enqueued, dequeued,
conpared to a subsequent reading of the clock, and then forwarded on
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This is to say that the AQMV Mark/Drop Al gorithm precedes enqueue; if
it has not been effective and as a result the queue is out of
resources anyway, the defensive drop algorithmsteps in, and failing
that, the queue operates in whatever way it does. Hence, in a

FI FO+tPI E, SFQ+PIE, or Virtual O ock+PIE inplenmentation, the queuing
algorithmis again conpletely separate fromthe AQM al gorithm Using
themin series results in four signhals to the sender

0 Ack clocking, which involves pacing the sender to send at
approximately the rate it can deliver data to the receiver through
a queue;

0 Lossless signaling that a queue depth that corresponds to a
certain delay threshold has been reached, if ECNis in use;

o Intentional signaling via loss that a queue depth that corresponds
to a certain delay threshold has been reached, if ECNis not in
use; and

o Defensive loss, which is when a sender sends faster than avail able
capacity (such as by probing network capacity when fully utilizing
that capacity) and overburdens a queue.

4. Concl usi on

To summarize, in Section 2, inplenentation approaches for severa

cl asses of queuing algorithns were explored. Queuing algorithms such
as SFQ Virtual dock, and Fl owQueue- Codel [FQ CODEL] have value in
the network in that they delay packets to enforce a rate upper bound
or to permt conpeting flows to conpete nore effectively. ECN
mar ki ng and | oss are al so useful signals if used in a manner that
enhances TCP / Steam Control Transm ssion Protocol (SCTP) operation
or restrains unmanaged UDP data fl ows.

Conceptual Iy, queuing algorithns and nmark/drop al gorithns operate in
series (as discussed in Section 3), not as a single algorithm The
observed effects differ: defensive |oss protects the internediate
system and provides a signal, AQM mark/drop works to reduce mean

| atency, and the scheduling of flows works to nodify flow interleave
and acknow edgenent pacing. Certain features like flow isolation are
provi ded by fair-queuing-rel ated designs but are not the effect of
the mark/drop al gorithm

There is value in inplementing and coupling the operation of both
queui ng al gorithms and queue managenent al gorithns, and there is
definitely interesting research in this area, but specifications,
nmeasur enents, and conparisons shoul d decouple the different
algorithms and their contributions to system behavi or
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5. Security Considerations

This meno adds no new security issues; it observes inplenentation
strategies for Diffserv inplenentation.
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