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1.

MAI L TRANSFER PROTCCOL

I NTRODUCTI ON

The objective of Mail Transfer Protocol (MIP) is to transfer mail
reliably and efficiently.

MIP is designed to be independent of the particular transm ssion
subsystem and requires only a reliable ordered data stream channel
Appendi ces describe the use of MIP with various transport services.
A dossary provides the definitions of terns as used in this
docunent .

An inmportant feature of MIP is its capability to relay mail from one
transport environment to another. A transport service provides an

i nterprocess conmuni cati on environnent (IPCE). An |IPCE may cover one
networ k, several networks, or a subset of a network. A process can
communi cate directly with another process anywhere in its own | PCE
Mail is a special case of interprocess comruni cation. Miil can be
communi cat ed between proceses in different |1 PCEs by rel aying through
a process connected to two (or nore) IPCEs. Mre specifically, mai
can be relayed between hosts on different transport systens by a host
on both transport systens. It is inportant to realize that transport
systens (or | PCEs) are not one-to-one wth networks.
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2. THE MIP MODEL

The MIP design is based on the follow ng nodel of communication: at
the initiation of the user, the sender-MIP establishes the

full -dupl ex transm ssion channel. MIP commands are generated by the
sender- MIP and sent to the receiver-MIP. MIP replies are sent from
the receiver-MIP to the sender-MIP in response to the conmands.

In the sinplest case, once the transm ssion channel is established
the MIP-sender sends a MAIL command indicating the sender and

receiver of the mail. |If the MIP-receiver can accept the mail it
responds with a go ahead reply. Then the MIP-sender sends the nmil
data, ternminating with a special sequence. |f the MIP-receiver
successfully processes the mail it responds with an OK reply.

S + S +
oo o | | |
| User |<--> | MrP | |
+------ + | Sender- | Commands/ Replies| Receiver-|
SRR + | MIP I >| MIP | SRR +
| File |<-->| | and Mail | | <-->] File |
| Systent I I I I | Systent
Fomm o - + S + S + Fomm o - +

Sender - MTP Recei ver - MTP
Model for MIP Use
Figure 1

The MIP provi des nechanisns for the transm ssion of mail; directly

fromthe sending user’s host to the receiving user’s host when the

two host are connected to the same transport service, or via one or
more relay MIP-servers when the source and destination hosts are not
connected to the sane transport service.

To be able to provide the relay capability the MIP-server nust be

supplied with the name of the ultimte destination host as well as
the destination nail box nane.
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The argunments to the MAIL command are a FROM path and a TO path. The
TO path is a source route while the FROM path is a return route
(which nmay be used to return a nessage to the sender when an error
occurs with a rel ayed nessage).

The precedi ng di scussion has outlined the transm ssion of one copy of
one nessage froma source to a destination host and the possibility
of relaying nessages between different transport services. The MIP
additionally supports the transmi ssion of one copy of a nessage
addressed to multiple recipients.

In order for mail to be successfully transmtted the destination
users nmust be known at the destination receiver-MP and the mail data
must be correctly received and stored. |In the single recipient case
di scussed above the positive response to the MAIL comand i ndi cated
the recipient was known, and the final OK response indicated the mai
was recei ved and stored.

To support nulti-recipient mail, MIP provides two procedures:
Text-First, and Recipients-First. In the text-first schenme the nail
data is sent and acknow edged, then each recipient identificationis
sent and acknow edged (or refused) separately. In the

reci pients-first scheme the recipients are negotiated first, then the
text is sent and acknow edged (for all recipients at once). The

choi ce of schene is up to the MIP-receiver, and depends on the way
mail is handled in the destination host.

The nmulti-recipient mail procedures are optional and the

determ nati on of which schene to use is negotiated. The use of the
mul ti-recipient schenes is strongly encouraged by the econony they
provide in transm ssion and processing.

The mail commands and replies have a rigid syntax. Replies also have
a nuneric code. 1In the follow ng, exanples appear which use actua
commands and replies. The conplete lists of commands and replies
appears in Section 5 on specifications.

Commands and replies are not case sensitive. That is, a conmand or
reply word may be upper case, |ower case, or any nixture of upper and
| ower case. Note that this is not true of mail box user names. For
some hosts the user nane is case sensitive, and MIP inpl ementati ons
must take case to preserve the case of user nanes as they appear in
mai | box argunents.
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3.

BASI C MAI L

The basic command for transmitting nmail is MAIL. This command causes
the transmtted data to be entered into the recipient’s mail box, or
accepted for relaying to the destination host.

The mail text is also sent on the transm ssion channel. This
requires that the end of the text be signalled so that the conmand
and reply dialog can be resuned. MIP signals the end of the mail
text by sending a line containing only a period. A transparency
procedure is used to prevent this interfering with the users text
(see Section 5.5.2).

MAI L <SP> FROM <sender - pat h> <SP> TO <recei ver - pat h> <CRLF>

The <sender-pat h> contains the source mail box; the

<recei ver-path> contains the destination mailbox. |If accepted,
the receiver-MIP returns a 354 reply and consi ders al
succeeding lines to be the nessage text. The nmessage text is
termnated by a line containing only a period, upon which a 250
completion reply is returned. Various errors are possible.

Actual |y the <sender-path> and <receiver-path> are nore than
just the nmmil boxes, they may be source routes. The
<receiver-path> is a source routing list of hosts and
destination mail box; the <sender-path> is a reverse source
routing list of hosts and source nail box.
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Exanpl e of MAIL (Basic Mil)

This MAIL comrand specifies the mail is sent by Wal do at host A,
and is to be delivered to Foo at host Y. Here we assune that host
A contacts host Y directly.

MAI L FROM <wal do@> TO <Foo@’> <CRLF>

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah blah blah....etc. etc. etc.

<CRLF>. <CRLF>

250 Mail sent

The mail text has now been sent to "Foo".

Example 1

3.1. FORWARDI NG

There are two possible prelimnary replies that a receiver may use
toindicate that it is accepting mail for a user whose mailbox is
not at that host.

151 User not local; will forward to <user>@xhost >

This reply indicates that the receiver-MP knows the user’s
mai | box is on another host and will take responsibility for
forwarding the mail to that host. This reply is only sent
when the sender would not expect the nail to be forwarded.
That is, when <receiver-path> as given in the comrand
indicates mail relaying, this reply will not be used. This
reply could be used for an organi zation with several hosts
when each has a |list of nmany of the users on the hosts. A
host can accept mail for any user on its list and forward it
to the correct host.

152 User Unknown; nmail will be forwarded by the operator

This reply indicates that the host does not recognize the
user nane, but that it will accept the mail and have the
operator attenpt to deliver it. This is useful if the user
nane is msspelled, but may be a disservice if the mail is
really undeliverable.
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If forwarding by the operator is unacceptable or if the
sendi ng-user would prefer to send the nail directly to the
reci pient’s actual host, the action nay be aborted.

The MIP-sender must accept or reject the proposal in the
prelimnary reply by sending a continue (CONT) or abort (ABRT)

command. | n the case of the continue, the next reply fromthe
MIP-receiver will be any of the replies expected for the MAIL
command, nost likely "354 Start nmail input, " In the case of

the abort, the next reply fromthe MIP-receiver will be "201
Conmand okay, action aborted"

3.2. SOURCE ROUJTI NG

The receiver-path may be a source route of the form

" @NE, @WO, JOE@HREE", where ONE, TWO, and THREE are hosts. This
formis used to emphasi ze the distinction between an address and a
route.

At sone distant future tine it might be necessary to expand the
mai | box format to include a region identifier, such as
"user @ost @egion". If this occured the MIP path convention
coul d be expanded to

"host @ egi on, host @ egi on, ... user @ost @egi on". For exanple,

" ONE@RL, TWO@R2, JOCE@ HREE@R3" .

The mail box is an absolute address, and the route is information
about how to get there. The two concepts should not be confused.

The el ements of the receiver-path are to be noved to the
sender-path as the nessage is relayed fromone MIP to another. The
sender-path is a reverse source route, that is, a source route to
the originator of the message. When an MIP deletes its identifier
fromthe receiver-path and inserts it into the sender-path, it
must use the nane it is known by in the environment it is sending
into, not the environment the mail canme from in case the MIP is
known be different names in different environments.

When source routing is used the receiver-MIP will receive mail to
be relayed to another MIP. The receiver-MIP may accept the task
of relaying the mail or reject it in the sane way it accepts or
reject mail for a local user. 1t does not use the 151 "User not

| ocal " or 152 "User unknown" prelimnary replies. Once the

recei ver-MIP accepts the relaying task it receives the mail text
and transforns the comand argunments by renmoving its own
identifier fromthe receiver-path and inserting it in the
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begi nning of the sender-path. The receiver-MIP then becones a
sender- MTP and establishes a transm ssion channel to the next MIP
in the receiver-path and sends it the mail.

If an MIP has accepted the task of relaying the mail and | ater
finds that the receiver-path is incorrect or that the nmail cannot
be delivered for whatever reason, then it nust construct a
notification nmessage and send it to the originator of the

undel iverable mail as indicated by the sender-path. This
notification message must be fromthe MIP at this host. That is,
the sender-path of the notification nmessage itself will be
"MIP@host >", and in the notification message header the From
field will be "MIP at <host>". O course, MIPs should not send
notification nmessages about problens with notification nmessages.
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4.

MULTI - RECI PI ENT MAI L

There are two MIP commands which allow the text of a nessage to be
mai l ed to several recipients simnultaneously; such nmessage
transmssion is far nore efficient than the practice of sending the

text again and again for each additional recipient at a host. In one
schene, all recipients are specified first, and then the text is
sent. In the other schene, the order is reversed and the text is

sent first, followed by the recipients. The sender-MIP suggests the
schene it would prefer, but receiver-MP controls which scheme is
actually used. To select a particular schene, the MRSQ command i s
used; to specify recipients after a schene is chosen, MRCP comuands
are given; and to furnish text, the MAIL conmand is used.

Bot h schenmes are necessary because neither by itself is optimal for
all systens. MRSQ R allows nore of a "bul k" mailing because
everything is saved up and then nmailed simultaneously. This is very
useful for systens such as | TS where the MIP-receiver does not itself
wite mail directly, but hands it on to a central nailer denon. The
more information (e.g., recipients) associated with a single
"hand-of f", the nore efficiently mail can be delivered.

By contrast, MRSQ T is geared to receiver-MPs which want to deliver
mai | directly, in one-by-one increnmental fashion. For each given
reci pient this schenme returns an individual success/failure reply
code whi ch may depend on variable mail systemfactors such as
exceedi ng di sk allocation, mailbox access conflicts, and so forth.
If these receiver-MIPs tried to emulate MRSQ Rs bul k mailing, they
woul d have to ensure that a success reply to the MAIL i ndeed neant
that it had been delivered to ALL recipients specified -- not just
sone.

4.1. SCHEME SELECTION: MRSQ

MRSQ i s the nmeans by which a sender-MIP can test for MRSQ MRCP
i npl ementation, select a particular schene, reset its state, and
even do sone rudi nentary negotiation. |Its format is as foll ows:

MRSQ [ <SP> <schene>] <CRLF>

<scheme> is a single character. The follow ng are defi ned:
R Recipients first. |If this is not inplenented, T nust be.
T Text first. |If this is not inplenented, R nust be.
? Request for preference. This nust always be inplenented.
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No argunent nmeans a "sel ection" of none of the schenes (the
defaul t).

Possible replies are:
200 OK, use the specified schene
215 <schene> This is the scheme | prefer
504 | understand MRSQ but can’t use that schene
5xx Command unrecogni zed or uni npl enent ed

There are three aspects of MRSQ The first is that an MRSQ with
no argunent nust always return a 200 reply and restore the default
state of having no schene selected. Any other reply inplies that
MRSQ and hence MRCP are not understood or cannot be perforned
correctly.

The second is that the use of "?" as a <scheme> asks the MIP
receiver to return a 215 reply in which the receiver specifies a
"preferred" schenme. The format of this reply is sinple:

215 <SP> <scheme> [ <SP> <string>] <CRLF>

Any other reply (e.g., 4xx or 5xx) inplies that MRSQ and MRCP
are not inplenmented, because "?" nust always be inplenented if
MRSQ i s.

The third inportant point about MRSQis that it always has the
side effect of reseting all schenes to their initial state. This
reset nmust be done no matter what the reply will be -- 200, 215,
or 504. The actions necessary for a reset will be explained when
di scussi ng how each schene actually works.

Note that the receiver gets to choose which schene is used. The
sender must be prepared to do either

4.2. MESSAGE TEXT SPECI FI CATI ON:  MAIL

Regar dl ess of which scheme (if any) has been selected, a MAIL
command with a non-null receiver-path argunent will behave exactly
as before; the MRSQ MRCP commands have no effect on it. However,
a normal MAIL conmand does have the sanme side effect as MRSQ it
"resets" all schenes to their initial state.

It is only when the receiver-path argunent is null that the
particul ar schene chosen is inportant.

MAI L FROM <sender - pat h> <CRLF>
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Rat her than producing an error, the receiver will accept nessage
text for this "null" recipient specification. Wat it does with
it depends on which schene is in effect, and will be described in
the section on Schene Mechani cs.

4.3. RECI PI ENT SPECI FI CATI O\ MRCP

In order to specify recipient names (i.e., mailboxes) and receive
some acknow edgment (or refusal) for each nanme, the follow ng
command i s used:

MRCP <SP> TQ <recei ver - pat h> <CRLF>

Reply for no schene:
503 No schene specified yet; use MRSQ
Replies for scheme T are identical to those for MAIL.
Replies for scheme R (recipients first):
200 OK, nane stored
452 Recipient table full, this nane not stored
550 Reci pi ent nane rejected
4xx Tenporary error, try this nane again |ater
5xx Permanent error, report to sender

Note that use of this command is an error if no scheme has been
sel ected yet; an MRSQ <schene> nust have been given if MRCP is to
be used.

4.4. SCHEME MECHANI CS:  MRSQ R (RECI Pl ENTS- FI RST)

In the recipients-first scheme, MRCP is used to specify nanes
which the MIP receiver stores in a list or table. Normally the
reply for each MRCP will be either a 200 for acceptance or a

4xx/ 5xx rejection code. All 5xx codes are pernmanent rejections
(e.g., user not known) which should be reported to the human user,
wher eas 4xx codes in general connote sonme tenporary error that may
be rectified later. None of the 4xx/5xx replies inpinge on

previ ous or succeedi ng MRCP comuands, except for 452 which

i ndicates that no further MRCPs will succeed unless a nessage is
sent to the already stored recipients or a reset is done.

Sendi ng message text to stored recipients is done by giving a MAIL
command with no receiver-path argunent; that is, just MAIL <SP>
FROM <sender-path> <CRLF>. Transnission of the nessage text is
exactly the sane as for normal MAIL. However, a positive

acknow edgnent at the end of transm ssion neans the nessage has
been sent to ALL recipients that were remenbered with MRCP, and a
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failure code neans that it should be considered to have failed for
ALL of these specified recipients. This applies regardl ess of the
actual error code. Regardless of what the reply signifies, all
stored recipient nanes are flushed and forgotten -- in other
words, things are reset to their initial state. This purging of
the recipient nane |ist nust also be done as the reset side effect
of any use of MRSQ (or MAIL with a non-null receiver-path
argunent) .

A 452 reply (out of storage space) to an MRCP can be handl ed by
using MAIL to specify the message for currently stored recipients,
and t hen sending nore MRCPs and another MAIL, as nmany tines as
necessary. For exanple, if a receiver only had roomfor 10 nanes
this would result in a 50-recipient nmessage being sent 5 tines, to
10 different recipients each tine.

If a sender attenpts to specify message text (MAIL with no

recei ver-path argunment) before any successful MRCPs have been
given, this should be treated exactly as a "nornmal” MAIL with a
nul | recipient would be; sone receivers return an error, such as
"550 Null recipient".

Exanpl e of MRSQ R (Reci pients First)

First the sender nust establish that the receiver inplenents
MRSQ

S: MRSQ <CRLF>
R 200 OK, no schene sel ected

An MRSQ with a null argunent always returns a 200 if
i mpl ement ed, selecting the default "schene", i.e., none of

them |If MRSQ were not inplenented, a code of 4xx or 5xx woul d
be returned.

S: MRSQ R <CRLF>
R 200 OK, using that schene

Al is well; now the recipients can be specifi ed.

S: MRCP TO <Foo@> <CRLF>
R 200 K
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MRCP TO <Raboof @/> <CRLF>
550 No such user here

MRCP TO <bar @'> <CRLF>
200 K

MRCP TO <@, @X, f ubar @> <CRLF>
200 K

Note that the failure of "Raboof" has no effect on the storage
of mail for "Foo", "bar" or the mail to be relayed to "fubar@"
through host "X'. Now the message text is furnished, by giving
a MAIL conmmand with no receiver-path argunent.

MAI L FROM <wal do@\><CRLF>

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah blah blah....etc. etc. etc.

<CRLF>. <CRLF>

250 Mail sent

The mail text has now been sent to "Foo" and "bar" as well as
rel ayed to "fubar@".

4.5. SCHEME MECHANI CS: MRSQ T ( TEXT- FI RST)

In the text-first schenme, MAIL with no receiver-path argunent is
used to specify nessage text, which the receiver stores away.
Succeeding MRCPs are then treated as if they were MAIL conmands,
except that none of the text transfer manipul ations are done; the
stored message text is sent to the specified recipient, and a
reply code is returned identical to that which an actual MAIL
woul d i nvoke. (Note that any 2xx code indi cates success.)

The stored nessage text is not forgotten until the next MAIL or
MRSQ, which will either replace it with new text or flush it
entirely. Any use of MRSQw Il reset this scheme by flushing
stored text, as will any use of MAIL with a non-null receiver-path
argunent .

If an MRCP is seen before any nessage text has been stored, the

sender in effect is trying to send a null nessage; sone receivers
m ght allow this, others would return an error code.
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Exanmpl e of MRSQ T (Text First)

First the sender nust establish that the receiver inplenents
MRSQ

S: MRSQ ? <CRLF>
R 215 T Text first, please

MRSQ i s indeed inplenented, and the receiver says that it
prefers "T", but that needn’'t stop the sender fromtrying
sonet hing el se.

S: MRSQ R <CRLF>
R 504 Sorry, | really can’t do that

It's possible that it could have understood "R' also, but in
general it's best to use the "preferred" schene, since the
recei ver knows which is nost efficient for its particular site.

S: MRSQ T <CRLF>
R 200 CK, using that schene

Schene "T" is now sel ected, and the nmessage text is sent by
giving a mail command with no receiver-path argunent.

MAI L FROM <WALDO@\><CRLF>

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah blah blah....etc. etc. etc.

<CRLF>. <CRLF>

250 Mail stored

PO RGRG PR

Now reci pi ents can be specified.

MRCP TO <Foo@> <CRLF>
250 Stored mail sent

MRCP TQO <Raboof @> <CRLF>
550 No such user here

MRCP TQO <bar @> <CRLF>
250 Stored mail sent

MRCP TO <@, @X, f ubar @> <CRLF>
250 Mail accepted for relaying
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The text has now been sent to "Foo" and "bar" at host "Y' and
will be relayed to "fubar@" through host "X', and stil
remai ns stored. A new nessage can be sent with another
MAI L/ MRCP ... sequence, but a careful sender would reset the
state using the exchange bel ow.

S: MRSQ ? <CRLF>
R 215 T Text first, please

VWi ch resets the state without altering the schene in effect.

Exampl e 3

4.6. DI SCUSSI ON

Because t hese commands are not required in the mnimum

i npl ementation of MIP, one nust be prepared to deal with sites

whi ch don’t recognize either MRSQ or MRCP. "MRSQ' and "MRSQ ?"
are explicitly designed as tests to see whether either schene is

i mpl emented. MRCP is not designed as a test, and a failure return
of the "uninplemented" variety could be confused with "No scheme
sel ected yet", or even with "Recipient unknown".

There is no way to indicate in a positive response to "MSQ ?"
that the preferred "schene" for a receiver is that of the default

state; i.e., none of the nmulti-recipient schenes. The rationale
is that in this case, it would be pointless to inplenment MRSQ MRCP
at all, and the response would therefore be negative.

One reason that the use of MAIL is restricted to nul

recei ver-path argunents with this multi-recipient extension is the
anbiguity that would result if a non-null receiver-path argunent
were allowed. For exanple, if MRSQ R was in effect and sone MRCPs
had been given, and a MAIL FROM <X@> TGO <FOO@><CRLF> was done,
there woul d be no way to distinguish a failure reply for mail box
"FOO' froma global failure for all recipients specified. A
simlar situation exists for MRSQ T; it would not be clear whether
the text was stored and the mail box failed, or vice versa, or

bot h.

"Resets" of all schemes are done by all MRS@ and "normal " MAlLs
to avoid confusion and overly conplicated inplenentation. The
MRSQ command i nplies a change or uncertainty of status, and the
MAI L command woul d ot herwi se have to use some i ndependent
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mechani sns to avoid cl obbering the data bases (e.g., nessage text
storage area) used by the T/R schenes. However, once a schene is
selected, it remains in effect. The recommended way for doing a
reset, wi thout changing the current selection, is with "MRSQ ?".

Renmenber that "MRSQ' al one reverts to the no-schene state.
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5. SPECI FI CATI ONS

5. 1.

5. 1.

[ Page 16]

MIP COMVANDS
1. COMVAND SEMANTI CS

The MIP conmands define the mail transfer or the mail system
function requested by the user. MIP commands are character
strings term nated by <CRLF>. The comrmand codes thensel ves are
al phabetic characters terninated by <SP> if paraneters foll ow
and <CRLF> ot herwi se. The syntax of mail boxes nmust conformto
receiver site conventions. The MIP comands are di scussed
below. MIP replies are discussed in the Section 5. 2.

MAIL (MAIL)

This command is used to send mail over the transm ssion
channel. The argunent field contains a sender-path sequence
and optional receiver-path sequence.

The sender-path sequence consists of an optional |ist of
hosts and the sender mail box. Wen the list of hosts is
present, it is "reverse" source routing information and
indicates that the mail was rel ayed t hrough each host on the
list (the first host in the list was the nost recent relay).
This list is used as source routing to return non-delivery
notices to the sender. As each relay host adds itself to
the beginning of the list, it must use its nane as known in
the network to which it is relaying the mail rather than the
network fromwhich the nmail cane (if they are different).

If the receiver-path sequence is present, it consists of an
optional list of hosts and a destination mail box. Wen the
list of hosts is present, it is source routing information
and indicates that the mail mnmust be relayed to the first
host on the Iist.

The receiver treats the lines follow ng the conmand as nai |
text fromthe sender. The mail text is terminated by the
character sequence "<CRLF>. <CRLF>", (see Section 5.5.2 on
Transpar ency) .

As mail is relayed along the receiver-path sequence, each
relay host nmust renmpve itself fromthe path sequence and put
itself at the beginning of the sender-path sequence. When
mai | reaches its ultimate destination (the receiver-path
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sequence has only a destination nailbox), the receiver-MP
inserts it into the destination mailbox in accordance with
its host mail conventions. (For exanple, "MAIL FROM <X@>
TG <@\ @, CA@> <CRLF>" will eventually be relayed as "MAI L
FROM <@\, X@> TO <@, C@> <CRLF>.)

If the receiver-path sequence is enpty, the nmail is destined
for a printer or other designated place for host genera
delivery mail (if allowed at this host). The mail may be
mar ked as sent fromthe sender as specified in the
sender - pat h sequence fi el d.

MAI L RECI PI ENT SCHEME QUESTI ON ( MRSQ

This MIP conmand is used to select a schene for the
transm ssion of mail to several users at the sane host. The
schenes are recipients-first, or text-first.

MAI L RECI PI ENT ( MRCP)

This command is used to identify the individual recipients
of the mail in the transmi ssion of mail for multiple users
at one host.

HELP ( HELP)

Thi s command causes the receiver to send hel pful information
regarding its inplenmentation status over the transm ssion
channel to the receiver. The command may take an ar gunent
(e.g., any command nanme) and return nore specific
informati on as a response.

QT (QIT)

Thi s command specifies that the receiver nust close the
transm ssi on channel

NOOP ( NOOP)
Thi s command does not affect any paranmeters or previously

entered commands. It specifies no action other than that
the receiver send an K reply.
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CONTI NUE ( CONT)

Thi s command specifies that the previously specified action
is to be continued. This is sent only following a
prelimnary reply.

ABORT ( ABRT)

Thi s command specifies that the previously specified action
is to be aborted. This is sent only following a prelininary
reply. It specifies no further action other than that the
receiver send an K reply.

5.1.2. COVMAND SYNTAX

The commands begin with a command code foll owed by an argunent
field. The comrand codes are four al phabetic characters.
Upper and | ower case al phabetic characters are to be treated
identically. Thus any of the follow ng may represent the nail
command:

MAI L Mai | mai | Mal | mAl |

This al so applies to any synbols representing paraneter val ues,
such as Ror r for RECIPIENT first. The comrand codes and the
argunent fields are separated by one or nobre spaces

But, note that in the sender-path and receiver-path arguments
case is inportant. |In particular, in sone hosts the user "foo"
is different fromthe user "Foo"

The argunent field consists of a variable Iength character
string ending with the character sequence <CRLF>. It should be
noted that the receiver is to take no action until the end of
the line is received.

Square brackets denote an optional argument field. If the

option is not taken, the appropriate default is inplied. Al
characters are in the ASCII characters set.
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The following are the MIP conmands:

MAI L <SP> FROM <sender - pat h> [ <SP> TGO <recei ver-path>] <CRLF>
MRSQ [ <SP> <scheme>] <CRLF>

MRCP <SP> TQ <recei ver - pat h> <CRLF>

HELP [ <SP> <string>] <CRLF>

QUI T <CRLF>

NOOP <CRLF>

CONT <CRLF>

ABRT <CRLF>
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The syntax of the above argument fields (using BNF notation
where applicable) is given below. The "...
that a field my be repeated one or nore tines.

not ati on indicates

<sender-pat h> ::= <pat h>

<r ecei ver-pat h> ::= <pat h>

<schenme> ::="R" | "T" | "?"

<string> ::= <char> | <char> <string>

<path> ::= "<" ["@ <host> "," ...] <mailbox> ">"

<host> ::= <a> <string> | "#" <nunber> | "[" <dotnunm» "]"
<mai | box> ::= <user> "@ <host>

<user> ::= <string>

<char> ::=<c>| "\'" <c>| "\’ <s>

<dot nunme ::= <snump "." <snun® "." <snun® "." <snump
<nunber> ::= <d> | <d> <nunber>

<snun® ::=three digits representing an integer value in the
range 0 through 255

<specials> ::="'<, "> (', "), "\', ), 0y, 0, @,

""", and the control characters (ASCI| codes 0 through 37
octal inclusive and 177 octal)

<a> ..

any one of the 26 letters A through Z in either case

<c> ::= any one of the 128 ASCI| characters except
<speci al s>

<d> ::= any one of the ten digits 0 through 9
<s> ::= any one of <special s>
Note that the backslash, "\', is a quote character, which is

used to indicate that the next character is to be used
literally instead of with its normal interpretation. For
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exanple, "Joe\,Smith" could be used to indicate a single
nine character user field with conma being the fourth
character of the field.

Hosts are generally known by nanes which are translated to
addresses in each host. Sonetinmes a host is not known to the
translation function and comruni cation is bl ocked. To bypass
this barrier nunmeric forns are also allowed for host "nanes".
One formis a decinmal integer prefixed by a pound sign, "#",

whi ch indicates the nunber is the address of the host. Another
formis four small decimal integers separated by dots and

encl osed by brackets, e.g., "[123.255.37.321]", which indicates
a 32 bit ARPA Internet Address in four eight bit fields.
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5.2. MIP REPLI ES

Replies to MIP commands are devised to ensure the synchronization
of requests and actions in the process of mail transfer, and to
guarantee that the sender-MIP al ways knows the state of the

recei ver-MIP. Every conmmand nust generate exactly one reply.

Addi tionally, sone commands nust occur sequentially, such as
MRSQ T- >MAI L- >MRCP or MRSQ R- >MRCP- >MAl L.

The details of the command-reply sequence are made explicit in
the Sections 5.3 and 5.4 on Sequencing and State Di agrans.

An MIP reply consists of a three digit nunber (transmtted as
three al phanuneric characters) followed by sone text. The nunber
is intended for use by automata to determine what state to enter
next; the text is nmeant for the human user. It is intended that
the three digits contain enough encoded information that the
sender-MIP will not need to exanmine the text and may either
discard it or pass it on to the user, as appropriate. In
particular, the text may be receiver-dependent, so there are
likely to be varying texts for each reply code. Further

expl anation of the assignnent of reply codes is given in the
Appendi x E on the Theory of Reply Codes. Formally, a reply is
defined to be the sequence: a three-digit code, <SP>, one |ine of
text, and <CRLF>.
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.1. REPLY CODES BY FUNCTI ON GROUPS

200 Command okay
201 Command okay, action aborted
500 Syntax error, conmand unrecogni zed
[ This may include errors such as command |ine too | ong]
501 Syntax error in paraneters or argunents
502 Command not i npl enent ed
503 Bad sequence of commands
504 Command parameter not i npl enent ed

211 System status, or systemhelp reply

214 Hel p nessage
[Informati on on how to use the receiver or the neaning of a
particul ar non-standard comand; this reply is useful only
to the human user]

215 <schene> is the preferred scheme

120 <host> Service ready in nnn mnutes

220 <host> Service ready for new user

221 <host> Service closing transm ssion channe

421 <host> Service not avail able, closing transm ssion channe
[This may be a reply to any command if the service knows it
nmust shut down]

151 User not local; will forward to <user>@host >

152 User unknown; nail will be forwarded by the operator

250 Requested mail action okay, conpleted

450 Requested mail action not taken: mail box unavail abl e
[E.g., mail box busy]

550 Requested action not taken: nmail box unavail abl e
[E.g., mailbox not found, no access]

451 Requested action aborted: local error in processing

452 Requested action not taken: insufficient system storage

552 Requested mail action aborted: exceeded storage allocation
[ For current nail box |ocation]

553 Requested action not taken: nailbox nanme not all owed
[E.g., mailbox syntax incorrect]

354 Start mail input; end with <CRLF>. <CRLF>
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2. NUMERI C ORDER LI ST OF REPLY CCDES

120 <host> Service ready in nnn m nutes
151 User not local; will forward to <user>@chost >
152 User unknown; mail will be forwarded by the operator

200 Command okay

201 Command okay, action aborted

211 System status, or systemhelp reply

214 Hel p nessage
[Information on how to use the receiver or the neaning of a
particul ar non-standard comrand; this reply is useful only
to the human user]

215 <schene> is the preferred schene

220 <host> Service ready for new user

221 <host> Service closing transm ssion channe

250 Requested mail action okay, conpleted

354 Start mail input; end with <CRLF>. <CRLF>

421 <host> Service not avail able, closing transm ssion channe
[This may be a reply to any command if the service knows it
must shut down]

450 Requested nmail action not taken: mail box unavail abl e
[E.g., mail box busy]

451 Requested action aborted: local error in processing

452 Requested action not taken: insufficient system storage

500 Syntax error, conmand unrecogni zed
[ This may include errors such as command |ine too |ong]

501 Syntax error in paraneters or argunents

502 Command not i npl enent ed

503 Bad sequence of commands

504 Command parameter not i npl enent ed

550 Requested action not taken: rmail box unavail abl e
[E.g., mailbox not found, no access]

552 Requested nail action aborted: exceeded storage all ocation
[ For current mail box |ocation]

553 Requested action not taken: rmail box name not all owed
[E.g., mailbox syntax incorrect]
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5.3. SEQUENCI NG CF COVIVANDS AND REPLI ES

The conmuni cati on between the sender and receiver is intended to
be an alternating dialogue. As such, the sender issues an MIP
command and the receiver responds with a pronpt primary reply.
The sender should wait for this response before sending further
conmmands.

The prelimnary (1xx) and intermediate (3xx) replies indicate that
further commands and information are required to conmplete the
required action. The prelimnary replies require either a
continue or abort command to proceed; the internediate replies
require action dependent further comuands.

One inportant reply is the connection greetings. Under norna

circunstances, a receiver will send a 220 "Awaiting input" reply
when the connection is conpleted. The sender should wait for this
greeting nessage before sending any conmands. |f the receiver is

unabl e to accept input right away, it should send a 120 "Expected
del ay" reply immediately. The sender can then indicate it is
willing to wait via a continue conmand, or not via the abort
command. The receiver will respond to the abort with a 201 reply,
and to the continue with the 220 reply when ready.

Note: all the greeting type replies have the official nane of
the server host as the first word followi ng the reply code.

For exanpl e,
220 <SP> USC-I SI F <SP> Service ready <CRLF>

The table below lists alternative success and failure replies for
each command. These nust be strictly adhered to; a receiver nmay
substitute text in the replies, but the neaning and action inplied
by the code nunbers and by the specific command reply sequence
cannot be altered.

COMVAND- REPLY SEQUENCES

Each command is listed with its possible replies. Prelimnary
replies are listed first with their succeeding replies indented
under them then success and failure conpletion, and finally
intermediary replies with the renai ning conmmands fromthe
sequence following. The prefixes used before the possible
replies are "P" for prelininary, "I" for intermediate, "S" for
success, "F" for failure, and "E" for error. The 421 reply
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(service not available, closing transm ssion channel) nmay be
given to any command if the MIP-receiver knows it nust shut
down. This listing fornms the basis for the State Diagrans, in

Section 5. 4.
CONNECTI ON ESTABLI SHVENT
P: 120 -> CONT -> S: 220
F: 421
ABRT S: 201
F: 421
S: 220
F: 421
MAI L
P: 151 -> CONT ->1|: 354 -> text -> S: 250
152 F: 451, 552, 450,
550, 452, 553
ABRT -> S: 201
F: 451, 552, 450, 550, 452, 553
l: 354 -> text -> S: 250
F: 451, 552, 450, 550, 452, 553

F: 451, 552, 450, 550, 452, 553
E. 500, 501, 502, 421
MRSQ
S 200, 215
E. 500, 501, 502, 504, 421

P: 151 -> CONT ->
152

200, 215, 250

451, 552, 450, 550, 452, 553
201

451, 552, 450, 550, 452, 553

ABRT ->

AN AR Y

200, 215, 250
451, 552, 450, 550, 452, 553
500, 501, 502, 503, 421

mT o
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221
500, 421

211, 214
500, 501, 502, 504,

200
500, 421

depends on previ ous
depends on previ ous
500, 501, 502, 504,

201,
500, 501, 502, 504,

421

command
conmand
421

421
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5.4. STATE DI AGRAMS

Foll owing are state diagrans for a very sinple m nded MIP
implementation. Only the first digit of the reply codes is used.
There is one state diagramfor each group of MIP conmands.

The command groupi ngs were determ ned by constructing a nodel for
each command and then collecting together the commands with
structurally identical nopdels.

For each command there are three possible outcones: "success"

(S), "failure" (F), and "error" (E). In the state diagrans bel ow
we use the synbol B for "begin", and the synbol Wfor "wait for

reply".

First, the diagramthat represents nost of the MIP commands:

1,3 S

----------- >| E |
| +-- -+
I

+---+ crmd +---+ 2 +---+

N e > S|

+---+ +---+ +---+

| 4,5 4o+
----------- > F |
+-- -+

Thi s di agram nodel s t he conmands:

HELP, MRCP, MRSQ, NOOP, QUIT, ABRT.
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A nore conpl ex di agram nodels the MAIL command:

ABRT
CONT ---- --------
I I
I |1
+---+ c¢nd -S4+ 2
I > W[-----
+-- -+ +-- -+
3] |4,5
|1
I
[
I I
I | ------
I | |
\Y 2l 11,3
+---+ t ext +---+
I > Wi
+-- -+ S R
4,5
Note that the "text" here

+---+ 1,3
[ >| Wl____
+---+
4,5 |2
I
| ||
I |1
I ||
I -
I I
- |
I
I

is a series of

lines sent fr

sender to the receiver with no response expected unti

line is sent.
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5.5. DETAILS
5.5.1. M N MUM | MPLEMENTATI ON

In order to make MIP workabl e, the follow ng m ni num
implementation is required for all receivers

COMMVANDS -- MAIL

QI T
NOOP

5.5.2. TRANSPARENCY

Wt hout some provision for data transparency the character
sequence "<CRLF>.<CRLF>" ends the the nmail text and cannot be
sent by the user. In general, users are not aware of such
"forbidden" sequences. To allow all user conposed text to be
transmtted transparently the foll owi ng procedures are used.

1. Before sending a line of mail text the sender-MIP checks the
first character of the line. |If it is a period, one additiona
period is inserted at the beginning of the line.
2. Wien a line of mail text is received by the receiver-MP it
checks the the line. |If the line is conposed of a single
period it is the end of mail. |If the first character is a
period and there are other characters on the line, the first
character is deleted

5.5.3. SIZES

There are several objects that ought to have defined maxi mum
si zes.

user
The nmaxi mumtotal length of a user nane is 40 characters
host

The maxi mumtotal |ength of a host name or number is 20
characters.
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pat h

The maxi mumtotal length of a sender-path or
receiver-path is 100 characters

command | i ne

The maxi numtotal length of a command |ine including the
conmand word and the <CRLF> is 200 characters.

reply line

The nmaximumtotal length of a reply line including the
reply code and the <CRLF> is 65 characters.

text |ine

The maximumtotal length of a text line including the the
<CRLF> is 1000 characters.

To the maxi mum ext ent possibl e inplenmentation techniques which

impose no limts at all to the Iength of these objects should
be used.
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APPENDI X

A

TCP Transport service

The Transm ssion Control Protocol [1] is used in the ARPA
Internet, and in any network foll owing the US DoD standards for
i nt ernetwor k protocol s.

Connecti on Establi shnment

The MIP transm ssion channel is a TCP connection established
bet ween the sender process port U and the receiver process port
L. This single full duplex connection is used as the

transm ssion channel. This protocol is assigned the service
port 57 (71 octal), that is L=57

Dat a Transfer

[ Page 32]

The TCP connecti on supports the transm ssion of 8-bit bytes.
The MIP data is 7-bit ASCI| characters. Each character is
transmitted as a 8-bit byte with the high-order bit cleared to
zero.
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APPENDI X B
NCP Transport service

The ARPANET Host-to-Host Protocol [2] (inplemented by the Network
Control Program may be used in the ARPANET.

Connecti on Establi shnment

The MIP transm ssion channel is established via NCP between the
the sender process socket U and receiver process socket L. The
Initial Connection Protocol [3] is followed resulting in a pair
of sinplex connections. This pair of connections is used as
the transm ssion channel. This protocol is assigned the
contact socket 57 (71 octal), that is L=57.

Dat a Transfer
The NCP data connections are established in 8-bit byte node.
The MIP data is 7-bit ASCI| characters. Each character is

transmitted as a 8-bit byte with the high-order bit cleared to
zero.
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APPENDI X

NI TS

C

The Network | ndependent Transport Service [4] may be used.

Connecti on Establi shnent

Dat

[ Page 34]

The MIP transmi ssion channel is established via NITS between
the the sender process and receiver process. The sender
process executes the CONNECT primtive, and the waiting
recei ver process executes the ACCEPT primtive.

a Transfer
The NI TS connection supports the transm ssion of 8-bit bytes.
The MIP data is 7-bit ASCI| characters. Each character is

transmtted as a 8-bit byte with the high-order bit cleared to
zero.
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APPENDI X D
X. 25 Transport service

It may be possible to use the X 25 service [5] as provided by the
Public Data Networks directly, but there are indications that it
is too error prone to qualify as a reliable channel. It is
suggested that a reliable end-to-end protocol such as TCP be used
on top of X. 25 connecti ons.
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APPENDI X

E

Theory of Reply Codes

The three digits of the reply each have a special significance.
The first digit denotes whether the response is good, bad or

i nconpl ete. An unsophisticated sender-MIP will be able to
determine its next action (proceed as planned, redo, retrench,
etc.) by sinply examning this first digit. A sender-MIP that
wants to know approxi mately what kind of error occurred (e.g.,

mai

| systemerror, comrand syntax error) nmay exam ne the second

digit, reserving the third digit for the finest gradation of
i nformation.

[ Page 36]

There are five values for the first digit of the reply code:
lyz Positive Prelimnary reply

The command has been accepted, but the requested action
is being held in abeyance, pending confirmation of the
information in this reply. The sender-MIP should send
anot her command speci fyi ng whet her to continue or abort
the action.

2yz Positive Conpletion reply

The requested action has been successfully conpleted. A
new request may be initiated.

3yz Positive Internediate reply

The command has been accepted, but the requested action
is being held in abeyance, pending receipt of further
information. The sender-MIP should send anot her command
specifying this information. This reply is used in
command sequence groups.

4yz Transi ent Negative Conpletion reply

The command was not accepted and the requested action did
not occur. However, the error condition is tenporary and
the action nay be requested again. The sender shoul d
return to the beginning of the command sequence (if any).
It is difficult to assign a neaning to "transient" when
two different sites (receiver- and sender- MIPs) nust
agree on the interpretation. Each reply in this category

Sl ui zer & Post el



RFC 780 May 1981
Mai | Transfer Protoco

m ght have a different tine value, but the sender-MIP is
encouraged to try again. A rule of thunb to determine if
areply fits into the 4yz or the 5yz category (see bel ow)
is that replies are 4yz if they can be repeated without
any change in command formor in properties of the sender
or receiver. (E. g., the command is repeated identically;
the receiver does not put up a new inplenentation).

S5yz Per manent Negative Conpletion reply

The command was not accepted and the requested action did
not occur. The sender-MIP is discouraged fromrepeating
the exact request (in the sane sequence). Even sone
"pernmanent"” error conditions can be corrected, so the
human user may want to direct the sender-MIP to
reinitiate the command sequence by direct action at sone
point in the future (e.g., after the spelling has been
changed, or the user has altered the account status.)

The second digit encodes responses in specific categories:

x0z Syntax -- These replies refer to syntax errors,
syntactically correct commands that don’'t fit any
functional category, and uninpl enented or superfl uous
comrands.

x1z Information -- These are replies to requests for
i nformati on, such as status or help.

X2z Connections -- These are replies referring to the
transm ssi on channel

x3z Unspeci fied as yet.
x4z Unspeci fied as yet.

x5z Mai | system -- These replies indicate the status of
the receiver mail systemvis-a-vis the requested
transfer or other mail system action

The third digit gives a finer gradation of neaning in each
category specified by the second digit. The list of replies
illustrates this. Each reply text is recommended rather than
mandat ory, and nay even change according to the comand with
which it is associated. On the other hand, the reply codes
must strictly follow the specifications in this section.
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Recei ver inplenentations should not invent new codes for
slightly different situations fromthe ones described here, but
rat her adapt codes al ready defi ned.

For exanple, a command such as NOOP whose successful execution
does not offer the sender-MIP any new information will return a
200 reply. The response is 502 when the command requests an
uni npl enented non-site-specific action. A refinenment of that
is the 504 reply for a command that is inplenmented, but that
requests an uni npl ement ed par aneter.

The reply text may be longer than a single line; in these cases
the conplete text nust be marked so the sender- MIP knows when it
can stop reading the reply. This requires a special format to
indicate a nultiple line reply.

The format for multi-line replies requires that every I|ine,
except the last, begin with the reply code, followed
i medi ately by a hyphen, "-" (also known as ninus), followed by

text. The last line will begin with the reply code, followed
i medi ately by <SP>, optionally some text, and <CRLF>

For exanpl e:
123-First line
123- Second |ine
123- 234 text beginning with nunbers
123 The last line

The sender-MIP then sinply needs to search for the reply code

foll owed by <SP> at the beginning of a line, and ignore all
precedi ng |ines.
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GLOSSARY
ASCl |
Ameri can Standard Code for Information Interchange [6].
comrand

A request for a mail service action sent by the sender-MIP to the
recei ver - MIP.

host

A conputer in the internetwork environment on which mail boxes or
MIP processes reside.

I'ine
A line of text ending with a <CRLF>.

mai |
A sequence of ASCII characters of arbitrary |ength, which conforns
to the standard set in RFC 733 (Standard for the Format of ARPA
Net wor k Text Messages [7]).

mai | box
A character string (address) which identifies a user to whom mail
is to be sent. Mailbox normally consists of the host and user
specifications. The standard nail box nam ng convention is defined
to be "user@ost". Additionally, the "container" in which mail is
st ored.

recei ver- MIP process
A process which transfers nmail in cooperation with a sender-MIP
process. It waits for a connection to be established via the

transport service. It receives MIP commands fromthe sender- MIP,
sends replies, and governs the transfer of mail.
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reply

A reply is an acknow edgnent (positive or negative) sent from
receiver to sender via the transm ssion channel in response to a
MIP command. The general formof a reply is a conpletion code
(including error codes) followed by a text string. The codes are
for use by prograns and the text is usually intended for human
users.

sender - MTP process
A process which transfers mail in cooperation with a receiver-MP
process. A local |anguage may be used in the user interface
command/ reply di al ogue. The sender-MIP initiates the transport
service connection. It initiates MIP comrands, receives replies,
and governs the transfer of mail

transm ssi on channe

A full-dupl ex comunication path between a sender-MIP and a
recei ver-MIP for the exchange of commands, replies, and nmail text.

transport service

Any reliable streamoriented data comunication services. For
exanpl e, NCP, TCP, NI TS

user
A human being (or a process on behalf of a hunman being) wi shing to
obtain mail transfer service. |In addition, a recipient of
conputer nail.

wor d
A human being (or a process on behalf of a human being) w shing to
obtain mail transfer service. |In addition, a recipient of
conputer nail.

<CRLF>

The characters carriage return and line feed (in that order).
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<SP>

The space character.
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