I nternet Engi neering Task Force (IETF) J. Dong

Request for Comments: 7795 H Wang
Cat egory: Standards Track Huawei Technol ogi es
| SSN. 2070-1721 February 2016

Pseudow re Redundancy on the Swi tching Provider Edge (S-PE)
Abst r act

Thi s docunent describes Milti-Segment Pseudowire (Ms-PW protection
scenarios in which pseudowi re redundancy is provided on the Sw tching
Provi der Edge (S-PE) as defined in RFC 5659. (Operations of the S-PEs
that provide PWredundancy are specified in this docunent. Signaling
of the Preferential Forwarding status as defined in RFCs 6870 and
6478 is reused. This docunment does not require any change to the
Term nating Provider Edges (T-PEs) of Ms-PW
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1. Introduction

[ RFC6718] describes the framework and requirenments for pseudow re
(PW redundancy, and [RFC6870] specifies a PWredundancy mechani sm
for scenarios where a set of redundant PW are configured between
Provi der Edge (PE) nodes in Single-Segnent Pseudowi re (SS-PW

[ RFC3985] applications, or between Termnating Provider Edge (T-PE)
nodes in Milti-Segnent Pseudow re (Ms-PW [RFC5659] applications.

In sonme MS-PWscenarios, there are benefits of providing PW
redundancy on Switching Provider Edges (S-PEs), such as reducing the
burden on the access T-PE nodes and enabling faster protection

swi tching conpared to the end-to-end Ms-PWprotection nechani sns.

Thi s docunent describes sonme scenarios in which PWredundancy is
provi ded on S-PEs and specifies the operations of the S-PEs. The
S-PEs connect to the neighboring T-PEs or S-PEs with PWsegnents.

For the S-PE that provides PWredundancy for an M5-PW there is a
singl e PWsegnment on one side, which is called the single-honmed side,
and there are nultiple PWsegnments on the other side, which is called
the multi-homed side. The scenario in which the S-PE has two nulti-
honed sides is out of scope. Signaling of the Preferential

Forwardi ng status as defined in [RFC6870] and [ RFC6478] is reused.
Thi s docunent does not require any change to the T-PEs of Ms-PW

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Typi cal Scenarios of PW Redundancy on S-PE

In sone Ms-PW depl oynent scenarios, there are benefits of providing
PWredundancy on S-PEs. This section describes typical scenarios of
PW redundancy on S-PE.

M5- PW Redundancy on S-PE

Dong & Wang
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Figure 1: Ms-PW Redundancy on S-PE

As illustrated in Figure 1, Custoner Edge (CE) node CEl is connected
to T-PE1 while CE2 is dual-honed to T-PE2 and T-PE3. T-PEl is
connected to S-PE1 only, and S-PEl is connected to both T-PE2 and
T-PE3. The M5-PWis switched on S-PE1, and PW segnents PW Seg2 and
PW Seg3 provide resiliency on S-PE1 for the failure of T-PE2, T-PE3,
or the connected Attachnent Circuits (ACs). PWSeg2 is selected as
the primary PWsegnent, and PWSeg3 is the secondary PW segnent.

Ms- PW r edundancy on S-PE is beneficial for the scenario in Figure 1
since T-PEl1 as an access node may not support PWredundancy.

Besi des, with PWredundancy on S-PE, the nunmber of PWsegnents
required between T-PE1 and S-PE1l is only half of the nunber of PW
segnents needed when end-to-end Ms-PWredundancy is used. In
addition, in this scenario, PWredundancy on S-PE coul d provide
faster protection swtching, conpared with end-to-end protection
swi tching of Ms-PW
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2.

M5- PW Redundancy on S-PE with S-PE Protection
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Fi gure 2: Ms-PW Redundancy on S-PE with S-PE Protection

As illustrated in Figure 2, CEl is connected to T-PE1 while CE2 is
dual -homed to T-PE2 and T-PE3. T-PEl is connected to both S-PE1 and
S-PE2, and both S-PEl and S-PE2 are connected to both T-PE2 and
T-PE3. There are two M5-PW that are switched at S-PEl and S-PE2,
respectively, to provide S-PE node protection. For PW, S-PEl

provi des resiliency using PW-Seg2 and PWM-Seg3. For PW2, S-PE2
provi des resiliency using PW-Seg2 and PW-Seg3. PW is the primary
Ms- PW and PW.- Seg2 between S-PE1 and T-PE2 is the primary PW
segnment. PW2 is the secondary Ms-PW

Ms- PW r edundancy on S-PE is beneficial for this scenario because it
reduces the nunber of end-to-end Ms-PW required for both T-PE and
S-PE protection. In addition, PWredundancy on S-PE could provide
faster protection sw tching, conpared with end-to-end protection
swi tching of Ms-PW

S-PE Operations

For an S-PE that provides PWredundancy for M5-PW it is inmportant to
advertise the proper preferential forwarding status to the PW
segnents on both sides and perform protection switching according to
the received status information. Note that when PWredundancy for
M- PWis provided on S-PE, the optional S PE Bypass npde as defined
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4.

4.

in [ RFC6478] MJST NOT be used; otherwise, the S-PE will not receive
the PWstatus nmessages originated by T-PEs. This section specifies
the operations of S-PEs on which PWredundancy is provisioned. This
section does not nake any change to the T-PEs of Ms-PW

The S-PEs connect to the neighboring T-PEs or other S-PEs on two
sides with PWsegnents. For the S-PE that provides PWredundancy for
an M5-PW on one side there is a single PWsegment, which is called
the singl e-honed side, and on the other side there are nultiple PW
segnents, which is called the nulti-honed side. The scenario in
which the S-PE has two multi-honed sides is out of scope.

The S-PE that provides PWredundancy MJST work in Slave node for the
si ngl e- honed side, and MJST work in Independent node for the nmulti-
honed side. Consequently, the T-PE on the single-honed side MJST
work in the Master node, and the T-PEs on the multi-homed side MJUST
work in the | ndependent node. The signaling of the Preferentia
Forwardi ng bit as defined in [ RFC6870] and [ RFC6478] is reused.

The S-PE MUST pass the Preferential Forwarding status received from
the singl e-honed side unchanged to all the PWsegnents on the multi-
honed side. The S-PE MJST advertise the Standby Preferenti al
Forwardi ng status to the single-honed side if it receives Standby
status fromall the PWsegnents on the multi-honmed side, and it MJST
advertise the Active Preferential Forwarding status to the single-
honed side if it receives Active status fromany of the PWsegnents
on the multi-homed side. For the single-honed side, the active PW
segnent is determined by the T-PE on this side, which works in the
Master nmode. On the multi-homed side, since both the S-PE and T-PEs
work in the Independent node, the PWsegnent which has both the | oca
and renote Up/ Down status as Up and both the local and renote
Preferential Forwarding status as Active MJST be selected for traffic
forwardi ng. When a swi tchover happens on the S-PE, if the S PE
supports the SP-PE TLV processing as defined in [ RFC6073], it SHOULD
advertise the updated SP-PE TLVs by sending a Label Mapping nessage
to the T-PEs.

Appl i cations of PW Redundancy on S-PE
1. Applications in Scenario 1

For the scenario in Figure 1, assune the AC fromCE2 to T-PE2 is
active. In normal operation, S-PE1 would receive the Active
Preferential Forwarding status bit on the single-homed side from
T-PE1, then it would advertise the Active Preferential Forwarding
status bit on both PWSeg2 and PWSeg3. T-PE2 and T- PE3 woul d
advertise the Active and Standby Preferential Forwarding status bit
to S-PE1l, respectively, reflecting the forwarding state of the two
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ACs connected to CE2. By matching the |local and renote Up/ Down
status and Preferential Forwarding status, PWSeg2 would be used for
traffic forwarding.

On failure of the AC between CE2 and T-PE2, the forwardi ng state of
AC on T-PE3 is changed to Active. T-PE3 then advertises the Active
Preferential Forwarding status to S-PE1, and T-PE2 woul d advertise a
PWstatus Notification nessage to S-PE1, indicating that the AC
between CE2 and T-PE2 is down. S-PE1 would performthe sw tchover
according to the updated | ocal and renpte Preferential Forwarding
status and the status of "Pseudow re forwardi ng", and sel ect PW Seg3
as the new PWsegnment for traffic forwarding. Since S-PE1 stil
connects to an Active PWsegnment on the nulti-honed side, it will not
adverti se any change of the PWstatus to T-PEL. |f S-PEl supports
the SP-PE TLV processing as defined in [RFC6073], it would advertise
t he updated SP-PE TLVs by sending a Label Mappi ng nessage to T-PEL.

4.2. Applications in Scenario 2

For the scenario of Figure 2, assune the ACfromCE2 to T-PE2 is
active. T-PE1l works in Master node and it woul d advertise the Active
and Standby Preferential Forwarding status bit to S-PElL and S-PE2
respectively according to configuration. According to the received
Preferential Forwarding status bit, S-PE1 would advertise the Active
Preferential Forwarding status bit to both T-PE2 and T-PE3, and S-PE2
woul d advertise the Standby Preferential Forwarding status bit to
both T-PE2 and T-PE3. T-PE2 would advertise the Active Preferentia
Forwardi ng status bit to both S-PEl and S-PE2, and T-PE3 woul d
advertise the Standby Preferential Forwarding status bit to both
S-PE1 and S-PE2, reflecting the forwarding state of the two ACs
connected to CE2. By matching the |ocal and renote Up/Down Status
and Preferential Forwarding status, PW-Seg2 fromS-PEl to T-PE2
woul d be used for traffic forwarding. Since S-PEl1 connects to the
Active PWsegnent on the nulti-honed side, it would advertise the
Active Preferential Forwarding status bit to T-PE1, and S-PE2 woul d
advertise the Standby Preferential Forwarding status bit to T-PEL
because it does not have any Active PWsegnment on the nulti-honed

si de.

On failure of the AC between CE2 and T-PE2, the forwardi ng state of
AC on T-PE3 is changed to Active. T-PE3 would then advertise the
Active Preferential Forwarding status bit to both S-PE1 and S-PE2,
and T-PE2 woul d advertise a PWstatus Notification nessage to both
S-PE1 and S-PE2, indicating that the AC between CE2 and T-PE2 is
down. S-PE1 would performthe switchover according to the updated

| ocal and renote Preferential Forwarding status and the status of
"Pseudowi re forwarding", and select PW-Seg3 for traffic forwarding.
Since S-PE1l still has an Active PWsegnent on the multi-honmed side,
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7.

7.

it would not advertise any change of the PWstatus to T-PE1. |If
S-PE1 supports the SP-PE TLV processing as defined in [ RFC6073], it
woul d advertise the updated SP-PE TLVs by sending a Label Mapping
nmessage to T- PEL.

If S-PE1 fails, T-PE1L would notice this through sone detection
mechani sm and then advertise the Active Preferential Forwarding
status bit to S-PE2, and PW2-Segl woul d be selected by T-PEl for
traffic forwarding. On receipt of the newWy changed Preferential
Forwardi ng status, S-PE2 would advertise the Active Preferential
Forwardi ng status to both T-PE2 and T-PE3. T-PE2 and T-PE3 woul d

al so notice the failure of S-PE1 by sonme detection nmechanism Then
by matching the lIocal and renote Up/ Down and Preferential Forwarding
status, PW2-Seg2 would be selected for traffic forwarding.

VCCV Consi der ati ons

For PWVirtual G rcuit Connectivity Verification (VCCV) [RFC5085],
the Control Channel (CC) type 1 "PWACH' can be used with the S-PE
redundancy mechanism VCCV CC type 2 "Router Alert Label" is not
supported for M5-PWas specified in [RFC6073]. |If VCCV CC type 3
"TTL Expiry" is to be used, the PWIlabel TTL MJUST be set to the
appropriate value to reach the target PE. The hop count from one
T-PE to the target PE can be obtained via SP-PE TLVs, through Ms-PW
path trace, or based on managenent-pl ane i nfornation.

Security Considerations

Since PWredundancy is provided on the S-PE nodes of Ms-PWs, it is

i nportant that the security mechani sms as defined in [ RFC4447],

[ RFC6073], and [ RFC6478] be inplenmented to ensure that the S-PE nodes
and the messages sent and received by the S-PE nodes are not

compr om sed.
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