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Abst ract

The framework for the preparation, enforcenent, and conparison of
internationalized strings (PRECIS) defines several classes of strings
for use in application protocols. Because many protocols perform
case-sensitive or case-insensitive string conparison, it is necessary
to define nmethods for case mapping. In addition, both the
Internationalized Domain Names in Applications (I DNA) and the PREC S
probl em st at ement descri be mappings for internationalized strings
that are not limted to case, but include wi dth mappi ng and mappi ng
of delimters and other special characters that can be taken into
consideration. This docunent provides guidelines for designers of
PRECI S profiles and descri bes several mappings that can be applied
bet ween receiving user input and passing pernitted code points to
internationalized protocols. |In particular, this docunent describes
bot h | ocal e- dependent and cont ext - dependi ng case nappings as well as
addi ti onal mappings for delimters and special characters.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7790
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction e e
2. Protocol - Dependent Mppi ngs
1. Delinmter Mapping .
2. Special Mpping .
3. Local Case Mapping
3. Oder of Qperations .
4. Security Considerations
5. References e
5.1. Normative References
5.2. Informative References
Appendi x A, Mappi ng Type Li st e
A.1. Mapping Type List for Each Protocol . . . . . . . . . .
Appendi x B. Wiy Local Case Mapping |Is an Alternative to Case
Mapping in the PRECI S Franmewor k e
Appendix C. Limtations of Local Case Mapping
Acknow edgrents . e e e e
Aut hors’ Addresses

2
2
2

OO UITURDWWN

O O O

=

1. Introduction

In many cases, user input of internationalized strings is generated
through the use of an input nmethod editor ("IME') or through copy-
and-paste fromfree text. Users generally do not care about the case
and/or width of input characters because they consider those
characters to be functionally equival ent or visually identical.
Furthernore, users rarely switch the I ME state to input special
characters such as protocol elenents.
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For Internationalized Domain Names (I DNs), the | DNA Mapping

speci fication [ RFC5895] descri bes methods for handling these issues.
For PRECI S strings, case mapping and wi dth mapping are defined in the
PRECI S franmework specification [ RFC7564]. The case and wi dth

mappi ngs defined in the PRECI S framework do not handl e ot her mappi ngs
such as deliniter characters, special characters, and | ocal e-
dependent or context-dependent cases; these mappings are al so
important in order to increase the probability that the resulting
strings conpare as users expect.

Thi s docunent provides guidelines for authors of protocol profiles of
the PRECI S franmework and descri bes several mappings that can be
appl i ed between receiving user input and passing permitted code
points to internationalized protocols. The delimter mapping and
speci al mapping rul es described here are applied as "additiona

mappi ngs" beyond those defined in the PRECI S franmework, whereas the
"l ocal case mapping" rule provides |ocal e-dependent and cont ext -
dependent alternative case nmappings for specific target characters.

2. Protocol - Dependent Mappi ngs

The PRECI S franmework defines several protocol-independent nmappi ngs.
The addi tional mappings and | ocal case nmapping defined in this
docunent are protocol dependent, i.e., they depend on the rules for a
particul ar application protocol

2.1. Delinmter Mapping

Sone application protocols define delimters for their own use,
resulting in the fact that the delimters are different for each
protocol. The delimter mapping table should therefore be based on a
wel | - defined mappi ng table for each protocol

Delimter mapping is used to map characters that are sinmlar to
protocol delimters into the canonical delimter characters. For
exanple there are width-conpatible characters that correspond to the
'@ in email addresses and the ':’ and '/’ in URIs. The "+, '-’

"<’ and '>' characters are other comon delinmters that m ght reqU|re
such mapping. For the FULL STOP character (UW+002E), a delimter in
the visual presentation of donmain nanes, sone | MEs produce a
character such as | DEOGRAPH C FULL STOP (U+3002) when a user types
FULL STOP on the keyboard. In all these cases, the visually sinmilar
characters that can cone from user input need to be mapped to the
correct protocol delimter characters before the string is passed to
t he protocol
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2.2. Special Mpping

Aside fromdelimter characters, certain protocols have characters
whi ch need to be mapped in ways that are different fromthe rules
specified in the PRECIS franework (e.g., mapping non-ASCI| space
characters to ASCI|I space). |In this docunment, these nmappings are
call ed "special mappings". They are different for each protocol
Therefore, the special mapping table should be based on a well -
defined mapping table for each protocol. Exanples of special mapping
are the follow ng;

o Wite spaces such as CHARACTER TABULATI ON (U+0009) or | DEOCGRAPHI C
SPACE (U+3000) are mapped to SPACE (U+0020)

0 Sone characters such as control characters are mapped to nothing
(Del etion)

As exanpl es, the Extensible Authentication Protocol (EAP) [ RFC3748],
| MAP4 Access Control List (ACL) [RFC4314], and LDAPprep [ RFC4518]
define the rule that some code points for the non-ASCI| space are
mapped to SPACE (U+0020).

2.3. Local Case Mapping

The purpose of |ocal case mapping is to increase the probability of
results that users expect when character case is changed (e.g., nmap
uppercase to | owercase) between input and use in a protocol. Loca
case mappi ng sel ectively affects characters whose case mappi ng
depends on | ocal e and/ or context.

(Note: The term"locale" in this docunment practically means

"l anguage" or "language and regi on" because the | ocal e based on that
| anguage configuration of applications on POSI X is sel ected by

"l ocale" information. See also the "Note" in Section 2.1.1 of RFC
5646 [ RFC5646].)

As an exanpl e of |ocal e- and cont ext-dependent mappi ng, LATIN CAPI TAL

LETTER | ("I", W+0049) is normally mapped to LATIN SMALL LETTER |
("i", W0069); however, if the language is Turkish (or one of severa
ot her | anguages), unless an | is before a dot_above, the character

shoul d be mapped to LATIN SVALL LETTER DOTLESS | (UW+0131).

Case mappi ng using Uni code Default Case Folding in the PRECI S
framewor k does not consider such |ocale or context because it is a
common framework for internationalization. Local case mapping
defined in this docunment correspond to demands from applications that
support users’ |ocale and/or context. The conplete set of possible
target characters for |ocal case mapping are the characters specified
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i n Special Casing.txt [Specialcasing] in Section 3.13 of the Unicode
Standard [ Uni code], but the specific set of target characters

sel ected for |ocal case mappi ng depends on | ocal e and/or context, as
further explained in Special Casing.txt.

The case-folding nethod for a selected target character is to map
into | owercase as defined in Special Casing.txt. The case-folding
met hod for all other, non-target characters is as specified in
Section 5.2.3 of the PRECIS framework. When an application supports
users’ locale and/or context, use of |ocal case mapping can increase
the probability that string conparisons yield the results that users
expect .

If a PRECIS profile selects Unicode Default Case Fol ding as the
preferred nethod of case nmapping, the profile designers nmay consider
whet her | ocal case mapping can be applied. And, if it can be
applied, it is better to add "alternatively, |ocal case napping night
be applicable" after "Unicode Default Case Fol di ng" so that
application devel opers are aware of the alternative. See Appendix B
for a description of why | ocal case mapping can be an alternative.

3. Oder of Operations

Delimter mapping and speci al mapping as described in this docunent
are expected to be applied as the "Additional Mpping Rule" mentioned
in Section 5.2.2 of the PRECIS framework. Although the delimter
mappi ng and speci al mapping could be applied in either order, this
docunent recomends the following order to mninmze the effect of
code- poi nt changes introduced by the nmappi ngs and to be acceptable to
the wi dest user community:

1. Deliniter mapping
2. Special nmapping

4. Security Considerations
Detail ed security considerations for PRECIS strings are discussed in
the PRECI S framework specification [RFC7564]. This document inherits
the considerations as wel |
As with Mappi ng Characters for | DNA2008 [ RFC5895], this docunent
suggests creating mappi ngs that m ght cause confusion for some users

whil e all eviating confusion for other users. Such confusion is not
covered in any depth in this docunent.
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Appendi x A.  Mapping Type List
A. 1. Mapping Type List for Each Protocol

This table is the mapping type list for each protocol that uses the
Stringprep framework [RFC3454] and is a PRECI S framework customer
candi date (as Stringprep and the related IDNA versions in the table
bel ow are now obsolete). Values nmarked "o0" indicate that the
protocol uses the type of mapping. Values marked "-" indicate that
the protocol doesn’t use the type of napping.

o e e e e oo s S Fom e oo Fomm o - S +
| Pr ot ocol and | W dt h | Delinmter | Case | Special |
I mappi ng RFC I (NFKG) | I I I
o e e e e e oo - S R R S R +
| I DNA [ RFC3490] | - | o | - - |
| I DNA [ RFC3491] | o | - | o | - |
| i SCSI [ RFC3722] | 0 | - | o | - |
| EAP [ RFC3748] | o | - | - 0 |
| | VAP [ RFC4314] | o | - | - o |
| LDAP [ RFC4518] | o | - | o | o |
o e e e e m oo oo S S +o-m - - R +

Appendi x B. Wiy Local Case Mapping Is an Alternative to Case Mapping in
the PRECI S Franework

Local case mappi ng and Uni code Default Case Folding are alternatives.
They can’t be applied sinultaneously or sequentially. One

outstandi ng issue regarding full case folding for characters is that
sone | owercase characters |ike "LATIN SMALL LETTER SHARP S" ( U+0O0DF)
(hereinafter referred to as "eszett") and ligatures |ike "LATIN SMALL
LI GATURE FF" (U+FB00O) that are described in the "Unconditional

mappi ngs” section of Special Casing.txt becone a different code point
when the case mapping is perforned using Uni code Default Case Fol ding
in the PRECI S frameworKk.

In particular, German’s eszett cannot keep the |ocal e because eszett
becomes two "LATIN SMALL LETTER S"s (U+0073 U+0073) when the case
mapping i s perforned using Unicode Default Case Folding. (See also
00ODF in CaseFol ding.txt [Casefolding].) On the other hand, eszett
doesn’t beconme a different code point when perfornming the case

mappi ng i n Special Casing.txt. Therefore, if it is necessary to keep
the | ocale of characters, PRECI S profil e designers should sel ect

| ocal case mapping as an alternative to Uni code Default Case Fol ding.
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Appendi x C. Linitations of Local Case Mapping

As described in Section 2.3, the possible target characters of |oca
case mapping are specified in Special Casing.txt. The Uni code
Standard (at |east, up to version 7.0.0) does not define any context-
dependent mappi ngs between "GREEK SMALL LETTER SI GVA' (W+03C3)
(hereinafter referred to as "snmall sigm") and "GREEK SMALL LETTER
FI NAL SI GVA" (U+03C2) (hereinafter referred to as "final sigm").
Thus, |ocal case mapping is not applicable to small sigma or fina
sigma, so case mapping in the PRECI S franmework al ways maps fina
sigma to small sigma, independent of context, as al so specified by
Uni code Default Case Folding. The followi ng corments are from
Speci al Casing.txt. (Line breaks have been added due to line-length
limtations.)

# Note: the follow ng cases are not included, since they would
case-fold in | owercasing

# 03C3; 03C2; 03A3; 03A3; Final _Sigma; # CGREEK SMALL LETTER Sl GVA
# 03C2; 03C3; 03A3; 03A3; Not_Final _Sigma; # GREEK SMALL LETTER FI NAL
SI GVA
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