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Abst ract

TRILL (Transparent Interconnection of Lots of Links) active-active
service provides end stations with flowlevel |oad bal ance and
resilience against link failures at the edge of TRILL canpuses, as
described in RFC 7379.

Thi s docunent specifies a method by which menber RBridges (al so
referred to as Routing Bridges or TRILL switches) in an active-active
edge RBridge group use their own nicknanes as ingress RBridge

ni cknames to encapsul ate franes from attached end systens. Thus,
renote edge RBridges (who are not in the group) will see one host
Medi a Access Control (MAC) address being associated with the multiple
RBridges in the group. Such renote edge RBridges are required to

mai ntain all those associations (i.e., MAC attachnents) and to not
flip-flop anbng them (as would occur prior to the inplenentation of
this specification). The design goals of this specification are

di scussed herein.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7782
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1. Introduction

As discussed in [RFC7/379], in a TRILL (Transparent |nterconnection of
Lots of Links) Active-Active Edge (AAE) topology, a Loca
Active-Active Link Protocol (LAALP) -- for exanple, a Milti-Chassis
Li nk Aggregation (MC-LAG bundle -- is used to connect multiple
RBri dges (Routing Bridges or TRILL switches) to nulti-port Custoner
Equi pnrent (CE), such as a switch, virtual switch (vSwitch), or
multi-port end station. A set of end nodes is attached in the case
of a switch or vSwitch. It is required that data traffic within a
specific VLAN fromthis end node set (including the multi-port
end-station case) can be ingressed and egressed by any of these
RBri dges simultaneously. End systenms in the set can spread their
traffic among these edge RBridges at the flow level. Wen a link
fails, end systens keep using the remaining links in the LAALP

wi thout waiting for the convergence of TRILL, which provides
resilience to link failures.

Since a frane from each end node can be ingressed by any RBridge in
the | ocal AAE group, a rempte edge RBridge may observe multiple
attachnent points (i.e., egress RBridges) for this end node. This
issue is known as "MAC address flip-flopping"; see [ RFC7379] for a
di scussi on.

Per this docunent, AAE nenber RBridges use their own nicknanmes to
ingress frames into the TRILL canpus. Renpte edge RBridges are
required to keep nultiple points of attachnment per MAC address and
Data Label (VLAN or Fine-Gained Label [RFC7172]) attached to the
AAE. This addresses the MAC flip-flopping issue. Using this
solution, as specified in this docunent, in an AAE group does not
prohibit the use of other solutions in other AAE groups in the same
TRILL canmpus. For exanple, the specification in this docurment and
the specification in [ RFC7781] coul d be sinultaneously depl oyed for
different AAE groups in the same canpus.

The main body of this docunent is organized as follows: Section 2
lists acronyms and terns. Section 3 describes the overvi ew nodel.
Section 4 provides options for increnental deploynent. Section 5
descri bes how this approach nmeets the design goals. Section 6

di scusses backward conpatibility. Section 7 covers security

consi derations. Section 8 covers | ANA consi derations.
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2. Acronyns and Term nol ogy
AAE: Active-Active Edge
Canpus: A TRILL network consisting of TRILL switches, |inks, and
possi bly bridges bounded by end stations and IP routers. For
TRILL, there is no "acadenic" inplication in the nane "campus".

CE: Custoner Equi pnment (end station or bridge). The device can be
ei ther physical or virtual equipnent.

Data Label: VLAN or Fine-Gained Label (FQ)

DRNI: Distributed Resilient Network Interconnect. A |link aggregation
specified in [802.1AX] that can provide an LAALP between (a) one,
two, or three CEs and (b) two or three RBridges.

E- L1FS: Extended Level 1 Floodi ng Scope

Edge RBridge: An RBridge providing end-station service on one or nore
of its ports.

ESADI : End Station Address Distribution Information [ RFC7357]

FG.: Fine-Gained Label [RFC7172]

FS-LSP: Fl oodi ng Scope Link State Protocol Data Unit

IS: Internediate System|[IS-19]

IS 1S Internmediate Systemto Internmediate System[IS-19]

LAALP: Local Active-Active Link Protocol [RFC7379]. Any protocol
simlar to MC-LAG (or DRNI) that runs in a distributed fashion on
a CE, onthe links fromthat CE to a set of edge group RBridges,
and on those RBridges.

LSP: Link State PDU

MC-LAG Multi-Chassis Link Aggregation. Proprietary extensions of
Iink aggregation [802.1AX] that can provide an LAALP between one
CE and two or nore RBridges.

PDU: Protocol Data Unit

RBri dge: A device inplenenting the TRILL protocol.
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3.

TRI LL: Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer [RFC6325] [RFC7177].

TRILL switch: An alternative nane for an RBridge.

vSwitch: A virtual switch, such as a hypervisor, that also simnulates
a bridge.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Fam liarity with [ RFC6325], [RFC6439], and [RFC7177] is assuned in
this docunment.

Overvi ew

[ S S +-
| RBL| | RB2 | | RB3 |
T T + f----- +
\ | /

\ |/

| | | LAALP1

[11

+-- -+

| B |

oo -+

HL H2 H3 H4: VLAN 10
Figure 1: An Exanpl e Topology for TRILL Active-Active Edge

Figure 1 shows an exanple network for TRILL AAE (see also Figure 1 in
[RFC7379]). In this figure, end nodes (Hl, H2, H3, and H4) are
attached to a bridge (B) that communicates with nultiple RBridges
(RB1, RB2, and RB3) via the LAALP. Suppose that RB4 is a "renote"
RBri dge not in the AAE group in the TRILL canpus. This connection
model is also applicable to the virtualized environnent where the
physi cal bridge can be replaced with a vSwitch while those bare netal
hosts are replaced with virtual machines (VMs).
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For a frame received fromits attached end node sets, a nenber
RBri dge of the AAE group conforming to this document al ways
encapsul ates that frame using its own nickname as the ingress
ni ckname, regardl ess of whether it is unicast or nulticast.

Wth the two options specified below, even though renote RBridge RB4
will see nultiple attachnents for each MAC address from one of the
end nodes, MAC address flip-flopping will not cause any problens.

4. Increnental Depl oyable Options

This section specifies two options. Option A requires new hardware
support. Option B can be increnmentally inplenmented throughout a
TRILL canmpus with comon existing TRILL "fast path" hardware
Further details on Option B are given in Section 4.1

Option A
A new capability announcenment woul d appear in LSPs: "I can cope
with data-plane |earning of multiple attachments for an end node."
Thi s node of operation is generally not supported by existing
TRILL fast path hardware. Only if all edge RBridges to which the
group has data connectivity -- and that are interested in any of
the Data Labels in which the AAE is interested -- announce this
capability can the AAE group safely use this approach. |If al
such RBridges do not announce this "Option A" capability, then a
fall back woul d be needed, such as reverting fromactive-active to
active-standby operation or isolating the RBridges that would need
to support this capability but do not support it. Further details
for Option A are beyond the scope of this docunent, except that,
as described in Section 4.2, a bit is reserved to indicate support
for Option A, because a renote RBridge supporting Option Ais
compatible with an AAE group using Option B.

Option B
As pointed out in Section 4.2.6 of [RFC6325] and Section 5.3 of
[ RFC7357], one MAC address nmay be persistently clainmed to be
attached to nmultiple RBridges within the sane Data Label in the
TRILL ESADI -LSPs. For Option B, AAE nenber RBridges nake use of
the TRILL ESADI protocol to distribute multiple attachnments of a
MAC address. Renpte RBridges SHOULD di sabl e dat a- pl ane MAC
| earning for such nmulti-attached MAC addresses from TRI LL Data
packet decapsul ation, unless they al so support Option A. The
ability to configure an RBridge to disable data-plane learning is
provi ded by the base TRILL protocol [RFC6325].
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4.1. Details of Option B

Wth Option B, the receiving edge RBridges MJST avoid flip-flop
errors for MAC addresses learned fromthe TRILL Data packet

decapsul ation for the originating RBridge within these Data Labels.
It is RECOVWENDED that the receiving edge RBridge di sabl e dat a-pl ane
MAC | earning from TRI LL Data packet decapsulation within those
advertised Data Labels for the originating RBridge, unless the

recei ving RBridge al so supports Option A. Alternative
|nplenentat|ons that produce the sanme expected behavior, i.e., the
recei ving edge RBridge does not flip-flop anobng nultlple MAC
attachnents, are acceptable. For exanple, the confidence-Ievel
mechani sm as specified in [ RFC6325] can be used. Let the receiving
edge RBridge give a prevailing confidence value (e.g., 0x21) to the
first MAC attachnent |earned fromthe data plane over others fromthe
TRILL Data packet decapsul ation. The receiving edge RBridge will
stick to this MAC attachnent until it is overridden by one | earned
fromthe ESADI protocol [RFC7357]. The MAC attachnent |earned from
ESADI is set to have a higher confidence value (e.g., 0x80) to
override any alternative | earning fromthe decapsul ation of received
TRILL Data packets [ RFC6325].

4.1.1. Advertising Data Labels for Active-Active Edge

An RBridge in an AAE group MJST participate in ESADI in Data Labels
enabled for its attached LAALPs. This docunent further registers two
data flags, which are used to advertise that the originating RBridge
supports and participates in an AAE. These two flags are all ocated
fromthe Interested VLANs Flag Bits that appear in the Interested
VLANs and Spanning Tree Roots sub-TLV and the Interested Labels Fl ag
Bits that appear in the Interested Labels and Spanning Tree Roots
sub-TLV [ RFC7176] (see Section 8.3). Wen these flags are set to 1
the originating RBridge is advertising Data Labels for LAALPs rather
than plain LAN |links.
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4.1.2. Discovery of Active-Active Edge Menbers

Renot e edge RBridges need to discover RBridges in an AAE. This is
achieved by listening to the follow ng "AA LAALP G oup RBridges"
TRI LL APPsub-TLV included in the TRILL GENI NFO TLV in FS-LSPs

[ RFC7780] :

T S S S b i ST S S S

| Type = AA- LAALP- GROUP- RBRI DGES| (2 byt es)
T S e T Al S S S

Lengt h | (2 bytes)
T T ST N S S S

Sender Ni ckname | (2 bytes)
B T S S S i S

AALP | D Size | (1 byte)
e T S S i S S S S PR S
AALP I D (k bytes)
+

I
+-
I
+-
I
+-
I
R S S R S T S S S I T

+
L
+
L
+

+— 4+

o Type: AA LAALP Goup RBridges (TRILL APPsub-TLV type 252)

0o Length: 3 + k

0 Sender N cknanme: The nicknane the originating RBridge will use as
the ingress nickname. This field is useful because the
originating RBridge mght own nultiple nicknanes.

0 LAALP ID Size: The length, k, of the LAALP ID in bytes.

0 LAALP ID: The ID of the LAALP, which is k bytes long. |If the
LAALP is an MC-LAG or DRNI, it is the 8-byte ID, as specified in
Clause 6.3.2 of [802.1AX]

This APPsub-TLV is expected to rarely change, as it only does so in

cases of the creation or elimnation of an AAE group, or of link
failure or restoration to the CE in such a group
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4.1.3. Advertising Learned MAC Addresses

VWhenever MAC addresses fromthe LAALP of this AAE are | earned through
ingress or configuration, the originating RBridge MJST advertise
these MAC addresses using the MAC-Reachability TLV [ RFC6165] via the
ESADI protocol [RFC7357]. The MAC- Reachability TLVs are conposed in
a way that each TLV only contains MAC addresses of end nodes attached
to a single LAALP. Each such TLV is enclosed in a TRILL APPsub-TLV,
defined as foll ows:

i T S A S S S
ype = AA- LAALP- GROUP- MAC | (2 bytes)
B S S el T N S
ength | (2 bytes)
B T N S ok ik ST S i R TR
ID Size | (1 byte)
e I S S St DU S S

LP
+
LP ID (k bytes)
+
- R

FOF Ot

+§+§+

e s e i i o S e R S e Y T
eachability TLV (7 + 6*n byt es)
B i i S o I T i U S

+
I
+
I

FTA T T AT T+

+
+§

o0 Type: AA LAALP Group MAC (TRILL APPsub-TLV type 253)

0 Length: The MAC Reachability TLV [ RFC6165] is contained in the
value field as a sub-TLV. The total nunber of bytes contained in
the value field is given by k + 8 + 6*n

0 LAALP ID Size: The length, k, of the LAALP ID in bytes.

0 LAALP ID: The ID of the LAALP, which is k bytes long. Here, it
al so serves as the identifier of the AAE. If the LAALP is an
MC-LAG (or DRNI), it is the 8-byte ID, as specified in
Clause 6.3.2 of [802.1AX].

0 MAC- Reachability sub-TLV: The AA-LAALP- GROUP- MAC APPsub-TLV val ue
contains the MAC-Reachability TLV as a sub-TLV (see [ RFC6165];
n is the nunber of MAC addresses present). As specified in
Section 2.2 of [RFC7356], the Type and Length fields of the
MAC- Reachabi lity TLV are encoded as unsigned 16-bit integers. The
1- byt e unsi gned confidence value, along with these TLVs, SHOULD be
set to prevail over those MAC addresses |earned from TRILL Data
decapsul ati on by renpte edge RBridges.

Thi s AA- LAALP- GROUP- MAC APPsub- TLV MJUST be included in a TRILL

GENI NFO TLV [ RFC7357] in the ESADI -LSP. There nmay be nore than one
occurrence of such TRILL APPsub-TLVs in one ESADI -LSP fragnent.
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For those MAC addresses contained in an AA- LAALP- GROUP- MAC

APPsub- TLV, this docunent applies. Oherw se, [RFC7357] appli es.

For exanpl e, an AAE nenber RBridge continues to encl ose MAC addresses
| earned from TRILL Data packet decapsulation in MAC-Reachability TLVs
as per [RFC6165] and advertise them using the ESADI protocol.

When the renpte RBridge | earns MAC addresses contained in the

AA- LAALP- GROUP- MAC APPsub-TLV via the ESADI protocol [RFC7357], it
sends the packets destined to these MAC addresses to the cl osest one
(the one to which the renote RBridge has the | east-cost forwarding
pat h) of those RBridges in the AAE identified by the LAALP ID in the
AA- LAALP- GROUP- MAC APPsub-TLV. If there are nultiple equal

| east-cost nmenmber RBridges, the ingress RBridge is required to select
one of themin a pseudorandom way, as specified in Section 5.3 of

[ RFC7357] .

When another RBridge in the same AAE group receives an ESADI -LSP with
t he AA- LAALP- GROUP- MAC APPsub-TLV, it also | earns MAC addresses of
those end nodes served by the correspondi ng LAALP. These MAC
addresses SHOULD be | earned as if those end nodes are locally
attached to this RBridge itself.

An AAE nenber RBridge MJST use the AA- LAALP- GROUP- MAC APPsub-TLV to
advertise in ESADI the MAC addresses |earned froma plain local link
(a non-LAALP Iink) with Data Label s that happen to be covered by the
Data Labels of any attached LAALP. The reason is that MAC | earning
from TRILL Data packet decapsul ation within these Data Labels at the
renote edge RBridge has normally been disabled for this RBridge.

Thi s APPsub- TLV changes whenever the MAC reachability situation for
t he LAALP changes.
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4.

2.

Ext ended RBridge Capability Flags APPsub-TLV

The foll owi ng Extended RBridge Capability Flags APPsub-TLV will be
included in E-L1FS FS-LSP fragnent zero [RFC7780] as an APPsub-TLV of
the TRILL GENI NFO TLV:

e T e ik o oI S R B T
| Type = EXTENDED- RBRI DGE- CAP | (2 bytes)

i It S i R i SIE TR TR e

| Length | (2 bytes)

R i T S e e

| Topol ogy | (2 bytes)

i e e L o i e e e e i o SR NN B SR S
| E| H Reserved |
B i s T T i i o S o T Ji I
| Reserved (continued) |
e L o i i e R th o i R S

0 Type: Extended RBridge Capability (TRILL APPsub-TLV type 254)
0 Length: Set to 10.

0 Topology: Indicates the topology to which the capabilities apply.
When this field is set to zero, either topol ogies are not in use
or the capabilities apply to all topologies [TRILL-MI].

o E Bit 0 of the capability bits. Wen this bit is set, it
indicates that the originating RBridge acts as specified in
Option B above.

o H Bit 1 of the capability bits. Wen this bit is set, it
indicates that the originating RBridge keeps multiple MAC
attachnents learned from TRILL Data packet decapsul ation with fast
path hardware; that is, it acts as specified in Option A above.

0 Reserved: Flags extending frombit 2 through bit 63 of the
capability bits. Reserved for future use. These MJST be sent as
zero and ignored on receipt.

The Extended RBridge Capability Flags TRILL APPsub-TLV is used to
notify other RBridges as to whether the originating RBridge supports
the capability indicated by the E and H bits. For exanple, if the

E bit is set, it indicates that the originating RBridge will act as
defined in Option B. That is, it will disable the MAC | earning from
TRILL Data packet decapsulation within Data Label s adverti sed by AAE
RBri dges while waiting for the TRILL ESADI-LSPs to distribute the
{MAC, Nicknane, Data Label} association. Meanwhile, this RBridge is
able to act as an AAE RBridge. It is required that MAC addresses
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| earned fromlocal LAALPs be advertised in TRILL ESAD -LSPs, using

t he AA- LAALP- GROUP- MAC APPsub-TLV, which is defined in Section 4.1.3.
If an RBridge in an AAE group, as specified herein, observes a renote
RBridge interested in one or nore of that AAE group’s Data Labels and
the renote RBridge does not support, as indicated by its extended
capabilities, either Option A or Option B, then the AAE group MJST
fall back to active-standby node.

This APPsub-TLV is expected to rarely change, as it only needs to be
updat ed when RBridge capabilities change, e.g., due to an upgrade or
reconfiguration.

5. Meeting the Design Goals

This section explores how this specification neets the major design
goal s of AAE.

5.1. No MAC Address Flip-Flopping (Normal Unicast Egress)

Since all RBridges talking with the AAE RBridges in the canmpus are
able to see multiple attachnents for one MAC address in ESADI

[ RFC7357], a MAC address | earned fromone AAE nenber will not be
overwitten by the same MAC address | earned from anot her AAE nenber.
Al'though nultiple entries for this MAC address will be created, for
return traffic the renpte RBridge is required to consistently use one
of the attachments for each MAC address rather than flip-flopping
anong them (see Section 4.2.6 of [RFC6325] and Section 5.3 of

[ RFC7357]) .

5.2. Regul ar Unicast/Milticast |ngress

LAALP guarantees that each frame will be sent to the AAE via exactly
one uplink. RBridges in the AAE sinply follow the process per

[ RFC6325] to ingress the franme. For exanple, each RBridge uses its
own ni cknane as the ingress nicknane to encapsulate the frane. In
such a scenario, each RBridge takes for granted that it is the

Appoi nted Forwarder for the VLANs enabled on the uplink of the LAALP.

5.3. Correct Milticast Egress

A fundanental design goal of AAE is that there nust be no duplication
or forwarding | oop.

5.3.1. No Duplication (Single Exit Point)
When nulti-destination TRILL Data packets for a specific Data Label

are received fromthe canpus, it is inportant that exactly one
RBri dge out of the AAE group |let through each multi-destination
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packet so that no duplication will happen. The LAALP will have
defined its selection function (using hashing or an el ection
algorithm to designate a forwarder for a multi-destination frane.

Si nce AAE nenber RBridges support the LAALP, they are able to utilize
that selection function to deternine the single exit point. If the
output of the selection function points to the port attached to the
receiving RBridge itself (i.e., the packet should be egressed out of
this node), the receiving RBridge MJST egress this packet for that
AAE group. O herw se, the packet MUST NOT be egressed for that AAE
group. (For ports that lead to non-AAE |inks, the receiving RBridge
determ nes whether to egress the packet or not, according to

[ RFC6325], which is updated by [RFC7172].)

5.3.2. No Echo (Split Horizon)

When a nulti-destination frane originated froman LAALP is ingressed
by an RBridge of an AAE group, distributed to the TRILL network, and
then received by another RBridge in the same AAE group, it is
important that this receiving RBridge does not egress this frane back
to this LAALP. Oherwise, it will cause a forwarding | oop (echo).
The wel | -known "split horizon" technique (as discussed in

Section 2.2.1 of [RFC1058]) is used to elimnate the echo issue.

RBri dges in the AAE group need to performsplit horizon based on the
i ngress RBridge nicknanme plus the VLAN of the TRILL Data packet.
They need to set up per-port filtering lists consisting of the tuple
of <ingress nicknanme, VLAN>. Packets with information matching any
entry in the filtering |list MJUST NOT be egressed out of that port.
The information for such filters is obtained by listening to the

AA- LAALP- GROUP- RBRI DGES TRI LL APPsub-TLVs, as defined in

Section 4.1.2. Note that all enabled VLANs MJUST be consistent on al
ports connected to an LAALP. So, the enabled VLANs need not be
included in these TRILL APPsub-TLVs. They can be |ocally obtained
fromthe port attached to that LAALP. By parsing these APPsub-TLVs,
the receiving RBridge discovers all other RBridges connected to the
sane LAALP. The Sender N cknane of the originating RBridge will be
added to the filtering list of the port attached to the LAALP. For
exanple, RB3 in Figure 1 will set up a filtering list that |ooks like
{<RB1, VLAN 10>, <RB2, VLAN 10>} on its port attached to LAALP1.
According to split horizon, TRILL Data packets within VLAN 10
ingressed by RBL or RB2 will not be egressed out of this port.

When there are multiple LAALPs connected to the sane RBridge, these
LAALPs may have VLANs that overlap. Here, a VLAN overlap neans that
this VLAN ID is enabled by nultiple LAALPs. A customer may require
that hosts within these overl apped VLANs communi cate with each other
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5.

5

5.

Appendi x A provides several scenarios to explain how hosts
communi cate within the overl apped VLANs and how split horizon
happens.

4. No Bl ack-Hol e or Triangul ar Forwardi ng

If a sub-link of the LAALP fails while renote RBridges continue to
send packets towards the failed port, a black-hole happens. |If the
AAE menber RBridge with that failed port starts to redirect the
packets to other nenber RBridges for delivery, triangular forwarding
occurs.

The nmenber RBridge attached to the failed sub-Iink makes use of the
ESADI protocol to flush those MAC addresses affected by the failure,
as defined in Section 5.2 of [RFC7357]. After doing that, no packets
will be sent towards the failed port, and hence no bl ack-hole wll
happen. Nor will the nenber RBridge need to redirect packets to

ot her nenber RBridges; thus, triangular forwarding is avoi ded.

5. Load Bal ance towards the AAE

Since a renote RBridge can see nultiple attachnents of one MAC
address in ESADI, this renpte RBridge can choose to spread the
traffic towards the AAE nenbers on a per-flow basis. Each of themis
able to act as the egress point. |In doing this, the forwardi ng paths
need not be limted to the | east-cost path selection fromthe ingress
RBridge to the AAE RBridges. The traffic load fromthe renote

RBri dge towards the AAE RBridges can be bal anced based on a
pseudor andom sel ection nethod (see Section 4.1.3).

Note that the | oad-bal ance nmet hod adopted at a renote ingress RBridge
is not to replace the |oad-bal ance mechani smof LAALP. These two
| oad- spreadi ng nechani sns shoul d take effect separately.

6. Scalability

Wth Option A nultiple attachments need to be recorded for a MAC
address |l earned from AAE RBridges. Mire entries may be consuned in
the MAC | earning table. However, MAC addresses attached to an LAALP
are usually only a small part of all MAC addresses in the whole TRILL
canmpus. As a result, the extra table nmenory space required by

mul ti-attached MAC addresses can usually be accomopbdated in an

RBri dge’s unused MAC tabl e space.
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Wth Option B, renpte RBridges will keep the nultiple attachnents of
a MAC address in the ESADI |ink-state databases, which are usually
mai ntai ned by software. In the MAC table, which is normally

i mpl emented in hardware, an RBridge still establishes only one entry
for each MAC address.

6. E-L1FS Backward Conpatibility

The Extended TLVs defined in Sections 4.1.2, 4.1.3, and 4.2 of this
docunent are to be used in an Extended Level 1 Floodi ng Scope
(E-L1FS) PDU [ RFC7356] [RFC7780]. For those RBridges that do not
support E-L1FS, the EXTENDED RBRI DGE- CAP TRILL APPsub-TLV will not be
sent out either, and MAC nulti-attach active-active is not supported.

7. Security Considerations

For security considerations pertaining to extensions transported by
TRILL ESADI, see the Security Considerations section in [ RFC7357].

For extensions not transported by TRILL ESADI, RBridges may be
configured to include the 1S-1S Authentication TLV (10) in the IS-IS
PDUs to use | SIS security [RFC5304] [RFC5310].

Since currently deployed LAALPs [ RFC7379] are proprietary, security
over menbership in, and internal managenment of, AAE groups is
proprietary. In environments where the above authentication is not
adopted, a rogue RBridge that insinuates itself into an AAE group can
di srupt end-station traffic flowing into or out of that group. For
exanple, if there are N RBridges in the group, it could typically
control 1/Nth of the traffic flowi ng out of that group and a sinilar
amount of unicast traffic flowing into that group.

For general TRILL security considerations, see [ RFC6325].
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8. | ANA Consi derati ons
8.1. TRILL APPsub-TLVs

| ANA has all ocated three new types under the TRILL GENI NFO TLV

[ RFC7357] for the TRILL APPsub-TLVs defined in Sections 4.1.2, 4.1.3,
and 4.2 of this docunent. The follow ng entries have been added to
the "TRI LL APPsub-TLV Types under |S-1S TLV 251 Application
ldentifier 1" registry on the TRILL Parameters | ANA web page.

Type Nane Ref erence
252 AA- LAALP- GROUP- RBRI DGES RFC 7782
253 AA- LAALP- GROUP- MAC RFC 7782
254 EXTENDED- RBRI DGE- CAP RFC 7782

8.2. Extended RBridge Capabilities Registry
| ANA has created a registry under the "Transparent
I nterconnection of Lots of Links (TRILL) Parameters" registry
as foll ows:
Nane: Extended RBridge Capabilities

Regi stration Procedure: Expert Review

Ref erence: RFC 7782

Bit Mhenoni ¢ Description Ref erence
0 E Option B Support RFC 7782
1 H Option A Support RFC 7782
2-63 - Unassi gned
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8.3. Active-Active Flags

I ANA has
One flag
Bi t
16
One fl ag
Bi t

4

all ocated two flag bits, with menonic "AA", as foll ows:
bit is allocated fromthe Interested VLANs Flag Bits.
Mhenmoni ¢ Descri ption Ref er ence

M VLANs for Active-Active RFC 7782

bit is allocated fromthe Interested Labels Flag Bits.
Mhenmoni ¢ Descri ption Ref er ence

AA FG.s for Active-Active RFC 7782
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Appendi x A.  Scenarios for Split Horizon

N + N + N +
| RB1 | RB2 | RB3 |
oo + oo + oo +
L1 L2 L3 L1 L2 L3 L1 L2 L3

VL10-20 VL15-25 VL15 VL10-20 VL15-25 VL15 VL10-20 VL15-25 VL15
LAALP1 LAALP2 LAN LAALP1 LAALP2 LAN LAALP1 LAALP2 LAN
Bl B2 B10 Bl B2 B20 Bl B2 B30

Figure 2: An Exanpl e Topology to Explain Split Horizon

Suppose that RB1, RB2, and RB3 are the active-active group connecting
LAALP1 and LAALP2. LAALP1l and LAALP2 are connected to Bl and B2 at
their other ends. Suppose that all these RBridges use port L1 to
connect LAALP1 while they use port L2 to connect LAALP2. Assune that
all three L1 ports enable VLANs 10-20 while all three L2 ports enable
VLANs 15-25, so that there is an overlap of VLANs 15-20. A custoner
may require that hosts within these overl apped VLANs communi cate with
each other. That is, hosts attached to Bl in VLANs 15-20 need to
comruni cate with hosts attached to B2 in VLANs 15-20. Assune that
the renote plain RBridge RB4 al so has hosts attached in VLANs 15-20
that need to conmmunicate with those hosts in these VLANs attached to
Bl and B2.

There are two nmmjor requirenents:

1. Frames ingressed from RB1-L1-VLANs 15-20 MUST NOT be egressed out
of ports RB2-L1 and RB3-L1.

2. At the sane tine, frames com ng from Bl-VLANs 15-20 shoul d reach
B2- VLANs 15- 20.

RB3 stores the information for split horizon on its ports L1 and L2.

On L1: {<ingress_nicknane_RBl, VLANs 10-20>,
<i ngress_ni cknane_RB2, VLANs 10-20>}.

On L2: {<ingress_nicknane_RB1, VLANs 15-25>,
<i ngress_ni cknane_RB2, VLANs 15-25>}.
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Five clarification scenarios foll ow

a. Suppose that RB2 or RB3 receives a TRILL nmulti-destination data
packet with VLAN 15 and ingress_nicknane RB1. RB3 is the single
exit point (selected according to the hashing function of LAALP)
for this packet. On ports L1 and L2, RB3 has covered
<i ngress_ni cknane_RB1, VLAN 15>, so that RB3 will not egress this
packet out of either L1 or L2. Here, "split horizon" happens.

Bef orehand, RB1 obtains a native franme on port L1 fromBl in

VLAN 15. RB1 deternmines that it should be forwarded as a

mul ti-destination packet across the TRILL campus. Also, RB1
replicates this frame without TRILL encapsul ati on and sends it out
of port L2, so that B2 will get this frane.

b. Suppose that RB2 or RB3 receives a TRILL nulti-destination data
packet with VLAN 15 and ingress_nicknane RB4. RB3 is the single
exit point. On ports L1 and L2, since RB3 has not stored any
tuple with ingress_nickname_RB4, RB3 will decapsul ate the packet
and egress it out of both ports L1 and L2. So, both Bl and B2
will receive the frame.

c. Suppose that there is a plain LAN link port L3 on RB1, RB2, and
RB3, connecting to B10, B20, and B30, respectively. These L3
ports happen to be configured with VLAN 15. On port L3, RB2 and
RB3 store no information for split horizon for AAE (since this
port has not been configured to be in any LAALP). They will
egress the packet ingressed fromRB1-L1 in VLAN 15

d. If a packet is ingressed fromRB1-L1 or RB1-L2 with VLAN 15,
port RB1-L3 will not egress packets w th ingress_nicknane_RBI.
RB1 needs to replicate this frane w thout encapsul ati on and sends
it out of port L3. This kind of "bounce" behavior for
multi-destination frames is just as specified in paragraph 3 of
Section 4.6.1.2 of [RFC6325].

e. If a packet is ingressed from RB1-L3, since RB1-L1 and RB1-L2
cannot egress packets with VLAN 15 and ingress_ni cknane_RB1, RB1
needs to replicate this frame w thout encapsul ation and sends it
out of ports L1 and L2. (Al so see paragraph 3 of Section 4.6.1.2
of [RFC6325].)
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