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| ETF Anti-Harassnment Procedures
Abst ract

| ETF Partici pants nust not engage in harassment while at |ETF
meetings, virtual neetings, or social events or while participating
inmailing lists. This docunent |ays out procedures for nanagi ng and
enforcing this policy.

Thi s docunent updates RFC 2418 by defini ng new wor ki ng group

gui del i nes and procedures. This docunent updates RFC 7437 by

all owing the Onbudsteamto forma recall petition wi thout further
signatori es.

Status of This Meno
Thi s neno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7776
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1.

I nt roducti on

The | ETF has general policies for managi ng di sruptive behavior in the
context of IETF activities. |In particular, [RFC7154] provides a set
of guidelines for personal interaction in the |IETF, and [ RFC2418] and
[ RFC3934] give guidelines for howto deal wth disruptive behavior
that occurs in the context of |ETF working group face-to-face
meetings and on mailing lists.

However, there is other problematic behavior that may be nore
personal and that can occur in the context of |ETF activities
(rmeetings, mailing list discussions, or social events) that does not
directly disrupt working group progress but nonetheless is
unaccept abl e behavi or between | ETF Participants. This sort of

behavi or, described in the IESG Statement "IETF Anti - Harassnent
Policy" [Policy], is not easily dealt with by our previously existing
wor ki ng group gui delines and procedures. Therefore, this docunent
sets forth procedures to deal with such harassing behavi or

These procedures are intended to be used when other | ETF policies and
procedures do not apply or have been ineffective.

Not hing in this docunent should be taken to interfere with the due

process of law. Simlarly, it does not release any person from any

contractual or corporate policies to which they nay be subject.
Definitions

The following terns are used in this docunent:

o | ETF Participant: Anyone who participates in an | ETF activity,
i ncluding | ETF support staff.

0 Reporter: An |ETF Participant who reports potential harassnent to
an Onbudsper son.

0 Respondent: An | ETF Participant who is clained to have engaged in
har assi ng behavi or.

0 Onbudsteam A group of people who have been sel ected to take
reports of potential harassment, evaluate them and inpose
appropriate actions and/or renedies to address the circunstances.

0 Onbudsperson: A nenber of the Orbudsteam

0 Lead Onbudsperson: The Onbudsperson assigned to be the primary
contact person for a particular report of potential harassnent.
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0 Subject: An individual, group, or class of IETF Participant to
whom t he potentially harassi ng behavi or was directed or who m ght
be subject to the behavior

The | ESG St atenent on harassnment [Policy] gives a general definition
of harassnent as:

unwel cone hostile or intimdating behavior -- in particular,
speech or behavior that is sexually aggressive or intimdates
based on attributes such as race, gender, religion, age, color,
national origin, ancestry, disability, sexual orientation, or
gender identity.

Thi s docunent adopts that general definition but does not attenpt to
further precisely define behavior that falls under the set of
procedures identified here, nor does it attenpt to |list every
possible attribute that mght be the basis for harassnent, except to
note that it may be targeted at an individual, directed at a specific
group of people, or nore generally inpact a broader class of people.

Thi s docunent concerns itself with harassnment that has the purpose or
effect of unreasonably interfering with an individual’'s participation
in |ETF activities or of creating an environnent within the | ETF that
woul d be intimdating, hostile, or offensive in such a situation

One way i n which harassnent can occur is when submi ssion to such
conduct is made, either explicitly or inplicitly, a termor condition
of an individual’s participation in |ETF activities or is used as a
basis for decisions affecting that individual’s relationship to the

| ETF.

In general, disruptive behavior that occurs in the context of an |IETF
general or working group mailing list, or happens in a face-to-face
or virtual neeting of a working group or the I ETF plenary, can be
dealt with by our normal procedures, whereas harassing behavior is
nore appropriately handl ed by the procedures described here.

However, there are plausible reasons to address behaviors that take
pl ace during working group nmeetings using these procedures. This
docunent gives sone guidance to those involved in these situations in
order to decide how to handl e particular incidents, but the fina
decision will involve judgnent and the gui dance of the Onbudsteam

Any definition of harassnent prohibited by an applicable | aw can be
subject to this set of procedures.
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3. The Onbudst eam

This section describes the role of the Onbudsteamin terns of the
appoi nt ment of Orbudspersons, their qualifications and training, the
|l ength of the termof service, any conpensation fromthe |ETF for
their service, and how they may be renobved from service. The genera
operational procedures for the Onbudsteam are described in Sections
4, 5, and 6.

3.1. Size of the Orbudsteam

The Orbudst eam shall conprise no fewer than three people. Fromtine
to tine, the size may fall below that number owing to changes in
menber ship, but the teamw |l be rapidly brought up to size through
new appoi ntnents. The team may be grown to a | arger size as
described in Section 3.2

3.2. Appointing the Onbudst eam

The Orbudsteam i s appointed by the | ETF Chair. The appointment is
solely the responsibility of the IETF Chair, who may choose to
consult with nenbers of the I ETF community.

The I ETF Chair is encouraged to appoint at |east sone of the
Orbudsteam fromwi thin the | ETF community.

The I ETF Chair may choose to solicit nominations or advertise the
post. This is entirely at the discretion of the IETF Chair.

The I ETF Chair is also free to decide to appoint nore than three
Orbudspersons to the Orbudsteam This may depend on the skill sets
avail abl e, the work | oad, and the opinions of the seated Orbudsteam
Furthernore, the | ETF Chair may consider elenents of diversity in
maki ng thi s decision.

3.3. Professional Advisors

It is recognized that the Orbudsteam may need to call on professiona
services fromexternal advisors for certain matters, including | ega
and Human Resources (HR) advice. The IETF (via the | ETF

Adm ni strative Support Activity (1ASA)) is conmmitted to funding such
advi ce as needed.
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3.4. Qalifications and Training

It is not expected that there will be candidates with all of the
necessary Orbudsperson skills and training who al so have a cl ear
understanding and famliarity with the | ETF processes and cul ture.
The Chair might choose soneone with a great deal of professiona
experience evaluating and nedi ati ng harassnent disputes but little
exposure to the | ETF or could sel ect sonmeone with nore exposure to
the 1 ETF conmunity but wi thout as nuch experience dealing with issues
of harassnent. Since all of these attributes nay be regarded by the
| ETF Chair as essential for the team the IETF is committed to
providing training (or funding for it) as deemed necessary for

appoi nted Orbudspersons. In determ ning the appropriate training,
the I ETF Chair and Orbudsteam shall take professional advice and will
consult with the I ETF Adm nistrative Oversight Commttee (I ACC) with
respect to the overall |ETF budget.

3.5. Termof Service

An Orbudsperson shall be appointed for a two-year term That is, the
Orbudsperson is making a commtment to serve for two years. It is
under st ood, however, that circunstances may | ead an Orbudsperson to
resign for personal or other reasons. See also Section 3.7.

I f an Orbudsperson’s termends while they are acting as Lead
Orbudsperson for a report as described in Section 4, that
Orbudsperson’s term shall be extended until the handling of that
report has been conpl et ed.
It is entirely at the discretion of the | ETF Chair whether a serving
Orbudsperson is reappointed at the end of their term G ven the
sensitivity of, and training required for, this role and the idea
being a lack of activity, it is likely the | ETF Chair may choose to
reappoi nt a successful and still-wlling Orbudsperson for a nunber of
two-year terns.

3.6. Conpensation

An Orbudsperson shall receive no conpensation fromthe | ETF for their
services. This includes, but is not limted to:

o | ETF neeting fees
0 Remuneration for tine spent
0 CQut-of-pocket expenses (such as tel ephone charges)

o Travel or acconmopdati on expenses
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The 1ETF will, however, neet the costs of training when agreed to by
the I ETF Chair as described in Section 3.4.

3.7. Renoval

The | ETF Chair may renove a servi ng Orbudsperson before the end of
their termw thout explanation to the comunity, including during the
course of processing an active case. Such an action shall be
appeal abl e as described in Section 3.8.

An Onbudsperson shall not be renoved from service, even if their term
has expired, during the period that the | ETF Chair is recused as
described in Section 7. Once the case that led to the Chair being
recused has been cl osed, nornal processes resune.

3.8. Disputes with the | ETF Chair Regardi ng the Orbudsteam

If an individual should disagree with an action taken by the |IETF
Chair regarding the appointment, renoval, or managenent of an
Orbudsperson or the QOrbudsteam that person should first discuss the
issue with the IETF Chair directly. |If the IETF Chair is unable to
resol ve the issue, the dissatisfied party may appeal to the IESG as a
whol e. The I ESG shall then review the situation and attenpt to
resolve it in a manner of its own choosing. The procedures of
Section 6.5.4 of [RFC2026] apply to this sort of appeal

4. Handling Reports of Harassnent

Any | ETF Partici pant who believes that they have been harassed, or
that any other |ETF Participant or group of |ETF Participants has
been or may have been harassed, should bring the concern to the
attention of any serving Orbudsperson. This can be done by email to
onbuds@etf.org or can be done directly to a chosen Onbudsperson
Direct contact information for the nenmbers of the Onbudsteam
including the enail addresses to which mail to onbuds@etf.org is
forwarded, can be found at <https://ww.ietf.org/onbudsteanr

[ Onbudst eanPages] .

Al 1ETF Participants are encouraged to talk with the Orbudsteamif
they are unconfortable or unsure about any behaviors. Though rmuch of
this docunent relates to the fornal duties of the Orbudsteam it
shoul d be understood that an inportant function of the Onbudsteamis
to provide confidential advice and counsel for any |ETF Partici pant
regardi ng i ssues of harassment. The Onbudsteamwill not comrence a
formal investigation of any potential incident of harassment w thout
agreenent by the Reporter and Subject.
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When a Reporter brings an incident of potential harassment to the
attention of the Orbudsteam a single Orbudsperson shall be
designated as the primary contact person (the Lead QOrbudsperson) for
the report. When the Reporter contacts a single Orbudsperson, that
Orbudsperson shall be the Lead Orbudsperson for the report unless the
Reporter and Orbudsperson nutually agree to sel ect another Lead
Orbudsper son

I nformation conveyed by the Reporter should be kept in confidence by
the Lead Orbudsperson to the greatest extent possible. Wen
necessary (for exanmple, in the course of a fornmal investigation), the
Lead Orbudsperson nmay share information regarding the report with the
rest of the Orbudst eam except when an Orbudsperson is recused (see
Section 7). |If a Reporter believes that a nenber of the Orbudsteam
shoul d recuse thenself, the Reporter should make this known to the
Lead Onbudsperson as soon as possible. See Section 4.1 for further

di scussion of the confidentiality requirenments of the Orbudsteam

The Lead Onbudsperson will discuss the events with the Reporter and
may gi ve advice, including recomrendati ons on how the Reporter can
handl e the issue on their own as well as strategies on how to prevent
the issue fromarising again. The Lead Orbudsperson nay al so

i ndicate that the i ssue woul d be best handl ed using regular |ETF
procedures (such as those for dealing with disruptive behavior)
outside the context of harassment, and in this case, the Lead
Orbudsperson wi |l provide assistance in using the relevant |ETF
procedures. Oherwi se, with agreement to proceed fromthe Subject
(or the Reporter if there is no individual Subject), the Orbudsteam
may initiate a detailed investigation of the matter and nmay
subsequently, after conpleting their investigation, inpose a renedy
as described in Section 5. The Subject can w thdraw their agreenent
to proceed at any tinme.

4.1. Onrbudsteam Operating Practices

The Orbudsteam i s responsible for devising and docunenting their
operating practices. These practices nust be discussed with the | ESG
and published in a publicly visible place (such as on the | ETF web
site). Discussion with the IETF community is encouraged and, while

| ETF consensus i s not necessary, significant objections to the
processes that are not addressed should result in an appeal per
Section 6.5.3 of [RFC2026] and/or a recall petition against the |IETF
Chair (and any of the rest of the IESGif appropriate) if they do not
address the concern.
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The practices nust include at least the followi ng high-Ieve
conponent s:

o]

Each nenber of the Orbudsteamis expected to be present at the
majority of | ETF neetings and to be available for face-to-face

di scussions. The Onbudsteamis expected to arrange itself so that
there is coverage of every |ETF neeting by at |east one

Orbudsper son.

The Orbudsteam shall strive to keep all information brought to it
in strict confidence. However, it is acknow edged that the
operation of the Orbudsteam may involve sharing of infornmation
within the teamand nmay require that the parties to the conplaint
(the Reporter, Respondent, and Subject) |earn some of the
confidential information. The Onbudsteamis responsible for
docunenting its expectations of when disclosures of confidentia
information are likely to be nade in the process and to whom Any
electronic information (such as email nessages) that needs to be
archived shall be encrypted before it is stored using tools
simlar to those used by the Nomi nating Comm ttee (NonCon)

When conducting a detailed investigation of the circunstances
regardi ng the conpl aint of harassnent, the Orbudsteam nay contact
the Respondent and request a neeting in person or by a voice call.
The Orbudst eam shall have contacted the Respondent and either

di scussed the matter or ascertained the Respondent’s unwillingness
to cooperate prior to deciding to inpose a renedy as described in
Section 5. The Respondent is not obliged to cooperate, but the
Orbudst eam nmay consider failure to cooperate when determ ning a
renedy (Section 5).

The Orbudst eam shall endeavor to conplete its investigation in a
timely manner.

Any i ndividuals who nmake a good faith report of harassnment or who
cooperate with an investigation shall not be subject to
retaliation for reporting, conplaining, or cooperating, even if
the investigation, once conpleted, shows no harassnent occurred.
Anti-retaliation is noted here to alleviate concerns individuals
may have with reporting an incident they feel should be revi ewed
or cooperating with an investigation

In all cases, the Orbudsteamwi |l strive to maintain
confidentiality for all parties, including the very fact of
contact with the Orbudsteam

Resnick & Farrel Best Current Practice [ Page 9]



RFC 7776 Ant i - Har assnent Pr ocedur es March 2016

o0 The results of investigations as reported to the Subject or
Respondent and all requests for renedial action (such as to the
| ETF Secretariat) shall be in witing.

0 The Orbudsteam shall keep witten records of their investigation
and any contacts or interviews such that there is material
available in the event of an appeal or legal action. Such records
shal |l be held securely and in confidence.

When investigating reports of harassment and determining renedies, it
is up to the Orbudst eam whet her they choose to act as a body or
del egate duties to the Lead Orbudsperson

5. Renedi es

After exam ning the circunstances regarding the conplaint of
harassnment, the Orbudsteam shoul d prepare a brief summary of the
incident and their conclusions and discuss this with all parties.
The objective of this step is to make clear what the Onbudsteam has
concluded and to nake an attenpt at getting all parties to reach
agr eement .

If the Onbudst eam determ nes that harassment has taken place, the
Orbudsteam is expected to deternine the next action

0 |In some cases, a mechani smor established | ETF process may al ready
exi st for handling the specific event. |In these cases, the
Orbudst eam may deci de that the m sbehavior is best handled with
the regul ar | ETF procedures for dealing with disruptive behavior
and nay assist the Reporter to bring the issue to the attention of
the WG Chair or | ESG nenber who can deal with the incident.

o0 In other cases, there is a spectrumof renedies that may be
appropriate to the circunstances. At one end of the spectrum the
Orbudst eam mi ght choose to discuss the situation with the
Respondent and conme up with a plan such that there is no repeat of
the harassment. Wth the agreenent of both parties, the
Orbudst eam can al so hel p to nediate a conversati on between the
Respondent and the Subject (or the Reporter if there is no
i ndi vidual Subject) in order to address the issue. |If nediation
fails, then the Orbudsteam can decide to apply other renedies,

i ncludi ng those di scussed here.

0o At the other end of the spectrum the Orbudsteam coul d deci de that
the Respondent is no longer permitted to participate in a
particular |IETF activity, for exanple, ejecting themfroma
meeting or requiring that the Respondent can no |onger attend
future neetings to ensure that the reported harassnent cannot

Resnick & Farrel Best Current Practice [ Page 10]



RFC 7776 Ant i - Har assnent Pr ocedur es March 2016

continue or escalate. |If the Respondent hol ds a nmanagenent
position in the I ETF, the renedies inposed may make it difficult
or inpossible for themto performthe duties required of that
position. Further renedies nay be applied to Respondents in | ETF
managenment positions as described in Section 5.1

0 In determning the appropriate renmedy, the Orbudsteam may
comruni cate with the Reporter, Subject, or Respondent in order to
assess the inpact that the imposition of a renedy m ght have on
any of those parties. However, the Orbudsteam has ultimate
responsibility for the choice of renedy.

o In all cases, the Lead Onbudsperson informs the Respondent of the
deci sion and inposes the renedy as appropriate. |n cases where
the renmedy is renoval from | ETF activities, the Lead Orbudsperson
will confidentially notify the Secretariat in witing of the
renedy such that the Secretariat can take whatever | ogistica
actions are required to effect the remedy. Only the renedy itself
shal |l be disclosed to the Secretariat, not any information
regardi ng the nature of the harassnent.

Where specific action is required to ensure that a renmedy is realized
or enforced, the Orbudsteamw || nmake a request in witing to the

| ETF Secretariat and/or |ETF Administrative Director (I AD) to take
action as appropriate.

5.1. Renedies for Respondents in |IETF Positions

The renedi es discussed earlier in this section are equally applicable
to all IETF Participants regardl ess of role.

The Orbudsteamwi || want to be aware of the inpact of renedies on the
ability of an individual to carry out their duties in | ETF managenent
positions, but this should not dissuade the Orbudsteam from appl yi ng
renedi es that they deem appropriate. Per Section 5, the Orbudsteam
is expected to apply proportionality and reasonabl eness, as well as
to consider the inmpact of the renedy on the Respondent. Per

Section 4.1, the Orbudsteam may communi cate with the Respondent in
order to assess the inpact that the remedy nmi ght have.

There may be cases where the Onbudst eam considers that it is

i nappropriate for a Respondent to continue in their |ETF managenent
position, that is, where the desired renedy is to renove the
Respondent fromtheir managenent position. The Onbudsteam cannot by
itself renobve a Respondent who is in an | ETF managenent position from
that position. However, the Orbudsteam can reconmrend the use of

exi sting nechanisns within the | ETF process for the renpoval of people
from | ETF managenment positions as foll ows:
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o Many | ETF managenent positions are appointed by the NomCom with
confirmation fromthe I ESG |1AB, or |1SOC. [RFC7437] describes the
recall procedure for such appointnents. This document updates
[ RFC7437] by allowi ng the Orbudsteamto forma recall petition on
its own and without requiring 20 signatories fromthe comunity.
Such a petition shall be treated in all ways |like any other recal
petition as described in [RFC7437]: that is, the fact of the
petition and its signatories (the Orbudsteam) shall be announced
to the I ETF community, and a Recall Committee Chair shall be

appointed to conplete the Recall Commttee process. It is
expected that the Recall Conmmittee will receive a briefing from

t he Onbudst eam expl ai ning why recall is considered an appropriate
r enedy.

o0 Oher | ETF nmanagenent positions are filled by appoi ntnent of the
| ESG the | AB, the | SOC Board, or the | SOC President. In such
cases, the Orbudsteam nay reconmend to the appointing body that
t he Respondent be renoved fromtheir position

o Many | ETF managenent positions are filled through appoi ntment by
an AD or by the ADs for an | ETF Area. |In such cases, the
Orbudst eam may recomend to those ADs in witing that the
Respondent be renpved fromtheir position

o0 Sone other | ETF nmanagenent positions are filled through
appoi ntment by WG Chairs. In such cases, the Orbudsteam may nake
a reconmmendation in witing to the responsible AD (that is, not
directly to the WG Chairs) that the Respondent be renoved from
their position.

In each of the cases listed here, it is expected that the person or
body responsi ble for renoving someone from an | ETF nanagenent
position will take a recommendation fromthe Onbudsteam extrenely
seriously and that it would be very unusual for themto not act on
the recomendation. It is not the intent that the person or body
attenpt to reinvestigate the circunmstances of the harassnent. They
are expected to understand that they are not qualified in evaluating
or handling issues of harassment. They nust seek to preserve
confidentiality. |If the person or body feels renobval from position
is not the correct renedy, they nust discuss their concern with the
Orbudst eam

In the event that an AD declines to follow the recommendati on of the
Orbudsteam and if the AD fails to convince the Orbudsteam of the
reasons for this, the Orbudsteam should raise the issue with the
whol e 1 ESG while continuing to attenpt to retain confidentiality.
The | ESG nay choose to reorganize the responsibilities for working
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groups within its own structure so that the AD concerned is no | onger
in the direct managenent path.

Al'l such forced renoval s from nmanagenent positions nust be considered
by the Orbudsteam as acts of last resort. That is, before a
Respondent is recommended for renoval, the Onbudsteam shoul d consi der
ot her possible renedi es and shoul d di scuss the situation with the
Respondent, giving them anple opportunity to understand what mi ght
happen and to step down of their own volition

As described in Section 4.1, the Onbudsteamis required to maintain

t he hi ghest degree of confidentiality. In recomrending action as
descri bed above, the Onbudsteamwill clearly have to indicate that
some event has occurred that led to their recomrendation, but it is
not expected that the Orbudsteamw || need to divul ge substantially
nmore information. It should be enough that the Onbudst eam expl ai ns
the severity of the situation, that they have consi dered other |esser
renedi es, and that they deemthe recommended renmedy to be
appropri at e.

In renoving someone fromtheir position, it nay becone apparent to
the 1 ETF conmunity that the renpoval is a renmedy recomended by the
Orbudsteam  However, revealing the underlying events should be
avoi ded as far as possible.

5.2. Purpose of Renedies

The purpose of the anti-harassnent policy is to prevent all incidents
of harassnent in the |ETF. The set of procedures docunented here
serves to provide a nmechani sm whereby any harassnent that occurs can
be reported and handl ed both synpathetically and effectively. The
policy also sends a clear nmessage that the | ETF does not tolerate
harassment in any form

However, any renedy is inposed to try to make sure that the incident
does not escalate and to ensure that a sinmlar situation is unlikely
to occur with the same Respondent in the future.

Because the handling of incidents of harassnment (including the
imposition of renedies) is confidential, an inposed renedy cannot
itself serve as a deterrent to others, nor can it be used to "teach"
the conmmunity how to behave. ([RFC7154] gives guidelines for conduct
inthe IETF.) Furthernore, a remedy is not to be inposed for the

pur poses of retribution. However, the know edge of the existence of
a range of renedi es and of processes by which they can be applied
serves both as a statenent of the I|ETF' s seriousness in this matter
and as a deterrent to potential offenders.
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The Orbudsteamis expected to apply the above considerations, as well
as proportionality and reasonabl eness, in selecting a renedy. They
are asked to consider the inpact of the remedy on the Respondent as
well as on the Subject.

6. Disputes with the Onbudst eam

If either the Subject (or the Reporter if there is no individua

Subj ect) or the Respondent is dissatisfied with the decision of the
Orbudsteam the dissatisfied party should first contact the Lead
Orbudsperson and di scuss the situation. |If the issue cannot be

resol ved through discussion with the Lead Onbudsperson, the issue may
be raised with the | ETF Chair.

If necessary, the | ETF Chair may recuse thenself fromany part of
this process (see Section 7) and request the I ESG to sel ect another
of its menbers to serve in this role. This |ESG nenber is known as
the "del egated | ESG nenber".

The I ETF Chair (or the delegated I ESG nenber if the Chair is recused)
will attenmpt to resolve the issue in discussion with the dissatisfied
party and the Lead Onbudsperson. |If this further discussion does not
bring a satisfactory resolution, the Onbudsteani s decision may be
formal |y appeal ed. The appeal is strictly on the issue of whether

t he Orbudst eam exerci sed due diligence both in their decision as to
whet her harassnent had taken place as well as in their determ nation
of any appropriate renmedy that was inmposed. |In particular, the

pur pose of the appeal is not to re-investigate the circunstances of
the incident or to negotiate the severity of the renedy.

Al elements of the appeal, including the fact of the appeal, wll be
held in confidence but will be recorded and held securely for future
ref erence

The appeal will be evaluated by the IETF Chair (or the del egated | ESG
menber) and two other nembers of the | ESG sel ected by the | ETF Chair
(or the del egated | ESG nenber) and confirmed by the appellant. This
Appeal s Group shall convene as quickly as possible to evaluate and
determ ne the appeal. Wiere the inpacts are imediate and related to
participation in an ongoing neeting, this shall happen in no nore
than 24 hours after receiving the appeal. The Appeals G oup nay ask
the appel |l ant and the Lead Orbudsperson for statenents or other
information to consider. |If the Appeals G oup concludes that due
diligence was exercised by the Orbudsteam this shall be reported to
the appellant, and the matter is concluded. |If the Appeals G oup
finds that due diligence was not exercised, the Appeals G oup shal
report this to the Onbudsteam and consult with the Orbudst eam on how
to conplete the due diligence
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Because of the need to keep the information regarding these natters
as confidential as possible, the Appeals Goup’'s decision is fina
with respect to the question of whether the Onbudsteam has used due
diligence in their decision. The only further recourse available is
to claimthat the procedures thenselves (i.e., the procedures
described in this docunent) are inadequate or insufficient to the
protection of the rights of all parties. Such a claimmay be nade in
an appeal to the Internet Society Board of Trustees, as described in
Section 6.5.3 of [RFC2026]. Again, even in this circunstance, the
particulars of the incident at hand will be held in confidence.

7. Conflicts of |nterest

In the event of any conflict of interest, the conflicted person
(menmber of the QOrbudsteam nenber of the Appeals G oup, |ETF Chair
etc.) is expected to recuse thensel ves.

A conflict of interest may arise if someone involved in the process
of handling a harassnment report is in the role of Reporter,
Respondent, or Subject. Furthermore, a conflict of interest arises
if the person involved in the process of handling a harassnment report
is closely associated personally or through affiliation with any of
the Reporter, Respondent, or Subject.

For the avoi dance of doubt, recusal in this context neans conpletely
steppi ng out of any advisory or decision-making part of any process
associated with handling a harassment report, renedy arising froma
harassnment report, or appeal into the handling of a harassnent
report. That nmeans that a recused person has no nore right to
participate in or witness the process than any other person fromthe
community in the sane situation. For exanple, an Orbudsperson
subject to a conplaint of harassnent shall not be privy to the

del i berations of another Orbudsperson handling the report. Nor would
an | ESG nmenber who was party to an appeal be able to witness the

di scussi ons of the Appeals G oup.

In the event that there is an appeal and the IETF Chair is sonmehow
involved, the Chair will imrediately recuse thenself, and the | ESG
will select a single person to take the Chair’s role in the appea
process as described in Section 6.

8. Confidentiality
Thr oughout this docunent, there are mentions of requirements to keep

informati on confidential. This section summarizes those requirenents
for clarity.
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The Orbudsteamis expected to strive for confidentiality.
Confidentiality protects the Reporter, Subject, and Respondent in any
case of alleged harassnent. It also protects w tnesses or others
consul ted by the Orbudsteam during their investigation

The Orbudsteamwi || keep its enmail and other archival records in a
secure systemand will not discuss details of any case beyond what is
necessary for executing a thorough investigation

Third-party receivers of output fromthe Orbudsteam (for exanple, ADs
or the IETF Secretariat who are asked to take action) are required to
keep such output confidenti al

Participants in an investigation (Reporters, Subjects, Respondents,
and anyone interviewed by the Orbudsteam during an investigation) are
requested to keep the details of the events and investigation
confidential .

It is likely that nenbers of the community will want to know nore
when t hey have becone aware of some details of a case of harassnent.
The community is asked to show restraint and to trust the Orbudsteam
This process is designed to provide renedi es not punishrment, as
described in Section 5.2, and public discussion of the events or
remedi es does not formpart of this process.

9. Security Considerations

"Human beings the world over need freedom and security that they may
be able to realize their full potential." -- Aung San Suu Kyi
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