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Abst ract

Thi s docunent defines a way to configure a paraneter set for ML
(Multicast Protocol for Low Power and Lossy Networks) via a DHCPv6
option. ML has a set of paraneters to control its behavior, and the
paraneter set is often configured as a network-w de paraneter because
the paraneter set should be identical for each MPL Forwarder in an
MPL Domain. Using the MPL Paraneter Configuration Option defined in
this docunment, a network can easily be configured with a single set
of MPL paraneters.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/infol/rfc7774.
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Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roduction

The Multicast Protocol for Low Power and Lossy Networks (MPL)

[ RFC7731] defines a protocol to nake a nulticast network anong

| ow power and | ossy networks, e.g., wireless nmesh networks. MPL has
a set of paranmeters to control an MPL Domain. The paraneters control
the trade-of f between end-to-end delay and network utilization. In
nost environnents, the default paraneters are acceptable. However
in some environnents, the paraneter set nust be configured carefully
in order to neet the requirenents of each environnent. According to
Section 5.4 of [RFC7731], each paranmeter in the set should be the
same for all nodes within an MPL Donmai n, but [RFC7731] does not
define a nethod to configure the MPL paranmeter set.
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Sone managed wirel ess nesh networks may have a DHCP server to
configure network paraneters. MPL paraneter sets shall be considered
as a part of network paranmeters (nodes in an MPL Domain should use an
identical paraneter set). A paraneter set is required to configure
an MPL Dormmi n.

Thi s docunent defines a way to distribute parameter sets for MPL
Forwarders via a new DHCPv6 [ RFC3315] option. This docunment is
intended to follow the guidelines provided in [ RFC7227].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

MPL Paraneter Configuration Option

As defined in Section 5.4 of [RFC7/731], there are 10 paraneters per
MPL Domain, as listed below. An MPL Donmin is defined by an MPL
Donmai n Address, as described in Section 2 of [RFC7731].

0 PROACTI VE_FORWARDI NG

0 SEED SET_ENTRY_LI FETI ME

o DATA MESSAGE IM N

o DATA MESSAGE_| MAX

o DATA_MESSAGE_K

o DATA MESSAGE_TI MER_EXPI RATI ONS

0 CONTROL_MESSAGE | M N

0 CONTROL_MESSAGE | MAX

0 CONTROL_MESSAGE K

0 CONTROL_MESSAGE TI MER_EXPI RATI ONS

One network may have multiple MPL Donains with different
configurations. To configure nore than one MPL Donmai n via DHCP,

there may be nore than one MPL Paraneter Configuration Option given
to DHCP clients by a DHCP server.
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MPL Paraneter Configuration Option Format

Thi s docunent defines the OPTI ON_MPL_PARAMETERS DHCPv6 option. This
new option provides a neans to distribute a configuration of an MPL
Domain or a default value for all MPL Dommins (a wildcard) within the
net wor k managed by the DHCP server. This option has the follow ng
format:

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| OPTI ON_MPL_ PARAMETERS | option_len |
I i I S R S i S e i S M SRR S
| P| Z | TUNIT | SE LI FETI ME |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| DM K | DM IMN | DM | MAX |
i I S T S S S i i
| DM T_EXP | CK | CIMN >
I e o e i I I kA THE N SR S
>(cont’ ed) | C_ I MAX | C T_EXP

i S T i S S e e T S S it S S S S

(if option_len = 32)
I S i o T s S S S e s s T

| MPL Domai n Address (128 bhits) >
i T s i o S i i S R I S I S S S M
> (cont’ ed) >
B T S i T s i i e e SEI S
> (cont’ ed) >
R i T I e T S S e S TR S T e i I S e S e e e e o o
> (cont’ ed)

B i aT T e e o S o S S S I T et sl o ST S S S S S S
OPTI ON_MPL_PARAMETERS: DHCPv6 option identifier (104).
option_len: Length of the option in octets. The value MJST be
set to 16 if no MPL Donmain Address is present, or 32 if an
MPL Domai n Address is present.

P (1 bit): Aflag to indicate PROACTI VE FORWARDING. This flag is
set if PROACTI VE_FORWARDI NG = TRUE.

Z (7 bits): Reserved for future use. Servers MJST set themto zero.
Clients SHOULD i gnore any bits that have been set.

TUNIT (unsigned 8-bit integer): Unit tine of tiner paraneters

(SE LIFETIME and * IMN) in this option. 0 and Oxff are reserved
and MJUST NOT be used.
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SE LI FETI ME (unsigned 16-bit integer):
SEED SET ENTRY LIFETIME/ TUNIT, in milliseconds. 0 and Oxffff are
reserved and MJUST NOT be used.

DM K (unsigned 8-bit integer): DATA MESSAGE K.

DM IMN (unsigned 16-bit integer): DATA MESSAGE |IM N TUNIT,
in mlliseconds. 0 and Oxffff are reserved and MJST NOT be used.

DM | MAX (unsigned 8-bit integer): DATA MESSAGE | MAX. The actual
maxi mum ti meout i s described as a nunber of doublings of
DATA MESSAGE | M N, as described in [ RFC6206], Section 4.1.
0 and Oxff are reserved and MJST NOT be used.

DM T _EXP (unsigned 16-bit integer): DATA MESSAGE Tl MER_EXPI RATI ONS.
0 and Oxffff are reserved and MUST NOT be used.

C K (unsigned 8-bit integer): CONTROL_MESSAGE K.

CIMN (unsigned 16-bit integer): CONTROL_MESSAGE |M N TUNI T,
in mlliseconds. 0 and Oxffff are reserved and MJST NOT be used.

C I MAX (unsigned 8-bit integer): CONTROL_MESSAGE | MAX. The actual
maxi mum ti meout i s described as a nunber of doublings of
CONTROL_MESSAGE IMN. 0 and Oxff are reserved and MUST NOT
be used.

C T EXP (unsigned 16-bit integer):
CONTROL_MESSAGE _TI MER EXPI RATIONS. 0 and Oxffff are reserved and
MUST NOT be used.

Note that the tinme values (SEED SET_ENTRY_LI FETI ME,

DATA MESSAGE | M N, and CONTROL_MESSAGE IMN) in MPL are defined to a
precision of TUNIT mlliseconds in MPL Paraneter Configuration
Options. For exanple, if TUNIT is 20 and the m ni nrum Data Message
interval (DATA MESSAGE IMN) is 1000 ns, then DM IM N shall be set
to 50.

For the maxi muminterval size (*_IMAX), [RFC6206] defines them as
fol | ows:

The maxi numinterval size, Imax, is described as a nunber of
doublings of the mininmuminterval size (the base-2 |og(max/mnmn)).
For exanple, a protocol mght define Ilmax as 16. |If the m nimum
interval is 100 ns, then the anount of tinme specified by Imax is
100 s * 65,536, i.e., 6,553.6 seconds or approximtely

109 m nutes.
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Because the mininuminterval size in MPL Parameter Configuration
Options is described in TUNIT-m | lisecond precision, the
correspondi ng maxi muminterval size is also in TUNIT-m | lisecond
precision. For exanple, if TUNIT is 10 and CIMN is 50, the m nimum
interval size of the Trickle timer for Control Messages is 500 ns.

In this case, the maximuminterval size of the Trickle timer is

32 seconds (500 ns * 276) if CIMAX is 6.

DHCPv6 Cl i ent Behavi or

Clients MAY request the MPL Paraneter Configuration Option as
described in Sections 17.1.1, 18.1.1, 18.1.3, 18.1.4, 18.1.5, and
22.7 of [RFC3315]. As a convenience to the reader, we nention here
that the client includes requested option codes in the Option Request

Opt i on.

Clients MJST support multiple MPL Paraneter Configuration Options,
which are listed in Section 2.

If a DHCPv6 client with an MPL Forwarder configured by the MPL

Par amet er Configuration Option is unable to receive a valid response
froma server within T2 [ RFC3315] of the last valid DHCPv6 nessage
sent fromthe server (if stateful) or twice the information refresh
time [RFC4242] (if stateless), it MJST suspend the MPL Forwarders of
the MPL Domai ns configured by the option. MPL Forwarders configured
by other nethods (e.g., via a static configuration file) MJST NOT be
suspended.

Clients MJST ignore all MPL Paraneter Configuration Options if the
options in a DHCPv6 nmessage contain any invalid values (e.qg.,
reserved all-0 or all-1 values are used in paraneters). In this
case, in the context of MPL the nessage is considered not received,
and the condition described in the previous paragraph applies.

MPL For war der Behavi or

If a DHCPv6 client requests and receives the MPL Paraneter
Configuration Option, the node SHOULD join the MPL Domai n given by
the option and act as an MPL Forwarder. Note that there may be cases
in which a node may fail to join a domain (or domains) due to |oca
resource constraints. Each joining node SHOULD configure its MPL
Forwarder with the given paraneter set for the MPL Domain. Each MPL
Domain is defined by an MPL Dormai n Address given by an MPL Paraneter
Configuration Option. As defined in Section 2 of [RFCr7731], an MPL
Domain Address is an IPv6 nulticast address associated to a set of
MPL network interfaces in an MPL Dormmi n.
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The priority of MPL paraneter configurations applied to an MPL Domai n
is as follows (high to | ow):

o Specific MPL parameter configuration for the MPL Domain
(option_len = 32 bhits).

0 WIldcard MPL paraneter configuration (option_len = 16 bits).
0 Default configuration as described in [RFC7731].

Priorities of other configurations, such as nanual configuration of a
node, are not defined in this docunent.

There MUST be no nore than one MPL Parameter Configuration Option for
an MPL Domain or the wildcard. Thus, the order of DHCPv6 options in
the packet has no effect on precedence.

A node MJST | eave an MPL Domain if it receives updated and all-valid
MPL Paraneter Configuration Options without a configuration for the
MPL Domai n, unless it has an overriding manual configuration for the
MPL Domain. In other words, if a node is configured to work as an
MPL Forwarder for an MPL Dommi n regardl ess of DHCPv6 options, the
node MAY stay in the MPL Domain even if it receives an MPL Paraneter
Configuration Option without a configuration for the MPL Donai n.

MPL paraneters may be updated occasionally. Wth stateful DHCPv6,
updat es can be done when the renewal timer expires. The information
refresh time option [ RFC4242] shall be used to keep each forwarder
updat ed.

To reduce periodic update traffic, a node may try to use a very |long
interval between updates. |In this case, Reconfigure messages may be
used to keep forwarder paraneter sets synchronized.

DHCPv6 Server Behavi or

Sections 17.2.2 and 18.2 of [RFC3315] govern server operation in
regard to option assignnent. As a convenience to the reader, we
mention here that the server will send the MPL Paraneter
Configuration Option only if it was configured with specific val ues
for the MPL Paraneter Configuration Option and the client

requested it.

Servers MJST ignore an incom ng MPL Parameter Configuration Option.

Servers MJST support multiple MPL Paraneter Configuration Options,
which are listed in Section 2.
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DHCPv6 Rel ay Behavi or

It is never appropriate for a relay agent to add options to a nessage
heading toward the client, and relay agents do not actually construct
Rel ay- Reply nmessages anyway. There are no additional requirenents
for rel ays.

Oper ational Considerations

Thi s docunent introduces the dynam c updating of MPL paraneters
Because t he update process is not synchroni zed, nodes may have
i nconsi stent paraneter sets.

[ RFC6206], Section 6 describes various problens that occur if the
Trickle timers do not match between communi cati ng nodes. To keep the
timers synchronized, it is RECOWENDED to not update the paraneters
of an MPL Donmain too often. A reasonable update rate woul d be once
per expected information refresh tine interval, such as Tl [ RFC3315]
or information refresh tinme as defined in [ RFC4242].

I nconsi stent paraneter sets may reduce performance. On the other
hand, this situation will work as long as both new and ol d paraneter
sets are reasonabl e paraneter sets for a given comruni cation | oad.
Because notivations for paraneter updates include updates of the

envi ronment, node density, or conmmunication |oad, operators of MPL
networ ks need to be aware of nodes that are not updated and make sure
that old and new paraneter sets are reasonable for the expected
refresh intervals.

| ANA Consi der ati ons

I ANA has assigned an option code to OPTI ON_MPL_PARAMETERS (104) from
the "Option Codes"” table of the "Dynam c Host Configuration Protoco
for 1Pv6 (DHCPv6)" registry (http://ww.iana. org/assi gnnents/

dhcpv6- paraneters).

Security Considerations

Section 23 of [RFC3315], Section 23 of [RFC7227], and Section 12 of
[ RFC7731] provide detail ed discussions regarding security threats for

Note al so that a forged MPL parameter configuration nay cause
excessive Layer 2 broadcasting. |nplenentations should set
reasonabl e bounds for each paraneter -- for exanple, not setting
DM C K too high, not setting DMC IMN too |low. These bounds may be
i npl ement ati on dependent or nay be derived from MAC/ PHY
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specifications. DHCPv6 server and client inplenmentations need to
take care in setting reasonabl e bounds for each parameter in order to
avoi d overl oadi ng the network.

The DHCP server or the network itself should be trusted by sone
means, such as DHCPv6 aut hentication as described in Section 21 of

[ RFC3315]. However, Routing Over Low Power and Lossy (ROLL) network
environments often have fewer conputing resources, and DHCPv6

aut hentication may not be available in these environnments. In such
cases, other nmethods to protect integrity between DHCPv6 servers and
clients should be applied to a ROLL network. Sone specifications
related to ROLL inplenentations, such as ZigBee |P [Zi gBeel Pl and

[ RFC5191], assune that joining nodes will be authenticated so that

all nodes in the network can be trusted. To protect against attacks
from outside of the network, DHCPv6 packets SHOULD be filtered on the
border router between the ROLL network and the Internet, except for
packets between the ROLL network and a renote DHCPv6 server or DHCPv6
rel ays configured to nmanage t he networKk.
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