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Thi s docunment specifies a nechanismto signal Media Access Control
(MAC) address withdrawal notification using a pseudow re (PW
Associ ated Channel (ACH). Such notification is useful when
statically provisioned PW are deployed in a Virtual Private LAN
Service (VPLS) or Hierarchical Virtual Private LAN Service (H VPLS)
envi ronnent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7769.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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(http://trustee.ietf.org/license-info) in effect on the date of
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the Trust Legal Provisions and are provided without warranty as
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1. Introduction

An LDP-based MAC address w t hdrawal mechanismis specified in

[ RFC4762] to renove dynam cally | earned MAC addresses when the source
of those addresses can no longer forward traffic. This is

acconpl i shed by sending an LDP Address Wthdraw Message with a MAC

Li st TLV contai ning the MAC addresses to be renoved fromall other
Provi der Edge nodes over the LDP sessions. [RFC7361] describes an
optimzed MAC wi t hdrawal nechani smthat can be used to rempve only
the set of MAC addresses that need to be relearned in HVPLS
networks. [RFC7361] al so describes optim zed MAC w t hdrawal
operations in PBB-VPLS networKks.

A PWcan be signaled via the LDP or can be statically provisioned.

In the case of a static PW an LDP-based MAC wi t hdrawal mechani sm
cannot be used. This is anal ogous to the problem and sol ution
described in [ RFC6478] where a PW QAM (Qperations, Adm nistration,
and Mai ntenance) nessage has been introduced to carry the PWstatus
TLV using the in-band PW Associated Channel. In this docunent, we
use a PWOAM nmessage to w thdraw MAC address(es) learned via a static
PW

Thus, MAC withdraw signaling for static PWreuses the foll ow ng
concepts:

- in-band signaling mechani sms used by static PWstatus signaling
and

- MAC wit hdrawal nechani sns described by [ RFC4762] and [ RFC7361].

MAC wi t hdraw signaling is a best effort schene. It is an attenpt to
optinm ze network convergence by reduci ng bl ackhol es caused by PW
failover for protected PW. The protocol defined in this docunent
addr esses possible |oss of the MAC wi thdraw signal due to network
congestion, but does not guarantee delivery, as is the case for the
LDP- based MAC wi t hdraw signaling. In the event that MAC wi t hdraw
signali ng does not reach the intended target, the fallback to MAC
re-learning due to bi-directional traffic or as a last resort aging
out of MAC addresses in the absence of frames fromthe sources, wll
resune the traffic via new PWpath. Such fallbacks woul d cause
tenmporary bl ackouts but does not render a network pernanently
unusabl e.
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2. Term nol ogy
The following termnology is used in this docunent:
ACK:  Acknow edgenent for MAC wit hdraw nessage
LDP: Label Distribution Protocol
MAC. Media Access Control
MPLS: Miltiprotocol Label Switching
PW  Pseudowire
PWOAM PW Qperations, Adm nistration, and Mi ntenance
TLV: Type, Length, and Val ue
VPLS: Virtual Private LAN Services

In addition, the key words "MJST", "MJST NOT", "REQU RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

3. MAC Wthdraw OAM Message

LDP provides reliable packet transport for control plackets for
dynanmic PW. This can be contrasted with static PW that rely on
retransm ssion and acknow edgnents (ACKs) for reliabl e OAM packet
delivery as described in [ RFC6478]. The proposed solution for MAC
wi t hdrawal over a static PWalso relies on retransm ssions and ACKs.
However, an ACK is mandatory. A given MAC withdrawal notification is
sent as a PWQOAM nessage, and the sender retransnits the nessage a
configured nunber of times in the absence of an ACK response for the
sequence- nunbered nessage. The receiver renoves the MAC address(es)
for a given sequence-nunmber MAC wi t hdraw si gnaling nmessage and sends
the ACK response. The receipt of the sane or | ower sequence-nunber
message i s responded to with an ACK but does not cause renoval of MAC
addresses. A new TLV to carry the sequence nunber has been defi ned.

The format of the MAC address withdraw OAM nessage is shown in Figure
1. The MAC withdraw PW OAM nessage foll ows the sanme guidelines used
in [RFC6478], whereby the first 4 bytes of the OAM nessage header are
foll owed by a nmessage-specific field and a set of TLVs relevant for
the nmessage. Since the MAC w thdrawal PW OAM nessage i s not
refreshed forever, a MAC address wi t hdraw OAM nessage MUST contain a
"Sequence Nunber TLV'; otherwi se, the entire nessage is dropped. It
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MAY contain the MAC Fl ush Paraneter TLV defined in [RFC7361] when
static PW are deployed in H VPLS and PBB-VPLS scenarios. The first
2 bits of the sequence-nunber TLV are reserved and MJST be set to O
on transmt and ignored on receipt.

0 1 2 3
01234567890123456789012345678901
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Figure 1: MAC Address Wt hdraw PW QAM Packet For mat

In this section, the MAC List TLV and MAC Fl ush Paraneter TLV are
collectively referred to as "MAC TLV(s)". The definition and
processing rules of the MAC List TLV are described by [ RFC4762], and
the corresponding rules of the MAC Flush Paraneter TLV are governed
by [ RFC7361].

"TLV Length" is the total length of all TLVs in the nessage, and
"Sequence Nunmber TLV Length” is the length of the Sequence Nunber
field.

A single bit (called "A-bit") is set by a receiver to acknow edge
recei pt and processing of a MAC Address Wthdraw OAM Message. |n the
acknow edge nessage, with the A-bit set, the MAC TLVs are excl uded.

A single bit (called "R-bit") is set to indicate if the sender is
requesting reset of the sequence nunbers. The sender sets this bit
when the pseudowire is restarted and has no | ocal record of previous
send and expected receive sequence nunbers.

The Sequence Number TLV MUST be the first TLV in the nessage.
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The lack of a reliable transport protocol for the in-band OAM
necessitates a presence of sequenci ng and acknow edgenent schenme so
that the receiver can recogni ze newer message fromretransnmtted

ol der nessages. [RFC4385] describes the details of sequence-nunber
handl i ng, which includes overflow detection for a Sequence Nunber
field size of 16 bits. This docunment | everages the sanme schene with
the two exenptions:

- the Sequence Nunber field is of size 32 bits.

- overflow detection is sinplified such that a sequence nunber
that exceeds 2,147,483, 647 (Ox7FFFFFFF) is considered an
overflow and reset to 1.

4. (Qperation

This section describes how the initial MAC Wthdraw OAM Messages are
sent and retransmitted, as well as how the nessages are processed and
retransmtted nmessages are identified.

4.1. (Operation of Sender

Each PWis associated with a counter to keep track of the sequence
nunber of the transmitted MAC withdrawal nessages. Wenever a node
sends a new set of MAC TLVs, it increnents the transmitted sequence-
nunber counter and includes the new sequence number in the nessage.
The transmt sequence nunber is initialized to 1 at the onset, after
the wap and after the sequence nunber reset request receipt. Hence
the transmt sequence nunber is set to 2 in the first MAC wi t hdraw
message sent after the sequence nunber is initialized to 1.

The sender expects an ACK fromthe receiver within a tinme interval we
call "Retransmt Tine", which can be either a default (1 second) or a
configured value. |If the ACK does not arrive within the Retransmt
Time, the sender retransnmits the nmessage with the sane sequence
nunber as the original nessage. The retransm ssion MJST cease when
an ACK is received. In order to avoid continuous retransn ssions in
the absence of acknow edgenents, a method of suppressing

retransm ssions MJST be inplemented. A sinple and well-used approach
is to cease retransm ssion after a small nunber of transm ssions. In
the absence of an ACK response, a one second retransm ssion with two
retries i s RECOWENDED. However, both the interval and the nunber of
retries are a local matter that present no interworking issues; thus,
the operator MAY configure different values. Alternatively, an

i ncreasi ng backoff delay with a |arger nunber of retries MAY be

i mpl emented to inprove scaling issues. Wilst there are no

i nterworking issues with any of these nethods, the inplenenter nust
be mindful to not introduce network congestion and nust take into
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account the decaying val ue of the delayed MAC wi t hdraw signaling
agai nst possible relearning due to bidirectional traffic or MAC
ti meout .

During the period of retransmssion, if a need to send a new MAC

wi t hdraw nmessage with updated sequence nunber arises, then

retransm ssion of the ol der unacknow edged wi t hdraw nmessage MJST be
suspended and retransmit tine for the new sequence nunber MJIST be
initiated. In essence, a sender engages in retransm ssion |logic only
for the nost recently sent wthdraw nessage for a given PW

In the event that a pseudowire is deleted and re-added or the router
is restarted with configuration, the |ocal node may | ose infornmation
about the previously sent sequence nunber. This becones problematic
for the renote peer as it will continue to ignore the received MAC
wi t hdraw nmessages with | ower sequence nunbers. |n such cases, it is
desirable to reset the sequence nunbers at both ends of the
pseudowire. The reset R bit is set in the first MAC withdraw to
notify the rempte peer to reset the send and receive sequence
nunbers. The R-bit nust be cleared in subsequent MAC wi t hdraw
messages after the acknow edgenent is received.

4.2. (Operation of Receiver

Each PWis associated with a register to keep track of the expected
sequence nunber of the MAC withdrawal nessage and is initialized to
1. \Whenever a MAC withdrawal nessage is received, and if the
sequence nunber on the nessage is greater than the value in the
regi ster, the MAC addresses contained in the MAC TLVs are renoved,
and the register is updated with the received sequence nunber. The
recei ver sends an ACK whose sequence number is the same as that in
the recei ved nmessage.

If the sequence nunber in the received nessage is snaller than or
equal to the value in the register, the MAC TLVs are not processed.
However, an ACK with the received sequence nunber MJST be sent as a
response. The receiver processes the ACK nmessage as an

acknow edgenent for all the MAC wi thdraw nmessages sent up to the
sequence nunber present in the ACK nessage and term nates

retransm ssion.

The handling of the sequence nunber is described in Section 3.
A MAC wi thdraw message with the R bit set MJST be processed by
resetting the send and recei ve sequence nunber first. The rest of

MAC wi t hdraw nessage processing is perforned as descri bed above. The
acknow edgenent is sent with the R bit cleared.
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5. Security Consideration

The security measures described in [ RFC4447], [RFC5085], and
[ RFC6073] are adequate for the proposed mechani sm

6. | ANA Consi derations
6.1. MLS G Ach Type

I ANA has assigned a new channel type (0x0028) fromthe "MPLS
General i zed Associ ated Channel (G ACh) Types (including Pseudowi re
Associ at ed Channel Types)" registry. The description of the new
channel type is "MAC Wthdraw OAM Message".

6.2. Sequence Nunber TLV

| ANA has assigned a new TLV Type (0x0001) fromthe existing LDP "TLV
Type Name Space" registry. The description for the new TLV Type is
"Sequence Nunber TLV".
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