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Abstract

Various I Pv6 transition strategies require the introduction of |arge-
scale NATs (e.g., AFTR and NAT64) to share the limted supply of |Pv4
addresses available in the network until transition is conplete.
There has recently been debate over how to nanage the sharing of
ports between different subscribers sharing the sanme | Pv4 address.
One factor in the discussion is the operational requirenent to | og
the assignment of transport addresses to subscribers. It has been
argued that dynam c assignnment of individual ports between
subscribers requires the generation of an excessive volune of |o0gs.
Thi s docunent suggests a way to achi eve dynami c port sharing while
keepi ng | og vol unes | ow.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i mpl ement ation or depl oynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7768
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1. Introduction

During the 1Pv6 transition period, some |arge-scal e NAT devi ces may
be introduced, e.g., Dual-Stack Lite (DS-Lite), Address Famly
Transition Router (AFTR), and NAT64. Wen a NAT device needs to set
up a new connection for a given internal address behind the NAT, it
needs to create a new mapping entry for the new connection, which
will contain source |IP address, source port or ICVWP identifier,
converted source | P address, converted source port, protocol (TCP/
UDP), etc.

Due to legislation and | aw enforcenent requirenment, sonetines it is
necessary to | og these nmappings for a period of tinme, such as 6
months. The mapping information is highly privacy sensitive; if
possi ble, the information should be del eted as soon as possible.
Sone hi gh- performance NAT devices may need to create a | arge anount
of new sessions per second. |If |ogs are generated for each mappi ng
entry, the log traffic could reach tens of negabytes per second or
nmore, which would be a problemfor |og generation, transm ssion and
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storage. According to a test discussed in "Analysis of NAT64 Port

Al l ocation Methods for Shared | Pv4 Addresses” [ALLOC- METHODS], in a
network with 20,000 subscribers, over a 60-day period, the raw | og
size can reach 42.5 TBif it is based on per-session |log, while the
log size will be 40.6 GBif it is based on port blocks. Although
conpressi on technol ogi es can be used before log storage, the | og size
is still big.

[ RFC6888], REQ 13 suggests "maxim ze port utilization" and REQ 14
suggests "mnimze |log volune". However, it is difficult to achieve
both; there will be a trade-off between the efficiency with which
ports are used and the rate of generation of |og records.

2. A Suggested Sol ution

Thi s docunent proposes a solution that all ows dynam ¢ sharing of port
ranges between users while mnimzing the nunber of |ogs that have to
be generated. Briefly, ports are allocated to the user in bl ocks.
Logs are generated only when bl ocks are allocated or deall ocated.
Thi s provides the necessary traceability while reducing | og
generation by a factor equal to the block size, as conpared with
fully dynamic port allocation

This is how the proposal works in greater detail. Wen the user
sends out the first packet, a port resource pool is allocated for the
user, e.g., assigning ports 2001~2300 of a public IP address to the
user’s resource pool. Only one |og should be generated for this port
bl ock. Wen the NAT needs to set up a new mapping entry for the
user, it can use a port in the user’s resource pool and the

corresponding public I P address. |f the user needs nore port
resources, the NAT can allocate another port block, e.g., ports
3501~3800, to the user’s resource pool. Again, just one |log needs to

be generated for this port block

[ RFC6431] takes this idea further by allocating non-contiguous sets
of ports using a pseudorandom function. Scattering the allocated
ports in this way provides a nodest barrier to port guessing attacks.
The use of random zation is discussed further in Section 5.

Suppose now that a given internal address has been assigned nore than
one bl ock of ports. The individual sessions using ports within a
port block will start and end at different times. |If no ports in
some port block are used for some configurable time, the NAT can
renove the port block fromthe resource pool allocated to a given
internal address and make it available for other users. 1In theory,

it is unnecessary to | og deall ocations of blocks of ports, because
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the ports in deallocated blocks will not be used again until the
bl ocks are reallocated. However, the deall ocati on may be | ogged when
it occurs addi ng robustness to troubl eshooting or other procedures.

The deal | ocation procedure presents a nunber of difficulties in
practice. The first problemis the choice of tineout value for the
block. If idle tinmers are applied for the individual nmappings
(sessions) within the block, and these conformto the recommendati ons
for NAT behavior for the protocol concerned, then the additional tinme
that might be configured as a guard for the block as a whol e need not
be nore than a few mnutes. The block tiner in this case serves only
as a slightly nore conservative extension of the individual session
idle tiners. |If, instead, a single idle tiner is used for the whole
block, it must itself conformto the reconmendati ons for the protoco
with which that bl ock of ports is associated. For exanple, REQ 5 of
[ RFC5382] requires an idle tinmer expiry duration of at |east 2 hours
and 4 m nutes for TCP

The next issue with port block deallocation is the conflict between
the desire to randonize port allocation and the desire to make unused
resources available to other internal addresses. As nentioned above,
ideally port selection will take place over the entire set of bl ocks
allocated to the internal address. However, taken to its fullest
extent, such a policy will mininize the probability that all ports in
any given block are idle long enough for it to be rel eased.

As an alternative, it is suggested that when choosing which block to
select a port from the NAT should omt fromits range of choice the
bl ock that has been idle the |Iongest, unless no ports are avail able
in any of the other blocks. The expression "block that has been idle
the |l ongest" designates the block in which the tine since the |ast
packet was observed in any of its sessions, in either direction, is
earlier than the corresponding tinme in any of the other blocks
assigned to that internal address

3. Issues O Traceability

Section 12 of [RFC6269] provides a good discussion of the
traceability issue. Conplete traceability given the NAT-1o0ggi ng
practices proposed in this docunent requires that the renote
destination record the source port of a request along with the source
address (and presumably protocol, if not inplicit). In addition, the
| ogs at each end nust be tinmestanped, and the clocks nust be
synchroni zed within a certain degree of accuracy. Here is one reason
for the guard tim ng on block release, to increase the tolerable

| evel of clock skew between the two ends.
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The ability to configure various server applications to record source
ports has been investigated, with the follow ng results:

0 Source-port recording can be configured in Apache, Postfi x,
sendnai |, and sshd. Please refer to the Appendi x for the
configuration guide

0 Source-port recording is not supported by I1S, Cyrus |IMAP, and UW
I MAP. But it should not be too difficult to get Cyrus | MAP and UW
I MAP to support it by nodifying the source code.

Where source-port |ogging can be enabled, this nmeno strongly urges
the operators to do so. Similarly, intrusion detection systens
shoul d capture source port as well as source address of suspect
packets.

In sone cases [RFC6269], a server nmay not record the source port of a
connection. To allow traceability, the NAT device needs to record
the destination |IP address of a connection. As [RFC6269] points out,
this will provide an inconplete solution to the issue of traceability
because multiple users of the same shared public |IP address may
access the service at the same time. Fromthe point of viewof this
docunent, in such situations the gane is |ost, so to speak, and port
al l ocation at the NAT might as well be conpletely dynamc.

The final possibility to consider is where the NAT does not do per-
session | oggi ng even given the possibility that the renote end is
failing to capture source ports. In that case, the port allocation
policy proposed in this docunent can be used. The inpact on
traceability is that analysis of the logs would yield only the |ist
of all internal addresses mapped to a given public address during the
period of tine concerned. This has an inmpact on privacy as well as
traceability, depending on the followup actions taken

4. Oher Considerations

[ RFC6269] notes several issues introduced by the use of dynanmic, as
opposed to static, port assignnent. For example, Section 13.2 of
that document notes the effect on authentication procedures. These
i ssues nust be resolved, but are not specific to the port allocation
policy described in this docunent.
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5

Security Considerations

The di scussion that foll ows addresses an issue that is particularly
rel evant to the proposal nmade in this docunent. The security

consi derations applicable to NAT operation for various protocols as
docunented in, for exanple, [RFC4787] and [ RFC5382] also apply to
thi s proposal

[ RFC6056] summari zes the TCP port-guessing attack, by means of which
an attacker can hijack one end of a TCP connection. One mtigating
nmeasure is to make the source port nunber used for a TCP connection
| ess predictable. [RFC6056] provides various algorithns for this
pur pose.

As Section 3.1 of that RFC notes: "...provided adequate al gorithns
are in use, the larger the range from which epheneral ports are

sel ected, the smaller the chances of an attacker are to guess the
sel ected port nunmber." Conversely, the reduced range sizes proposed
by the present docunent increase the attacker’s chances of guessing
correctly. This result cannot be totally avoided. However,
mtigating nmeasures to inprove this situation can be taken both at
port-bl ock assignnent tinme and when sel ecting individual ports from
the bl ocks that have been allocated to a given user

At assignnment tine, one possibility is to assign ports as non-
contiguous sets of values as proposed in [RFC6431]. However, this
approach creates a |lot of complexity for operations, and the

pseudor andomi zati on can create uncertainty when the accuracy of |ogs
is inportant to protect sonmeone’'s life or liberty.

Al ternatively, the NAT can assign bl ocks of contiguous ports.
However, at assignnent time, the NAT could attenpt to random ze its
choi ce of which of the available idle blocks it would assign to a
given user. This strategy has to be traded-off against the
desirability of minimzing the chance of conflict between what

[ RFC6056] calls "transport protocol instances" by assigning the nost-
idle block, as suggested in Section 2. A conprom se policy might be
to assign blocks only if they have been idle for a certain anount of
time, and sel ect pseudorandomy between the bl ocks avail abl e

according to this criterion. 1In this case, it is suggested that the
time value used be greater than the guard timng nentioned in
Section 2, and that no bl ock should ever be reassigned until it has

been idle at least for the duration given by the guard tiner.

VWil e the bl ock assignment strategy can provide sone nitigation of
the port-guessing attack, the |l argest contribution will cone from
pseudor andomi zation at port-selection tinme. [RFC6056] provides a
nunber of algorithnms for achieving this pseudorandom zation. Wen
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the avail able ports are contained in blocks, which are not in general
consecutive, the algorithnms clearly need sone adaptation. The task
is complicated by the fact that the nunber of bl ocks allocated to the
user may vary over tine. Adaptation is left as an exercise for the

i npl enment or.
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Appendi x A.  Configure Server Software to Log Source Port
A. 1. Apache

The user can use the LogFormat conmmand to define a custom zed | og
format and use the Custonliog comand to apply that |Iog fornmat. "%"
and "% renote}p" can be used in the format string to require | ogging
the client’s I P address and source port, respectively. This feature
has been avail abl e since Apache version 2.1

A detail ed configuration guide can be found at [ APACHE LOG CONFI G .
A 2. Postfix
In order to log the client source port, macro
sntpd _client _port | ogging should be set to "yes" in the configuration
file [ POSTFI X_LOG CONFI G .
This feature has been avail able since Postfix version 2.5.
A. 3. Sendmai l
Sendmai | has a macro ${client_port} storing the client port. To |og
the source port, the user can define sonme check rules. Here is an
exanmpl e that should be in the .nc configuration nmacro
[ SENDVAI L_LOG CONFI G :

LOCAL_CONFI G
Kl og sysl og

LOCAL_RULESETS
SLocal _check_nmmai
R $* $@$(log Port_Stat $&{client_addr} $&client_port} $)

This feature has been avail abl e since version 8.10.
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A 4. sshd

SSHD _CONFI 4(5) OpenBSD Programmer’s Manual SSHD CONFI G(5) NAME

sshd _config - OpenSSH SSH daenon configuration file LogLevel G ves
the verbosity level that is used when | oggi ng nessages from sshd(8).
The possible values are: QU ET, FATAL, ERROR, | NFO, VERBOSE, DEBUG
DEBUGL, DEBU®X?, and DEBUG3. The default is INFO  DEBUG and DEBUGL
are equi val ent. DEBUX and DEBUG3 each specify higher |evels of
debuggi ng output. Logging with a DEBUG | evel viol ates the privacy of
users and is not recommended. SyslogFacility Gves the facility code
that is used when | oggi ng nessages fromsshd(8). The possible val ues
are: DAEMON, USER, AUTH, LOCALO, LOCAL1, LOCAL2, LOCAL3, LOCAL4,
LOCAL5, LOCAL6, and LOCAL7. The default is AUTH

sshd supports logging the client I P address and client port when a
client starts connection since version 1.2.2; here is the source code
in sshd. c:

Vé}bose("Cbnnection from % 500s port %", renpte_ip, renmote_port);

sshd supports logging the client I P address when a client disconnects
in version 1.2.2 to version 5.0. Since version 5.1, sshd supports

| ogging the client I P address and source port. Here is the source
code in sshd.c:

/* fromversion 1.2.2 to 5.0%/
ver bose("d osing connection to % 100s", renote_ip);

/* since version 5.1*/
ver bose("Cl osi ng connection to % 500s port %",
renote ip, renpte port);

In order to log the source port, the LoglLevel should be set to
VERBCOSE [ SSHD LOG CONFIG in the configuration file:

LogLevel VERBCSE
A.5. Cyrus | MAP and UW I VAP
Cyrus | MAP and UW I MAP do not support |ogging the source port for the

time being. Both software use syslog to create logs; it should not
be too difficult to get it supported by addi ng sone new code.
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