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Initial Assignment for the Content Security Policy Directives Registry
Abst r act

Thi s docunent establishes an Internet Assigned Number Authority
(I'ANA) registry for Content Security Policy directives and popul at es
that registry with the directives defined in the Content Security
Policy Level 2 specification.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7762

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Content Security Policy (CSP) specification [CSP] defines a
mechani smthat web devel opers can use to control the resources that a
particul ar page can fetch or execute, as well as a nunmber of

addi tional security-relevant policy decisions.

The policy | anguage specified in that docunent consists of an
extensible set of "directives", each of which controls a specific
resource type or policy decision. This specification establishes a
registry to ensure that extensions to CSP are |isted and

st andar di zed.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Use of the Registry

Content Security Policy directives nust be documented in a readily
avai l abl e public specification in order to be registered by | ANA
Thi s docunentati on MUST fully explain the syntax, intended usage, and
semantics of the directive. The intent of this requirenment is to
assure interoperabl e i ndependent inpl enentations, and to prevent

acci dental nanespace col lisions between inplenmentations of dissimlar
features.

Docurnent s defining new Content Security Policy directives MJST
register themwith | ANA as described in Section 3. The | ANA
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registration policy for such paraneters is "Specification Required"
[ RFC5226] and is further discussed in Section 3. 2.

4. | ANA Consi derations

This specification creates a new top-level |ANA registry named
"Content Security Policy Directives".

4.1. Content Security Policy Directives Registry

New Content Security Policy directives, and updates to existing
directives, MJIST be registered with | ANA

When registering a new Content Security Policy directive, the
followi ng information MUST be provided:

0 The directive’'s nanme, an ASCI| string conforming to the
"directive-name" rule specified in Section 4.1 of [CSP]. The ABNF
[ RFC5234] is as follows:
directive-nanme = 1*( ALPHA/ DQAT / "-" )

o0 Areference to the readily available public specification defining
the new directive' s syntax, usage, and semanti cs.

The followi ng table contains the initial values for this registry:

o e e e e oo S +
| Directive Nane | Reference |
o e e oo Fom e oo +
| base-uri | [ CSP] |
| child-src | [ CSP] |
| connect-src | [ CSP] |
| default-src | [CSP] |
| font-src | [ CSP] |
| formaction | [ CSP] |
| frane-ancestors | [ CSP] |
| frane-src | [ CSP] |
| img-src | [CSP] |
| rmedia-src | [CSP] |
| object-src | [ CSP] |
| plugin-types | [CSP] I
| report-uri | [ CSP] |
| sandbox | [ CSP] |
| script-src | [ CSP] |
| style-src | [CSP] |
o e e e oo Fom e +
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4.2. Registration Policy for Content Security Policy Directives

The registration policy for Content Security Policy directives is
"Specification Required" [RFC5226], which uses a designated expert to
review the specification

When appointing an Expert (or Experts), the | ESG SHOULD draw fromthe
WBC s security community, coordinating through the Iiaison

The desi gnated expert, when deliberating on whether to include a new
directive in the registry, SHOULD consider the following criteria.
This is not an exhaustive list, but representative of the issues to
consi der when rendering a deci sion:

o0 Content Security Policy is a restrictive feature, which allows web
devel opers to deny thensel ves access to resources and APl s that
woul d ot herwi se be avail able. Deploying Content Security Policy
is, therefore, a strict reduction in risk. The expert SHOULD
careful ly consi der whether proposed directives would violate this

property.

0 Ganular directives are val uable, but the expert SHOULD strive to
stri ke a reasonabl e bal ance between providi ng devel opers with al
t he knobs and sw tches possible and providing only those with
known security inplications.

5. Security Considerations

The registry in this docunent does not in itself have security
inmplications. The directives specified, however, certainly do. The
docunents referenced when registering new directives MIST contain
detail ed security and privacy considerations sections, and SHOULD
contain usage information that infornms web devel opers as to the
directive's expected inplenentation.
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