I nternet Engi neering Task Force (IETF) T. Anderson

Request for Comments: 7757 Redpi |l Linpro
Updat es: 6145 A. Leiva Popper
Cat egory: Standards Track NI C Mexi co
| SSN: 2070- 1721 February 2016

Explicit Address Mappings for Stateless |P/ICMP Transl ation
Abst ract

Thi s docunent extends the Stateless I P/ICMP Transl ation Al gorithm
(SIIT) with an Explicit Address Mapping (EAM algorithmand formally
updates RFC 6145. The EAM algorithmfacilitates stateless | P/ ICW
transl ation between arbitrary (non-1Pv4-translatable) |Pv6 endpoints
and | Pv4.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7757

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Ander son & Lei va Popper St andards Track [ Page 1]



RFC 7757 SII'T Explicit Address Mappi ngs February 20

Tabl e of Contents

1. Introduction
1.1. Termnology .
2. Problem Statement . . .
3. Explicit Address Mappi ng AI gor| t hm
Explicit Address Mapping Table .
Explicit Address Mapping Specification
| P Address Transl ation Procedure . . . .
3.1. Address Translation Steps: IPv4 to | Pv6 .
3.2. Address Translation Steps: |IPv6 to | Pv4d .
irpinning of IPv6 Traffic .
Pr obl em St at enent
Recommendat i on
4.2.1. Sinple Hairpinni ng Support
4.2.2. Intrinsic Hairpinning Support
Overl appi ng Explicit Address Mappings .
Lack of Checksum Neutrality . .
Security Considerations .
Ref er ences
8 1. Normative Ref erences
8.2. Informative References
Appendi x A,  Use Cases
A 1. 464XLAT .
A2 IVl . ..
A 3. SIIT-DC .
Appendi x B. Exanpl e I P Address Tr ansl atr ons
B.1. Hairpinning Exarrples o
Acknowl edgenent s .
Aut hors’ Addresses

1.
2
3.
3.
3.
Ha
1
2

ONo O

1. I nt roduction

The Stateless IP/ICVMP Translation Algorithm (SIIT) [ RFC6145]
specifies that when translating | Pv4 addresses to | Pv6 and vice

16

OCOOWOWOONNOOODOITORWN

RPRRRRRPRPRRRRPRRRE
OCOOUIURADNMDMNNNRLRRELO

versa, all addresses nust be transl ated using the algorithm specified

in [ RFC6052]. This document specifies an alternative to the
al gorithm specified in [ RFC6052], where | P addresses are translated
according to a table of Explicit Address Mappings configured on the

stateless translator. This renoves the previous constraint that |Pv6

nodes that communicate with | Pv4 nodes through SIIT nust be
configured with | Pv4-transl atable | Pv6 addresses.

Transl ation using the Explicit Address Mapping Tabl e does not replace

[ RFC6052]. For npbst use cases, it is expected that both al gorithns

are used in concert. The Explicit Address Mapping algorithmis used

only when a mappi ng matching the address to be transl ated exists.
no mat chi ng mappi ng exists, the algorithm specified in [ RFC6052] wi

Ander son & Lei va Popper St andards Track [ Page

I f
Il

2]



RFC 7757 SII'T Explicit Address Mappi ngs February 2016

be used instead. Thus, when translating an individual |IP packet, an
SIIT inplenentation mght translate one of the two I P address fields
according to an EAM while the other IP address field is translated
according to [ RFC6052] .

1.1. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

EAM
An Explicit Address Mapping, as specified in Section 3.2.

EAMT
The Explicit Address Mapping Table, as specified in Section 3.1

I nner (header or address):
Refers to an | P header |ocated inside the payload of an | CVP error
packet or to an I P address within that header. Conpare with
"Quter".

Quter (header or address):
Refers to the first |IP header in a packet or to an | P address

within that header. In other words, an |IP header or address that
is NOT “"Inner". |f areference is made to an | P header or address
wi thout the "Inner" or "Quter" qualifier, it should be considered
as "Quter".

SIIT:
The Stateless IP/ICVMP Translation Algorithm as specified in
[ RFC6145] .

XLAT:

Short for "translation".

| Pv4- Converted | Pv6 Addresses
As defined in Section 1.3 of [RFC6052].

| Pv4-Transl at abl e | Pv6 Addr esses:
As defined in Section 1.3 of [RFC6052].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

Pr obl em St at enent

Section 3.2.1 of [RFC6144] notes that "statel ess translation

mechani sns typically put constraints on what | Pv6 addresses can be
assigned to I Pv6 nodes that want to comrunicate with | Pv4
destinations using an algorithmc mapping." |In practice, this means
that the 1 Pv6 nodes nmust be configured with | Pv4-transl atable | Pv6
addresses. For the reasons di scussed bel ow, some environments may
find that the use of IPv4-translatable |IPv6 addresses is not desired
or even possi bl e.

Limted availability:
The nunber of | Pv4-transl atable | Pv6 addresses avail able to an
operator is equal to the nunber of |IPv4 addresses that is assigned
to the SIIT function. |Pv4 addresses are scarce, and as a result,
an operator mght not have enough | Pv4-transl atable | Pv6 addresses
to nunber the entire IPv6 infrastructure.

Restricted format:
| Pv4d-transl atabl e | Pv6 addresses nmust conformto the format
specified in Section 2.2 of [RFC6052]. This format is not
conpatible with other comon | Pv6 address formats, such as the
| Pv6 address format based on the 64-bit Extended Unique ldentifier
(EUI -64) and used by |Pv6 Statel ess Address Autoconfiguration
[ RFC4862] .

An operator could overcone the above two problens by building an | Pv6
networ k using regular (non-IPv4-translatable) |Pv6 addresses and
assigning | Pvd-transl atabl e |1 Pv6 addresses as secondary addresses on
the nodes that want to communicate with | Pv4 nodes through SIIT only.
However, doing so may result in a new set of undesired consequences:

Rout i ng conpl exity:
The 1 Pv4-transl atable | Pv6 addresses nust be routed throughout the
| Pv6 network separately fromthe primary (non-I|Pv4-transl atable)
| Pv6 addresses used by the nodes. It might be inpossible to
aggregate these routes, as two adjacent |Pv4-translatable |Pv6
addresses m ght not be assigned to two adjacent |Pv6 nodes. As a
result, in order to support SIIT, the I Pv6 network m ght need to
carry a large nunber of extraneous routes. These routes nust be
separately injected into the IPv6 routing topol ogy sonehow. Any
i ntermedi ate devices in the I1Pv6 network such as a firewall nmight
require special configuration in order to treat the
| Pv4d-transl atable | Pv6 address the same as the primary | Pv6
address, for exanple, by requiring that any Access Control List
(ACL) entries involving the primary | Pv6 address of a node nust be
dupl i cat ed.
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Operational conpl exity:
The 1 Pv4-transl atable | Pv6 addresses not only have to be assigned
to the 1 Pv6 nodes participating in SIIT, but also all applications
and services on those nodes nust be configured to use them For
exanple, if the IPv6 node is a | oad balancer, it mght require a
separate virtual server definition using the IPv4-translatable
| Pv6 address in addition to one using the service’'s prinmary |Pv6
address. A web server might require specific configuration to
listen for connections on both the IPv4-translatable and the
primary | Pv6 address. A high-availability cluster service nust be
set up to fail over both addresses between cluster nodes, and
dependi ng on how the | Pv6 network |learns the |ocation of the
| Pv4-transl atabl e | Pv6 address, the fail-over mechani smused for
the two addresses m ght be conpletely different. Service
moni toring nust be done for both the |IPv4-transl atabl e and the
primary | Pv6 address, and any troubl eshooting procedures nust be
extended to involve both addresses. Finally, the Default Address
Sel ection Policy Table [RFC6724] on the | Pv6 nodes night need to
be altered in order to ensure that outbound sessions towards the
I Pv4 Internet are sourced froman |IPv4-transl atable | Pv6 address.

In short, the use of IPv4-translatable | Pv6 addresses in parall el
with regular | Pv6 addresses is in many ways anal ogous to the use of
dual stack [RFC4213]. Wile no actual |Pv4 packets are used, the

| Pv4d-transl atable | Pv6 addresses create a secondary "stack" in the
infrastructure that nust be treated and operated separately fromthe
primary one. This increases the conplexity of the overal
infrastructure, in turn increasing operational overhead and reducing
reliability. An operator who for such reasons finds the use of dua
stack unappealing might feel the sane way about using SIIT with

| Pv4-transl atabl e | Pv6 addresses.

3. Explicit Address Mapping Al gorithm

This normative section defines the EAM al gorithm and fornally updates
Sections 4.1 and 5.1 of [RFC6145]. Specifically, when the EAM
algorithmis applied, it supplants the requirenment in [RFC6145] that
states that a translator operating in the statel ess node nust

transl ate the Source Address and Destination Address |IP header fields
according to Section 2.3 of [RFC6052].

3.1. Explicit Address Mapping Table
An SIIT inplenentation includes an EAMI, a conceptual table in which
each row represents an EAM Each EAM descri bes a mappi ng between

I Pv4 and | Pv6 prefixes/addresses. An operator popul ates the EAMI to
provi de the nmappi ngs between the two address fanmilies.
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The EAMT consists of the foll owi ng col ums:
o IPv4d Prefix
0 |Pv6 Prefix

SIIT i npl enentations MAY include other colums in order to support
proprietary extensions to the EAM al gorithm

Thr oughout this docunment, figures representing the EAMI contain an

I ndex colum using the pound sign as the header. This colum is not
a required part of this specification; it is included only as a
conveni ence to the reader.

3.2. Explicit Address Mapping Specification

An EAM consists of an IPv4 prefix and an | Pv6 prefix. The prefix

| ength MAY be omitted, in which case the inplenentati on MUST assune
it to be 32 for 1Pv4 and 128 for IPv6. Figure 1 illustrates an EAMI
cont ai ni ng exanpl es of valid EAMs.

Fom e e e e oo o e e e e e oo oo +
| # 1 [1Pv4d Prefix | | Pv6 Prefix |
o e e e e oo g +
| 1] 192.0.2.1 | 2001: db8: aaaa: : |
| 2] 192.0.2.2/32 | 2001: db8: bbbb: : b/ 128

| 3] 192.0.2.16/28 | 2001:db8:cccc::/124 |
| 4] 192.0.2.128/26 | 2001:db8:dddd::/64 |
| 5 192.0.2.192/29 | 2001: db8: eecee: 8::/62 |
| 6] 192.0.2.224/31 | 64:ff9b::/127 |
o e e e e oo o +

Figure 1: Exanpl e EAMI

An EAM s | Pv4 prefix value MJST have an identical or snaller nunber
of suffix bits than its corresponding | Pv6 prefix val ue.

Unl ess ot herwi se specified in Section 4, an SIIT inplenmentati on MJST
individually translate each I P address it encounters in the packet’s
I P headers (including any | P headers contained within | CMP errors)
according to Section 3. 3.

3.3. I P Address Transl ation Procedure
This section describes step by step how an SIIT inplenentation
transl ates addresses between IPv4 and IPv6. Only the outcone of the

al gorithm descri bed shoul d be considered nornmative, that is, an SIIT
i mpl ementation nay inplenment the exact procedure differently than
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what

is described here, but the outconme of the algorithm MJST be the

sane.

For concrete exanples of |IP address translations, refer to
Appendi x B

3.3. 1.

1.

3. 3.

Address Transl ation Steps: I1Pv4d to | Pv6

The 1 Pv4 prefix colum of the EAMI is searched for the EAM entry
that shares the | ongest comon prefix with the | Pv4 address being
translated. The IPv4 prefix and | Pv6 prefix values of the EAM
entry found is fromnow on referred to as EAMA and EAM,
respectivel y.

If no mtching EAMentry is found, the EAM al gorithmis aborted.
The SIIT inplenentati on MIST proceed to translate the address in
accordance with [ RFC6145] (and its updates).

The prefix bits of EAMA are renoved fromthe | Pv4 address being
translated. The remaining suffix bits fromthe |Pv4 address
being translated are stored in a tenporary buffer.

The prefix bits of EAM6 are prepended to the tenporary buffer

If the temporary buffer at this point does not contain a 128-bit
value, it is padded with trailing zeros so that it reaches a
| ength of 128 bhits.

The contents of the tenporary buffer is the translated | Pv6
addr ess.

Address Transl ation Steps: I1Pv6 to | Pv4d

The 1 Pv6 prefix colum of the EAMI is searched for the EAM entry
that shares the | ongest common prefix with the | Pv6 address being
translated. The IPv4 prefix and | Pv6 prefix values of the EAM
entry found is fromnow on referred to as EAMA and EAM,
respectively.

If no matching EAMentry is found, the EAM algorithmis aborted.
The SIIT inplenentati on MIST proceed to translate the address in
accordance with [ RFC6145] (and its updates).

The prefix bits of EAM6 are renoved fromthe | Pv6 address being
translated. The remaining suffix bits fromthe | Pv6 address
being translated are stored in a tenporary buffer.

The prefix bits of EAMA are prepended to the tenporary buffer
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4.

4.

5. If the tenporary buffer at this point does not contain a 32-bit
value, any trailing bits are discarded so that the buffer is
reduced to a length of 32 bits.

6. The contents of the tenmporary buffer is the translated |Pv4
addr ess.

Hai r pi nning of IPv6 Traffic
1. Problem Statenent

Two | Pv6 nodes that are both covered by EAMs might in certain
circunstances attenpt to communi cate through a statel ess transl ator
rather than using native IPv6 directly. This happens if one of the
nodes initiates traffic towards the |IPv4-converted | Pv6 address whose
enbedded | Pv4 address nmatches an EAM that covers the other node.
Speci al consideration is required in order to nake this comunication
pattern work in a bidirectional fashion. This is illustrated by the
exanpl e bel ow.

Assume that a stateless translator is configured with a translation
prefix of 64:ff9hb::/96 (per [RFC6052]) and the EAMI shown in

Figure 1. The I Pv6 node 2001: db8: aaaa:: transmits an | Pv6 packet
towards 64:ff9b::192.0.2.2, which reaches the translator and is
translated into an |1 Pv4 packet with source address 192.0.2.1 and
destination address 192.0.2.2. This destination address is found in
the EAMI, so the packet | oops back into the translation function and
is translated back to an | Pv6 packet with source address
2001: db8: aaaa:: and destination address 2001: db8: bbbb: : b.

Wi le this packet will reach its destination just fine, a problem
wi Il occur when 2001: db8: bbbb::b responds to it. The response packet
wi |l have a source address of 2001: db8: bbbb::b and a destination
address of 2001: db8:aaaa:: and will be routed directly to its
destination w thout being subjected to any formof translation
Because the source address of this response packet (2001: db8: bbbb: : b)
is not equal to the destination address of the initial outgoing
packet (64:ff9b::192.0.2.2), the packet will nost likely be discarded
by 2001: db8: aaaa::, and bidirectional comunication will nost |ikely
fail

The above scenario could be made to work by ensuring that the
stateless translator is hairpinning the traffic in both directions.
Section 4.2 describes how this is acconplished. The resulting
address transl ations are denonstrated step by step in Appendix B.1
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4.2. Recommendati on

An SIIT inplenentation SHOULD i nclude a feature that ensures that

hai rpinned 1 Pv6 traffic is supported. The feature SHOULD be enabl ed
by default. The follow ng two subsections describe two alternate
ways to inplenent this feature. An inplenentation MAY support both
appr oaches.

4.2.1. Sinple Hairpinning Support

When the sinple hairpinning feature is enabl ed, the translator
enpl oys the following rules when translating fromIPv4 to | Pv6:

1. If the packet is not an |CMPv4 error: The EAM al gorithm MJUST NOT
be used in order to translate the source address in the |Pv4
header .

2. If the packet is an ICWMPv4 error: The EAM al gorithm MJUST NOT be
used when translating the destination address in the inner |Pv4
header .

3. If the packet is an | CVMPv4 error whose outer |Pv4 source address
is equal to its inner |Pv4 destination address: The EAM al gorithm
MUST NOT be used in order to translate the source address in the
outer |Pv4 header.

Rul es #2 and #3 are cunul ati ve.

The addresses in question MJST instead be translated according to
[ RFC6145], as if they did not match any EAM

4.2.2. Intrinsic Hairpinning Support

When the intrinsic hairpinning feature is enabled, the transl ator
enpl oys the following rules after having translated an | Pv6 packet to
| Pv4.

If all the conditions in either of the two sets below are true, the
packet is to be hairpinned. The inplenentation MJST i mredi ately
(i.e., prior to forwarding it to the IPv4 network) translate the
packet back to IPv6. During the second translation pass, the
behavi or specified in Section 4.2.1 MJST be applied, and the Hop
Limt field SHOULD NOT be decrenent ed.
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Condition set A
Al. The packet is not an | CVMPv4 error

A2. The destination address was translated using the algorithmin
[ RFC6052] .

A3. The destination address is found in the EAMI

Condition set B

Bl. The packet is an | CWPv4 error.

B2. The inner source address was transl ated using the al gorithm
in [ RFC6052] .

B3. The inner source address is found in the EAMI
5. Overlapping Explicit Address Mappi ngs

The al gorithm specified in Section 3 relies on making a | ookup in the
EAMT in order to find the EAM entry that shares the | ongest conmmon
prefix with the address being translated. Operators should note that
configuring EAMs with overlapping or identical |1Pv4 or | Pv6 prefixes
in the EAMI may create configurations where the |Pv4-to-1Pv6 and

| Pv6-to-1Pv4 address translations will not be symmetric. This may in
sone cases nmake bidirectional comrunication inpossible.

EAM #1 in the exanple EAMI (Figure 2) could be thought of as

i mplementing IVI (Appendix A 2), while EAM #2 introduces a single
exception in the style of SIIT-DC (Appendi x A.3). The |IPv4 prefixes
of the two EAMs overlap, while the IPv6 prefixes do not. This
results in a situation where the | Pv6 address

2001: db8: ffc6: 3364:4000:: will be translated (according to EAM #1) to
the | Pv4 address 198.51.100.64. However, when this IPv4 address is
translated back to IPv6, it will be translated (according to EAM #2)
to the I Pv6 address 2001: db8::abcd. Because the |Pv4-to-IPv6
translation in this exanple does not mrror the corresponding | Pv6-
to-1Pv4 translation, bidirectional comrunication involving the |Pv6
address 2001: db8: ffc6: 3364: 4000:: might fail. |In order to help avoid
such situations, inplenentations MAY warn the operator when a new EAM
that overlaps with a previously existing one is inserted into the
EAMI
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T R R +
| # | | Pv4d Prefix | | Pv6 Prefix |
Fom e e e e e e o e e e +
| 1] 0.0.0.0/0 | 2001: db8:ff00::/40
| 2] 198.51.100.64/32 | 2001: db8::abcd/ 128
T - +

Figure 2: EAMI Containing Overlapping | Pvd Prefixes

In Figure 3, the IPv6 prefixes of the two EAMs are identical. The
behavi or of the statel ess translator when translating an | Pv6 packet
that contains the address 2001:db8::1 to IPv4 is in this case
unspecified. |In order to prevent this situation from occurring,

i mpl ement ati ons MAY refuse to insert a new EAM whose | Pv4 or |Pv6
prefix value is identical to that of an already existing EAM into

t he EAMI

| 1| 198.51.100.8/32 | 2001:db8::1/128
| 2| 198.51.100.9/32 | 2001:db8::1/128
Fi gure 3: EAMI Containing |ldentical |Pv6 Prefixes
6. Lack of Checksum Neutrality
When one or both of the address fields in an | P/I CMP packet are
transl ated according to the EAM al gorithm the translation cannot be
relied upon to be checksum neutral, even if the well-known prefix
64:ff9b::/96 is used. This consideration is discussed in nore detai
in Section 4.1 of [RFC6052].
7. Security Considerations

The EAM al gorithm does not introduce any new security issues beyond
those that are already discussed in Section 7 of [RFC6145].
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Appendi x A.  Use Cases

The foll owi ng subsections describe sone use cases that at the tine of
witing leverage SIIT with the EAM al gorithm

A 1. A464XLAT

When the custoner-side translator (CLAT) component in the 464XLAT

[ RFC6877] architecture does not have a dedicated I Pv6 prefix
assigned, it may instead use "one interface |Pv6 address that is
clainmed by the CLAT." This |IPv6 address m ght not be

I Pv4-translatable. |If this is the case, the CLAT essentially

i npl ements the EAM al gorithm using an EAMI as foll ows (assuning the
CLAT' s I Pv4 address is picked fromthe I Pv4d Service Continuity Prefix
[ RFC7335]):

Focodoamiiaa e e +
| # | IPvd Prefix | | Pv6 Prefix |
T S T T TRy +
| 1] 192.0.0.1/32 | CLAT cl ainmed_I Pv6_address/ 128

Fom e e e e e oo - o e e e e e e e e e e aa o - +

Figure 4: Exanple EAMT for a 464XLAT CLAT

In this particular use case, the EAMalgorithmis used to translate
| Pv6 destination addresses to | Pv4, and conversely, |Pv4 source
addresses to I Pv6. O her addresses are transl ated using [ RFC6052] .

A2 IV
I'VI [RFC6219] describes a stateless translation nodel that enbeds
| Pv4 addresses in a 40-bit translation prefix where bits 33-40 are
required to be 1. The enbedded |IPv4 address is located in bits 41-72
of the IPv6 address. Bits 73-128 are required to be 0.

The location of the eight |east significant | Pv4 address bits nakes
the IVl address mapping differ from [ RFC6052].
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I SR R +
| # ] 1Pvd Prefix | | Pv6 Prefix |
Fom e e e a - o e e e +
| 1] 0.0.0.0/0 | 2001: db8:ff00::/40

T +

Fi gure 5: Example EAMI for IV

In this particular use case, all addresses are transl ated accordi ng
to the EAM algorithm |In other words, [RFC6052] mapping is not used
at all.

A.3. SIIT-DC

SI1 T-DC [ RFC7755] describes the use of SIIT to facilitate
connectivity fromthe IPv4 Internet to services hosted in an

| Pv6-only data center. |In order to avoid the constraints relating to
the use of |Pv4-translatable | Pv6 addresses discussed in Section 2,
the stateless I Pv4/1Pv6 translators are provisioned with an EAMI
containing one entry per |IPv6-only service that are to be nade

avail able fromthe IPv4 Internet, for exanple (assuning
2001: db8: aaaa: : 1 and 2001: db8: bbbb:: 1 are assigned to | oad bal ancers
or servers that provide the I Pv6-only services in question):

| 1| 203.0.113.1/32 | 2001: db8: aaaa: : 1/ 128 |
| 2| 203.0.113.2/32 | 2001: db8: bbbb: : 1/128 |

Figure 6: Exanple EAMI for SIIT-DC

In this particular use case, the EAM algorithmis used to translate
| Pv4 destination addresses to | Pv6, and conversely, |Pv6 source
addresses to | Pv4. O her addresses are transl ated using [ RFC6052].

Appendi x B. Exanple I P Address Transl ations

Figure 7 denponstrates how a set of exanple |P addresses are
translated given the exanple EAMI in Figure 1. |Inplenentors nay use
the exanpl es given to devel op test cases to validate correct
operation. Note that the address translations are bidirectional, so
a single rowin the table describes two address translations: 1Pv4d to
| Pv6 and | Pv6 to | Pv4.

It is also assuned that the translation prefix is configured to be
64:ff9b::/96 (per [RFC6052]).

Ander son & Lei va Popper St andards Track [ Page 15]



RFC 7757 SII'T Explicit Address Mappi ngs February 2016

e oo oo +
| 1'Pv4 Address | | Pv6 Address | Commrent |
o e e - o e e e e e e e e oo o - o e e e e +
| 192.0.2.1 | 2001: db8: aaaa | According to EAM #1 |
| 192.0.2.2 | 2001: db8: bbbb: : b | According to EAM #2

| 192.0.2.16 | 2001: db8: cccc | According to EAM #3 |
| 192.0.2.24 | 2001: db8:cccc::8 | According to EAM #3

| 192.0.2.31 | 2001: db8: cccc: :f | According to EAM #3

| 192.0.2.128 | 2001: db8: dddd: : | According to EAM #4

| 192.0.2.152 | 2001: db8:dddd: 0: 6000:: | According to EAM #4

| 192.0.2.183 | 2001:db8: dddd: 0: dc00:: | According to EAM #4

| 192.0.2.191 | 2001: db8:dddd: 0:fc00:: | According to EAM #4

| 192.0.2.195 | 2001: db8: eeee: 9:8000:: | According to EAM #5

| 192.0.2.225 | 64:ff9b::1 | According to EAM #6

| 192.0.2.248 | 64:ff9b::c000: 2f 8 | According to RFC 6052
R o e e e e e e oo oo oo o e e e e e e oo +

Figure 7: Exanple | P Address Transl ations
B.1. Hairpinning Exanpl es

The foll owi ng exanpl es show how hairpi nned | Pv6 packets between the

| Pv6 nodes 2001: db8: aaaa:: and 2001: db8: bbbb:: b are transl ated
according to Section 4. As in Appendix B, the EAMI in Figure 1 is
used, and the translation prefix is 64:ff9b::/96 (per [RFC6052]). In
addition, the [ RFC6791] pool is assumed to contain only the single
address 198.51.100.1

S e e +
| XLAT Stage | Sour ce Address | Destination Address

. I e meeeeemeaaeeaeas +
| Initial | 2001: db8: aaaa: : | 64:ff9b::192.0.2.2 |
o e e - o e e e o e e e e e oo - +
| Intermediate | 192.0.2.1 | 192.0.2.2 |
. +
| Final | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b |
. I e meeeeemeaaeeaeas +

Figure 8: Hairpinning of a Normal |1Pv6 Packet

Figure 8 illustrates how a nornmal (i.e., not an ICVP error) |Pv6
packet sent from 2001: db8: aaaa:: towards 64:ff9b::192.0.2.2 is
hairpinned. 1In this exanple, rule #1 in Section 4.2.1 was applied in

order to disable the EAM al gorithm when translating the internediate
| Pv4 source address to | Pv6.
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. Fommma - T R +
| XLAT Stage | Loc | Sour ce Address | Destination Addr. |
o e e - R, o e e e e o e e e +
| Initial | Quter | 2001: db8::1234 | 64:ff9b::192.0.2.1 |
| | I'nner | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b |
. dememaas . - +
| Intermediate | Quter | 198.51.100.1 | 192.0.2.1 |
| | Inner | 192.0.2.1 | 192.0.2.2 |
o e e - R, o e e e e o e e e +
| Final | Quter | 64:ff9b::198.51.100.1 | 2001: db8: aaaa: : |
| | I'nner | 2001: db8: aaaa: : | 64:ff9b::192.0.2.2

. dememaas . - +

Figure 9: Hairpinning of a Router-Originated | CvPv6 Error

Figure 9 illustrates the hairpinning of an |CMPv6 error sent by an
arbitrary 1 Pv6 router (2001:db8::1234) in response to the packet in
Figure 8. In this exanple, rule #2 in Section 4.2.1 was applied in
order to disable the EAM al gorithm when translating the internediate
inner | Pv4 destination address to | Pv6.

R AR, o e e e e oo o e e e e oo +
| XLAT Stage | Loc | Sour ce Address | Destination Addr. |
. dememaas - - +
| Initial | Quter | 2001: db8: bbbb::b | 64:ff9b::192.0.2.1

| | I'nner | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b |
o e e - R, o e e e o e e e +
| Intermediate | Quter | 192.0.2.2 | 192.0.2.1 |
| | I'nner | 192.0.2.1 | 192.0.2.2 |
. dememaas - - +
| Final | Quter | 64:ff9b::192.0.2.2 | 2001: db8: aaaa: : |
| | I'nner | 2001: db8: aaaa: : | 64:ff9b::192.0.2.2

o e e - R, o e e e o e e e +

Fi gure 10: Hairpinning of a Host-Originated | CMPv6 Error

Figure 10 illustrates the hairpinning of an |CMPv6 error sent by the
original destination host itself in response to the packet in

Figure 8. In this exanple, rules #2 and #3 in Section 4.2.1 were
both applied in order to disable the EAM al gorithm when transl ating
the internediate inner |Pv4 destination address and the internedi ate
outer |Pv4 source address to | Pv6.
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. R T +
| XLAT Stage | Sour ce Address | Destination Address

o e e - o e e e o e e e e e oo - +
| Initial | 2001: db8: bbbb: : b | 64:ff9b::192.0.2.1 |
. +
| Intermediate | 192.0.2.2 | 192.0.2.1 |
. I e meeeeemeaaeeaeas +
| Final | 64:ff9b::192.0.2.2 | 2001: db8: aaaa: : |
o e e - o e e e o e e e e e oo - +

Figure 11: Hairpinning of Nornal

Response Packet

Figure 11 illustrates how the response from 2001: db8: bbbb::b to the

packet

initial packet. Again,

in Figure 8 is hairpinned in the exact sane fashion as the
rule #1 in Section 4.2.1 was applied in order

to disable the EAM al gorithm when translating the internediate |Pv4

source address to | Pv6.

2001: db8: aaaa:
2001: db8: bbbb: : b,

Acknowl edgenent s

The exanmple is included in order to
illustrate how the addresses in the packet

initially sent by

mat ch those in the translated response packet sent by
thus facilitating bidirectiona

communi cati on.

Thi s docunent was concei ved due to coments nmade by Dave Thaler in

the V6OPS session at | ETF 91 as wel |
Fred Baker and the authors.

Val uabl e revi ews, suggestions,
Baker, Mhanmed Boucadair,
Haber man, Ray Hunter
Romascanu,

Camer on Byrne,

Ander son & Lei va Popper St andards Track

as emmil

di scussi ons bet ween

and ot her feedback was given by Fred
Brian E.
Al varo Retana, M chae
Hemant Singh, and Andrew Yourt chenko.

Carpenter, Brian

R chardson, Dan

[ Page 18]



RFC 7757 SII'T Explicit Address Mappi ngs February 2016

Aut hors’ Addresses

Tore Ander son
Redpi |l Linpro
Vi tam nvei en 1A

0485 Gslo

Nor way

Phone: +47 959 31 212

Email: tore@edpill-linpro.com

URI : http://ww. redpill-linpro.com

Al berto Leiva Popper

NI C Mexi co

Av. Eugeni o Garza Sada 427 L4-6
Monterrey, Nuevo Leon 64840
Mexi co

Emai | : ydahhrk@mai |l . com
URI : htt p: // www. ni cexi co. nx/

Ander son & Lei va Popper St andards Track [ Page 19]






