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Abst ract

Thi s docunent specifies a Kerberos authorization data container that
supersedes AD-KDC- 1 SSUED. It allows for nmultiple Message

Aut henti cation Codes (MACs) or signhatures to authenticate the

contai ned aut horization data elenents. The nmultiple MACs are needed
to mtigate shortconmings in the existing AD KDC-|1SSUED cont ai ner
Thi s docunent updates RFC 4120.
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This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741
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and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7751
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1. Introduction

Thi s docunment specifies a new authorization data container for

Ker beros, called the CAMVAC (Container Authenticated by Miltiple
MACs). The Abstract Syntax Notation One (ASN. 1) type inplenmenting
the CAMVAC concept is the AD- CAMMAC, whi ch supersedes the AD- KDC-

| SSUED aut hori zation data type specified in [ RFC4120]. This new
container allows both the receiving application service and the Key
Di stribution Center (KDC) itself to verify the authenticity of the
cont ai ned authorization data. The AD- CAMVAC cont ai ner can al so
include additional verifiers that "trusted services" can use to
verify the contained authorization data.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Mdtivations

The Kerberos protocol allows clients to subnit arbitrary

aut hori zation data for a KDC to insert into a Kerberos ticket. These
client-requested authorization data allow the client to express

aut horization restrictions that the application service wll
interpret. Wth few exceptions, the KDC can safely copy these
client-requested authorization data to the issued ticket without
necessarily inspecting, interpreting, or filtering their contents.

The AD- KDC- | SSUED aut hori zati on data contai ner specified in RFC 4120
[ RFC4120] is a neans for KDCs to include positive or perm ssive
(rather than restrictive) authorization data in service tickets in a
way that the service naned in a ticket can verify that the KDC has
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i ssued the contained authorization data. This capability takes
advant age of a shared symetric key between the KDC and the service
to assure the service that the KDC did not nmerely copy client-
requested authorization data to the ticket wi thout inspecting them

The AD- KDC- | SSUED cont ai ner works well for situations where the flow
of authorization data is fromthe KDC to the service. However,

prot ocol extensions such as Constrai ned Del egati on (S4U2Pr oxy
[M5-SFU]) require that a service present to the KDC a service ticket
that the KDC previously issued, as evidence that the service is
authorized to inpersonate the client principal naned in that ticket.
In the S4U2Proxy extension, the KDC uses the evidence ticket as the
basis for issuing a derivative ticket that the service can then use
to impersonate the client. The authorization data contained within
the evidence ticket constitute a flow of authorization data fromthe
application service to the KDC. The properties of the AD KDC-| SSUED
container are insufficient for this use case because the service
knows the symretric key for the checksumin the AD KDC-| SSUED
container. Therefore, the KDC has no way to detect whether the
service has tanpered with the contents of the AD KDC-| SSUED cont ai ner
within the evidence ticket.

The new AD- CAMVAC aut hori zati on data container specified in this
docunent inproves upon AD-KDC-| SSUED by including additional verifier
el ements. The svc-verifier (service verifier) elenent of the

AD- CAMMAC has the same functional and security properties as the

ad- checksum el ement of AD-KDC-1SSUED, the svc-verifier allows the
service to verify the integrity of the AD- CAMVAC contents as it

al ready could with the AD KDC-1SSUED container. The kdc-verifier and
other-verifiers elenents are new to AD- CAMVAC and provide its
enhanced capabilities.

The kdc-verifier element of the AD- CAMMAC container allows a KDC to
verify the integrity of authorization data that it previously
inserted into a ticket by using a key that only the KDC knows. The
KDC t hus avoi ds reconmputing all of the authorization data for the

i ssued ticket; this reconmputation mght not always be possibl e when
that data includes ephenmeral information such as the strength or type
of authentication nmethod used to obtain the original ticket.

The verifiers in the other-verifiers el enent of the AD CAMVAC
container are not required but can be useful when a | esser-privileged
service receives a ticket froma client and needs to extract the

AD- CAMMAC to denonstrate to a higher-privileged "trusted service" on
the same host that it is legitimtely acting on behalf of that

client. The trusted service can use a verifier in the
other-verifiers elenent to validate the contents of the AD CAMVAC

wi t hout further conmunication with the KDC
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4.

Encodi ng

The Kerberos protocol is defined in [RFC4120] using ASN. 1 [ X 680] and
using the ASN. 1 Distingui shed Encoding Rules (DER) [X. 690]. For

consi stency, this specification also uses ASN. 1 for specifying the

| ayout of AD CAMMAC. The ad-data of the AD- CAMMAC aut horization data
element is the ASN. 1 DER encodi ng of the AD- CAMMAC ASN. 1 type

speci fied bel ow

Ker ber os V5CAMVAC {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4) cammac(7)

} DEFINITIONS EXPLICIT TAGS ::= BEG N

| MPORTS
Aut hori zationData, Principal Name, Checksum Ul nt32, Int32
FROM Ker berosV5Spec2 { iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) kerberosV5(2)
modul es(4) krb5spec2(2) };
-- as defined in RFC 4120.

AD- CAMVAC 1= SEQUENCE {
el enent s [0] AuthorizationbData,
kdc-verifier [1] Verifier-MAC OPTI ONAL,
svc-verifier [2] Verifier-MAC OPTI ONAL,
other-verifiers [3] SEQUENCE (SIZE (1..MAX))

OF Verifier OPTIONAL

}

Verifier 1= CHO CE {
mac Verifier-MAC,

}

Verifier-MAC ;1 = SEQUENCE ({
i dentifier [0] Principal Nane OPTI ONAL,
kvno [1] Ui nt32 OPTI ONAL,
enct ype [2] Int32 OPTI ONAL,
mac [3] Checksum

}

END

el ement s:

A sequence of authorization data elenments issued by the KDC.
These el enents are the authorization data that the verifier fields
aut henti cat e.
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Verifier:
A CHO CE type that currently contains only one alternative:
Verifier-MAC. Future extensions mght add support for public-key
si gnat ur es.

Verifier-MAC
Contai ns an RFC 3961 [RFC3961] checksum ( MAC) conputed over the
ASN. 1 DER encodi ng of the AuthorizationData value in the el enents
field of the AD-CAMMAC. The identifier, kvno, and enctype fields
help the recipient |ocate the key required for verifying the MAC
For the kdc-verifier and the svc-verifier, the identifier, kvno,
and enctype fields are often obvious from context and MAY be
omitted. For the kdc-verifier, the MACis conputed differently
than for the svc-verifier and the other-verifiers, as described
|ater. The key usage nunber for conputing the MAC (checksun) is
64.

kdc-verifier:
A Verifier-MAC where the key is a |ong-termkey of the |ocal
Ti cket-Granting Service (TGS). The checksumtype is the required
checksum type for the enctype of the TGS key. |In contrast to the
other Verifier-MAC el enents, the KDC conputes the MAC in the kdc-
verifier over the ASN. 1 DER encoding of a nodified version of the
EncTi cket Part of the surrounding ticket. To construct this
nmodi fi ed version of the EncTicketPart, the KDC repl aces the
Aut hori zati onDat a val ue that woul d have appeared in the
aut hori zation-data field of the EncTi cketPart with the
Aut hori zati onData value fromthe elenments field of the AD CAMVAC.
The original authorization-data field in the EncTi cket Part woul d
have contai ned the AD- CAMVAC itsel f, possibly acconpani ed by ot her
aut hori zation data outside of the ADCAMVMAC. This altered
Verifier-MAC conmputation binds the kdc-verifier to the other
contents of the ticket, assuring the KDC that a nualicious service
has not substituted a mi smatched AD- CAMVAC received from anot her
ticket.

svc-verifier:
A Verifier-MAC where the key is the sanme |ong-term service key
that the KDC uses to encrypt the surrounding ticket. The checksum
type is the required checksumtype for the enctype of the service
key used to encrypt the ticket. This field MIUST be present if the
service principal of the ticket is not the local TGS, including
when the ticket is a cross-real mTicket-Ganting Ticket (TGT).
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ot her-verifiers:
A sequence of additional verifiers. In each additional Verifier-
MAC, the key is a long-termkey of the principal name specified in
the identifier field. The Principal Name MJST be present and be a
valid principal in the realm KDCs MAY add one or nore "trusted
service" verifiers. Unless otherw se adm nistratively configured,
the KDC SHOULD determine the "trusted service" principal name by
replacing the service identifier conponent of the sname el enent of
the surrounding ticket with "host". The checksumis conputed
using a long-termkey of the identified principal, and the
checksumtype is the required checksumtype for the enctype of
that long-termkey. The kvno and enctype SHOULD be specified to
di sanbi guate which of the long-termkeys of the trusted service is
used.

5. Usage

Application servers and KDCs MAY ignore the AD- CAMVAC cont ai ner and
the authorization data elements it contains. For conpatibility with
ol der Kerberos inplenmentations, a KDC issuing an AD- CAMVAC SHOULD
enclose it in an AD- | F- RELEVANT contai ner [ RFC4120] unl ess the KDC
knows that the application server is likely to recognize it.

6. Assigned Nunbers
RFC 4120 is updated in the foll ow ng ways:

o0 The ad-type nunber 96 is assigned for AD- CAMVAC, updating the
table in Section 7.5.4 of [RFC4120].

0o The table in Section 5.2.6 of [RFC4120] is updated to map the ad-
type 96 to "DER encodi ng of AD- CAMVAC'.

0 The key usage nunber 64 is assigned for the Verifier-MAC checksum
updating the table in Section 7.5.1 of [RFC4120].

7. Security Considerations

The CAMMAC provides data origin authentication for authorization data
contained in it, attesting that it originated fromthe KDC. This
section describes the precautions required to maintain the integrity
of that data origin authentication through various information flows
i nvol ving a Kerberos ticket containing a CAMMAC.

VWhen handling a TGS- REQ contai ning a CAMMAC, a KDC makes a policy
deci sion on how to produce the CAMVAC contents of the newy issued
ticket based on properties of the ticket(s) acconpanying the TGS- REQ
This policy decision can involve filtering, transforning, or verbatim
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copyi ng of the original CAMMAC contents. The follow ng paragraphs
provi de sone gui dance on fornul ating such policies.

A KDC verifies a CAMMAC as originating froma | ocal -real m KDC when at
| east one of following the criteria is true:

1. the KDC successfully verifies the kdc-verifier; or

2. the KDC successfully verifies the svc-verifier, and the svc-
verifier uses a key known only to the | ocal -real mKDCs; or

3. no verifiers are present, the ticket-encrypting key is known only
to local -real m KDCs, and all |ocal-real mKDCs properly filter out
client-submtted CAMMACs. (This can require particular caution
in arealmthat has KDCs with m xed CAMMAC support, as m ght
happen when increnentally upgrading KDCs in a real mto support
CAMVAC. )

A CAMVAC that originates froma |ocal-real mKDC mi ght contain
information that originates fromel sewhere. Oiginating froma

| ocal -real m KDC nmeans that a | ocal -real mKDC attests that the CAMMAC
contents conformto the policies of the local realm regardl ess of
the ultimate origin of the information in the CAMVAC (which coul d be
a renote realmin the case of a CAMVAC contained in a cross-realm
TGT) .

Local policy determ nes when a KDC can apply a kdc-verifier to a
CAMVAC (or otherw se creates a CAMMAC that satisfies the local-origin
criteria listed above). Senantically, a CAMAC that a KDC verifies
as originating froma local-realmKDC attests that the CAMVAC
contents conformed to local policy at the time of creation of the
CAMVAC. Such a local policy can include allow ng verbatimcopyi ng of
CAMVAC contents from cross-real m TGIs from desi gnated renote real ns
and applying a kdc-verifier to the new CAMVAC.

Usual Iy, when a KDC verifies a CAMVAC as originating froma | ocal -
real m KDC, the KDC can assune that the CAMVAC contents continue to
conformto the policies of the local realm It is generally safe for
a KDC to nake verbatimcopies of the contents of such a CAMMAC into a
new CAMMAC when handling a TGS-REQ Particularly strict

i npl ementations mi ght conduct additional policy checks on the
contents of a CAMMAC originating froma local-realmKDC if the policy
of the local realmmaterially changes during the life of the CAMVAC

A KDC MAY omt the kdc-verifier fromthe CAMMAC when it is not needed

according to howrealmpolicies will subsequently treat the
containing ticket. An inplenmentation nmght choose to do this

Sorce & Yu St andards Track [ Page 7]



RFC 7751 Cont ai ner Authenticated by Miultiple MACs March 2016

omi ssion to reduce the size of tickets it issues. Sonme exanples of
when such an onission is safe are:

1. For alocal-realmTGT, if all local-realmKDCs correctly filter
out client-submtted CAMVACs, the local-realmorigin criteria
|isted above all ow om ssion of the kdc-verifier

2. An application service mght not use the S4U2Proxy extension, or
the real mpolicy mght disallowthe use of S4U2Proxy by that
service. In such situations where there is no flow of
aut hori zation data fromthe service to the KDC, the application
service could nodify the CAMMAC contents, but such nodifications
woul d have no effect on other services. Because of the |ack of
security impact to other application services, the KDC MAY omit
the kdc-verifier froma CAMVAC contained in a ticket for that
servi ce.

Extracting a CAMMAC froma ticket for use as a credential renoves it
fromthe context of the ticket. |In the general case, this could turn
it into a bearer token, with all of the associated security
inmplications. Also, the CAMMAC does not itself necessarily contain
sufficient information to identify the client principal. Therefore,
application protocols that rely on extracted CAMVACs m ght need to
duplicate a substantial portion of the ticket contents and i ncl ude
that duplicated information in the authorization data contai ned
within the CAMMAC. The extent of this duplication would depend on
the security properties required by the application protocol

The nethod for conputing the kdc-verifier binds it only to the

aut hori zation data contained within the CAMMAC, it does not bind the
CAMVAC to any authorization data within the containing ticket but
outside the CAMMAC. At |east one (non-standard) authorization data
type, AD-SI GNEDPATH, attenpts to bind to other authorization data in
aticket, and it is very difficult for two such authorization data
types to coexist.

The kdc-verifier in CAMMAC does not bind the service principal name
to the CAMVAC contents because the service principal nane is not part
of the EncTicketPart. An entity that has access to the keys of two
different service principals can decrypt a ticket for one service and
encrypt it in the key of the other service, altering the svc-verifier
to match. Both the kdc-verifier and the svc-verifier would stil

val idate, but the KDC never issued this fabricated ticket. The

i mpact of this manipulation is nmnor if the CAMMAC contents only
communi cate attributes related to the client. |If an application
requires an authenticated binding between the service principal nane
and the CAMMAC or ticket contents, the KDC MJUST include in the CAMVAC
sone aut hori zation data el ement that names the service principal
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