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Abst ract

Constrai ned devices are nodes with limted processing power, storage
space, and transm ssion capacities. |In many cases, these devices do
not provide user interfaces, and they are often intended to interact
wi t hout hurman i ntervention.

Thi s docunent includes a collection of representative use cases for
aut henti cation and authorization in constrained environments. These
use cases aimat identifying authorization problens that arise during
the life cycle of a constrained device and are intended to provide a
gui del i ne for devel opi ng a conprehensi ve authentication and

aut hori zation solution for this class of scenarios.

VWhere specific details are relevant, it is assuned that the devices

use the Constrained Application Protocol (CoAP) as a communication
protocol. However, npbst conclusions apply generally.
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Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://www. rfc-editor.org/info/rfc7744

Copyri ght Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

1.

I nt roducti on

Constrai ned devices [ RFC7228] are nodes with limted processing
power, storage space, and transm ssion capacities. These devices are
often battery-powered and in many cases do not provide user

i nterfaces.

Constrai ned devices benefit from being interconnected using |Internet
protocols. However, deploying conmon security protocols can
sonetines be difficult because of device or network limtations.
Regar dl ess, adequate security mechanisnms are required to protect

t hese constrained devices, which are expected to be integrated in al
aspects of everyday life, fromattackers wi shing to gain control over
the device's data or functions.

Thi s docunent conprises a collection of representative use cases for
the application of authentication and authorization in constrained
environments. These use cases aimat identifying authorization
probl ems that arise during the Iife cycle of a constrained device.
Note that this document does not aimat collecting all possible use
cases.

We assune that the conmunicati on between the devices is based on the
Representational State Transfer (REST) architectural style, i.e., a
device acts as a server that offers resources such as sensor data and
actuators. The resources can be accessed by clients, sonetines

wi t hout human intervention (M2M. In sonme situations, the

conmmuni cation will happen through internediaries (e.g., gateways,
pr oxi es) .

Where specific detail is necessary, it is assumed that the devices

communi cat e usi ng CoAP [ RFC7252], al though nobst concl usions are
generic.

1. Term nol ogy

Readers are required to be fanmiliar with the ternms defined in
[ RFC7228] .
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2. Use Cases

This section includes the use cases; each use case first presents a
general description of the application environnent, then one or nore
specific use cases, and finally a summary of the authorization-

rel ated problens to be solved. The document ains at listing the

rel evant authorization problenms and not to provide an exhaustive
list. It might not be possible to address all of the |listed problens
with a single solution; there mght be conflicting goals within or
anong some requirements.

There are various reasons for assigning a function (client or server)
to a device. The function may even change over tinme; e.g., the
device that initiates a conversation is tenporarily assigned the role
of client, but could act as a server in another context. The
definition of the function of a device in a certain use case is not
in scope of this docunent. Readers should be aware that there might
be reasons for each setting and that endpoints might even have
different functions at different tines.

2.1. Container Monitoring

The ability of sensors to communi cate environnental data wirelessly
opens up new application areas. Sensor systens nake it possible to
continuously track and transmt characteristics such as tenperature,
hum dity, and gas content while goods are transported and stored.

Sensors in this scenario have to be associated with the appropriate
pall et of the respective container. Sensors, as well as the goods,
bel ong to specific custoners.

VWhile in transit, goods often pass stops where they are transl oaded
to other means of transportation, e.g., fromship transport to road
transport.

Peri shabl e goods need to be stored at a constant tenperature and with
proper ventilation. Real-tine information on the state of the goods
i s needed by both the transporter and the vendor. Transporters want
to prioritize goods that will expire soon. Vendors want to react
when goods are spoiled to continue to fulfill delivery obligations.

The Intelligent Container <http://ww.intelligentcontainer.conm is an

exampl e project that explores solutions to continuously nonitor
peri shabl e goods.
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2.1.1. Bananas for Minich

A fruit vendor grows bananas in Costa Rica for the German market. It
instructs a transport conpany to deliver the goods via ship to

Rott erdam where they are picked up by trucks and transported to a
ripening facility. A Minich supermarket chain buys ripened bananas
fromthe fruit vendor and transports themfromthe ripening facility
to the individual markets with their own company’s trucks.

The fruit vendor’s quality nmanagenment wants to assure the quality of
their products; thus, it equips the banana boxes with sensors. The
state of the goods is nonitored consistently during shipment and

ri peni ng, and abnormal sensor val ues are recorded (UL. 2).
Additionally, the sensor values are used to control the climate
within the cargo containers (UL. 1, Ul.5, Ul.7). Therefore, the
sensors need to communicate with the climte-control system Since
an incorrect sensor value leads to a wong tenperature, and thus to
spoi |l ed goods, the integrity of the sensor data nust be assured
(Ul.2, UL.3). The banana boxes within a container will, in nost
cases, belong to the same owner. Adjacent containers mght contain
goods and sensors of different owners (Ul.1).

The personnel that transloads the goods nust be able to | ocate the
goods neant for a specific custoner (UL. 1, Ul.6, Ul.7). However, the
fruit vendor does not want to disclose sensor information pertaining
to the condition of the goods to other conpanies and therefore wants
to assure the confidentiality of this data (UL.4). Thus, the

transl oadi ng personnel is only allowed to access logistic information
(Ul.1). Moreover, the transloading personnel is only allowed to
access the data for the tine of the transl oading (UL 8).

Due to the high water content of the fruits, the propagation of radio
waves i s hindered, thus often inhibiting direct conmunication between
nodes [Jedermannl4]. |Instead, nessages are forwarded over nultiple
hops (Ul.9). The sensors in the banana boxes cannot al ways reach the
Internet during the journey (Ul.10). Sensors may need to use relay
stations owned by the transport conpany to connect to endpoints on
the Internet.

In the ripening facility bananas are stored until they are ready to
be sold. The banana box sensors are used to control the ventilation
systemand to nonitor the degree of ripeness of the bananas. Ripe
bananas need to be identified and sold before they spoil (UL 2,

Ul. 8).

The supernarket chain gai ns ownershi p of the banana boxes when the
bananas have ripened and are ready to | eave the ripening facility.
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Aut hori zation Probl enrs Summary

Fruit vendors and container owners want to grant different
aut hori zations for their resources and/or endpoints to
different parties.

The fruit vendor requires the integrity and authenticity of
the sensor data that pertains to the state of the goods for
climate control and to ensure the quality of the nonitored
recordi ngs.

The container owner requires the integrity and authenticity
of the sensor data that is used for climte control

The fruit vendor requires the confidentiality of the sensor
data that pertains the state of the goods and the
confidentiality of location data, e.g., to protect themfrom
targeted attacks from conpetitors

The fruit vendor may need different protection for severa
different types of data on the same endpoint, e.g., sensor
data and the data used for |ogistics.

The fruit vendor and the transl oading personnel require the
authenticity and integrity of the data that is used to |locate
the goods, in order to ensure that the goods are correctly
treated and delivered.

The contai ner owner and the fruit vendor may not be present
at the time of access and cannot nmanually intervene in the
aut hori zati on process.

The fruit vendor, container owner, and transl oadi ng conpany
want to grant tenporary access permssions to a party, in
order to avoid giving pernanent access to parties that are no
| onger involved in processing the bananas.

The fruit vendor, container owner, and transl oadi ng conpany
want their security objectives to be achieved, even if the
messages between the endpoints need to be forwarded over
mul ti pl e hops.

The constrai ned devices mi ght not always be able to reach the
Internet but still need to enact the authorization policies
of their principals.

Fruit vendors and contai ner owners want to be able to revoke
aut hori zation on a mal functi oni ng sensor.
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2.2. Hone Automation

One application of the Internet of Things is home autonation systens.
Such a system can connect househol d devices that control, for
exanpl e, heating, ventilation, lighting, hone entertainnent, and hone
security to the Internet naking themrenotely accessible and
manageabl e.

Such a system needs to accommopdate a nunber of regul ar users
(inhabitants, close friends, cleaning personnel) as well as a
het er ogeneous group of dynamically varying users (visitors,
repai rmen, delivery men).

As the users are not typically trained in security (or even conputer
use), the configuration nust use secure default settings, and the
interface nust be well adapted to novice users.

2.2.1. Controlling the Smart Home Infrastructure

Alice and Bob own a flat that is equipped with home automation
devi ces such as HVAC and shutter control, and they have a notion
sensor in the corridor that controls the Iight bulbs there (U2.5).

Alice and Bob can control the shutters and the tenperature in each
room using either wall-nmounted touch panels or an Internet connected
device (e.g., a smartphone). Since Alice and Bob both have full-time
jobs, they want to be able to change settings renotely, e.g., turn up
the heating on a cold day if they will be hone earlier than expected
(U2.5).

The coupl e does not want people in radio range of their devices,
e.g., their neighbors, to be able to control them without

aut hori zation. Mreover, they don't want burglars to be able to
deduce behavi oral patterns from eavesdroppi ng on the network (U2.38).

2.2.2. Seam ess Authorization

Alice buys a new light bulb for the corridor and integrates it into
the honme network, i.e., nakes resources known to other devices in the
network. Alice nmakes sure that the new |light bulb and her other
devices in the network get to know the authorization policies for the
new device. Bob is not at honme, but Alice wants himto be able to
control the new device with his devices (e.g., his smartphone)

wi t hout the need for additional adm nistration effort (U2.7). She
provi des the necessary configurations for that (U2.9, U2.10).
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2.2.3. Renptely Letting in a Visitor

Alice and Bob have equi pped their home with automated connected door-
| ocks and an al arm system at the door and the wi ndows. The couple
can control this systemrenotely.

Alice and Bob have invited Alice's parents over for dinner, but are
stuck in traffic and cannot arrive in tine; whereas Alice s parents
are using the subway and will arrive punctually. Alice calls her
parents and offers to let themin renptely, so they can make
thensel ves confortable while waiting (U2.1, U2.6). Then, Alice sets
tenmporary perm ssions that allow themto open the door and shut down
the alarm (U2.2). She wants these permnissions to be only valid for
the evening since she does not like it if her parents are able to
enter the house as they see fit (U2.3, W2.4).

When Alice’'s parents arrive at Alice and Bob’s hone, they use their
smart phone to communi cate with the door-1ock and al arm system (U2. 5,
U2.9). The permissions Alice issued to her parents only all ow
limted access to the house (e.g., opening the door, turning on the
lights). Certain other functions, such as checking the footage from
the surveillance caneras, are not accessible to them (U2.3).

Al'ice and Bob also issue sinmilarly restricted perm ssions to e.g.,
cl eaners, repairnmen, or their nanny (U2.3).

2.2.4. Selling the House

Alice and Bob have to nove because Alice is starting a new job. They
therefore decide to sell the house and transfer control of all

aut omat ed services to the new owners (U2.11). Before doing so, they
want to erase privacy-relevant data fromthe | ogs of the automated
systens, while the new owner is interested to keep sone historic data
e.g., pertaining to the behavior of the heating system (U2.12). At
the tinme of transfer of ownership of the house, the new owners al so
want to nmake sure that perm ssions issued by the previous owners to
access the house or connected devices (in the case where device
managenment may have separate perm ssions from house access) are no

| onger valid (U2.13).

2.2.5. Authorization Problens Summary

u2. 1: A home owner (Alice and Bob in the exanple above) wants to
spont aneousl y provision authorization neans to visitors.

U2. 2: A honme owner wants to spontaneously change the hone’s access
control policies.
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A home owner wants to apply different access rights for
different users (including other inhabitants).

The hone owners want to grant access perm ssions to soneone
during a specified tinme frane.

The smart hone devices need to be able to securely

communi cate with different control devices (e.g., wall-
mount ed touch panels, smartphones, electronic key fobs, and
devi ce gat eways)

The hone owner wants to be able to configure authorization
policies renotely.

Aut hori zed users want to be able to obtain access with little
effort.

The owners of the autonated hone want to prevent unauthorized
entities frombeing able to deduce behavioral profiles from
devices in the hone network.

Usability is particularly inportant in this scenario since
the necessary authorization related tasks in the life cycle
of the device (conmi ssioning, operation, maintenance, and
deconmi ssioning) likely need to be performed by the home
owners who, in nmost cases, have little know edge of security.

Hone owners want their devices to seanmessly (and in sone
cases even unnoticeably) fulfill their purpose. Therefore,
the authorization administration effort needs to be kept at a
m ni mum

Hone owners want to be able to transfer ownership of their
aut omat ed systens when they sell the house.

Home owners want to be able to sanitize the logs of the
aut omat ed systenms when transferring ownership w thout
del eting inmportant operational data.

When a transfer of ownership occurs, the new owner wants to
make sure that access rights created by the previous owner
are no | onger valid.

2.3. Personal Health Mnitoring

Per sona

health nonitoring devices, i.e., eHealth devices, are

typically battery-driven and | ocated physically on or in the user to
moni tor sone bodily function, such as tenperature, blood pressure, or
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pul se rate. These devices typically connect to the Internet through
an intermedi ary base station, using wireless technol ogi es and through
this connection they report the nonitored data to sonme entity, which
may either be the user or a nedical caregiver

Medi cal data has al ways been considered very sensitive, and therefore
requires good protection against unauthorized disclosure. A
frequent, conflicting requirenent is the capability for medica
personnel to gain enmergency access, even if no specific access rights
exist. As a result, the inportance of secure audit |ogs increases in
such scenari os.

Since the users are not typically trained in security (or even
comput er use), the configuration nust use secure default settings,
and the interface nust be well adapted to novice users. Parts of the
system nust operate with mnimal nmaintenance. Especially frequent
changes of battery are unacceptabl e.

There is a plethora of wearable health nonitoring technol ogy and the
need for open industry standards to ensure interoperability between
products has lead to initiatives such as Continua Alliance
<http://continuaalliance.org> and Personal Connected Health Alliance
<http://ww. pchal | i ance. or g>

2.3.1. John and the Heart Rate Nbnitor

John has a heart condition that can result in sudden cardi ac arrests.
He therefore uses a device called "HeartGuard" that nonitors his
heart rate and his location (U3.7). 1In the event of a cardiac
arrest, it automatically sends an alarmto an energency service,
transmtting John's current location (U3.1). Either the device has

| ong-range connectivity itself (e.g., via GSM or it uses some

i ntermedi ary, nearby device (e.g., John’s smartphone) to transmt
such an alarm To ensure John's safety, the device is expected to be
in constant operation (U3.3, U3.6).

The devi ce includes an authentication nmechanismto prevent other
persons who get physical access to it fromacting as the owner and
altering the access control and security settings (U3.8).

John can configure a list of people that get notified in an
energency, for exanple his daughter Jill. Furthernore, the device
stores data on John’s heart rate, which can later be accessed by a
physician to assess the condition of John's heart (U3.2).

However, John is a privacy-conscious person and is worried that Jil

m ght use HeartGuard to nonitor his |ocation even when there is no
energency. Furthernore, he doesn’'t want his health insurance to get
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access to the HeartGuard data, or even to the fact that he is wearing
a Heart@uard, since they might refuse to renew his insurance if they
deci ded he was too great of a risk for them (U3.8).

Finally, John, while being confortable with nbodern technol ogy and
able to operate it reasonably well, is not trained in conputer
security. Therefore, he needs an interface for the configuration of
the Heart@uard security that is easy to understand and use (U3.5).
If John does not understand the meaning of a setting, he tends to

| eave it alone, assum ng that the manufacturer has initialized the
device to secure settings (U3.4).

Note: Monitoring of sonme state paranmeter (e.g., an alarm button) and
the position of a person also fits well into a nursing service
context. This is particularly useful for people suffering from
denmentia, where the relatives or caregivers need to be notified of

t he whereabouts of the person under certain conditions. |In that
case, it is not the patient that deci des about access.

2.3.2. Authorization Problens Summary

U3.1l: The wearer of an eHealth device (John in the exanpl e above)
wants to preconfigure special access rights in the context of
an energency.

U3.2: The wearer of an eHealth device wants to selectively allow
di fferent persons or groups access to nedical data.

U3.3: Battery changes are very inconveni ent and soneti nes
impractical, so battery life inpacts on the authorization
mechani sms need to be m nimzed.

U3.4: Devices are often used with default access control settings
that might threaten the security objectives of the device's
users.

U3.5: Wearers of eHealth devices are often not trained in conputer
use, especially computer security.

U3.6: Security mechani sns thensel ves coul d provide opportunities for
deni al -of -service (DoS) attacks, especially on the constrained
devi ces.

U3.7: The device provides a service that can be fatal for the wearer
if it fails. Accordingly, the wearer wants the device to have
a high degree of resistance against attacks that nmay cause the
device to fail to operate partially or conpletely.
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U3.8: The wearer of an eHealth device requires the integrity and
confidentiality of the data measured by the device.

2.4. Building Autonation

Bui | di ngs for comrercial use such as shopping malls or office
bui | di ngs nowadays are equi pped increasingly with seni-autonmatic

components to enhance the overall living quality and to save energy
where possible. This includes for example heating, ventilation and
air condition (HVAC) as well as illum nation and security systens

such as fire alarns. These conponents are being increasingly nmanaged
centrally in a Building and Lighti ng Managenent System (BLMS) by a
facility manager.

Different areas of these buildings are often exclusively |eased to
different conpanies. However, they al so share sonme of the common
areas of the building. Accordingly, a conpany nust be able to
control the lighting and HVAC system of its own part of the building
and nust not have access to control roonms that belong to other
compani es.

Sone parts of the building automati on system such as entrance
illumnation and fire-alarmsystens are controlled either by al
parties together or by a facility-managenent conpany.

2.4.1. Device Life Cycle
2.4.1.1. Installation and Conm ssi oni ng

Installation of the building automati on conponents often start even
before the construction work is conpleted. Lighting is one of the
first conponents to be installed in new buildings. A lighting plan
created by a lighting designer provides the necessary information
related to the kind of lighting devices (lum naires, sensors, and
switches) to be installed along with their expected behavior. The
physical installation of the correct lighting devices at the right

| ocations are done by electricians based on the lighting plan. They
ensure that the electrical wiring is perforned according to | oca
regul ations and lighting devices, which may be fromnultiple

manuf acturers, are connected to the electrical power supply properly.
After the installation, lighting can be used in a default out-of-box
nmode, e.g., at full brightness when powered on. After this step (or
in parallel in a different section of the building), a lighting
commi ssi oner adds the devices to the buil ding domain (U4.1) and
perfornms the proper configuration of the lights as prescribed in the
lighting plan. This involves, for exanple, grouping to ensure that
Iight points react together, nore or |ess synchronously (U4.8) and
defining lighting scenes for particular areas of the building. The
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commi ssioning is often done in phases, either by one or nore

commi ssioners, on different floors. The building lighting network at
this stage may be in different network islands with no connectivity
between them due to lack of the IT infrastructure.

After this, other building conponents, |ike HVAC and security
systens, are simlarly installed by electricians and | ater
commi ssi oned by their respective domain professionals. Simlar
configurations related to grouping (U4.8) are required to ensure,
e.g., HVAC equipnent is controlled by the closest tenperature sensor

For the building IT systems, the Ethernet wiring is initially laid
out in the building according to the IT plan. The IT network is
often commi ssioned after the construction is conpleted to avoid any
damage to sensitive networking and conputing equi prent. The

conmmi ssioning is perfornmed by an IT engineer with additional swtches
(wired and/or wireless), IP routers, and conputing devices. Direct
Internet connectivity for all installed/conm ssioned devices in the
building is only available at this point. The BLMS that nonitors and
controls the various building automati on conponents is only connected
to the field devices at this stage. The different network islands
(for lighting and HVYAC) are al so joined together w thout any further

i nvol venent of domain specialists, such as |lighting or HVAC
conmi ssi oners.

2.4.1.2. (QOperationa

The buil ding autonmation systemis now finally ready, and the
operational access is transferred to the facility nmanagenent conpany
of the building (W.2). The facility nmanager is responsible for
nmonitoring and ensuring that the building automati on system neets the
needs of the building occupants. |f changes are needed, the
facility-managenent company hires an external installation and
conmi ssi oni ng conpany to performthe changes.

Different parts of the building are rented out to different conpanies
for office space. The tenants are provided access to use the

aut omat ed HVAC, lighting, and physical access control systens

depl oyed. The safety of the occupants is al so managed usi ng

aut omat ed systens, such as a fire-alarmsystem which is triggered by
several snpke detectors that are spread out across the building.

Conpany A's staff nmoves into the newy furnished office space. Mst
lighting is controlled by presence sensors that control the lighting
of a specific group of lights based on the authorization rules in the
BLM5. Additionally, enployees are allowed to manually override the
lighting brightness and color in their offices by using the switches
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or handheld controllers. Such changes are allowed only if the
aut hori zation rules exist in the BLM5. For exanple, lighting in the
corridors may not be manual | y adj ustabl e.

At the end of the day, lighting is dimmed or switched off if no
occupancy is detected, even if manually overridden during the day.

On a later date, Conpany B al so noves into the sane buil ding, and
shares sone of the commpn spaces and associ ated buil di ng aut omati on
conponents with Conpany A (U4.2, U4.9).

2.4.1. 3. Mai nt enance

Conpany A's staff is annoyed that the lighting switches off too often
intheir roons if they work silently in front of their conputers.
Conpany A notifies the facility manager of the building to increase
the delay before lights switch off. The facility nanager can either
configure the new values directly in the BLMS or, if additiona
changes are needed on the field devices, hire conm ssioning Conpany C
to performthe needed changes (WA. 4).

Conpany C gets the necessary authorization fromthe facility-
managenment conpany to interact with the BLMS. The commi ssioner’s
tool gets the necessary authorization fromthe BLM5S to send a
configuration change to all lighting devices in Conpany A's offices
to increase the delay before they switch off.

At sone point, the facility-managenent conpany wants to update the
firmvare of lighting devices in order to elimnate software bugs.
Bef ore accepting the new firnmnare, each device checks the

aut hori zation of the facility-nanagenent company to performthis
update (W4.13).

A networ k-di agnostic tool of the BLMS detects that a lumnaire in one
of Conpany A's offices is no |longer connected to the network. The
BLMS alerts the facility manager to replace the lunmnaire. The
facility manager replaces the old broken lunminaire and inforns the
BLMS of the identity (e.g., the Media Access Control (MAC) address)
of the newly added device. Then, the BLMS authorizes the new device
in the system and seam essly transfers all the pernissions of the
previ ous broken device to the replacenent device (W4.12).
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2.4.1. 4. Reconm ssioning

A vacant area of the building has recently been | eased to Conpany A
Before noving into its new office, Conpany A wi shes to replace the
lighting with nore energy efficient and better light quality

lum naries. They hire an installation and comm ssioning Conpany C to
redo the illumnation. Conpany Cis instructed to integrate the new
l'ighting devices, which may be fromnultiple manufacturers, into the
existing lighting infrastructure of the building, which includes
presence sensors, switches, controllers, etc. (W.1).

Conpany C gets the necessary authorization fromthe facility-
management conpany to interact with the existing BLM5S (U4.4). To
prevent di sturbance to other occupants of the building, Conpany Cis
provi ded authorization to performthe comm ssioning only during non-
of fice hours and only to nodify configuration on devices belonging to
the domain of Conpany A's space (U4.5). Before renbving existing
devices, all security and configuration material that belongs to the
domain is deleted and the devices are set back to factory state
(W.3). This ensures that these devices may be reused at other
installations or in other parts of the sane buil ding wthout
affecting future operations. After installation (wiring) of the new
lighting devices, the conm ssioner adds the devices into Conpany A s
I'ighting domain.

Once the devices are in the correct domain, the comm ssioner

aut horizes the interaction rules between the new |ighting devices and
exi sting devices, like presence sensors (U4.7). For this, the
conmi ssi oner creates the authorization rules on the BLMS that define
which lights forma group and which sensors/swi tches/controllers are
all owed to control which groups (U4.8). These authorization rules
may be context based, like time of the day (office or non-office
hours) or location of the handheld lighting controller, etc. (U4.5).

2.4.1.5. Decomm ssioning

Conpany A has noticed that the handheld controllers are often

m spl aced and hard to find when needed. So nost of the time, staff
use the existing wall switches for manual control. Conpany A decides
it would be better to conpletely renove handhel d controllers and asks
Conpany C to deconmi ssion themfromthe lighting system (U4.4).

Conpany C again gets the necessary authorization fromthe facility-
managenment company to interact with the BLMS. The conmm ssioner now
del etes any rules that allowed handheld controllers authorization to
control the lighting (U4.3, U4.6). Additionally, the conm ssioner
instructs the BLMS to push these new rules to prevent cached rul es at
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the end devices from being used. Any cryptographic key nateria
bel onging to the site in the handheld controllers is also renoved,
and they are set to the factory state (W4. 3).

2.4.2. Public Safety

As part of the building safety code, the fire department requires
that the building have sensors that sense the | evel of snoke, heat,
etc., when a fire breaks out. These sensors report metrics that are
then used by a back-end server to map safe areas and unsafe areas
within a building and possibly the structural integrity of the

buil ding before firefighters may enter it.

Sensors may al so be used to track where human/ani mal activity is
within the building. This will allow people stuck in the building to
be guided to safer areas and all ow t he suggesti on of possible actions
that they may take (e.g., using a client application on their phones
or giving | oudspeaker directions) in order to bring themto safety.
In certain cases, other organi zations such as the police, anbul ance,
and federal organizations are also involved and therefore the co-

ordi nati on of tasks between the various entities have to be carried
out using efficient messagi ng and authorizati on nechani sns.

2.4.2.1. A Fire Breaks CQut

James, who works for Conpany A, turns on the air conditioning in his
office on a really hot day. Lucy, who works for Conpany B, wants to
make tea using an electric kettle. After she turns it on, she goes
outside to talk to a colleague until the water is boiling.
Unfortunately, her kettle has a malfunction that causes overheating
and results in a snoldering fire of the kettle's plastic case.

Due to the snmoke coming fromthe kettle, the fire alarmis triggered.
Al arm sirens throughout the building are switched on sinultaneously
(using a group communi cation schene) to alert the staff of both
conpanies (W4.8). Additionally, the ventilation system of the whole
building is closed off to prevent the snoke from spreading and to

wi t hdraw oxygen fromthe fire. The snoke cannot get into Janes’

of fice, even though he turned on his air conditioning, because the
fire alarmoverrides the manual setting by sendi ng conmands (using
group comuni cation) to switch off all the air conditioning (U4.10).

The fire department is notified of the fire automatically and arrives
within a short time. They automatically get access to all parts of
the building according to an emergency authorization policy (U4.4,
U4.5). After inspecting the danage and extingui shing the snol dering
fire, a firefighter resets the fire alarmbecause only the fire
departnent is authorized to do that (W4. 4, U4.11).
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Aut hori zation Probl enrs Summary

During comm ssioning, the building owner or the conpani es add
new devices to their adm nistrative domain. Access contro
shoul d then apply to these devices seanl essly.

Duri ng a handover, the buil ding owner or the conpanies
integrate devices that formerly belonged to a different

adm nistrative domain to their own adm nistrative domai n.
Access control of the old domain should then cease to apply,
with access control of the new donmin taking over.

Duri ng deconm ssioning, the building ower or the conpanies
renove devices fromtheir adm nistrative domain. Access
control should cease to apply to these devices and rel evant
credentials need to be erased fromthe devices.

The buil ding owner and the conpanies want to be able to
del egate specific access rights for their devices to others.

The buil ding owner and the conpanies want to be able to
defi ne context-based authorization rul es.

The buil ding owner and the conpanies want to be able to
revoke granted pernissions and del egati ons.

The buil di ng owner and the conpani es want to all ow authorized
entities to send data to their endpoints (default deny).

The buil ding owner and the conpanies want to be able to
aut horize a device to control several devices at the same
time using a group conmmuni cati on schene.

The conpani es want to be able to interconnect their own
subsystens with those froma different operational donmain
whi | e keeping the control over the authorizations (e.g.,
granting and revoki ng pernissions) for their endpoints and
devi ces.

The aut horization nmechani snms nust be able to cope with
extrenely tine-sensitive operations that have to be carried
out qui ckly.

The buil ding owner and the public safety authorities want to
be able to performdata origin authenticati on on nessages
sent and received by sone of the systens in the building.
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U4.12: The building owner should be allowed to replace an existing
device with a new device providing the same functionality
within their admnistrative domain. Access control fromthe
repl aced devi ce should then apply to these new devi ces
seaml essly.

U4.13: Wen software on a device is updated, this update needs to be
aut henti cated and aut hori zed.

2.5. Snart Metering

Aut omat ed nmeasuring of custonmer consunption is an established

technology for electricity, water, and gas providers. Increasingly,
these systens al so feature networking capability to allow for rempote
managenent. Such systens are in use for comrercial, industrial, and

residential custoners and require a certain |evel of security, in
order to avoid economc loss to the providers, vulnerability of the
distribution system as well as disruption of services for the

cust oners.

The smart metering equi pnent for gas and water solutions is battery-
driven and comunication should be used sparingly due to battery
consunption. Therefore, these types of neters sleep nost of the
time, and only wake up every m nute/ hour to check for incomng
instructions. Furthernore, they wake up a few tines a day (based on
their configuration) to upload their neasured netering data.

Di fferent networking topol ogies exist for smart netering sol utions.

Based on environnent, regulatory rules, and expected cost, one or a
m xture of these topol ogies nay be deployed to collect the netering
information. Drive-by netering is one of the npbst current solutions
depl oyed for collection of gas and water meters.

Various stakeholders have a claimon the netering data. Uility
conpani es need the data for accounting, the netering equipnent may be
operated by a third-party service operator who needs to naintain it,
and the equipnent is installed in the prenises of the consuners,
measuring their consunption, which entails privacy questions.

2.5.1. Drive-By Metering

A service operator offers smart metering infrastructures and rel ated
services to various utility conpanies. Anmong these is a water
provider, who in turn supplies several residential conplexes in a
city. The smart neters are installed in the end custoner’s honmes to
measur e wat er consunption and thus generate billing data for the
utility conpany. They can also be used to shut off the water if the
bills are not paid (Us.1, U5.3). The neters do this by sending and
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receiving data to and froma base station (U5.2). Several base
stations are installed around the city to collect the metering data.
However, in the denser urban areas, the base stations would have to
be installed very close to the neters. This would require a high
nunber of base stations and expose this nore expensive equi pnent to
mani pul ati on or sabotage. The service operator has therefore chosen
anot her approach, which is to drive around with a nobile base station
and let the neters connect to that in regular intervals in order to
gather metering data (U5.4, U5.6, U5.8).

2.5.2. Meshed Topol ogy

I n anot her deploynment, the water nmeters are installed in a building
that already has power nmeters installed, the latter are mains
powered, and are therefore not subject to the same power saving
restrictions. The water neters can therefore use the power neters as
proxies, in order to achieve better connectivity. This requires the
security neasures on the water neters to work through intermediaries
(U5.9).

2.5.3. Advanced Metering Infrastructure

A utility conpany is updating its old utility distribution network
wi th advanced neters and new comuni cati on systens, known as an
Advanced Metering Infrastructure (AM). AM refers to a systemthat
measures, collects, and anal yzes usage, and interacts with netering
devices such as electricity meters, gas neters, heat neters, and

wat er neters, through various conmunication nedi a either on request
(on-demand) or on predefined schedul es. Based on this technol ogy,
new servi ces make it possible for consunmers to control their utility
consunption (U5.2, U5.7) and reduce costs by supporting new tariff
model s fromutility conpanies, and nore accurate and timely billing.
However, the end consuners do not want unauthorized persons to gain
access to this data. Furthernore, the fine-grai ned neasurenent of
consunption data nay induce privacy concerns, since it may allow
others to create behavioral profiles (U5.5, U5.10).

The technical solution is based on | evels of data aggregati on between
smart neters |ocated at the consuner prem ses and the Meter Data
Managenent (MDM) system | ocated at the utility conpany (U5.9). For
reasons of efficiency and cost, end-to-end connectivity is not always
feasible, so netering data is stored and aggregated in various

i ntermedi ate devices before being forwarded to the utility conpany,
and in turn accessed by the MDM The internedi ate devi ces may be
operated by a third-party service operator on behalf of the utility
conpany (U5.7). One responsibility of the service operator is to
make sure that neter readings are perfornmed and delivered in a
regular, tinmely manner. An exanple of a Service Level Agreenent
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bet ween the service operator and the utility conmpany is, for exanple,
at least 95% of the nmeters have readi ngs recorded during the last 72

hour s.

2.5. 4.

Us. 1:

Aut hori zation Probl ens Summary

Devices are installed in hostile environments where they are
physi cal ly accessi ble by attackers (including di shonest
custoners). The service operator and the utility conpany
want to make sure that an attacker cannot use data froma
captured device to attack other parts of their
infrastructure

The utility conpany wants to control which entities are
all owed to send data to, and read data from their endpoints.

The utility conpany wants to ensure the integrity of the data
stored on their endpoints.

The utility conpany wants to protect such data transfers to
and fromtheir endpoints.

Consuners want to access their own usage infornmation and al so
prevent unauthorized access by others.

The devices may have intermittent Internet connectivity but
still need to enact the authorization policies of their
princi pal s.

Neit her the service operator nor the utility conpany are
al ways present at the tine of access and cannot nanually
intervene in the authorization process.

When aut hori zation policies are updated it is inpossible, or
at least very inefficient to contact all affected endpoints
directly.

Aut hori zation and aut hentication rmust work even if messages
bet ween endpoints are stored and forwarded over multiple
nodes.

Consuners nmay not want the service operator, the utility
company or others to have access to a fine-grained | evel of
consunption data that allows the creation of behaviora
profiles.
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2

2

6. Sports and Entertai nment

In the area of leisure-tinme activities, applications can benefit from
the small size and wei ght of constrai ned devices. Sensors and
actuators with various functions can be integrated into fitness

equi prent, ganes, and even clothes. Users can carry their devices
around with themat all tines.

Usability is especially inportant in this area since users will often
want to spontaneously interconnect their devices wth others.
Therefore, the configuration of access perm ssions nust be sinple and
fast and not require nuch effort at the tine of access.

Conti nuously monitoring all ows authorized users to create behaviora
or nmovement profiles, that correspond to the devices’ intended use,
and unaut horized access to the collected data would all ow an attacker
to create the sane profiles

Mor eover, the aggregation of data can seriously increase the inpact
on the privacy of the users.

6.1. Dynanically Connecting Smart Sports Equi pnent

Jody is an enthusiastic runner. To keep track of her training
progress, she has smart running shoes that neasure the pressure at
various points beneath her feet to count her steps, detect
irregularities in her stride, and help her to inprove her posture and
running style. On a sunny afternoon, she goes to the Finnbahn track
near her honme to work out. She neets her friend Lynn, who shows her
the smart fitness watch she bought a few days ago. The watch can
measure the wearer’s pul se, show speed and di stance, and keep track
of the configured training program The girls realize that the watch
can be connected with Jody’ s shoes and can display the information
the shoes provi de.

Jody asks Lynn to let her try the watch and lend it to her for the
afternoon. Lynn agrees, but she doesn’'t want Jody to access her
training plan (U6.4). She configures the access policies for the

wat ch so that Jody’s shoes are allowed to access the display and
measuring features but cannot read or add training data (U6.1, U6.2).
Jody’ s shoes connect to Lynn's watch at the press of a button,
because Jody al ready configured access rights for devices that bel ong
to Lynn a while ago (U6.3). Jody wants the device to report the data
back to her fitness account while she borrows it, so she allows it to
access her account tenporarily.

After an hour, Jody gives the watch back and both girls term nate the
connecti on between their devices.
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2.6.2. Authorization Problens Summary

U6.1: Sports equi pment owners want to be able to grant access rights
dynani cal | y when needed.

U6.2: Sports equi pnent owners want the configuration of access
rights to work with very little effort.

U6.3: Sports equi pment owners want to be able to preconfigure access
policies that grant certain access permssions to endpoints
with certain attributes (e.g., endpoints of a certain user)
wi t hout additional configuration effort at the tinme of access.

U6.4: Sports equi pment owners want to protect the confidentiality of
their data for privacy reasons

2.7. Industrial Control Systens

I ndustrial control systenms (ICS) and especially supervisory contro
and data acquisition systenms (SCADA) use a nultitude of sensors and
actuators in order to nonitor and control industrial processes in the
physical world. Exanple processes include manufacturing, power
generation, and refining of raw material s.

Since the advent of the Stuxnet worm it has becone obvious to the
general public how vul nerabl e these kind of systens are, especially
when connected to the Internet [Karnouskosll]. The severity of these
vul nerabilities are exacerbated by the fact that many ICS are used to
control critical public infrastructure, such as nucl ear power, water
treatnent, or traffic control. Nevertheless, the econonica

advant ages of connecting such systens to the Internet can be
significant if appropriate security measures are put in place (U7.5).

2.7.1. QI Platform Control

An oil platformuses an industrial control systemto nonitor data and
control equiprment. The purpose of this systemis to gather and
process data froma | arge nunber of sensors and control actuators
such as valves and switches to steer the oil extraction process on
the platform Raw data, alarns, reports, and other information are
al so available to the operators, who can intervene w th nanual
commands. Many of the sensors are connected to the controlling units
by direct wire, but the operator is slowy replacing these units by
Wi rel ess ones, since this makes mai ntenance easier (U7.4).

Sone of the controlling units are connected to the Internet, to allow

for renote admi nistration, since it is expensive and inconvenient to
fly in a technician to the platform (U7. 3).
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The main interest of the operator is to ensure the integrity of
control messages and sensor readings (U7.1). Access in sone cases
needs to be restricted, e.g., the operator wants wirel ess actuators
only to accept conmands by authorized control units (U7.2).

The owner of the platformal so wants to collect auditing information
for liability reasons (U7.1).

Different |evels of access apply e.g., for regular operators vs.
mai nt enance technician vs. auditors of the platform (U7.6).

2.7.2. Authorization Problens Summary

U7.1: The operator of the platformwants to ensure the integrity and
confidentiality of sensor and actuator data.

U7.2: The operator wants to ensure that data conming from sensors and
commands sent to actuators are authentic.

U7.3: Some devices do not have direct Internet connection, but they
still need to inplenent current authorization policies.

U7.4: Devices need to authenticate the controlling units, especially
those using a wirel ess connection

U7.5: The execution of unauthorized cormmands or the failure to
execute an authorized command in an ICS can lead to
significant financial damage and threaten the availability of
critical infrastructure services. Accordingly, the operator
want s aut henticati on and aut horization mechani sns that provide
a very high level of security.

Ur7.6: D fferent users should have different |evels of access to the
control system (e.g., operator vs. auditor).

3. Security Considerations

As the use cases listed in this docunment denmonstrate, constrained
devices are used in various environnents. These devices are snal
and i nexpensive and this nakes it easy to integrate theminto many
aspects of everyday life. Wth access to vast anpbunts of val uabl e
data and possible control of inportant functions, these devices need
to be protected from unauthorized access. Protecting seeningly

i nnocuous data and functions will |essen the possible effects of
aggregation; attackers collecting data or functions from severa
sources can gain insights or a level of control not imrediately

obvi ous from each of these sources on its own.
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Not only the data on the constrai ned devices thenselves is
threatened, the devices m ght al so be abused as an intrusion point to
infiltrate a network. Once an attacker gains control over the
device, it can be used to attack other devices as well. Due to their
limted capabilities, constrai ned devices appear as the weakest |ink
in the network; hence, they pose an attractive target for attackers.

This section summari zes the security problens highlighted by the use
cases above and provides guidelines for the design of protocols for
aut henti cation and authorization in constrained RESTful environnents.

3.1. Attacks

Thi s docunent |ists security problens that users of constrained
devices want to solve. Further analysis of attack scenarios is not
in scope of the docunent. However, there are attacks that nust be
consi dered by sol ution devel opers.

Because of the expected | arge nunmber of devices and their ubiquity,
constrai ned devices increase the danger from Pervasive Monitoring

[ RFC7258] attacks. Solution Designers should consider this in the
design of their security solution and provide for protection against

this type of attack. |In particular, nessages containing sensitive
data that are sent over unprotected channels should be encrypted if
possi bl e.

Attacks ainmed at altering data in transit (e.g., to perpetrate fraud)
are a problemthat is addressed in nany web security protocols such
as TLS or | Psec. Developers need to consider these types of attacks,
and nake sure that the protection neasures they inplenent are adapted
to the constrai ned environnent.

As sonme of the use cases indicate, constrained devices may be
installed in hostile environnents where they are physically
accessible (see Section 2.5). Protection from physical attacks is
not in the scope of this docunent, but it should be kept in mind by
devel opers of authorization solutions.

Deni al - of -service (DoS) attacks threaten the availability of services
a device provides and constrai ned devices are especially vul nerabl e
to these types of attacks because of their Iimtations. Attackers
can illicit a tenmporary or, if the battery is drained, permanent
failure in a service sinply by repeatedly fl ooding the device with
connection attenpts; for sone services (see Section 2.3),
availability is especially inmportant. Solution designers nust be
particularly careful to consider the following limtations in every
part of the authorization solution:
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Sol
be

3. 2.

3. 3.

Seitz,

Battery usage
Nunber of required nmessage exchanges

Size of data that is transmitted (e.g., authentication and access
control data)

Size of code required to run the protocols
Size of RAM nenory and stack required to run the protocols

Resources bl ocked by partially conpl eted exchanges (e.g., while
one party is waiting for a transaction time to run out)

ution devel opers al so need to consider whether the session should
protected frominfornmation disclosure and tanpering.

Configuration of Access Perm ssions

The access control policies need to be enforced (all use cases):
The information that is needed to inplement the access contro
policies needs to be provided to the device that enforces the
aut hori zation and applied to every inconing request.

A single resource night have different access rights for different
requesting entities (all use cases).

Rationale: In some cases, different types of users need different
access rights, as opposed to a binary approach where the sane
access permnissions are granted to all authenticated users.

A device m ght host several resources where each resource has its
own access control policy (all use cases).

The device that makes the policy decisions should be able to

eval uat e cont ext - based perm ssions such as location or tinme of
access (see Sections 2.2, 2.3, and 2.4). Access may depend on

| ocal conditions, e.g., access to health data in an emergency.
The device that makes the policy decisions should be able to take
such conditions into account.

Aut hori zati on Consi derati ons
Devi ces need to be enabled to enforce authorization policies

wi t hout human intervention at the time of the access request (see
Sections 2.1, 2.2, 2.4, and 2.5).
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Seitz,

Aut hori zation solutions need to consider that constrained devices
m ght not have Internet access at the time of the access request
(see Sections 2.1, 2.3, 2.5, and 2.6).

It should be possible to update access control policies wthout
manual |y re-provisioning individual devices (see Sections 2.2,
2.3, 2.5, and 2.6).

Rati onal e: Peers can change rapidly which nmakes manua
re- provi si oni ng unreasonably expensi ve.

Aut hori zation policies may be defined to apply to a | arge nunber
of devices that might only have intermittent connectivity.
Distributing policy updates to every device for every update m ght
not be a feasible solution (see Section 2.5).

It must be possible to dynamically revoke authorizations (see
Section 2.4 for exanple).

The aut henticati on and access control protocol can put undue
burden on the constrai ned systemresources of a device
participating in the protocol. An authorization solution nust
take the linmtations of the constrained devices into account (al
use cases, see also Section 3.1).

Secure default settings are needed for the initial state of the
aut henti cation and authorization protocols (all use cases).

Rati onal e: Many attacks exploit insecure default settings, and
experience shows that default settings are frequently |eft
unchanged by the end users.

Access to resources on other devices should only be permitted if a
rule exists that explicitly allows this access (default deny) (see
Section 2.4 for exanple).

Usability is inmportant for all use cases. The configuration of
aut hori zation policies as well as the gaining access to devices
must be sinple for the users of the devices. Special care needs
to be taken for scenarios where access control policies have to be
configured by users that are typically not trained in security
(see Sections 2.2, 2.3, and 2.6).

Sof tware updates are an inportant operation for which correct
aut horization is crucial. Additionally, authenticating the
receiver of a software update is also inportant, for exanple, to
make sure that the update has been received by the intended

devi ce.
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3. 4.

Sei

Pr oxi es

In sone cases, the traffic between endpoints m ght go through

i ntermedi ary nodes (e.g., proxies, gateways). This mght affect the
function or the security nodel of authentication and access contro
protocols e.g., end-to-end security between endpoints w th Datagram
Transport Layer Security (DTLS) m ght not be possible (see

Section 2.5).

Privacy Consi derations

The constrai ned devices in focus of this docunent either collect data
fromthe physical world via sensors or affect their surroundings via
actuators. The collected and processed data often can be associ ated

with individuals. Since sensor data may be coll ected and distributed
on a regular interval, a significant anmount of information about an

i ndi vidual can be collected and used as input for |earning algorithns
as part of big data analysis and used in an autonated decisi on nmaki ng
process.

O fering privacy protection for individuals is inportant to guarantee
that only authorized entities are allowed to access coll ected data,
to trigger actions, to obtain consent prior to the sharing of data,
and to deal with other privacy-related threats outlined in RFC 6973.

RFC 6973 was written as guidance for engi neers designing technica
solutions. For a short description about the depl oynent-rel ated
aspects of privacy and further references relevant for the Internet
of Things sector, please see Section 7 of RFC 7452
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