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Abstract

The I nter-Chassis Communi cati on Protocol (ICCP) supports an inter-
chassi s redundancy nechanismthat is used to support high network
avai lability.

In this docurment, Provider Edge (PE) devices in a Redundancy G oup
(RG running I1CCP are used to offer nultihoned connectivity to
Spanni ng Tree Protocol (STP) networks to inprove availability of the
STP networks. The I CCP TLVs and usage for the | CCP STP application
are defined.
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1.

1.

1.

I nt roducti on

I nter-Chassis Communi cati on Protocol (ICCP [RFC7275]) specifies a
mul ti-chassi s redundancy nechani smthat enabl es Provider Edge (PE)
devices located in a multi-chassis arrangenent to act as a single
Redundancy Group (RG.

Wth the Spanning Tree Protocol (STP), a spanning tree will be formned
over connected bridges by bl ocking sone |inks between these bridges
so that forwarding | oops are avoided. This docunent introduces
support of STP as a new application of ICCP. Wen a bridged STP
network is connected to an RG this STP application of | CCP enables
the RG nmenbers to act as a single root bridge participating in the
operations of STP.

STP-rel evant informati on needs to be exchanged and synchroni zed anobng
the RG nenbers. New I CCP TLVs for the | CCP STP application are
specified for this purpose.

From the point of view of the customer, the Service Provider is
providing a Virtual Private LAN Service (VPLS) [RFC4762].

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

| CCP: Inter-Chassis Conmuni cation Protocol

VPLS: Virtual Private LAN Service

STP:  Spanning Tree Protocol

MSTP: Ml tiple Spanning Tree Protocol

MST: Ml tiple Spanning Trees

Cl ST: Common and | nternal Spanning Tree ([802.1q], Section 3.27)
MSTI: Multiple Spanning Tree Instance ([802.1q], Section 3.138)
BPDU: Bridge Protocol Data Unit

In this docunment, unless otherw se explicitly noted, the term"STP"
al so covers MSTP.
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2.

Use Case

Custonmers wi dely use Ethernet as an access technol ogy [ RFC4762].

It’s common that one custoner’s Local Area Network (LAN) has nultiple
bridges connected to a carrier’s network at different |ocations for
reliability purposes. Requirements for this use case are listed as
fol | ows.

0 Custoners desire to balance the | oad anong their avail abl e
connections to the carrier’s network; therefore, all the
connections need to be active.

o When one connection to the carrier network fails, custoners
require a connection in another location to continue to work after
the reconvergence of the STP rather than conprom sing the whol e
STP network. The failure of the connection may be due to the
failure of the PE, the attachnent circuit (AC), or even the
Customer Edge (CE) device itself.

In order to nmeet these requirenments, the ' |1 CCP-STP nodel is

proposed. It introduces STP as a new application of | CCP.
P + [ el
I I I I
| | | | _
| +---t | +----- +| <--| --Pseudowi r e- - >|
| +---+CE1+<6>------- <5>+ PEL || | |
| <1> +---+ | | +----- +| <--|--Pseudowi r e- - >|
| -4+ I I | | I
| | CES3] | | ||ICCP |--> Towards the Core
| -t I I [ | I _
| <2> +--+ | | +----- +| <--| --Pseudowi r e- - >|
| +---+CE2+<3>------- <4>+ PE2 || | |
| +---+ | | +----- +| <--|--Pseudowi r e- - >|
I I I I
| Multihoned | | Redundancy |
| STP Network | | G oup |
L + [ gt

Figure 1: A STP network is nmultihomed to an RG runni ng | CCP

Figure 1 shows an exanpl e topology of this nodel. Wth ICCP, the
whole RGwill be virtualized to be a single bridge. Each RG nenber
has its Bridgeldentifier (the MAC address). The nunerically | owest
one is used as the Bridgeldentifier of the "virtualized root bridge’.
The RG acts as if the ports connected to the STP network (ports <4>
and <5>) are for the sane root bridge. Al these ports send the
configuration BPDU with the highest root priority to trigger the
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construction of the spanning tree. The |ink between the peering PEs
is not visible to the bridge domains of the STP network. In this
way, the STP will always break a possible loop within the nultihomed
STP network by breaking the whole network into separate islands so
that each is attached to one PE. That forces all PEs in the RGto be
active. This is different froma generic VPLS [ RFCA762] where the
root bridge resides in the customer network and the multihoned PEs
act in the active-standby node. Note that the specification of VPLS
remai ns unchanged other than for this operation. For instance, a
full -mesh of pseudowires (PW) is established between PEs, and the
"split horizon" rule is still used to performthe | oop-breaking

t hrough the core.

3. Spanning Tree Protocol Application TLVs

This section specifies the ICCP TLVs for the | CCP STP application
The Unknown TLV bit (U-bit) and the Forward unknown TLV bit (F-bit)
of the follow ng TLVs MJUST be sent as cleared and processed on
recei pt as specified in [ RFC7275].

3. 1. STP Connect TLV

This TLV is included in the RG Connect Message to signal the
initiation of an | CCP STP applicati on connection

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ul F| Type=0x2000 | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Prot ocol Version | Al Reserved |
i T s i o S i i S R I S I S S S M
| Optional Sub-TLVs

I

+

I

+-

I
I
i i S i SR SR S g
i i S +- .+- e S o
- U=F=0
- Type
Set to 0x2000 for "STP Connect TLV"

Zhang, et al. St andards Track [ Page 6]



RFC 7727 STP Application of |CCP January 2016

- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.

- Protocol Version

The version of | CCP STP application protocol. This docunent
defines version 0x0001.

- Abit

Acknowl edgenent Bit. Set to 1 if the sender has received a STP
Connect TLV fromthe recipient. Qherw se, set to O.

- Reserved

Reserved for future use. These bits MJST be sent as 0 and
i gnored on receipt.

- Optional Sub-TLVs

There are no optional Sub-TLVs defined for this version of the
pr ot ocol

3.2. STP Di sconnect TLV

This TLV is used in the RG Di sconnect Message to indicate that the
connection for the ICCP STP application is to be term nated.

0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Ul F| Type=0x2001 | Length |
i T T e T i i s i i S S S S S e et s o i i S
Optional Sub-TLVs |
i T T S i i s i e S S S e S S S T i St I NI S

+
I
+
I
+
- WU=F=0
- Type

Set to 0x2001 for "STP Di sconnect TLV'
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.
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3.

3.

- Optional Sub-TLVs

The only optional Sub-TLV defined for this version of the
protocol is the "STP D sconnect Cause" sub-TLV, defined bel ow

2.1. STP Di sconnect Cause Sub-TLV

0 1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
Ul F Type=0x200C | Length |
i T T e e i e o i i S O S e S S S it i S e NI S
Di sconnect Cause String |

T A S i Sl S S i T i S S S S S S S T e e

+ 11— +— +

- U=F=0
- Type

Set to 0x200C for "STP Di sconnect Cause TLV"
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.

- Disconnect Cause String

Variabl e-l ength string specifying the reason for the disconnect,
encoded in UTF-8 [ RFC3629] format. Used for operational
pur poses.

3. STP Configuration TLVs

The STP Configuration TLVs are sent in the RG Application Data
Message. Wien an STP Config TLV is received by a peer RG nenber, the
menber MUST synchronize with the configuration information contained
in the TLV. TLVs specified in Sections 3.3.1 to 3.3.5 define
specific configuration information.
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STP System Confi g

TLV announces the | ocal node’s STP System Parameters to the RG

1 2 3
234567890123456789012345678901
B I T R s it cT T T I I S S S T e i soTe S T R I R R S

Type=0x2002 | Length |

B i o T R R i i o T R e e S i S e S e S il o i
RO D |

+
I
B I T R s it cT T T I I S S S T e i soTe S T R I R R S
MAC Address |

B el I T R S il il ol siE I R SR S

-+-+-+-+-+-+-+-+-+-+-+-+-+-I+

U=F=0

Type

Set to 0x2002 for "STP System Config TLV"
Lengt h

Length of the RO D plus the MAC address in octets. Al ways set
to 14.

RO D

Redundant Object ldentifier; format defined in Section 6.1.3 of
[ RFC7275] .

MAC Addr ess

The MAC address of the sender. This MAC address is set to the
Bri dgel dentifier of the sender, as defined in [802.1q], Section
13.26.2. The nunerically | owest 48-bit unsigned val ue of
Bridgeldentifier is used as the MAC address of the Virtual Root
Bridge nentioned in Section 2
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3.3.2. STP Regi on Nane
This TLV carries the value of Regi on Nane.
0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| Ul F| Type=0x2003 | Lengt h |
B i s T T i i o S o T Ji I
| Regi on Name |
i i i T i I S i e s o o i i
- U=F=0
- Type
Set to 0x2003 for "STP Regi on Nane TLV"
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.

- Regi on Name

The Nane of the MST Region as specified in [802.1q], Section
3.142.

3.3.3. STP Revision Level
This TLV carries the value of Revision Level.

0 1 2 3
01234567890123456789012345678901

i s T S i i T S A b e ok
| Ul F| Type=0x2004 | Length |
i e L s e T e o o i NI TR R R S
| Revi si on Level |
B il s S S S S I S i

- U=F=0

- Type

Set to 0x2004 for "STP Revision Level TLV'.
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- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields. Al ways set to 2

- Revi sion Level

The Revi sion Level as specified in [802.1q], Section 13.8, item
C.

3.3.4. STP Instance Priority

This TLV carries the value of Instance Priority to other nmenbers in
the RG

0 1 2 3

01234567890123456789012345678901

e T T i i e T i T eI TR e e T e i s i i O T

Ul F| Type=0x2005 | Lengt h |

I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Pri | I nstancel D |

Bl I I R e R e ik T T TR I SR S

+— +— +

- U=F=0
- Type

Set to 0x2005 for "STP Instance Priority TLV"
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.

- Pri

The Instance Priority. It is interpreted as unsigned integer
wi t h higher value indicating a higher priority.

I nstancel D

The 12-bit Instance ldentifier of the CIST or MSTI. This
paraneter takes a value in the range 1 through 4094 for MSTI (as
defined in [802.1q], Section 12.8.1.2.2) and takes value of 0O
for CIST.

Zhang, et al. St andards Track [ Page 11]



RFC 7727 STP Application of |CCP January 2016

3.3.5. STP Configuration D gest
This TLV carries the value of STP VLAN | nstance Mappi ng.

0 1 2 3
01234567890123456789012345678901
B S T s i S i I S i s (i SR SR
Ul F Type=0x2006 | Lengt h |
i T o T i e S S S i S e S
Configuration Digest |

+
+-
T T S S e T o S U S SUp S SEp S SR S i

- U=F=0
- Type

Set to 0x2006 for "STP Configuration Digest TLV"
- Length

Length of the STP Configuration Digest in octets. Al ways set to
16.

- Configuration Digest
As specified in [802.1q], Section 13.8, itemd.
3.4. STP State TLVs

The STP State TLVs are sent in the RG Application Data Message. They
are used by a PE device to report its STP status to other nenbers in
the RG Such TLVs are specified in the foll ow ng subsecti ons.

3.4.1. STP Topol ogy Changed | nstances

This TLV is used to report the Topol ogy Changed |Instances to other
menbers of the RG The sender nonitors Topol ogy Change Notification
(TCN) nmessages and generates this list. The receiving RG nmenber MJST
initiate the Topol ogy Change event, including sending BPDU with the
Topol ogy Change flag set to 1 out of the designated port(s) of the
Topol ogy Changed bridge domai ns of the STP network, and flushing out
MAC addresses relevant to the instances listed in this TLV.

If the PE device supports MAC Address Wthdrawal (see Section 6.2 of
[ RFC4762]), it SHOULD send a Label Distribution Protocol (LDP)
Address Wthdraw Message with the |list of MAC addresses towards the
core over the corresponding LDP sessions. It is not necessary to
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send such a nessage to PEs of the same RG since the flushing of their
MAC address tabl es shoul d have been perforned upon receipt of the STP
Topol ogy Changed | nstances TLV.

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F| Type=0x2007 | Lengt h |
i T o T i e S S S i S e S
I nstancel D Li st |

+

+-

T T S S e T o S U S SUp S SEp S SR S i
- U=F=0

- Type
Set to 0x2007 for "STP Topol ogy Changed | nstances TLV'
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields.

- I nstancel D Li st

The list of the InstancelDs of the Cl ST or MSTIs whose

t opol ogi es have changed as indicated by the TCN nessages as
specified in [802.1q], Section 13.14. The list is formatted by
paddi ng each Instancel D value to the 16-bit boundary as foll ows,
where the bits in the "R' fields MJST be sent as 0 and ignored
on receipt.

0 1 2 3

01234567890123456789012345678901
B o e S e i i i S S S i S
Rl Rl R R Instancel D#1 | IRl R R | nstancel D#2 |
T T e S S T S S T st S S R S S T ol ST S YN S S

T A S S i Sl S S T S T S S e e s e

+ 0 +— +
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3.4.2. STP CI ST Root Tinme Paraneters

This TLV is used to report the Value of CI ST Root Time Paraneters
([802.1q], Section 13.26.7) to other nenbers of the RG Al tine
paraneter values are in seconds with a granularity of 1. For ranges
and default values of these paraneter values, refer to [802.1d1998],
Section 8.10.2, Table 8-3; [802.1d2004] Section 17.14, Table 17-1;
and [802. 1q], Section 13.26.7.

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| U F| Type=0x2008 | Lengt h |
+-+-+-+-+-+- - - -+ -+ - - - - - - - - - - - - - - - - -+
| MaxAge | MessageAge |
el i I e i it T e e e e i i T o S e e S e T R R
| FwdDel ay | Hel | oTi ne |
I S i o T s S S S e s s T
| Remai ni ngHops |
+- - - - - - - -+

- U=F=0

- Type

Set to 0x2008 for "STP CI ST Root Tinme TLV"
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields. A ways set to 9.

- MaxAge
The Max Age of the CIST. It is the maxi num age of the
information transmtted by the bridge when it is the Root Bridge
([ 802.1d2004], Section 17.13.8).

- MessageAge
The Message Age of the CI ST (see [802.1q], Section 13.26.7).

- FwdDel ay
The Forward Delay of the CIST. It is the delay used by STP

Bridges to transition Root and Designated Ports to Forwarding
([ 802.1d2004], Section 17.13.5).
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- Hel | oTi ne

The Hello Tinme of the CIST. It is the interval between periodic
transm ssi ons of Configuration Messages by Designated Ports
([802.1d2004], Section 17.13.6).

- Remai ni ngHops
The remai ni ngHops of the CI ST ([802.1q], Section 13.26.7).
3.4.3. STP MSTI Root Tinme Paraneter

This TLV is used to report the paraneter value of MSTI Root Tinme to
other nenbers of the RG As defined in [802.1q], Section 13.26.7, it
is the value of remainingHops for the given MSTI.

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Ul F Type=0x2009 | Lengt h |
B S S e i S S T A S S S S S S i S S
Pri | InstancelD | Remai ni ngHops |

B i T e i T S ey

+— +— +

- U=F=0
- Type

Set to 0x2009 for "STP MSTI Root Time TLV
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields. Al ways set to 3.

- Pri

The Instance Priority. It is interpreted as an unsigned integer
wi th higher value indicating a higher priority.

- Instancel D
The 12-bit Instance ldentifier of the Miultiple Spanning Tree

Instance (MSTID). As defined in [802.1q], Section 12.8.1.2.2,
this parameter takes a value in the range 1 through 4094.
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- Remai ni ngHops

The remai ni ngHops of the MSTI. It is encoded in the sanme way as
in [802.1q], Section 14.4.1, itemf.

3.5. STP Synchroni zation Request TLV

The STP Synchronizati on Request TLV is used in the RG Application
Data Message. This TLV is used by a device to request that its peer
retransmt configuration or operational state. The follow ng

i nformati on can be requested:

- configuration and/or state of the STP system
- configuration and/or state for a given list of instances.

The format of the TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ul F| Type=0x200A | Length |
B T S i T s i i e e SEI S
| Request Nunber | C 9| Request Type |
I S i o T s S S S e s s T
| I nstancel D Li st |
+-

I S i S S s S S S S S e e ;
- U=F=0
- Type
Set to Ox200A for "STP Synchroni zati on Request TLV'
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields. Al ways set to 4.

- Request Nunber

2 octets. Unsigned integer uniquely identifying the request.
Used to match the request with a correspondi ng response. The
value of 0 is reserved for unsolicited synchronization, and it
MUST NOT be used in the STP Synchronizati on Request TLV. As
indicated in [RFC7275], given the use of TCP, there are no

i ssues associated with the wap-around of the Request Nunber.
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- CGhit

Set to 1 if the request is for configuration data. O herw se,
set to O.

- S bit

Set to 1 if the request is for running state data. O herw se,
set to O.

- Request Type
14 bits specifying the request type, encoded as follows:

0x00 Request System Dat a
0x01 Request data of the listed instances
Ox3FFF Request System Data and data of all instances

- I nstancel D Li st

The Instancel Ds of the CIST or MSTlIs; format specified in
Section 3.4.1.

3.6. STP Synchroni zation Data TLV

The pair of STP Synchronization Data TLVs are used by the sender to
delimt a set of TLVs that are being transmitted in response to an
STP Synchroni zati on Request TLV. The delimting TLVs signal the
start and end of the synchronization data, and they associate the
response with its correspondi ng request via the Request Nunber field.
It’s REQUI RED that each pair of STP Synchronization Data TLVs occur
in the same fragment. Wen the total size of the TLVs to be
transmtted exceeds the naxinmal size of a fragment, these TLVs MJUST
be divided into nultiple sets, delimted by nultiple pairs of STP
Synchroni zation Data TLVs, and filled into nultiple fragnents. Wth
the Request Nunber, |ost fragnents can be identified and
re-requested.

The STP Synchroni zati on Data TLVs are al so used for unsolicited

adverti senents of conplete STP configuration and operational state
data. The Request Number field MJST be set to O in this case.
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STP Synchroni zati on Data TLV has the followi ng format:

0 1 2 3
01234567890123456789012345678901

i s T S i i T S A b e ok
| Ul F| Type=0x200B | Length |
i L s e o e e o o i NI TR R R S
| Request Nunber | Reserved | S|
B i s T T i i o S o T Ji I
- WU=F=0
- Type

set to Ox200B for "STP Synchroni zati on Data TLV'
- Length

Length of the TLV in octets excluding the U-bit, F-bit, Type,
and Length fields. Al ways set to 4.

- Request Nunber
2 octets. Unsigned integer identifying the Request Nunber of
the "STP Synchroni zati on Request TLV' that initiated this
synchroni zati on data response.

- Reserved

Reserved bits for future use. These MJST be sent as 0 and
i gnored on receipt.

- S
S = 0: Synchronization Data Start
S = 1. Synchronization Data End

4. Operations
Qperational procedures for AC redundancy applications have been
specified in Section 9.2 of [RFC7275]. The operational procedures of
the 1 CCP STP application should foll ow those procedures, with the
changes presented in this section.

4.1. Common AC Procedures

The foll owi ng changes are introduced to the generic procedures of AC
redundancy applications defined in Section 9.2.1 of [RFC7275].
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4.1.1. Renpte PE Node Failure or |solation

When a | ocal PE device detects that a renote PE device that is a
menber of the sane RGis no |onger reachable (using the nechanisns
described in Section 5 of [RFC7275]), the local PE device checks if
it has redundancy ACs for the affected services. |If redundant ACs
are present, and if the local PE device has the new hi ghest bridge
priority, the local PE device becomes the virtual root bridge for
correspondi ng ACs.

4.1.2. Local PE Isolation

When a PE device detects that it has been isolated fromthe core
network, then it needs to ensure that its AC redundancy mechani sm

wi Il change the status of all active ACs to standby. The AC
redundancy application SHOULD then send an RG Application Data
Message in order to trigger failover to another active PE device in
the RG Note that this works only in the case of dedicated

i nterconnect (Sections 3.2.1 and 3.2.3), since ICCP will still have
the path to the peer, even though the PE device is isolated fromthe
MPLS core network

4.2. | CCP STP Application Procedures

This section defines the procedures of the | CCP STP application that
are applicable for Ethernet ACs.

4.2.1. Initial Setup

When an RGis configured on a systemthat supports the | CCP STP
application, such systems MJST send an RG Connect Message with an STP
Connect TLV to each PE device that is a menber of the RG The
sendi ng PE device MJST set the Abit to 1 in that TLV if it has
received a correspondi ng STP Connect TLV fromits peer PE;, otherwi se,
the sending PE device MJST set the A bit to 0. If a PE device
receives an STP Connect TLV fromits peer after sending its own TLV
with the Abit set to 0, it MIST resend the TLV with the A bit set to
1. A systemconsiders the | CCP STP application connection to be
operational when it has both sent and received STP Connect TLVs with
the A bit set to 1. Wen the I CCP STP application connection between
a pair of PEs is operational, the two devices can start exchangi ng RG
Application Data Messages for the | CCP STP application. This

i nvol ves havi ng each PE device advertise its STP configuration and
operational state in an unsolicited manner. A PE device SHOULD
follow the order bel ow when advertising its STP state upon initial
appl i cation connection setup:
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- Advertise the STP System Config TLV
- Advertise renmaining Configuration TLVs
- Advertise State TLVs

The update of the information contained in the State TLVs depends on
that in the Configuration TLVs. By sending the TLVs in the above
order, the two peers may begin to update STP state as early as
possible in the mddl e of exchanging these TLVs.

A PE device MJST use a pair of STP Synchroni zation Data TLVs to
delinmt the entire set of TLVs that are being sent as part of this
unsolicited advertisenent.

If a systemreceives an RG Connect Message with an STP Connect TLV
that has a differing Protocol Version, it MJST follow the procedures
outlined in the Section 4.4.1 ("Application Versioning") of

[ RFC7275] .

After the | CCP STP application connection has been established, every
PE devi ce MUST comunicate its systemlevel configuration to its
peers via the use of STP System Config TLV.

When the I CCP STP application is admnistratively disabled on the PE
or on the particular RG the system MJST send an RG Di sconnect
Message contai ni ng STP Di sconnect TLV.

4.2.2. Configuration Synchronization

A systemthat supports | CCP STP applicati on MJIST synchroni ze the
configuration with other RG nmenbers. This is achieved via the use of
STP Configuration TLVs. The PEs in the RG MJUST all agree on the
common MAC address to be associated with the virtual root bridge. It
is possible to achieve this via consistent configuration on nmenber
PEs. However, in order to protect against possible

m sconfigurations, a virtual root bridge identifier MIST be set to
the MAC address advertised by the PE device with the nunerically

| owest Bridgeldentifier (i.e., the MAC address of the bridge) in the
RG

Furthernore, for a given | CCP STP application, an inplenentati on MJUST
advertise the configuration prior to advertising its correspondi ng
state. |If a PE device receives any STP State TLV that it had not

| earned of before via an appropriate STP Configuration TLV, then the
PE devi ce MUST request synchronization of the configuration and state
fromits peer. If during such synchronization a PE device receives a
State TLV that it has not |earned before, then the PE device MJST
send a NAK TLV for that particular TLV. The PE device MJST NOT
request resynchroni zation in this case.
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4.2.3. State Synchronization

PEs within the RG need to synchronize their state for proper STP
operation. This is achieved by having each system advertise its
running state in STP State TLVs. Wenever any STP paraneter either
on the CE or PE side is changed, the system MJST transnit an updated
TLV for the affected STP instances. Mreover, when the

adm ni strative or operational state changes, the system MJST transm t
an updated State TLV to its peers.

A PE device MAY request its peer to retransmt previously advertised
state. This is useful in case the PE device is recovering froma
soft failure and attenpting to relearn state. To request such
retransm ssions, a PE device MJST send a set of one or nore STP
Synchroni zati on Request TLVs.

A PE device MJST respond to a STP Synchroni zati on Request TLV by
sendi ng the requested data in a set of one or nore STP Configuration
or State TLVs delinmited by a pair of STP Synchronization Data TLVs.

Note that the response may span across nultiple RG Application Data
Messages, for exanple, when MU linmts are exceeded; however, the
above ordering MJST be retained across nessages, and only a single
pair of Synchroni zation Data TLVs MJST be used to delimt the
response across all RG Application Data Messages.

A PE device MAY readvertise its STP state in an unsolicited manner
This is done by sending the appropriate State TLVs delimted by a
pair of STP Synchronization Data TLVs and using a Request Nunber of
0.

Wil e a PE device has sent out a synchronization request for a
particul ar PE device, it SHOULD silently ignore all TLVs that are
fromthat node, are received prior to the synchronization response,
and carry the sane type of information being requested. This saves
the system fromthe burden of updating state that will ultimately be
overwitten by the synchroni zati on response. Note that TLVs
pertaining to other systens should continue to be processed normally.

If a PE device receives a synchronization request for an instance
that doesn’t exist or is not known to the PE, then it MJST trigger
the unsolicited synchronization of all information by restarting the
initialization.

If during the synchronization operation a PE device receives an
advertisenment of a Node ID value that is different fromthe val ue
previously advertised, then the PE device MJST purge all state data
previously received fromthat peer prior to the last synchronization
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4.2.4. Failure and Recovery

When a PE device that is active for the | CCP STP application
encounters a core isolation fault [RFC7275], it SHOULD attenpt to
fail over to a peer PE device that hosts the sane RG The default
fail over procedure is to have the failed PE device bring down the
link(s) towards the multihoned STP network. This will cause the STP
network to reconverge and to use the other links that are connected
to the other PE devices in the RG Oher procedures for triggering
failover are possible and are outside the scope of this docunent.

If the isolated PE device is the one that has the nunerically | owest
Bridgeldentifier, PEs in the RG MJST synchroni ze STP Confi guration
and State TLVs and determ ne a new virtual root bridge as specified
in Section 4.2.2.

Upon recovery froma previous fault, a PE device SHOULD NOT reclaim
the role of the virtual root for the STP network even if it has the
nunerically | owest Bridgeldentifier anong the RG This mninizes
traffic disruption.

Whenever the virtual root bridge changes, the STP Topol ogy Changed
Instances TLV lists the instances that are affected by the change.
These instances MJST undergo a STP reconvergence procedure when this
TLV is received as defined in Section 3.4.1

5. Security Considerations

Thi s docunent specifies an application running on the channe
provided by | CCP [ RFC7275]. The security considerations on | CCP
apply in this docunment as well.

For the I CCP STP application, an attack on a channel (running in the
provider’s network) can break not only the ability to deliver traffic
across the provider’'s network, but also the ability to route traffic
within the customer’s network. That is, a careful attack on a
channel (such as the DoS attacks as described in [RFC7275]) can break
STP within the custoner network. |nplenmentations need to provide
mechani sms to mitigate these types of attacks. For example, the port
bet ween the PE device and the malicious CE device nmay be bl ocked.
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6. | ANA Consi derati ons

The I ANA maintains a top-level registry called "Pseudow re Nane
Spaces (PWE3)". It has a subregistry called "I CC RG Paraneter
Types".

I ANA has nmade 13 allocations fromthis registry as shown bel ow. | ANA
has all ocated the codepoints fromthe range nmarked for assignment by

| ETF Revi ew (0x2000- Ox2FFF) [ RFC5226]. Each assignnment references

t hi s docunent.

Par aet er Type Description

0x2000 STP Connect TLV

0x2001 STP Di sconnect TLV

0x2002 STP System Config TLV

0x2003 STP Regi on Name TLV

0x2004 STP Revi sion Level TLV

0x2005 STP Instance Priority TLV
0x2006 STP Configuration Digest TLV
0x2007 STP Topol ogy Changed | nstances TLV
0x2008 STP CI ST Root Time TLV

0x2009 STP MSTI Root Time TLV

0x200A STP Synchroni zati on Request TLV
0x200B STP Synchroni zati on Data TLV
0x200C STP Di sconnect Cause TLV
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