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Abstract

The One-Way Active Measurenent Protocol (OMMP) and Two-Way Active
Measur enment Protocol (TWAMP) security mechanisnms require that both
the client and server endpoints possess a shared secret. This
docunent describes the use of keys derived froman | KEv2 security
association (SA) as the shared key in OMMP or TWAMP. |f the shared
key can be derived fromthe | KEv2 SA, OMM or TWAMP can support
certificate-based key exchange; this would allow for nore operational
flexibility and efficiency. The key derivation presented in this
docunment can also facilitate automati c key managenent.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7717.
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1.

I nt roducti on

The One-Way Active Measurenent Protocol (OMM) [ RFC4656] and the
Two- Way Active Measurenent Protocol (TWAMP) [ RFC5357] can be used to
measur e networ k performance paraneters such as | atency, bandw dth
and packet |oss by sending probe packets and nonitoring their
experience in the network. |In order to guarantee the accuracy of
net wor k measurenent results, security aspects nust be considered

O herwi se, attacks may occur and the authenticity of the neasurenent
results may be violated. For exanple, if no protection is provided,
an adversary in the mddle may nodi fy packet tinestanps, thus
altering the neasurenent results.

According to [ RFC4656] and [ RFC5357], the OMMP and TWAMP ( O TWAMP)
security nechani sns require that endpoints (i.e., both the client and
the server) possess a shared secret. |In today' s network depl oynents,
however, the use of pre-shared keys is far fromoptinal. For
exanple, in wireless infrastructure networks, certain network

el ements (which can be seen as the two endpoints froman O TWAMP
perspective) support certificate-based security. For instance,

consi der the case in which one wants to neasure | P performance

bet ween an E- UTRAN Evol ved Node B (eNB) and Security Gateway (SeGW,
bot h of which are 3GPP Long Term Evol ution (LTE) nodes and support
certificate node and the Internet Key Exchange Protocol version 2

(I KEv2).

The O TWAMP security mechani sm specified in [ RFC4656] and [ RFC5357]
supports the pre-shared key (PSK) node only, hindering |arge-scale
depl oynent of O TWAMP: provi si oni ng and nanagenent of "shared
secrets" for massive depl oynents consunes a trenmendous anount of
effort and is prone to human error. At the sane time, recent trends
point to wider |KEv2 deploynment that, in turn, calls for nechani sns
and nethods that enable tunnel end-users, as well as operators, to
measur e one-way and two-way network performance in a standardi zed
manner .

Wth I KEv2 wi dely depl oyed, enploying shared keys derived from an

| KEv2 security association (SA) can be considered a viable
alternative through the nmethod described in this docunent. |If the
shared key can be derived fromthe | KEv2 SA, O TWAMP can support
certificate-based key exchange and practically increase operationa
flexibility and efficiency. The use of IKEv2 also nakes it easier to
extend automatic key management.

In general, O TWAMP neasurement packets can be transmtted inside the
| Psec tunnel, as typical user traffic is, or transmtted outside the
| Psec tunnel. This may depend on the operator’s policy and the
performance evaluation goal, and it is orthogonal to the nechani sm
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described in this docunent. When |IPsec is deployed, protecting

O TWAMP traffic in unauthenticated node using | Psec is one option.
Anot her option is to protect O TWAMP traffic using the O TWAMP
security established using the PSK derived from|KEv2 and bypassi ng
the | Psec tunnel

Protecti ng unaut henti cated O TWAMP control and/or test traffic via
the Aut hentication Header (AH) [RFC4302] or Encapsul ating Security
Payl oad (ESP) [RFC4303] cannot provide various security options,
e.g., it cannot authenticate part of an O TWAMP packet as nentioned
in [RFC4656]. For neasuring latency, a tinestanp is carried in O
TWAMP test traffic. The sender has to fetch the tinmestanp, encrypt
it, and send it. \When the nechani sm described in this docunent is
used, partial authentication of O TWAMP packets is possible and
therefore the mddl e step can be skipped, potentially inproving
accuracy as the sequence nunber can be encrypted and aut henticated
before the tinmestanp is fetched. The receiver obtains the tinestanp
wi t hout the need for the correspondi ng decryption step. In such
cases, protecting O TWAMP traffic using O TWAMP security but
bypassing the | Psec tunnel has its advant ages.

Thi s docunent specifies a nmethod for enabling network neasurenents
between a TWAMP client and a TWAMP server. In short, the shared key
used for securing TWAMP traffic is derived from|KEv2 [ RFC7296] .
TWAMP i npl enent ations signal the use of this nethod by setting

| KEv2Derived (see Section 7). |KEv2-derived keys SHOULD be used

i nstead of shared secrets when O TWAMP is enpl oyed in a depl oynent
using KEv2. From an operations and nanagenent perspective

[ RFC5706], the nechanism described in this docunent requires that
both the TWAMP Control -Cient and Server support |Psec.

The remai nder of this docunment is organized as follows. Section 4
summari zes O TWAMP protocol operation with respect to security.
Section 5 presents the nethod for binding TWAMP and | KEv2 for network
measur enents between the client and the server that both support

| KEv2. Finally, Section 6 discusses the security considerations
arising fromthe proposed nmechani sns.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

4.

Scope

Thi s docunent specifies a nmethod using keys derived froman | KEv2 SA
as the shared key in O TWAMP. O TWAMP i npl enent ati ons signal the use
of this method by setting | KEv2Derived (see Section 7).

QO TWAMP Security

Security for O TWAMP-Control and O TWAMP-Test are briefly reviewed in
the follow ng subsections.

1. O TWAMP-Control Security

O TWAMP uses a sinple cryptographic protocol that relies on

0 AES-CBC for confidentiality

0 HMAC- SHAl1 truncated to 128 bits for nessage authentication

Three nodes of operation are supported in the OMMP-Control protocol:
unaut henti cated, authenticated, and encrypted. |In addition to these
nodes, the TWAMP-Control protocol also supports a m xed node, i.e.,
the TWAMP- Control protocol operates in encrypted node while TWAMP-
Test protocol operates in unauthenticated node. The authenticated,
encrypted, and m xed nodes require that endpoints possess a shared
secret, typically a passphrase. The secret key is derived fromthe
passphrase using a password-based key derivation function PBKDF2
(PKCS #5) [RFC2898].

In the unaut henticated node, the security paraneters are | eft unused.
In the authenticated, encrypted, and ni xed nodes, the security
paraneters are negotiated during the control connection

est abl i shnent.

Figure 1 illustrates the initiation stage of the O TWAMP- Cont r ol
protocol between a Control-Client and a Server. 1In short, the
Control -Client opens a TCP connection to the Server in order to be
able to send O TWAMP- Control commands. The Server responds with a
Server Greeting, which contains the Mddes, Challenge, Salt, Count,
and MBZ ("MJST be zero") fields (see Section 3.1 of [RFC4656]). |If
the Control-Cient preferred node is available, the client responds
with a Set-Up- Response nessage, wherein the selected Mode, as well as
the Keyl D, Token, and Client initialization vector (IV) are included.
The Token is the concatenation of a 16-octet Challenge, a 16-octet
AES Sessi on-key used for encryption, and a 32-octet HWVAC SHA1

Sessi on-key used for authentication. The Token is encrypted using
AES- CBC.
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4.

2.

o a o + R +
| Control-dient | | Server |
o e + Fomm oo +

| , |

| <------ TCP Connection-- ----- >|

I I

| <------ Greeting nmessage ------ |

I I

[------- Set - Up- Response ------ >|

I

| <------ Server-Start ---------- |

Figure 1: Initiation of O TWAMP-Contr ol

Encryption uses a key derived fromthe shared secret associated with
KeylD. In the authenticated, encrypted, and m xed nodes, all further
conmmuni cation is encrypted using the AES Session-key and
authenticated with the HVAC Session-key. After receiving the Set-Up-
Response, the Server responds with a Server-Start nessage contai ning
the Server-1V. The Control-Cient encrypts everything it transmts
through the just established O TWAMP-Control connection using stream
encryption with dient-1V as the IV. Correspondingly, the Server
encrypts its side of the connection using Server-1V as the IV. The
IVs thensel ves are transmitted in cleartext. Encryption starts with
the block inmediately follow ng that containing the IV

The AES Sessi on-key and HVAC Sessi on-key are generated randomy by
the Control-Client. The HVAC Session-key is comuni cated al ong with
the AES Session-key during O TWAMP-Control connection setup. The
HVAC Sessi on-key is derived independently of the AES Sessi on-key.

O TWAMP- Test Security

The O TWAMP- Test protocol runs over UDP, using the Session-Sender and
Sessi on-Refl ector I P and port nunbers that were negotiated during the
Request - Sessi on exchange. O TWAMP-Test has the same node with O
TWAMP- Control and all O TWAMP- Test sessions inherit the corresponding
O TWAMP- Control sessi on node except when operating in m xed node.

The O TWAMP- Test packet format is the sane in authenticated and
encrypted nodes. The encryption and authentication operations are,
however, different. Similarly, with the respective O TWAMP- Contr ol
session, each O TWAMP- Test session has two keys: an AES Sessi on-key
and an HVAC Session-key. However, there is a difference in how the
keys are obtai ned:
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O TWAMP-Control :  the keys are generated by the Control-dient and
communi cated to the Server during the control connection
establishnent with the Set-Up- Response nmessage (as part of
the Token).

O TWAMP-Test: the keys are derived fromthe O TWAMP- Control keys and
the session identifier (SID), which serve as inputs to the
key derivation function (KDF). The O TWAMP- Test AES Sessi on-
key is generated using the O TWAMP- Control AES Sessi on-key,
with the 16-octet SID, for encrypting and decrypting the
packets of the particular O TWAMP-Test session. The O TWAMP-
Test HMAC Session-key is generated using the O TWAMP- Cont r ol
HVAC Sessi on-key, with the 16-octet SID, for authenticating
the packets of the particular O TWAMP- Test sessi on.

4.3. O TWAMP Security Root

As di scussed above, the O TWAMP- Test AES Sessi on-key and HVAC

Sessi on-key are derived, respectively, fromthe O TWAMP- Control AES
Sessi on-key and HVAC Sessi on-key. The AES Sessi on-key and HVAC
Sessi on-key used in the O TWAMP- Control protocol are generated
randomy by the Control-Cient, and encrypted with the shared secret
associated with KeylD. Therefore, the security root is the shared
secret key. Thus, for |arge depl oyments, key provision and
managenment rmay becone overly conplicated. Conparatively, a
certificate-based approach using I KEv2 can automatically manage the
security root and solve this problem as we explain in Section 5.

5. O TWAMP for | Psec Networks

This section presents a nethod of binding O TWAMP and | KEv2 for

net wor k measurenents between a client and a server that both support
IPsec. 1In short, the shared key used for securing O TWAMP traffic is
derived using | KEv2 [ RFC7296].

5.1. Shared Key Derivation

In the authenticated, encrypted, and m xed nodes, the shared secret
key MUST be derived fromthe KEv2 SA. Note that we explicitly opt
to derive the shared secret key fromthe I KEv2 SA, rather than the
child SA, since it is possible that an I|KEv2 SA is created wi thout
generating any child SA [ RFC6023].

When the shared secret key is derived fromthe IKEv2 SA, SK d nust be
generated first. SK d nmust be conmputed as per [RFC7296].
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The shared secret key MJST be generated as foll ows:
Shared secret key = prf( SK d, "IPPM )

Wherein the string "I PPM' is encoded in ASCII and "prf" is a
pseudor andom functi on.

It is recomrended that the shared secret key is derived in the |Psec
| ayer so that |Psec keying material is not exposed to the O TWAMP
client. Note, however, that the interaction between the O TWAMP and
| Psec layers is host internal and inpl enentation specific.

Therefore, this is clearly outside the scope of this docunent, which
focuses on the interaction between the O TWAMP client and server
That said, one possible way could be the following: at the Control -
Client side, the IPsec |ayer can performa |l ookup in the Security
Associ ati on Dat abase (SAD) using the | P address of the Server and
thus match the corresponding | KEv2 SA. At the Server side, the | Psec
| ayer can | ook up the corresponding I KEv2 SA by using the Security
Par armet er I ndexes (SPIs) sent by the Control-Client (see

Section 5.3), and therefore extract the shared secret key.

If both the client and server do support I KEv2 but there is no
current KEv2 SA, two alternative ways could be considered. First,
the O TWAMP Control-Client initiates the establishnent of the | KEv2
SA, logs this operation, and selects the node that supports |KEv2.
Alternatively, the O TWAMP Control -Client does not initiate the
establi shnent of the IKEv2 SA, logs an error for operationa
managenment purposes, and proceeds with the nodes defined in

[ RFC4656], [RFC5357], and [ RFC5618]. Again, although both
alternatives are feasible, they are in fact inplenentation specific.

If rekeying for the | KEv2 SA or deletion of the | KEv2 SA occurs, the
correspondi ng shared secret key generated fromthe SA MJUST conti nue
to be used until the O TWAMP session term nates.

5.2. Server Greeting Message Update

To trigger a binding association between the key generated from | KEv2
and the O TWAMP shared secret key, the Mdes field in the Server
Greeting Message (Figure 2) nust support key derivation as discussed
in Section 5.1. Support for deriving the shared key fromthe | KEv2
SA is indicated by setting | KEv2Derived (see Section 7). Therefore,
when this method is used, the Mddes val ue extensi on MJST be

support ed.
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Figure 2: Server Geeting Format

The choice of this set of Mddes val ues poses no backwards-
conmpatibility problens to existing O TWAMP clients. Robust |egacy
Control -Client inplementations would disregard the fact that the

| KEv2Derived Modes bit in the Server Greeting is set. On the other
hand, a Control-Client inplenenting this nmethod can identify that the
O TWAMP Server contacted does not support this specification. |If the
Server supports other Mdes, as one could assune, the Control-Cient
woul d t hen deci de which Mode to use and indicate such accordingly as
per [ RFC4656] and [ RFC5357]. A Control-Cient that is inplenmenting
this method and decides not to enploy | KEv2 derivation can sinply
behave as a client that is purely conpatible with [ RFC4656] and

[ RFC5357] .

5.3. Set-Up-Response Update
The Set - Up- Response message Figure 3 is updated as follows. Wen an
O TWAMP Control -Client inplenenting this nethod receives a Server

Greeting indicating support for Mde | KEv2Derived, it SHOULD reply to
the O TWAMP Server with a Set-Up-Response that indicates so. For
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exanpl e, a conpatible O TWAMP Control -Cient choosing the
aut henticated node with | KEv2 shared secret key derivation should set
the Mode bits as per Section 7.
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Fi gure 3: Set-Up-Response Message

The Security Paraneter Index (SPl), as described in [RFC4301] and

[ RFC7296], uniquely identifies the SA. |If the Control-Cient
supports shared secret key derivation for the IKEv2 SA it wll
choose the correspondi ng Mode val ue and carry SPli and SPIr in the
KeylD field. SPli and SPIr MJUST be included in the KeylD field of
the Set- Up- Response Message to indicate the | KEv2 SA from which the
O TWAMP shared secret key was derived. The length of SPI is 8
octets. Therefore, the first 8 octets of the KeylD field MJIST carry
SPli, and the second 8 octets MJST carry SPIr. The renmaining bits of
the Keyl D field MIUST be set to zero.

An O TWAMP Server inplenmentation MJST obtain the SPIi and SPIr from
the first 16 octets and ignore the remaining octets of the KeylD
field. Then, the Control-Cient and the Server can derive the shared

secret key based on the Mdde value and SPI. [|If the O TWAMP Server
cannot find the I KEv2 SA corresponding to the SPIi and SPIr received,
it MUST | og the event for operational nanagenent purposes. In

addition, the O TWAMP Server SHOULD set the Accept field of the
Server-Start message to the value 6 to indicate that the Server is
not willing to conduct further transactions in this O TWAVP- Contr ol
session since it cannot find the corresponding | KEv2 SA.
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5.4. O TWAMP over an | Psec Tunnel

The | Psec Authentication Header (AH) [RFC4302] and Encapsul ating
Security Payload (ESP) [ RFC4303] provide confidentiality and data
integrity to | P datagrans. An |IPsec tunnel can be used to provide
the protection needed for O TWAMP Control and Test packets, even if
the peers choose the unauthenticated node of operation. In order to
ensure authenticity and security, O TWAMP packets between two | KEv2
systens SHOULD be configured to use the correspondi ng | Psec tunnel
runni ng over an external network even when using the O TWAMP

unaut henti cat ed node.

6. Security Considerations

As the shared secret key is derived fromthe I KEv2 SA the key
derivation algorithmstrength and limtations are as per [RFC7296].
The strength of a key derived froma Diffie-Hellnman exchange using
any of the groups defined here depends on the inherent strength of
the group, the size of the exponent used, and the entropy provided by
the random nunber generator enployed. The strength of all keys and

i mpl ementation vulnerabilities, particularly denial-of-service (DoS)
attacks are as defined in [ RFC7296].

7. | ANA Consi derations

During the production of this docunent, the authors and revi ewers
noticed that the TWAMP- Mbdes registry shoul d describe a field of
single bit position flags, rather than the existing registry
construction with assignnent of integer values. |In addition, the
Semantics Definition colum seened to have spurious information in
it. The registry has been reformatted to sinplify future
assignnents. Thus, the contents of the TWAMP-Modes registry are as

fol | ows:

Bi t| Description | Semanti cs | Ref erence
Pos| | Definition |

o |--eomee |-ooe-e-
0 Unaut hent i cat ed Section 3.1 [RFC4656]
1 Aut hent i cat ed Section 3.1 [RFC4656]
2 Encrypt ed Section 3.1 [RFC4656]
3 Unaut h. TEST protocol, Encrypted CONTRCL Section 3.1 [RFC5618]
4 I ndi vi dual Sessi on Control [ RFC5938]
5 Refl ect Octets Capability [ RFC6038]
6 Symmetrical Size Sender Test Packet Format [ RFC6038]

Figure 4: TWAMP Modes

Penti kousis, et al. St andards Track [ Page 11]



RFC 7717 Shared Secret Key for O TWAMP Decenber 2015

8.

8.

The new description and regi stry managenent instructions follow

Regi stry Specification: TWAMP-Mbdes are specified in TWAMP Server
Greeting nessages and Set- Up- Response nessages consistent with
Section 3.1 of [RFC5357]. Modes are indicated by setting single bits
in the 32-bit Mdes field.

Regi stry Managenent: Because the "TWAMP- Mbdes" are based on only 32
bit positions with each position conveying a unique feature, and
because TWAMP is an | ETF protocol, this registry nust be updated only
by "I ETF Review' as specified in [ RFC5226]. | ANA SHOULD al | ocate
nmonot oni cal ly increasing bit positions when requested.

Experi mental Nunbers: No experinental bit positions are currently
assigned in the Mddes registry, as indicated in the initial contents
above.

In addition, per this docunment, a new entry has been added to the
TWAMP- Mbdes registry:

Bi t| Description | Semanti cs | Ref erence
Pos| | Definition |
e [y [
7 | KEv2Deri ved Mode Capability Section 5 RFC 7717

Figure 5: TWAMP | KEv2-Derived Mde Capability

For the new OMNMP- Mbdes registry, see the I ANA Considerations in
[ RFC7718] .
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