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1. Introduction

The Secure Real -tinme Transport Protocol (SRTP) [RFC3711] is a profile
of the Real-tine Transport Protocol (RTP) [RFC3550], which can
provide confidentiality, nessage authentication, and replay
protection to the RTP traffic and to the control traffic for RTP, the
Real -time Transport Control Protocol (RTCP). It is inportant to note
that the outgoing SRTP packets froma single endpoint rmay be
originating fromseveral independent data sources.

Aut henti cated Encryption [BNOO] is a formof encryption that, in
addition to providing confidentiality for the Plaintext that is
encrypted, provides a way to check its integrity and authenticity.
Aut henti cated Encryption with Associated Data, or AEAD [ R02], adds
the ability to check the integrity and authenticity of some

Associ ated Data (AD), also called "Additional Authenticated Data"
(AAD), that is not encrypted. This specification nmakes use of the
interface to a generic AEAD al gorithmas defined in [ RFC5116].

The Advanced Encryption Standard (AES) is a block cipher that
provides a high level of security and can accept different key sizes.
AES Gal oi s/ Counter Mde (AES-GCM) [GCM is a famly of AEAD

al gorithms based upon AES. This specification nmakes use of the AES
versions that use 128-bit and 256-bit keys, which we call "AES-128"
and " AES- 256", respectively.

Any AEAD al gorithm provides an intrinsic authentication tag. |n nany
applications, the authentication tag is truncated to | ess than ful
length. In this specification, the authentication tag MJST NOT be
truncated. The authentications tags MUST be a full 16 octets in

I ength. Wen used in SRTP/SRTCP, AES-GCM wi |l have two
configurations:

AEAD AES 128 GCM AES-128 with a 16-octet authentication tag
AEAD AES 256 GCM AES-256 with a 16-octet authentication tag
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The key size is set when the session is initiated and SHOULD NOT be
al tered.

The Gal oi s/ Counter Mobde of operation (GCM is an AEAD node of
operation for block ciphers. GCMuses Counter Mdde to encrypt the
data, an operation that can be efficiently pipelined. Further, GCM
aut henti cation uses operations that are particularly well suited to
efficient inplementation in hardware, making it especially appealing
for high-speed inplenmentations, or for inplenentations in an
efficient and conpact circuit.

In summary, this docunment defines how to use an AEAD al gorithm
particularly AES-GCM to provide confidentiality and nessage
aut hentication within SRTP and SRTCP packets.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. Overview of the SRTP/ SRTCP AEAD Security Architecture
SRTP/ SRTCP AEAD security is based upon the follow ng principles:

a) Both privacy and authentication are based upon the use of
symmetric algorithnms. An AEAD al gorithm such as AES- GCM
conbi nes privacy and authentication into a single process.

b) A secret naster key is shared by all participating endpoints --
bot h those originati ng SRTP/ SRTCP packets and those receiving
these packets. Any given nmaster key MAY be used simultaneously
by several endpoints to originate SRTP/ SRTCP packets (as well
as one or nore endpoints using this master key to process
i nbound dat a) .

c) A Key Derivation Function (KDF) is applied to the shared master
key value to form separate encryption keys, authentication
keys, and salting keys for SRTP and for SRTCP (a total of six
keys). This process is described in Section 4.3 of [RFC3711].
The nmaster key MJST be at |least as large as the encryption key
derived fromit. Since AEAD algorithns such as AES- GCM conbi ne
encryption and authentication into a single process, AEAD
al gorithms do not make use of separate authentication keys.
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d) Aside from naking nodifications to | ANA registries to allow
AES-GCM to work with Security Descriptions (SDES), Datagram
Transport Layer Security for Secure RTP (DTLS- SRTP), and
Mul tinedia Internet KEYing (MKEY), the details of how the
master key is established and shared between the participants
are outside the scope of this docunent. Simlarly, any
mechani sm for rekeying an existing session is outside the scope
of the docunent.

e) Each tinme an instantiation of AES-GCMis invoked to encrypt and
aut henticate an SRTP or SRTCP data packet, a new Initialization
Vector (IV) is used. SRTP conbines the 4-octet Synchronization
Source (SSRC) identifier, the 4-octet Rollover Counter (ROC),
and the 2-octet Sequence Nunber (SEQ wth the 12-octet
encryption salt to forma 12-octet IV (see Section 8.1).

SRTCP conbi nes the SSRC and 31-bit SRTCP index with the
encryption salt to forma 12-octet IV (see Section 9.1).

4. Term nol ogy

The followi ng terns have very specific meanings in the context of
this RFC

Instantiation: In AEAD, an instantiation is an (Encryption_key,
salt) pair together with all of the data structures
(for example, counters) needed for it to function
properly. I n SRTP/ SRTCP, each endpoint will need
two instantiations of the AEAD al gorithm for each
master key in its possession: one instantiation for
SRTP traffic and one instantiation for SRTCP
traffic.

I nvocati on: SRTP/ SRTCP data streams are broken into packets.
Each packet is processed by a single invocation of
the appropriate instantiation of the AEAD
al gorithm

In many applications, each endpoint will have one master key for

processi ng out bound data but may have one or nore separate naster
keys for processing inbound dat a.
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5. Generic AEAD Processing
5.1. Types of Input Data

Associ ated Data: Data that is to be authenticated but not
encrypt ed.

Pl ai nt ext: Data that is to be both encrypted and
aut henti cat ed.

Raw Dat a: Data that is to be neither encrypted nor
aut henti cat ed.

VWi ch portions of SRTP/ SRTCP packets that are to be treated as

Associ ated Data, which are to be treated as Pl ai ntext, and which are

to be treated as Raw Data are covered in Sections 8.2, 9.2, and 9. 3.
5.2. AEAD Invocation Inputs and Qutputs

5.2.1. Encrypt Mode

I nput s:
Encrypti on_key Cctet string, either 16 or
32 octets long
Initialization_Vector Cctet string, 12 octets |ong
Associ at ed_Dat a Cctet string of variable length
Pl ai nt ext Cctet string of variable length
Qut put s:
C phertext* Cctet string, length =

| ength(Plaintext) + tag_|length

(*): I'n AEAD, the authentication tag in enbedded in the
ci phertext. Wen GCMis being used, the ciphertext
consists of the encrypted Plaintext followed by the
aut henti cation tag.
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5.2.2. Decrypt Mode

| nput s:
Encryption_key Cctet string, either 16 or
32 octets |ong
Initialization_ Vector Cctet string, 12 octets |ong
Associ at ed_Dat a Cctet string of variable length
G phert ext Cctet string of variable length
Qut put s:
Pl ai nt ext Cctet string, length =
| ength(Ci phertext) - tag length
Validity_Fl ag Bool ean, TRUE if valid,

FALSE ot herwi se
5.3. Handling of AEAD Authentication

AEAD requires that all incom ng packets MJST pass AEAD aut hentication
before any other action takes place. Plaintext and Associ ated Data
MUST NOT be rel eased until the AEAD aut hentication tag has been
validated. Further, the ciphertext MJST NOT be decrypted until the
AEAD tag has been vali dat ed.

Shoul d the AEAD tag prove to be invalid, the packet in questionis to
be discarded and a Validation Error flag raised. Local policy
determnes how this flag is to be handled and is outside the scope of
thi s docunent.

6. Counter Mde Encryption

Each out bound packet uses a 12-octet |V and an encryption key to form
two out puts:

0 a 16-octet first_key block, which is used in fornmng the
aut hentication tag, and

0 a keystreamof octets, formed in blocks of 16 octets each
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The first 16-octet block of the key is saved for use in forning the
aut hentication tag, and the remai nder of the keystreamis XORed to
the Plaintext to formthe cipher. This keystreamis formed one bl ock
at a time by inputting the concatenation of a 12-octet |V (see
Sections 8.1 and 9.1) with a 4-octet block to AES. The pseudocode
below illustrates this process:

def GCM keystream( Plaintext_len, |V, Encryption_key ):
assert Plaintext len <= (2**36) - 32 ## neasured in octets
key stream=""
bl ock_counter

=1
first_key block =

AES ENC( dat a=IV|| bl ock _counter,
key=Encryption_key )
whil e | en(key_strean) < Plaintext_|en
bl ock_counter = bl ock _counter + 1
key_bl ock = AES_ENC( dat a=I V|| bl ock_counter,
key=Encryption_key )
key_stream = key_strean] | key_bl ock
key stream = truncate( key_stream Plaintext_len )
return( first_key_ bl ock, key_stream)

In theory, this keystream generation process allows for the
encryption of up to (2736) - 32 octets per invocation (i.e., per
packet), far longer than is actually required.

Wth any counter nmode, if the sane (1V, Encryption_key) pair is used
twice, precisely the same keystreamis forned. As explained in
Section 9.1 of [RFC3711], this is a cryptographic disaster. For GCM
the consequences are even worse, since such a reuse conpronises GCM s
integrity mechanismnot only for the current packet stream but for
all future uses of the current encryption_key.

7. Unneeded SRTP/ SRTCP Fi el ds

AEAD Counter Mdde encryption renoves the need for certain existing
SRTP/ SRTCP mechani sms.

7.1. SRTP/ SRTCP Authentication Tag Field

The AEAD nessage aut henticati on nmechani sm MIUST be the prinmary nessage
aut henti cati on mechani smfor AEAD SRTP/ SRTCP. Additional SRTP/ SRTCP
aut henti cati on mechani sms SHOULD NOT be used with any AEAD al gorithm
and the optional SRTP/SRTCP authentication tags are NOT RECOMVENDED
and SHOULD NOT be present. Note that this contradicts Section 3.4 of
[ RFC3711], which rmakes the use of the SRTCP authentication tag field
mandat ory, but the presence of the AEAD authentication renders the

ol der authentication nmethods redundant.
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7.

8.

8.

Rati onal e: Some applications use the SRTP/ SRTCP aut henti cation tag
as a nmeans of conveying additional information, notably [ RFC4771].
Thi s docunent retains the authentication tag field primarily to
preserve conpatibility with these applications.

2. RTP Paddi ng

AES- GCM does not require that the data be padded out to a specific

bl ock size, reducing the need to use the paddi ng nechani sm provi ded
by RTP. It is RECOMVENDED that the RTP paddi ng mechani sm not be used
unless it is necessary to disguise the I ength of the underlying

Pl ai nt ext.

AES- GCM Pr ocessi ng for SRTP
1. SRTP IV Formation for AES-GCM

0 0 0 0 0O
0 1 2 3 4 5
R I S I SIS SR S
| 00| 00| SSRC | ROC | SEQ|---+
B T T T e i S |
I e T T T I
Encryption Salt | ->(+)
T S S LR o - |
B T T T e i S }
| Initialization Vector | <--+
I e T T T

0
6

Figure 1: AES-GCM SRTP Initialization Vector Formation

The 12-octet |V used by AES-GCM SRTP is forned by first concatenating
2 octets of zeroes, the 4-octet SSRC, the 4-octet rollover counter
(ROC), and the 2-octet sequence nunmber (SEQ . The resulting 12-octet
value is then XORed to the 12-octet salt to formthe 12-octet |V.
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8.2. Data Types in SRTP Packets
Al'l SRTP packets MJST be both authenticated and encrypted. The data

fields within the RTP packets are broken into Associ ated Data,

Pl ai nt ext,

TUU » >»>» > > >

Associ ated Data: The version V (2 bits),
extension flag X (1 bit), Contributing Source

Pl ai nt ext:

Raw Dat a:

0

and Raw Data, as follows (see Figure 2):

(CSRC) count CC (4 bits), marker M (1 bit),
Payl oad Type PT (7 bits), sequence nunber

padding flag P (1 bit),

(16 bits), timestamp (32 bits), SSRC (32 bits),

optional CSRC identifiers (32 bits each), and

optional RTP extension (variable |ength).

The RTP payl oad (variable |length), RTP padding
(if used, variable length), and RTP pad count (if

used, 1 octet).

The optional variable-length SRTP Master Key
Identifier (MKI) and SRTP authentication tag

(whose use is NOI RECOWENDED). These fields are

appended after encryption has been perforned.

1 2

3

01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o
| V=2| P| X|
i S S T i S S e e T il Sui S B

cc M PT |

sequence numnber

ti mestanp

T T S S e S T SEp S R S S ey

synchroni zati on source (SSRC) identifier

+=+=4=t=+=+=+=+=+=t=+=+=+=+ =+ =+ ===+ =+=+ =+ =+ =+=+=+=+=+=+=+=+=+=+
contributing source (CSRC) identifiers (optional)

T

RTP ext ensi on (OPTI ONAL)

B T R L S i

S T S S S e e U S S S T S S S R e S

I
|
I
+-

p
A

payl oad

| RTP paddi ng | RTP pad count |
e b T S i i S S S S e e s S i T T i S S

Pl ai ntext (to be encrypted and aut henti cated)
Associ ated Data (to be authenticated only)

Figure 2: Structure of an RTP Packet before Authenticated Encryption
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8.

3.

Since the AEAD ciphertext is larger than the Plaintext by exactly the
I ength of the AEAD authentication tag, the correspondi ng
SRTP-encrypt ed packet replaces the Plaintext field with a slightly
|arger field containing the cipher. Even if the Plaintext field is
enpty, AEAD encryption nmust still be perforned, with the resulting

ci pher consisting solely of the authentication tag. This tag is to
be placed i mediately before the optional variable-length SRTP MK
and SRTP authentication tag fields.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
|V=2|P| X] CC |M PT | sequence number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| ti mestanmp |
B T S i T s i i e e SEI S
| synchroni zati on source (SSRC) identifier |
+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=+=t+=+ ==+t ==t st st =t st st s st st s s = =+
contributing source (CSRC) identifiers (optional) |

I

| Ce

B i s T T i i o S o T Ji I
| RTP ext ensi on (OPTI ONAL) |
i i i i S i S S S e
| ci pher |
I I
I I
+ +

T S ik i S S S S S S S S S i S
SRTP MKI (OPTI ONAL)
e e e e e e e b e e e e b m e m e e e e e e e e e e e e e e e e 4

SRTP aut hentication tag (NOT RECOMVENDED)
R i T i e i i S e S S e S

I T o000 » P»» » r» >»

G phertext (encrypted and aut henti cat ed)
Associ ated Data (authenticated only)

nei ther encrypted nor authenticated, added
after Authenticated Encryption conpleted

C
A
R

Figure 3: Structure of an SRTP Packet after Authenticated Encryption
Handl i ng Header Extensions

RTP header extensions were first defined in [ RFC3550]. [RFC6904]
descri bes how these header extensions are to be encrypted in SRTP

VWhen RFC 6904 is in use, a separate keystreamis generated to encrypt
sel ected RTP header extension elenents. For the AEAD AES 128 GCM
algorithm this keystream MJST be generated in the manner defined in
[ RFC6904], using the AES Counter Mdde (AES-CM transform For the
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AEAD_AES 256_GCM al gorithm the keystream MJUST be generated in the
manner defined for the AES 256 _CMtransform The origi nator nust
perform any required header extension encryption before the AEAD
algorithmis invoked.

As with the other fields contained within the RTP header, both
encrypted and unencrypted header extensions are to be treated by the
AEAD al gorithm as Associated Data (AD). Thus, the AEAD al gorithm
does not provide any additional privacy for the header extensions,
but it does provide integrity and authentication.

8. 4. Preventi on of SRTP |V Reuse

In order to prevent |V reuse, we nmust ensure that the (ROC, SEQ SSRC)
triple is never used twice with the same master key. The follow ng
two scenarios illustrate this issue:

Count er Managenent: A rekey MJST be perfornmed to establish a new
mast er key before the (RCC SEQ pair cycles
back to its original value. Note that this
scenario inmplicitly assunes that either
(1) the outgoing RTP process is trusted to not
attenpt to repeat a (ROC, SEQ value or (2) the
encryption process ensures that both the SEQ
and ROC numbers of the packets presented to it
are always incremented in the proper fashion.
This is particularly inportant for GCM since
usi ng the sanme (ROC, SEQ val ue twice
conprom ses the authentication nechanism For
GCM the (RCC, SEQ and SSRC val ues used MJST
be generated or checked by either the SRTP
i npl ementation or a nodule (e.g., the RTP
application) that can be considered equally
trustworthy. Wile [RFC3711] allows the
detection of SSRC collisions after they
happen, SRTP using GCM with shared naster keys
MUST prevent an SSRC col l'i sion from happeni ng
even once.

SSRC Managenent : For a given master key, the set of all SSRC
val ues used with that master key nust be
partitioned into disjoint pools, one pool for
each endpoi nt using that nmaster key to
ori gi nate out bound data. Each such
ori gi nating endpoint MJST only issue SSRC
val ues fromthe pool it has been assi gned.
Further, each originating endpoint MJST
mai ntain a history of outbound SSRC
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identifiers that it has issued within the
lifetime of the current master key, and when a
new SSRC requests an SSRC identifier it

MUST NOT be given an identifier that has been
previously issued. A rekey MJST be perforned
before any of the originating endpoints using
that master key exhaust their pools of SSRC
values. Further, the identity of the entity
gi ving out SSRC val ues MJST be verified, and
the SSRC signaling MIST be integrity

pr ot ect ed.

9. AES-GCM Processing of SRTCP Compound Packets

Al'l SRTCP compound packets MJST be authenticated, but unlike SRTP
SRTCP packet encryption is optional. A sender can sel ect which
packets to encrypt and indicates this choice with a 1-bit
Encryption flag (located just before the 31-bit SRTCP index).

9.1. SRTCP |V Formation for AES-GCM

The 12-octet |V used by AES-GCM SRTCP is forned by first
concatenating 2 octets of zeroes, the 4-octet SSRC identifier,

2 octets of zeroes, a single "0" bit, and the 31-bit SRTCP i ndex.
The resulting 12-octet value is then XORed to the 12-octet salt to
formthe 12-octet |V.

0 1 2 3 4 5 6 7 8 91011
Rk Tk T TR S
| 00| 00| SSRC | 00| 00| O+SRTCP Idx]|---+
R e e ek Il SR S
B T T T g I
Encryption Salt | ->(+)
e e T it S IS SR S
R ek e R bk S S R I
| Initialization Vector | <--+
B T T T g

Figure 4: SRTCP Initialization Vector Formation
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9. 2.

U ©W U ©W U UW W U » >

. xn r

Data Types in Encrypted SRTCP Compound Packets

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| V=2| P RC | Packet Type | | ength |
i e e T o i e e e i e i e L
| synchroni zati on source (SSRC) of sender |
e o I e e ol i I T T T S S e e e e i i ol it T R R

| sender info

e e e e e e e e e e e e e e e e b e e e b e e e e e e e e e e e 4

| report block 1

i e e R ol s o i e R e e ki ol I N S o

| report block 2

e o I e e ol i I T T T S S e e e e i i ol it T R R

|+- o e e e e e e e e e e e e e e e b e e e e e e e e e e e e e e 4

| V=2| P SC | Packet Type | | ength |

R e s i e =R e e e R L s = TR

| SSRC/ CSRC_1 |

e o I e e ol i I T T T S S e e e e i i ol it T R R

| SDES itens

U S S P

L:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+

| 1] SRTCP i ndex

e o I e e ol i I T T T S S e e e e i i ol it T R R

| SRTCP MKI (optional) index

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 4
SRTCP aut hentication tag (NOT RECOMVENDED)

e L o o o e i i o SR NN R S S

Pl ai ntext (to be encrypted and aut henti cat ed)
Associ ated Data (to be authenticated only)

nei ther encrypted nor authenticated, added after
encryption

>0
[T

Figure 5: AEAD SRTCP | nputs Wen Encryption Flag = 1
(The fields are defined in RFC 3550.)
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When the Encryption flag is set to 1, the SRTCP packet is broken into
Pl ai ntext, Associated Data, and Raw (untouched) Data (as shown above
in Figure 5):

Associ ated Data: The packet version V (2 bits), padding flag P
(1 bit), reception report count RC (5 bits),
Packet Type (8 bits), length (2 octets), SSRC
(4 octets), Encryption flag (1 bit), and SRTCP
i ndex (31 bits).

Raw Dat a: The optional variable-length SRTCP MKI and SRTCP
aut hentication tag (whose use is
NOT RECOMMVENDED) .

Pl ai nt ext: Al'l ot her data.

Note that the Plaintext cones in one contiguous field. Since the
AEAD ci pher is larger than the Plaintext by exactly the Iength of the
AEAD aut hentication tag, the correspondi ng SRTCP-encrypted packet
replaces the Plaintext field with a slightly larger field containing
the cipher. Even if the Plaintext field is enpty, AEAD encryption
must still be perforned, with the resulting cipher consisting solely
of the authentication tag. This tag is to be placed i medi ately
before the Encryption flag and SRTCP i ndex.
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9. 3.

T X rxr r » x > > » > » > >

Data Types in Unencrypted SRTCP Conpound Packets

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| V=2| P RC | Packet Type | | ength |
i e e T o i e e e i e i e L
| synchroni zati on source (SSRC) of sender |
e o I e e ol i I T T T S S e e e e i i ol it T R R

| sender info

e e e e e e e e e e e e e e e e b e e e b e e e e e e e e e e e 4
| report block 1

i e e R ol s o i e R e e ki ol I N S o
| report block 2

e o I e e ol i I T T T S S e e e e i i ol it T R R
|+- o e e e e e e e e e e e e e e e b e e e e e e e e e e e e e e 4
| V=2| P SC | Packet Type | | ength |
R e s i e =R e e e R L s = TR
| SSRC/ CSRC_1 |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| SDES itens
U S S P
L:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+
| O] SRTCP i ndex

e o I e e ol i I T T T S S e e e e i i ol it T R R
| SRTCP MKI (optional) index

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 4

aut hentication tag (NOT RECOMVENDED)
R i T i e i i S e S S e S

Associ ated Data (to be authenticated only)
neither encrypted nor authenticated, added after
encryption

A
R

Figure 6: AEAD SRTCP | nputs Wen Encryption Flag = 0
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9. 4.

10.

When the Encryption flag is set to 0, the SRTCP conpound packet is
broken into Pl aintext, Associated Data, and Raw (untouched) Data, as
follows (see Figure 6):

Pl ai nt ext : None.

Raw Dat a: The variabl e-1ength optional SRTCP MKI and SRTCP
aut hentication tag (whose use is
NOT RECOMVENDED) .

Associ ated Data: Al |l other data.

Even though there is no ciphertext in this RTCP packet, AEAD
encryption returns a cipher field that is precisely the length of the
AEAD aut hentication tag. This cipher is to be placed before the
Encryption flag and the SRTCP index in the authenticated SRTCP
packet .

Preventi on of SRTCP |V Reuse

A new master key MJST be established before the 31-bit SRTCP i ndex
cycles back to its original value. ldeally, a rekey should be
performed and a new naster key put in place well before the SRTCP
i ndex cycles back to the starting val ue.

The comrents on SSRC managenent in Section 8.4 al so apply.
Constraints on AEAD for SRTP and SRTCP

I n general, any AEAD al gorithm can accept inputs with varying

| engt hs, but each algorithmcan accept only a limted range of

Il engths for a specific parameter. |In this section, we describe the
constraints on the parameter |engths that any AEAD al gorithm nust
support to be used in AEAD-SRTP. Additionally, we specify a conplete
paraneter set for one specific famly of AEAD al gorithns, nanely

AES- GCM
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Al'l AEAD al gorithns used with SRTP/ SRTCP MJST satisfy the five
constraints |listed bel ow

Par anet er Meani ng Val ue
A _MAX maxi mum Associ at ed MUST be at |east 12 octets.
Data | ength
NMN m ni mum nonce (1V) MJST be 12 octets.
| ength
N_MAX maxi mum nonce (1V) MJUST be 12 octets.
| ength
P_MAX maxi mum Pl ai nt ext GCM MUIST be <= 2736 - 32 octets.

| ength per invocation

C_MAX maxi mum ci phert ext GCM MJIST be <= 2736 - 16 octets.
| ength per invocation

For the sake of clarity, we specify three additional paraneters:
AEAD aut hentication tag | ength MUST be 16 octets

Maxi mum nunber of invocations SRTP: MJST be at nost 2748
for a given instantiation SRTCP: MJUST be at mpst 2731

Bl ock Counter size GCM MUST be 32 bits

The reader is reninded that the ciphertext is longer than the
Pl ai ntext by exactly the I ength of the AEAD authentication tag.

11. Key Derivation Functions

A Key Derivation Function (KDF) is used to derive all of the required
encryption and authentication keys froma secret value shared by the
endpoi nts. The AEAD AES 128 GCM al gorithm MJUST use the (128-bit)

AES CM PRF KDF described in [RFC3711]. AEAD AES 256_GCM MJST use the
AES 256_CM PRF KDF described in [ RFC6188].
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12.
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Sunmary of AES-GCM in SRTP/ SRTCP

For conveni ence,

AES- GCM f or SRTP

Decenber 2015

much of the informati on about the use of the AES- GCM

famly of algorithms in SRTP is collected in the tables contained in

t hi

s section.

The AES-GCM family of AEAD algorithms is built around the AES bl ock

ci pher al gorithm
Message Aut hentication Code (GVAC) for authentication.
description of the AES-GCM fam |y can be found in [ RFC5116].

AES- GCM uses AES-CM for encryption and Gal oi s

A detail ed
The

foll owi ng menbers of the AES-GCM fanily nay be used with SRTP/ SRTCP:

Name Key Size
AEAD _AES 128_GCM 16 octets
AEAD_AES 256_GCM 32 octets

AEAD Tag Si ze Ref er ence
16 octets [ RFC5116]
16 octets [ RFC5116]

Tabl e 1. AES-GCM Al gorithnms for SRTP/ SRTCP

Any i npl ementation of AES- GCM SRTP MJST support both AEAD AES 128 GCM

and AEAD AES 256_GCM

these two GCM al gorit hns:

Mast er key | ength

Master salt length

Key Derivation Function

Maxi mum key lifetime (SRTP)
Maxi mum key lifetinme (SRTCP)

C pher (for SRTP and SRTCP)
AEAD aut hentication tag | ength

Bel ow, we summari ze parameters associated with

128 bits |
96 bits |
AES CM PRF [ RFC3711] |
2748 packets |
27"31 packets |
AEAD AES 128 GCM |
128 bits |

Tabl e 2: The AEAD AES 128 GCM Crypto Suite

St andards Track
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13.

13.

1.

Fo oo e +
| Parameter | Val ue |
o e e e e e e e e e e e o m o o e e e e e e e e e o +
Mast er key |l ength 256 bits
Master salt length 96 hits

| | |
| Key Derivation Function | AES 256 CM PRF [ RFC6188] |
| Maximum key lifetine (SRTP) | 2748 packets |
| Maxi mum key lifetinme (SRTCP) | 2731 packets |
| Cipher (for SRTP and SRTCP) | AEAD_AES 256_GCM |
| AEAD authentication tag length | 128 bits |

Tabl e 3: The AEAD AES 256_CCM Crypto Suite
Security Considerations

Handl i ng of Security-Critical Paraneters

As with any security process, the inplenmenter nmust take care to
ensure that cryptographically sensitive paranmeters are properly

handl ed. Many of these recomendati ons hold for all SRTP
cryptographic algorithns, but we include themhere to enphasize their
i mportance.

If the master salt is to be kept secret, it MJST be properly erased
when no | onger needed.

The secret master key and all keys derived fromit MJIST be kept
secret. Al keys MJST be properly erased when no | onger needed.

At the start of each packet, the Block Counter MJUST be reset to 1.
The Bl ock Counter is incremented after each bl ock key has been
produced, but it MJST NOT be allowed to exceed 27232 - 1 for GCM
Not e that even though the Bl ock Counter is reset at the start of
each packet, |V uniqueness is ensured by the inclusion of
SSRC/ ROC/ SEQ or the SRTCP index in the IV. (The reader is rem nded
that the first block of key produced is reserved for use in

aut henticating the packet and is not used to encrypt Plaintext.)

Each tinme a rekey occurs, the initial values of both the 31-bit
SRTCP index and the 48-bit SRTP packet index (ROC||SEQ MJIST be
saved in order to prevent |V reuse.

Processi ng MJUST cease if either the 31-bit SRTCP index or the
48-bit SRTP packet index (ROC| | SEQ cycles back to its initia

val ue. Processing MJUST NOT resune until a new SRTP/ SRTCP session
has been established using a new SRTP nmaster key. |Ildeally, a rekey
shoul d be done well before any of these counters cycle.
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13.

14.

14.

2. Size of the Authentication Tag

We require that the AEAD authentication tag be 16 octets, in order to
effectively elimnate the risk of an adversary successfully

i ntroduci ng fraudul ent data. Though other protocols nmay allow the
use of truncated authentication tags, the consensus of the authors
and the working group is that risks associated with using truncated
AES-GCM tags are deened too high to allow the use of truncated

aut henti cation tags in SRTP/ SRTCP.

| ANA Consi der ati ons
1. SDES

"Session Description Protocol (SDP) Security Descriptions for Media
Streans" [ RFC4568] defines SRTP "crypto suites". A crypto suite
corresponds to a particular AEAD algorithmin SRTP. In order to

all ow security descriptions to signal the use of the algorithns
defined in this docunment, | ANA has registered the follow ng crypto
suites in the "SRTP Crypto Suite Registrations" subregistry of the
"Session Description Protocol (SDP) Security Descriptions” registry.
The ABNF [ RFC5234] syntax is as foll ows:

srtp-crypto-suite-ext = "AEAD AES 128 GCM' /
" AEAD_AES 256_GCM' /
srtp-crypto-suite-ext
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14.

2. DILS- SRTP

DTLS- SRTP [ RFC5764] defines DILS- SRTP "SRTP protection profiles”.
These profiles also correspond to the use of an AEAD algorithmin
SRTP. In order to allow the use of the algorithns defined in this
docunment in DTLS-SRTP, | ANA has registered the foll owi ng SRTP
protection profiles:

SRTP_AEAD AES 128 GCM
SRTP_AEAD_AES_256_GCM

{0x00, 0x07}
{0x00, 0x08}

Bel ow, we |list the SRTP transform paraneters for each of these
protection profiles. Unless separate paraneters for SRTP and SRTCP
are explicitly listed, these paraneters apply to both SRTP and SRTCP

SRTP_AEAD AES_128_GCM

ci pher: AES 128 GCM

ci pher _key_I engt h: 128 bits

ci pher_salt _| ength: 96 bits

aead_auth_tag | ength: 16 octets

aut h_functi on: NULL

aut h_key | engt h: N A

auth_tag | ength: N A

maxi mum |ifetine: at nost 2731 SRTCP packets and

at nost 2748 SRTP packets

SRTP_AEAD AES_256_GCM

ci pher: AES 256 _GCM

ci pher _key | ength: 256 bits

ci pher_salt _| ength: 96 bits

aead_auth_tag | ength: 16 octets

auth_functi on: NULL

aut h_key_| engt h: N A

auth_tag | ength: N A

maxi mum |ifetine: at nost 2731 SRTCP packets and

at nost 2748 SRTP packets

Note that these SRTP protection profiles do not specify an
auth_function, auth_key length, or auth_tag_l ength, because all

of these profiles use AEAD al gorithns and thus do not use a
separate auth _function, auth key, or auth tag. The term

"aead auth tag length" is used to enphasize that this refers to

the authentication tag provided by the AEAD al gorithm and t hat

this tag is not located in the authentication tag field provided by
SRTP/ SRTCP
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14.

15.

3. MKEY

In accordance with "M KEY: Miltinmedia Internet KEYing" [RFC3830],

I ANA nmai ntai ns several subregistries under "Miltinedia |Internet
KEYi ng (M KEY) Payl oad Nanme Spaces". Per this docunent, additions
have been nmade to two of the M KEY subregistries.

In the "M KEY Security Protocol Paraneters" subregistry, the
foll owi ng has been added:

Type | Meaning | Possi bl e Val ues

20 | AEAD authentication tag length | 16 octets

This list is, of course, intended for use with GCCM It is
concei vabl e that new AEAD al gorithns introduced at sone point in the
future may require a different set of authentication tag |engths.

In the "Encryption algorithm (Value 0)" subregistry (derived from
Table 6.10.1.b of [RFC3830]), the follow ng has been added:

SRTP Encr. | Value | Default Session | Default Auth.
Al gorithm | | Encr. Key Length | Tag Length
AES- GCM | 6 | 16 octets | 16 octets

The encryption algorithm session encryption key |ength, and AEAD
aut hentication tag sizes received fromMKEY fully determ ne the AEAD
algorithmto be used. The exact mapping is described in Section 15.

Parameters for Use with M KEY

M KEY specifies the algorithmfam |y separately fromthe key | ength
(which is specified by the Session Encryption key |length) and the
authentication tag length (specified by the AEAD authentication tag
| engt h).

S e e +
| Encryption | Encryption | AEAD Auth. |
| Algorithm | Key Length | Tag Length |
=4 —————————————+d4—————————————+

AEAD_AES 128 _GCM | AES-GCM | 16 octets | 16 octets |
R LT T T +

AEAD AES 256_GCM | AES-GCM | 32 octets | 16 octets |
[ oo ey ety oo e pug

Tabl e 4: Mapping M KEY Paraneters to AEAD Al gorithns
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16.

Section 11 of this docunent restricts the choice of KDF for AEAD
algorithms. To enforce this restriction in MKEY, we require that
the SRTP Pseudorandom Function (PRF) has val ue AES-CM whenever an
AEAD algorithmis used. Note that, according to Section 6.10.1 of

[ RFC3830], the input key length of the KDF (i.e., the SRTP nmaster key
I ength) is always equal to the session encryption key length. This
means, for exanple, that AEAD AES 256 _GCM wi I | use AES 256 _CM PRF as
t he KDF.

Some RTP Test Vectors
The exanmples in this section are all based upon the sanme RTP packet

8040f 17b 8041f 8d3 5501a0b2 47616c6C
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573

consisting of a 12-octet header (8040f17b 8041f8d3 5501a0b2) and a
38-octet payload (47616c6¢c 69612065 7374206f 6d6e6973 20646976
69736120 6962070 61727465 73207472 6573), which is just the ASCl |

string "Gallia est ommis divisa in partes tres". The salt used
(51756964 2070726f 2071756f) conmes fromthe ASCI| string "Quid pro
quo". The 16-octet (128-bit) key is 00 01 02 ... Of, and the
32-octet (256-bit) key is 00 01 02 ... 1f. At the tine this docunent

was witten, the RTP payl oad type (1000000 binary = 64 decimal) was
an unassi gned val ue.

As shown in Section 8.1, the IVis fornmed by XORi ng two 12-octet
values. The first 12-octet value is formed by concatenating two

zero octets, the 4-octet SSRC (found in the ninth through 12th octets
of the packet), the 4-octet rollover counter (ROC) maintai ned at each
end of the link, and the 2-octet sequence number (SEQ (found in the
third and fourth octets of the packet). The second 12-octet value is
the salt, a value that is held constant at |least until the key is
changed.

| Pad | SSRC | ROC | SEQ|
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt 51 75 69 64 20 70 72 6f 20 71 75 6f

IV 5175 3c 65 80 c2 72 6f 20 71 84 14

Al of the RTP exanples use this IV.
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SRTP AEAD AES 128 GCM

8040f 17b 8041f 8d3
69612065 7374206f
69736120 696e2070

SRTP AEAD AES_128_ GCM Encrypti on

Encrypting the followi ng packet:

5501a0b2 47616c6C
6d6e6973 20646976
61727465 73207472

Decenber 2015

6573

Formthe |V

| Pad | SSRC ROC | SEQ |
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt: 51 75 69 64 20 70 72 6f 20 71 75 6f

I'V: 51 75 3c 65 80 c2 72 6f 20 71 84 14

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
AAD: 8040f 17b 8041f 8d3 5501a0b2
PT: 47616c6c 69612065 7374206f 6d6e6973
20646976 69736120 696e2070 61727465
73207472 6573
I'V: 51 75 3c 65 80 c2 72 6f 20 71 84 14
H. c6al13b37878f 5b826f 4f 8162a1c8d879

Encrypt the Pl aintext
block # O

V]| bl k_cntr:

key bl ock:

pl ai n_bl ock:

ci pher _bl ock:
block # 1

V]| blk_cntr:

key bl ock:

pl ai n_bl ock:

ci pher _bl ock:
bl ock # 2

V]| blk _cntr:

key_bl ock:

pl ai n_bl ock:

ci pher _bl ock:

51753c6580c2726f 2071841400000002

b5 2c 8f cf 92 55 fe 09 df ce a6 73 f0O 10 22 b9
47 61 6¢c 6C 69 61 20 65 73 74 20 6f 6d 6 69 73
f2 4d e3 a3 fb 34 de 6¢c ac ba 86 1c 9d 7e 4b ca

51753c6580c2726f 2071841400000003

9e 07 52 a3 64 5a 2f 4f 2b cb d4 Oa 30 b5 a5 fe
20 64 69 76 69 73 61 20 69 6e 20 70 61 72 74 65
be 63 3b d5 0d 29 4e 6f 42 a5 f4 7a 51 c¢7 dl1 9b

51753¢c6580c2726f 2071841400000004

45 fe 4e ad ed 40 Oa 5d 1a f3 63 f9 Oc el 49 3b
73 20 74 72 65 73

36 de 3a df 88 33

C pher before tag appended
f 24de3a3 fb34de6c acba86lc 9d7edbca
be633bd5 0d294e6f 42a5f47a 51c7d19b
36de3adf 8833
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Conpute the GVAC t

Process the AAD
AAD wor d:
partial hash:

Process the ciph
ci pher word:
partial hash:
ci pher word:
partial hash:
ci pher word:
partial hash:

Process the | eng
| engt h word:
partial hash:

AES- GCM f or SRTP

ag

8040f 17b8041f 8d35501a0b200000000
bcf b3d1d0e6e3e78bad45403377dballb

er
f 24de3a3f b34de6bcachba861c9d7e4dbca
OebcOabelb15b32f edd2b07888clef 61
be633bd50d294e6f 42a5f 47a51c7d19b
438e5797011ea860585709a2899f 4685
36de3adf 883300000000000000000000
336f b643310d7bac2aeaa76247f 6036d

th word
00000000000000600000000000000130
1b964067078c408c4e442a8f 015e5264

Turn GHASH i nto GVAC
GHASH: 1b 96 40 67 07 8c 40 8c 4e 44 2a 8f 01 5e 52 64

KO: 92 Ob 3f 40 b9 3d 2a 1d 1c 8b 5¢c dl1 e5 67 5e aa

full GVAC. 89 9d 7f 27 be bl 6a 91 52 cf 76 5e e4 39 Oc ce

Ci pher with tag
f 24de3a3 fb34
be633bd5 0d29
36de3adf 8833
765ee439 Occe

Encrypted and tagg
8040f 17b 8041

de6c achba86lc 9d7e4dbca
4e6f 42ab5f47a 51c7d19b
899d 7f 27bebl 6a9152cf

ed packet:
f8d3 5501a0b2 f24de3a3

f b34de6c acba861lc 9d7e4bca be633bd5

0d294e6f 42ab
8833899d 7f 27
Occe

MG ew & | goe
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16.1.2. SRTP AEAD AES 128_GCM Decryption
Decrypting the foll owi ng packet:

8040f 17b 8041f8d3 5501a0b2 f24de3a3
f b34de6c acbha86lc 9d7edbca be633bd5
0d294e6f 42abf47a 51c7d19b 36de3adf
8833899d 7f 27bebl 6a9152cf 765ee439
Occe

Formthe 1V
| Pad | SSRC | ROC | SEQ |
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt: 51 75 69 64 20 70 72 6f 20 71 75 of
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
AAD: 8040f 17b 8041f 8d3 5501a0b2

CT: f24de3a3 fb34de6c acha86lc 9d7edbca

be633bd5 0d294e6f 42a5f47a 51c7d19b

36de3adf 8833899d 7f27bebl 6a9152cf

765ee439 Occe
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14

H c6al3b37878f 5b826f 4f 8162a1¢c8d879

Verify the received tag
89 9d 7f 27 be bl 6a 91 52 cf 76 5e e4 39 Oc ce

Process the AAD
AAD wor d: 8040f 17b8041f 8d35501a0b200000000
partial hash: bcfb3d1dOe6e3e78ba45403377dballb

Process the cipher
ci pher word: f24de3a3fb34de6cacha861lc9d7edbca
partial hash: 0OebcOabelbl15b32f edd2b07888clef 61
ci pher word: be633bd50d294e6f 42a5f 47a51c7d19b
partial hash: 438e5797011ea860585709a2899f 4685
ci pher word: 36de3adf 883300000000000000000000
partial hash: 336fb643310d7bac2aeaa76247f 6036d

Process the length word

I ength word: 00000000000000600000000000000130
partial hash: 1b964067078c408c4e442a8f 015e5264
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Turn GHASH i nto GVAC
GHASH: 1b 96 40 67 07 8c 40 8c 4e 44 2a 8f 01 5e 52 64
KO: 92 Ob 3f 40 b9 3d 2a 1d 1c 8b 5¢c dl1 e5 67 5e aa
full GVAC. 89 9d 7f 27 be bl 6a 91 52 cf 76 5e e4 39 Oc ce

Recei ved tag = 899d7f 27 bebl6a91 52cf 765e e4390cce
Conput ed tag = 899d7f 27 bebl16a91 52cf 765e e4390cce
Recei ved tag verified.

Decrypt the cipher
block # O
I'V]|blk_cntr: 51753c6580c2726f 2071841400000002
key_bl ock: b5 2c 8f cf 92 55 fe 09 df ce a6 73 fO 10 22 b9
ci pher_block: f2 4d e3 a3 fb 34 de 6¢c ac ba 86 1c 9d 7e 4b ca
pl ai n_bl ock: 47 61 6¢c 6¢c 69 61 20 65 73 74 20 6f 6d 6e 69 73
bl ock # 1
I'V]|blk_cntr: 51753c6580c2726f 2071841400000003
key_bl ock: 9e 07 52 a3 64 5a 2f 4f 2b cb d4 0a 30 b5 a5 fe
ci pher _bl ock: be 63 3b d5 0d 29 4e 6f 42 a5 f4 7a 51 c7 d1 9b
pl ai n_bl ock: 20 64 69 76 69 73 61 20 69 6e 20 70 61 72 74 65
bl ock # 2
I'V]|blk_cntr: 51753c6580c2726f 2071841400000004
key bl ock: 45 fe 4e ad ed 40 Oa 5d 1a f3 63 f9 Oc el 49 3b
ci pher _bl ock: 36 de 3a df 88 33
pl ai n_bl ock: 73 20 74 72 65 73

Verified and tagged packet:
47616c6c 69612065 7374206f 6d6€6973
20646976 69736120 696e2070 61727465
73207472 6573
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16.1.3. SRTP AEAD AES 128_GCM Aut henti cati on Taggi ng
Taggi ng the foll owi ng packet:

8040f 17b 8041f 8d3 5501a0b2 47616c6C
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573

Formthe 1V
| Pad | SSRC | ROC | SEQ |
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt: 51 75 69 64 20 70 72 6f 20 71 75 6f
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
AAD: 8040f 17b 8041f 8d3 5501a0b2 47616c6¢C
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14
H: c6al13b37878f 5b826f 4f 8162a1c8d879

Conpute the GVAC t ag

Process the AAD
AAD wor d: 8040f 17b8041f 8d35501a0b247616¢c6¢C
partial hash: 79f41fea34a474a77609d8925e9f 2b22
AAD word: 696120657374206f 6d6e697320646976
partial hash: 84093a2f 85abf17ab37d3ce2f 706138f
AAD word: 69736120696e20706172746573207472
partial hash: ab2760f ee24e6dec754739d8059cd144
AAD wor d: 65730000000000000000000000000000
partial hash: e84f3c55d287fc561c41d09a8aadadbe

Process the length word
I ength word: 00000000000001900000000000000000
partial hash: b04200c26b81c98af 55cc2eaf ccdlcbc

Turn GHASH i nto GVAC
GHASH: b0 42 00 c2 6b 81 c9 8a f5 5¢c c2 ea fc cd 1c bc
KO: 92 0Ob 3f 40 b9 3d 2a 1d 1c 8b 5c d1 e5 67 5e aa
full GVAC. 22 49 3f 82 d2 bc e3 97 e9 d7 9e 3b 19 aa 42 16

Ci pher with tag
22493f 82 d2bce397 e9d79e3b 19aa4216
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Tagged packet:

AES- GCM f or SRTP

8040f 17b 8041f 8d3 5501a0b2
69612065 7374206f 6d6e6973
69736120 696e2070 61727465
65732249 3f82d2bc e397e9d7

4216

16.1. 4. SRTP AEAD_AES 128_GCM Tag

Verifying the

8040f 17b
69612065
69736120
65732249
4216

Formthe |V
| Pad |
00 00
salt: 51 75
IV: 51 75

Key: 00 01 02
AAD: 8040f 17b
69612065
69736120
6573

22493f 82
51 75 3c

<9

Verify the received tag

fol | owi ng packet:

8041f 8d3
7374206f
696e2070
3f 82d2bc

SSRC
55 01 a0
69 64 20
3c 65 80

03 04 05
8041f 8d3
7374206f
696e2070

d2bce397
65 80 c2

5501a0b2
6d6e6973
61727465
e397e9d7

47616¢c6¢C
20646976
73207472
9e3bl9aa

Verification

47616¢c6¢C
20646976
73207472
9e3bl9aa

ROC | SEQ |

b2 00 00
70 72 6f
c2 72 6f

06 07 08
5501a0b2
6d6e6973
61727465

e9d79e3b
72 6f 20

00 00 f1 7b
20 71 75 6f
20 71 84 14

09 Oa Ob Oc 0d 0Oe Of
47616¢c6¢C
20646976
73207472

19aa4216
71 84 14

€c6a13b37878f 5b826f 4f 8162a1c8d879

22 49 3f 82 d2 bc e3 97 €9 d7 9e 3b 19 aa 42 16

Process the

AAD wor d:
partial hash:
AAD wor d:
partial hash:
AAD wor d:
partial hash:
AAD wor d:
partial hash:

AAD

Process the length word
| ength word: 00000000000001900000000000000000

partial hash:

MG ew & | goe

8040f 17b8041f 8d35501a0b247616c6¢C
79f 41f ea34a474a77609d8925e9f 2b22
696120657374206f 6d6e697320646976
84093a2f 85abf 17ab37d3ce2f 706138f
69736120696e20706172746573207472
ab2760f ee24e6dec754739d8059¢cd144
65730000000000000000000000000000
e84f 3c¢55d287f c561c41d09a8aadadbe

b04200c26b81c98af 55cc2eaf ccdlchc
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Turn GHASH i nto GVAC
GHASH: b0 42 00 c2 6b 81 c9 8a f5 5¢c c2 ea fc cd 1c bc
KO: 92 0Ob 3f 40 b9 3d 2a 1d 1c 8b 5c dl1 e5 67 5e aa
full GVAC. 22 49 3f 82 d2 bc e3 97 e9 d7 9e 3b 19 aa 42 16

Recei ved tag = 22493f82 d2bce397 e9d79e3b 19aa4216
Conputed tag = 22493f82 d2bce397 e9d79e3b 19aa4216
Recei ved tag verified.

16.2. SRTP AEAD_AES 256_GCM
16.2.1. SRTP AEAD AES 256 GCM Encryption
Encrypting the foll ow ng packet:

8040f 17b 8041f 8d3 5501a0b2 47616c6¢
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573

Formthe IV
| Pad | SSRC | ROC | SEQ |
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt: 51 75 69 64 20 70 72 6f 20 71 75 of
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1if
AAD: 8040f 17b 8041f 8d3 5501a0b2
PT: 47616c6c 69612065 7374206f 6d6e6973
20646976 69736120 6962070 61727465
73207472 6573
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14
H: f29000b62a499f d0a9f 39a6add2e7780
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AES- GCM f or SRTP

Encrypt the Pl aintext

block # O

V]| blk_cntr:
key bl ock:
pl ai n_bl ock:

51753c6580c2726f 2071841400000002
75 d0 b2 14 c1 43 de 77 9c eb 58
47 61 6¢C 6C 69 61 20 65 73 74 20

95
6f

5e
6d

40
6e

5a
69

Decenber 2015

do
73

ci pher_block: 32 bl de 78 a8 22 fe 12 ef 9f 78 fa 33 2e 33 aa
block # 1

V]| blk _cntr:

key_bl ock:

pl ai n_bl ock:

ci pher _bl ock:
bl ock # 2

V]| bl k_cntr:

key_ bl ock:

pl ai n_bl ock:

ci pher _bl ock:

51753¢c6580c2726f 2071841400000003
91 e4 7b 4e f3 2b 83 d3 dc 65 Oa
20 64 69 76 69 73 61 20 69 6e 20
bl 80 12 38 9a 58 e2 f3 b5 Ob 2a

8d
72
ff

da
74
ae

72
70
02

17
61
76

6a
65
of

51753c6580c2726f 2071841400000004
68 86 43 eb dd 08 07 98 16 3a 16
73 20 74 72 65 73
1b a6 37 99 b8 7b

d5 e5 04 f6 3a

C pher before tag appended
32b1de78 aB822fel2 ef 9f 78f a 332e33aa
b1801238 9a58e2f 3 b50b2a02 76f f aeOf
1ba63799 b87b

Conpute the GVAC tag

Process the AAD
AAD wor d: 8040f 17b8041f 8d35501a0b200000000
partial hash: 0154dcb75485b71880e1957c877351bd

Process the cipher
ci pher word: 32blde78a822f el2ef 9f 78f a332e33aa
partial hash: c¢3f07db9a8b9chb4345eb07f 793d322d2
ci pher word: b18012389a58e2f 3b50b2a0276f f aeOf
partial hash: 6dle66fe32eb32ecd8906ceab09db996
ci pher word: 1ba63799b87b00000000000000000000
partial hash: b3dld2f 1f a3b366619bc42cd2eedaf ee

Process the length word
I ength word: 00000000000000600000000000000130
partial hash: 7debf5falfac3bd318d5ela7ee401091

Turn GHASH i nto GVAC
GHASH: 7d eb f5 fa 1f ac 3b d3 18 d5 el a7 ee 40 10 91
KO: 07 48 2e cc c0O 53 ed 63 el 6e 99 df 39 e7 7c 82

full GVAC: 7a a3 db 36 df ff d6 b0 f9 bb 78 78 d7 a7 6¢ 13
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AES- GCM f or SRTP

Ci pher with tag

32b1de78
b1801238
1ba63799
7878d7a7

Encrypted and
8040f 17b
a822f el2
9a58e2f 3
b87b7aa3
6¢cl13

a822f el2 ef 9f 78f a 332e33aa

9a58e2f 3 b50b2a02
b87b7aa3 db36df f f
6¢cl13

t agged packet:

8041f 8d3 5501a0b2
ef 9f 78f a 332e33aa
b50b2a02 76f f aeOf
db36df f f d6b0Of 9bb

76f f aeOf
d6b0f 9bb

32b1de78
b1801238
1ba63799
7878d7a7

16.2.2. SRTP AEAD_AES 256_GCCM Decryption

Decrypting the foll owi ng packet:

8040f 17b
a822f el2
9a58e2f 3
b87b7aa3
6cl13

Formthe |V
| Pad |

00 00 55

salt: 51 75
IV: 51 75

Key: 00 01 02
10 11 12

AAD: 8040f 17b
CT: 32blde78
b1801238
1ba63799
7878d7a7

IV: 51 75 3c

8041f 8d3 5501a0b2
ef 9f 78f a 332e33aa
b50b2a02 76f f aeOf
db36dfff d6bOf 9bb

1 a0 b2 00 00
69 64 20 70 72 6f
3c 65 80 c2 72 6f

03 04 05 06 07 08
13 14 15 16 17 18
8041f 8d3 5501a0b2
a822fel2 ef 9f 78f a
9a58e2f 3 b50b2a02
b87b7aa3 db36dfff
6¢cl13

65 80 c2 72 6f 20

32b1de78
b1801238
1ba63799
7878d7a7

SSRC | ROC | SEQ |
0

00 00 f1
20 71 75
20 71 84

09 Oa Ob
19 la 1b

332e33aa
76f f aeOf
d6b0f 9bb

71 84 14

H: f29000b62a499f d0a9f 39a6add2e7780

Verify the received tag
7a a3 db 36 df ff d6 b0 f9 bb 78 78 d7 a7 6¢ 13

Process the AAD
AAD wor d: 8040f 17b8041f 8d35501a0b200000000
partial hash: 0154dcb75485b71880e1957c877351bd

MG ew & | goe
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AES- GCM f or SRTP

Process the cipher

wor d:
hash:
wor d:
hash:
wor d:
hash:

ci pher
parti al
ci pher
parti al
ci pher
parti al

32b1de78a822f el2ef 9f 78f a332e33aa
c3f 07db9a8b9chb4345eb07f 793d322d2
b18012389a58e2f 3b50b2a0276f f aeOf
6d1e66f e32eb32ecd8906ceab09db996
1ba63799b87b00000000000000000000
b3d1d2f 1f a3b366619bc42cd2eedaf ee

Process the length word

| engt h word:
partial hash:

00000000000000600000000000000130
7debf 5f alf ac3bd318d5ela7ee401091

Turn GHASH i nto GVAC
7d eb f5 fa 1f ac 3b d3 18 d5 el a7 ee
07 48 2e cc c0 53 ed 63 el 6e 99 df 39
7a a3 db 36 df ff d6 b0 f9 bb 78 78 d7

GHASH:
KO:
full GVAC

Recei ved tag

Decrypt the cipher

bl ock # O
V]| bl k_cntr:
key_bl ock:
ci pher _bl ock:
pl ai n_bl ock:

bl ock # 1
V|| blk _cntr:
key_bl ock:
ci pher _bl ock:
pl ai n_bl ock:

bl ock # 2
V]| bl k_cntr:
key bl ock:
ci pher _bl ock:
pl ai n_bl ock:

= 7aa3db36 dfffd6b0 f9bb7878 d7a76c13
Conputed tag = 7aa3db36 df ffd6b0 f9bb7878 d7a76c13
Recei ved tag verified.

51753¢c6580c2726f 2071841400000002
75 d0 b2 14 c1 43 de 77 9c eb 58
32 bl de 78 a8 22 fe 12 ef 9f 78
47 61 6C 6C 69 61 20 65 73 74 20

51753¢c6580c2726f 2071841400000003
91 e4 7b 4e f3 2b 83 d3 dc 65 Oa
bl 80 12 38 9a 58 e2 f3 b5 0Ob 2a
20 64 69 76 69 73 61 20 69 6e 20

51753c6580c2726f 2071841400000004
68 86 43 eb dd 08 07 98 16 3a 16
1b a6 37 99 b8 7b
73 20 74 72 65 73

Verified and tagged packet:
47616c6c 69612065 7374206f 6d6€6973
20646976 69736120 696e2070 61727465

73207472 6573

MG ew & | goe
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16.2.3. SRTP AEAD AES 256_CCM Aut henti cati on Taggi ng
Taggi ng the foll owi ng packet:

8040f 17b 8041f 8d3 5501a0b2 47616c6C
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573

Formthe 1V
| Pad | SSRC | ROC | SEQ |
00 00 55 01 a0 b2 00 00 00 00 f1 7b
salt: 51 75 69 64 20 70 72 6f 20 71 75 6f
IV: 51 75 3c 65 80 c2 72 6f 20 71 84 14

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1if
AAD: 8040f 17b 8041f 8d3 5501al0b2 47616c6cC
69612065 7374206f 6d6e6973 20646976
69736120 696e2070 61727465 73207472
6573
I'V: 51 75 3c 65 80 c2 72 6f 20 71 84 14
H: f29000b62a499f d0a9f 39a6add2e7780

Conpute the GVAC t ag

Process the AAD
AAD wor d: 8040f 17b8041f 8d35501a0b247616¢c6¢C
partial hash: c059753e6763791762ca630d8ef 97714
AAD word: 696120657374206f 6d6e697320646976
partial hash: a4e3401e712900dc4f 1d2303bc4b2675
AAD wor d: 69736120696e€20706172746573207472
partial hash: 1c8claf 883de0d67878f 379a19c65987
AAD wor d: 65730000000000000000000000000000
partial hash: 95846278laa8e8f eacce6d93b54472ac

Process the length word
| ength word: 00000000000001900000000000000000
partial hash: af2efb5dcfdb9900e7127721f db56956

Turn GHASH i nto GVAC
GHASH: af 2e fb 5d cf db 99 00 e7 12 77 21 fd b5 69 56
KO: 07 48 2e cc c0O 53 ed 63 el 6e 99 df 39 e7 7c 82
full GVAC. a8 66 d5 91 Of 88 74 63 06 7c ee fe c4 52 15 d4

Ci pher with tag
a866d591 0f 887463 067ceefe c45215d4
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Tagged packet:

AES- GCM f or SRTP

8040f 17b 8041f 8d3 5501a0b2
69612065 7374206f 6d6e6973
69736120 696e2070 61727465
6573a866 d5910f 88 7463067c

15d4

16.2. 4. SRTP AEAD_AES 256_GCM Tag

Verifying the

8040f 17b
69612065
69736120
6573a866
15d4

Formthe |V
| Pad |
00 00
salt: 51 75
IV: 51 75

Key: 00 01 02
10 11 12
AAD: 8040f 17b
69612065
69736120
6573
a866d591
51 75 3c

<9

Verify the received tag

fol | owi ng packet:

8041f 8d3
7374206f
696e2070
d5910f 88

55
69
3c

03
13

SSRC
01 a0
64 20
65 80

04 05
14 15

8041f 8d3
7374206f
696e2070

0f 887463

65

80 c2

5501a0b2
6d6e6973
61727465
7463067c

47616¢c6¢C
20646976
73207472
eef ec452

Verification

47616¢c6¢C
20646976
73207472
eef ec4b52

| ROC | SEQ |

b2 00 00
70 72 6f
c2 72 6f

06 07 08
16 17 18
5501a0b2
6d6e6973
61727465

067ceefe
72 6f 20

00 00 f1
20 71 75
20 71 84

09 Oa Ob
19 1a 1b
47616¢c6¢C
20646976
73207472

c45215d4
71 84 14

f 29000b62a499f dOa9f 39a6add2e7780

7b
6f
14

Oc 0d Oe Of
1c 1d 1le 1f

a8 66 d5 91 Of 88 74 63 06 7c ee fe c4 52 15 d4

Process the AAD

AAD wor d:
partial hash:
AAD wor d:
partial hash:
AAD wor d:
partial hash:
AAD wor d:
partial hash:

MG ew & | goe

8040f 17b8041f 8d35501a0b247616¢c6¢C
c059753e6763791762ca630d8ef 97714
696120657374206f 6d6e697320646976
a4e3401e712900dc4f 1d2303bc4b2675
69736120696e20706172746573207472
1c8claf 883de0d67878f 379a19¢65987
65730000000000000000000000000000
958462781aa8e8f eacce6d93b54472ac
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17.

Process the length word
| engt h word: 00000000000001900000000000000000
partial hash: af2efb5dcfdb9900e7127721f db56956

Turn GHASH i nto GVAC
GHASH: af 2e fb 5d cf db 99 00 e7 12 77 21 fd b5 69 56
KO: 07 48 2e cc cO 53 ed 63 el 6e 99 df 39 e7 7c 82
full GVAC. a8 66 d5 91 Of 88 74 63 06 7c ee fe c4 52 15 d4

Recei ved tag a866d591 0f 887463 067ceefe c45215d4
Conput ed tag a866d591 0f 887463 067ceefe c45215d4
Received tag verified.

RTCP Test Vectors
The exanples in this section are all based upon the same RTCP packet:

81c8000e 4d617273 4e545031 4e545031
52545020 0000042a 0000eb98 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef

with 32-bit SRTCP index 000005d4.

As shown in Section 9.1, the IVis formed by XORing two 12-octet
values. The first 12-octet value is forned by concatenating

two zero octets, the 4-octet SSRC (found in the fifth through

eighth octets of the RTP packet), another two padding octets, and the
31-bit SRTCP index, right-justified in a 32-bit = 4-octet field with
a single "0" bit prepended as padding. An exanple of SRTCP |V
formation i s shown bel ow

| Pad | SSRC | Pad | O+SRTCP |
00 00 4d 61 72 73 00 00 00 00 05 d4
salt 51 75 69 64 20 70 72 6f 20 71 75 6f

IV 5175 24 05 52 03 72 6f 20 71 70 bb

In an SRTCP packet, a 1-bit Encryption flag is prepended to the
31-bit SRTCP index to forma 32-bit value we shall call the
"ESRTCP word". The E-flag is one if the SRTCP packet has been
encrypted and zero if it has been tagged but not encrypted. Note
that the ESRTCP field is only present in an SRTCP packet, not in an
RTCP packet. The full ESRTCP word is part of the AAD
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When encrypting and taggi ng an RTCP packet (E-flag = 1), the SRTCP
packet consists of the following fields in the follow ng order:

- The first 8 octets of the RTCP packet (part of the AAD).
- The ci pher.
- The ESRTCP word (the final part of the AAD).

- Any Raw Data that m ght have been appended to the end of the
ori gi nal RTCP packet.

Recal | that AEAD treats the authentication tag as an integral part of
the cipher, and in fact the authentication tag is the last 8 or

16 octets of the cipher.

The reader is rem nded that when the RTCP packet is to be tagged but
not encrypted (E-flag = 0), GCMwi |l produce a cipher that consists
solely of the 8-octet or 16-octet authentication tag. The tagged
SRTCP consists of the following fields in the order |isted bel ow

- Al of the AAD, except for the ESRTCP word.

- The cipher (= the authentication tag).

- The ESRTCP word (the final part of the AAD).

- Any Raw Data that m ght have been appended to the end of the
ori gi nal RTCP packet.
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17.1. SRTCP AEAD AES 128_GCM Encryption and Taggi ng

Encrypting the foll owi ng packet:
81c¢8000d 4d617273

52545020 0000042a
deadbeef deadbeef

4e545031 4e545032
0000e930 4c756e61
deadbeef deadbeef

deadbeef

Key size
Tag si ze

(Y
| Pad |
00 00
salt: 51 75
IV: 51 75

Form t he

00 01 02
81c¢8000d
4e545031
0000e930
deadbeef
51 75 24

Key:
AAD:
PT:

| V.

SSRC |
4d 61 72
69 64 20
24 05 52

03 04 05
4d617273
4e545032
4c756e61
deadbeef
05 52 03

128 bits
16 octets

Pad |
73 00 00
70 72 6f
03 72 6f

SRTCP |
00 00 05 d4
20 71 75 6f
20 71 70 bb

06 07 08
800005d4
52545020
deadbeef
deadbeef
72 6f 20

0000042a
deadbeef

71 70 bb

H: c6al13b37878f 5b826f 4f 8162a1c8d879

Encrypt the Pl aintext

block # 0

V|| blk _cntr:
key_bl ock:

pl ai n_bl ock:

ci pher _bl ock:

block # 1

V]| bl k_cntr:
key bl ock:

pl ai n_bl ock:

ci pher _bl ock:

bl ock # 2

V]| blk_cntr:
key bl ock:

pl ai n_bl ock:

ci pher _bl ock:

517524055203726f 207170bb00000002
2d bd 18 b4 92 8e e6 4e f5 73 87
4e 54 50 31 4e 54 50 32 52 54 50
63 e9 48 85 dc da b6 7c a7 27 d7

517524055203726f 207170bb00000003
7f 5 29 ¢7 20 73 9d 4c 18 db 1b
00 00 €9 30 4c 75 6e 61 de ad be
7f f5 c0 f7 6¢c 06 f3 2d c6 76 a5

517524055203726f 207170bb00000004
92 4d 25 a9 58 9d 83 02 d5 14 99
de ad be ef de ad be ef de ad be
4c e0 9b 46 86 30 3d ed 0Ob b9 27

C pher before tag appended
6394885 dcdab67c a727d766 2f 6b7e99
7ff5c0f 7 6c06f 32d c676a5f1 730d6fda
4ce09b46 86303ded Obb9275b

MG ew & | goe

St andards Track

09 Oa Ob Oc 0d Oe Of

46
20
66

le
f1
b4

ef
5b

2f
00

ad
de
73

el

6b
00

a0
ad
0d

14

7a
04
7e

di
be
6f

78

[ Page 39]

b3
2a
99

35
ef
da

15



RFC 7714

AES- GCM f or SRTP

Conpute the GVAC t ag

Process the AAD
AAD wor d:
partial hash:

81¢8000d4d617273800005d400000000
085d6eb166c555aa62982f 630430ec6e

Process the cipher

ci pher word:
partial hash:
ci pher word:
partial hash:
ci pher word:
partial hash:

63e94885dcdab67ca727d7662f 6b7e99
8c9221be93466d68bbb16f a0d42b0187
7f f 5¢0f 76c06f 32dc676a5f 1730d6f da
221ebb044ec9f dObf 116d7780f 198792
4ce09b4686303ded0bb9275b00000000
50f 70b9call0ab312dce212657328dae

Process the length word

| engt h word:
partial hash:

00000000000000600000000000000160
7296107c9716534371df c1a30c5f f eb5

Turn GHASH i nto GVAC
GHASH: 72 96 10 7c 97 16 53 43 71 df c1 a3 Oc 5f fe b5

KO: ba dc b4 24 01 d9 1e 6¢c b4 74 39 dl1 49 86 14 6b

full GVAC. c8 4a a4 58 96 cf 4d 2f c5 ab f8 72 45 d9 ea de

Ci pher with tag

63e94885 dcdab67c a727d766 2f 6b7e99
7f £ 5¢0f 7 6¢06f 32d c676a5f 1 730d6f da
4ce09b46 86303ded 0bb9275b c84aa4d58
96¢f 4d2f c5abf 872 45d9eade

Append the ESRTCP word with the E-flag set
6394885 dcdab67c a727d766 2f 6b7e99
7f£5c0f 7 6c06f32d c676a5f 1 730d6f da
4ce09b46 86303ded 0bb9275b c84aa458
96¢f 4d2f cb5abf 872 45d9eade 800005d4

Encrypted and tagged packet:
81c8000d 4d617273 63e94885 dcdab67c
a727d766 2f 6b7e99 7ff5c0f 7 6c06f 32d
c676a5f 1 730d6fda 4ce09b46 86303ded
0bb9275b c84aa458 96cf 4d2f c5abf872
45d9eade 800005d4
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17.2. SRTCP AEAD AES 256_CGCM Verification and Decryption

256 bits
16 octets

Key size
Tag si ze

Process the length word
Decrypting the foll owi ng packet:

81c¢8000d 4d617273 d50ae4dl f5ce5d30
4ba297e4 7d470c28 2c3ecebd bffelab0
a2eaabcl 110555be 8415f 658 c61de047
6f 1b6f ad 1d1eb30c 4446839f 57ff 6f 6¢C
b26ac3be 800005d4

Key size = 256 hits
Key size = 16 octets

Formthe |V
| Pad | SSRC | Pad | SRTCP |
00 00 4d 61 72 73 00 00 00 00 05 d4
salt: 51 75 69 64 20 70 72 6f 20 71 75 of
IV: 51 75 24 05 52 03 72 6f 20 71 70 bb

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1f
AAD: 81c¢8000d 4d617273 800005d4
CT: d50ae4dl f5ce5d30 4ba297e4 7d470c28
2c3ecebd bffe0ab0 a2eaabcl 110555be
8415f 658 c61de047 6f 1b6fad 1dleb30c
4446839f 57ff6f 6Cc b26ac3be
IV: 51 75 24 05 52 03 72 6f 20 71 70 bb
H f29000b62a499f dOa9f 39a6add2e7780

Verify the received tag
1d 1le b3 Oc 44 46 83 9f 57 ff 6f 6¢c b2 6a c3 be

Process the AAD
AAD wor d: 81¢c8000d4d617273800005d400000000
partial hash: 3aebaf d36dead5280b18950400176b5hb

Process the cipher
ci pher word: d50ae4dif 5ce5d304ba297e47d470c28
partial hash: e90f ab7546f 6940781227227ac926ebe
ci pher word: 2c3ecebdbffela50a2eaa5c1110555be
partial hash: 9b236807d8b2dab07583adce367aa88f
ci pher word: 8415f658c61de0476f 1b6f ad00000000
partial hash: e69313f423a75e3e0b7eb93321700e86
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Process the length word
I ength word: 00000000000000600000000000000160
partial hash: 3a284af 2616f df 505f af 37eec39f bc8b

Turn GHASH i nto GVAC
GHASH: 3a 28 4a f2 61 6f df 50 5f af 37 ee c3 9f bc 8b
KO: 27 36 f9 fe 25 29 5¢ cf 08 50 58 82 71 f5 7f 35
full GVAC. 1d l1le b3 Oc 44 46 83 9f 57 ff 6f 6¢c b2 6a c3 be

Recei ved tag 1d1eb30c 4446839f 57ff6f6¢Cc b26ac3be
Conput ed tag 1d1eb30c 4446839f 57ff6f6¢Cc b26ac3be
Received tag verified.

Decrypt the cipher
bl ock # O
I'V]|blk_cntr: 517524055203726f 207170bb00000002
key bl ock: 9b 5e b4 e0 bb 9a 0d 02 19 f6 c7 c4 7d 47 08 02
ci pher_block: d5 Oa e4 dl1 f5 ce 5d 30 4b a2 97 e4 7d 47 Oc 28
pl ai n_bl ock: 4e 54 50 31 4e 54 50 32 52 54 50 20 00 00 04 2a
block # 1
I'V]| bl k_cntr: 517524055203726f 207170bb00000003
key bl ock: 2c 3e 27 6d f3 8b 64 31 7c 47 1b 2e cf a8 eb 51
ci pher _block: 2c 3e ce 5d bf fe Oa 50 a2 ea a5 cl1 11 05 55 be
pl ain_bl ock: 00 00 €9 30 4c 75 6e 61 de ad be ef de ad be ef
bl ock # 2
I'V]| bl k_cntr: 517524055203726f 207170bb00000004
key_bl ock: 5a b8 48 b7 18 b0 5e a8 bl b6 dl 42 3b 74 39 55
ci pher _block: 84 15 f6 58 c6 1d e0 47 6f 1b 6f ad
pl ai n_bl ock: de ad be ef de ad be ef de ad be ef

Verified and decrypted packet:
81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef
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17.3. SRTCP AEAD AES 128 GCM Taggi ng Only
Taggi ng the foll owi ng packet:

81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef

128 bits
16 octets

Key size
Tag si ze

Formthe |V
| Pad | SSRC | Pad | SRTCP |
00 00 4d 61 72 73 00 00 00 00 05 d4
salt: 51 75 69 64 20 70 72 6f 20 71 75 of
IV: 51 75 24 05 52 03 72 6f 20 71 70 bb

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
AAD: 81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef 000005d4
IV: 51 75 24 05 52 03 72 6f 20 71 70 bb
H c¢6al3b37878f 5b826f 4f 8162a1c8d879

Conpute the GVAC tag

Process the AAD
AAD word: 81c8000d4d6172734e5450314e545032
partial hash: f8dbbe278e06afel7f bafb2e67f 0a22e
AAD wor d: 525450200000042a0000€9304c756e61
partial hash: 6ccd900df dOeb292f 68f 8a410d0648ec
AAD wor d: deadbeef deadbeef deadbeef deadbeef
partial hash: 6al4be0ea384c6b746235ba955a57ff5
AAD wor d: deadbeef 000005d40000000000000000
partial hash: cc81f14905670ale37f 8bc81a91997cd

Process the length word
| engt h word: 00000000000001c00000000000000000
partial hash: 3ecl16d4c3c0e90a59e91be415bd976d8

Turn GHASH i nto GVAC
GHASH: 3e cl1 6d 4c 3c Oe 90 a5 9e 91 be 41 5b d9 76 d8
KO: ba dc b4 24 01 d9 1e 6¢c b4 74 39 dl1 49 86 14 6b
full GVAC. 84 1d d9 68 3d d7 8e c9 2a e5 87 90 12 5f 62 b3
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Ci pher with tag
841dd968 3dd78ec9 2ae58790 125f62b3

Tagged packet:
81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef 841dd968 3dd78ec9 2ae58790
125f 62b3 000005d4

17.4. SRTCP AEAD AES 256 GCM Tag Verification

256 bits
16 octets

Key size
Tag si ze

Process the length word
Verifying the foll owi ng packet:

81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef 91db4afb feee5a97 8fab4393
ed2615f e 000005d4

256 bits
16 octets

Key size =
Key size =
Formthe IV
| Pad | SSRC | Pad | SRTCP |

00 00 4d 61 72 73 00 00 00 00 05 d4

salt: 51 75 69 64 20 70 72 6f 20 71 75 6f
IV: 51 75 24 05 52 03 72 6f 20 71 70 bb

Key: 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of
10 11 12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1If

AAD: 81c8000d 4d617273 4e545031 4e545032

52545020 0000042a 0000e930 4c756e61

deadbeef deadbeef deadbeef deadbeef

deadbeef 000005d4

91db4af b feee5a97 8f ab4393 ed2615fe

51 75 24 05 52 03 72 6f 20 71 70 bb

f 29000b62a499f d0a9f 39a6add2e7780

<9

Verify the received tag
91 db 4a fb fe ee 5a 97 8f ab 43 93 ed 26 15 fe
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Process the AAD
AAD wor d: 81c8000d4d6172734e5450314e545032
partial hash: 7bc665c71676a5a5f 663b3229af 4b85¢
AAD wor d: 525450200000042a0000e9304c756e61
partial hash: 34ed77752703ab7d69f 44237910e3bc0
AAD wor d: deadbeef deadbeef deadbeef deadbeef
partial hash: 74a59f 1a99282344d64ablc8a2bebcf 8
AAD wor d: deadbeef 000005d40000000000000000
partial hash: 126335cObaa7ablb79416ceeb9f 7a518

Process the length word
I ength word: 00000000000001c00000000000000000
partial hash: b6edb305dbc7065887f b1b119cd36ach

Turn GHASH i nto GVAC
GHASH: b6 ed b3 05 db c¢c7 06 58 87 fb 1b 11 9¢c d3 6a cb
KO: 27 36 f9 fe 25 29 5¢c cf 08 50 58 82 71 f5 7f 35
full GVAC. 91 db 4a fb fe ee 5a 97 8f ab 43 93 ed 26 15 fe

Recei ved tag = 91db4afb feee5a97 8fab4393 ed2615fe
Conputed tag = 91db4dafb feee5a97 8fab4393 ed2615fe
Recei ved tag verified.

Verified packet:
81c8000d 4d617273 4e545031 4e545032
52545020 0000042a 0000e930 4c756e61
deadbeef deadbeef deadbeef deadbeef
deadbeef
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