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Abstract

The Virtual Circuit Connectivity Verification (VCCV) protocol
specified in RFC 5085 provides a control channel (CC) that is
associated with a pseudowire (PW. This docunent specifies an

addi ti onal VCCV control channel type to be used with pseudow res that
do not use the PWControl Wrd and that are carried over an MPLS
network. This new VCCV CC type uses the Generic Associ ated Channel
Label defined in RFC 5586 to distinguish VCCV packets from packets
carrying user data. This new VCCV CC type introduces conpatibility
with the method of MPLS Label Switched Path Operati ons,

Admi ni stration, and Mai ntenance (OAM identification, particularly in
MPLS Transport Profile (MPLS-TP) networks (RFC 5921).

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7708.
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1. Introduction

The Virtual Circuit Connectivity Verification (VCCV) protocol is
specified in RFC 5085 [ RFC5085]. This docunent specifies a new VCCV
control channel (VCCV CC) type to be used with pseudow res (PW)
carried over an MPLS network that do not use the PWControl Wrd (CW
[ RFC4385]. This new VCCV CC type uses the Ceneric Associated Channel
Label (GAL) [RFC5586] to distinguish VCCV packets from packets
carrying user data. This new VCCV CC type provides conpatibility
with the method of MPLS Label Switched Path (LSP) Operations,

Adm ni stration, and Mii ntenance (QAM nessage identification, as used
in MPLS Transport Profile (MPLS-TP) networks [RFC5921].
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VCCV currently specifies three CC types. VCCV CC Type 1 uses the PW
Control Word (CW to distinguish VCCV packets from packets carrying
user data. VCCV CC Types 2 and 3 require |IP encapsul ation for OAM
packets. This was not an issue when [ RFC5085] was designed, but it
isin conflict with the design goals of MPLS-TP [ RFC5921], which do
not otherwi se require the availability of IP. VCCV CC Type 2 is not
applicable to Milti-Segment PW (Ms-PWs) [RFC6073]. A Ms-PW
operating without the CWtherefore has to use VCCV CC Type 3, which
identifies VCCV packets on the basis of Time to Live (TTL) expiry.
Wil st less of an issue with a single segnent PW(SS-PW, on an Ms-PW
this requires accurately setting the TTL for expiry at the egress
Term nating Provider Edge (T-PE) [RFC6073]. |In the event of an error
in the setting of the PWLabel Stack Entry (LSE) TTL, VCCV packets
will not be received by the Term nating Provider Edge (T-PE) and may
|l eak into the attachnent circuit [ RFC6073]. The new VCCV CC type
defined in this specification addresses these problens for PW that
do not use the CW

Not e that mandating that PW use the PWCWis not a viable way to
address this issue. This is because:

o PW without the CWare already w dely depl oyed.

o0 There is a significant deploynent of existing hardware that does
not support usage of the PWCWfor sonme PWtypes.

0 Sone operators are concerned that the inclusion of the PWCWw ||
i ncrease the PW packet size.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

3. Type 4 MPLS VCCV Control Channel Type

VWhen the PWCWis not used, the Type 4 MPLS VCCV Control Channel (CC)
type defined in this section MAY be used. This is referred to as
VCCV CC Type 4 throughout the rest of this of this docunent. VCCV CC
Type 4 uses the encapsul ation shown in Figure 1 in which the presence
of a GAL at the end of the MPLS | abel stack indicates that the packet
carries a VCCV message

Nadeau, et al. St andards Track [ Page 3]



RFC 7708 GAL as a VCCV Channel Novenber 2015

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| PW LSE |
e L o i e S  th o i R S
I GAL LSE |
i e e R e o o e i ol S N B S
|0 O O 1] Versi on| Reserved | Channel Type |
B i s T T i i o S o T Ji I
I I
~ VCCV Message Body ~
I+- R L e o e e e T h o e o S R I+

Figure 1

The VCCV nessage body is preceded by a Generic Associ ated Channe
Header, as defined in [RFC5586], in which the Channel Type identifies
the type and format of the OAM nessage carried in the VCCV nessage
body.

The GAL LSE MUST contain the GAL reserved | abel as defined in
[ RFC5586] .

The PWLSE is constructed according to the existing procedures that
apply to the type of pseudowire that is in use.

Where the LSP used by the PWis subject to Equal -Cost Miltipath
(ECWP) | oad bal ancing, a problemarises if any LSR on that LSP treats
speci al - purpose |l abels as ordinary labels in its ECVP sel ection

method. |In these circunstances, the inclusion of a GAL follow ng the
PW LSE can cause the OAM packet to take a different path through the
networ k than the correspondi ng PWdata packets. |If the LSP traverses

such equi pnent and this behaviour is not acceptable, then an
alternative VCCV type needs to be used. The requirenent to not

i ncl ude speci al -purpose | abels in the | oad-bal ancing decision is
described in "MPLS Forwardi ng Conpliance and Performance

Requi renments" [RFC7325]. For equi prment that conforms to this, the
VCCV type 4 traffic will follow the correspondi ng PWdata packets.

4. FAT PW

[ RFC6391] specifies that when the fl ow aware transport (FAT) of
pseudowi res over an MPLS packet swi tched network has been signalled
or configured, the Flow LSE MJST be present. It further specifies
that "the flow | abel MJUST NOT be an MPLS reserved | abel (values in
the range 0..15) [RFC3032]", and that "If a flow LSE is present, it
MUST be checked to determ ne whether it carries a reserved |abel. If
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it is a reserved |abel, the packet is processed according to the
rul es associated with that reserved | abel; otherwi se, the LSE is
di scarded. "

Thi s docunent specifies that if the flow aware transport of

pseudowi res over an MPLS packet swi tched network has been signalled
or configured, then the presence of VCCV nessage is indicated by the
use of a GAL in place of the flow LSE

This is consistent with [RFC6391], and the packet structure is
identical to that shown in Figure 1.

Fl ow LSEs are inserted into a PWIlabel stack in order to enable the
distribution of the PWtraffic anong nmultiple equal -cost MPLS pat hs.
The use of GAL in place of the flow |label will cause all OAM packets
to take exactly one of the possible paths through the network. As
noted in Section 3, the ECMP selection nmethod may result in the path
taken by the OAM packets being different fromthe path taken by any
of the actual traffic flows. |If this is not acceptable, then an
alternative VCCV type needs be used.

5. Milti-Segment Pseudow res

When using VCCV CC Type 4 for M5-PWs, a PE transnitting the VCCV
packet to a Switching PE (S-PE) MJST set the TTL to the appropriate
value to expire at that S-PE. An S-PE that supports this

speci fication MIST i nspect PWpackets that are received as a result
of TTL expiry, and determ ne whether a GAL follows the PWLSE. If a
GAL is present, the S-PE then processes the VCCV packet.

An S-PE that does not support this specification would be expected to
reject as malformed a VCCV CC Type 4 packet that was received. This
i s because the S-PE would expect the PWLSE to be the bottom of stack
(the non-FAT case) and for the LSE at the bottom of stack not to be a
reserved | abel (both the FAT and the non-FAT cases). An S-PE that
did not nmake this reserved | abel check would then find that the first
ni bbl e following the |abel stack was Ox1 and not the expected start

of an I P packet. Thus, it would be expected to also reject the
packet. This update to the behaviour of S-PEs is therefore backwards
conpati bl e.

6. VCCV Capability Advertisenent

The VCCV capability advertisement MJST match the C-bit setting that
is advertised in the PWFEC el ement [RFC4447]. |If the CGbit is set,
indicating the use of the PWCW then VCCV CC Type 4 MJUST NOT be
advertised. |If the Cbit is not set, indicating that the PWCWis
not in use, then equipnent supporting this specification MJST
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advertise VCCV CC Type 4. Advertisenent of VCCV CC Type 1 and
adverti senent of VCCV CC Type 4 are therefore nutually excl usive.

A PE supporting VCCV CC Type 4 MAY advertise other VCCV CC types as
defined in [ RFC5085]

If the renote PE supports VCCV CC Type 4, and the PWCWis not in
use, then for cases where multiple CC Types are advertised, the
foll owi ng precedence rul es apply when choosi ng which CC Type to use:

1. Type 4: GAL VCCV Control Channel.
2. Type 2: MPLS Router Alert Label.
3. Type 3: MPLS PWlLabel with TTL ==

If the renote PE finds that VCCV CC Types 1 and 4 are both
advertised, or that Cbit is set and VCCV CC Type 4 is adverti sed,
then it should report the error to the operator through the
managenment interface in use, and send a Label Release Message with a
status code "VCCV Type Error".

7. Manageability Considerations

Wil st the introduction of this additional VCCV CC type increases the
nunber of VCCV CC types that the operator needs to nanage, it
addresses the issues with VCCV CC Types 2 and 3 described in

Section 1.

In the event of a msconfiguration of this VCCV CC type, the PWis
taken out of service and the operator advised as described in
Section 6.

Attention is drawn to the possible absence of fate sharing between PW
data packets and VCCV CC Type 4 packets described in Section 3 and
Section 4.

8. Security Considerations

Thi s docunent does not by itself raise any new security

consi derati ons beyond those described in [ RFC5085] and [ RFC6073].

[ RFC6073] provides detail ed operational procedures that can be used
to verify the M5-PWconnectivity. 1In addition, the procedure
specified in this docunent elinminates the possibility of packet

| eaki ng that can occur with VCCV Type 3.
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9.

9.

9.

10.

10.

I ANA Consi derations
1. MPLS VCCV Control Channel (CC) Type 4

| ANA has assigned a new bit fromthe MPLS VCCV Control Channel (CC
Types registry in the "Pseudowi re Name Spaces (PWE3)" registry in
order to identify VCCV type 4.

MPLS VCCV Control Channel (CC) Types

Bit (Val ue) Description Ref erence

Bit 3 (0x08) Type 4: GAL RFC 7708
2. LDP St atus Code

| ANA has assigned a new Status Code fromthe "Label Distribution
Protocol (LDP) Parameters" registry:

St at us Code Nanme Space
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