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Abstract

Thi s docunent defines a bidirectional protocol mapping for the
exchange of instant nmessages in the context of a multi-party chat
session anpng users of the Session Initiation Protocol (SIP) and
users of the Extensible Messaging and Presence Protocol (XMPP)
Specifically, this docunent defines a mappi ng between the SIP-based
Message Session Relay Protocol (MSRP) and the XMPP Milti-User Chat
(MJC) extension.
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Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741
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Sai nt- Andre, et al. St andards Track [ Page 1]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Sai nt-Andre, et al. St andards Track [ Page 2]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

Tabl e of Contents

1. IntroduCti On ... 4
2. Intended Audi BNCE ... .. 4
3. Term N0l OQY ..ot 5
4. Architectural ASSUNMPLIONS ... ... .. e 5
5. Miulti-party Messaging Session from XMPP MUC to MBRP ............. 8
5.1, Enter ROOM ... ... 11
5.2. Set N ckname .. ... ... 14
5.3. Conference Subscription ......... ... ... . . . . . . . .. . .. 14
5.4. Presence Broadcast ............ ... 15
5.5. EXChange MeSSagesS . . ..ottt 19
5.5.1. Send a Message to All Cccupants .................... 19

5.5.2. Send a Private Message .......... ... 21

5.6. Change N ckname ... ... ... .. 22
5.7. Invite Another User to a Room........... ... ... .. ... 23
5.8, EXit ROOM ... 25

6. MSRP Multi-party Messaging Session to XMPP MUC ................. 25
6.1. Enter ROOM ... ... .. . 28
6.2. Presence Broadcast ............ ... .. e 30

6. 3. EXchange MeSSagesS .. ... ...ttt 32
6.3.1. Send a Message to All COccupants .................... 32

6.3.2. Send a Private MesSage ...........iiiiiiiinnennnn.. 34

6.4. Change NiCKkname . ..... ... ... 34
6.5. Invite Another User to a Room ......... .. ... .. .. ... .. ... 35
6.6. EXit ROOM .. ... ... . . . e 36

7. Handling of Nicknames and Display Names ........................ 37
8. MBSSAQE Si ZE ..t 38
9. Security Considerati ONS . ....... .. e 38
10. Ref erenCeS ..o e 39
10.1. Normative References .......... . . . ... ... 39
10.2. Informative References ....... ... .. .. . ... 40
ACKknOowW edgemBnt S . . ... . 42
AUt hor S’ AdAr €SS ES . .ot 43

Sai nt-Andre, et al. St andards Track [ Page 3]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

1.

I nt roducti on

Both the Session Initiation Protocol (SIP) [RFC3261] and the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC6120] can be
used for the purpose of multi-party text chat over the Internet. To
ensure interworking between these technologies, it is inportant to
define bidirectional protocol nappings.

The architectural assunptions underlying such protocol mappings are
provided in [ RFC7247], including the mappi ng of addresses and error
conditions. This docunent specifies mappings for multi-party text
chat sessions (often called "groupchat"); specifically, this docunent
defines a mappi ng between the XMPP Miulti-User Chat (MJC) extension

[ XEP- 0045] and SI P-based multi-party chat using Message Session Rel ay
Prot ocol (MSRP) [RFC4975] as specified in [RFC7701].

Both MJUC and MSRP contain a |large set of features, such as the
ability to administer rooms, kick out and ban users, reserve a

ni ckname within a room change room subject, enable room noderation
and destroy the room This docunent covers only a basic subset of
groupchat features: joining a room establishing or changing (but not
pernmanently registering) a room ni cknane, nodifying presence
information within the room sending a nessage to all participants,
sending a private nessage to a single participant, inviting another
user to the room and |leaving the room Future docunents m ght
define mappi ngs for additional features beyond this set.

I nt ended Audi ence

The docunents in this series are intended for use by software

devel opers who have an existing system based on one of these
technologies (e.g., SIP), and who would |ike to enable comunication
fromthat existing systemto systens based on the other technol ogy
(e.g., XMPP). We assune that readers are famliar with the core
specifications for both SIP [ RFC3261] and XMPP [ RFC6120], with the
base docunent for this series [RFC7247], and with the follow ng
groupchat -rel ated specifications:

o Milti-party Chat Using MSRP [ RFC7701]

0 Milti-User Chat [ XEP-0045]
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3. Termi nol ogy

A nunber of technical terms used here are defined in [ RFC3261],
[ RFC4975], [RFC6120], and [ XEP-0045].

In flow diagrans, MSRP traffic is shown using arrows such as "%8&",
SIP traffic is shown using arrows such as "***>" XMPP traffic is
shown using arrows such as "...>".

In protocol flows and exanples, provisional SIP responses have been
elided for the sake of brevity.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

4. Architectural Assunptions

XMPP and MSRP differ in their assunptions regarding groupchat
traffic. In XMPP, a nessage of type "groupchat” is just another
stanza and is handled directly by an XVMPP server or routed to an
associ ated server conponent for nulti-user chat. By contrast,
sessions (including groupchat sessions) in MSRP are considered to be
a type of nmedia (simlar to audio/video sessions): signaling to set
up, manage, and tear down the session is handl ed by a "conference
focus" [RFC4353] (here we assume via SIP), but the session data
itself is handled by a separate entity called an MSRP switch. How
the conference focus and MSRP switch comunicate is a matter of

i mpl ement ati on and depl oynent.

An architectural diagramfor a possible gateway depl oyment is shown
bel ow, where the entities have the foll ow ng significance:

0 roneo@xanple.org -- a SIP user.

o romeo@xanpl e. org; gr=dr4hcrOst 3l up4c -- a particul ar endpoint
associated with the SIP user.

0 exanple.org -- a SIP proxy with an associ ated S| P-to- XMPP gat eway
("S2X GW) to XMPP.

0 chat.exanple.org -- a Sl P-based conference focus and MSRP switch
with an associ ated MSRP-to-SI P gateway ("M2X GN) to XMPP.

0 nontague@hat.exanple.org -- a conference at an MSRP swi tch; not
shown in di agram

Sai nt-Andre, et al. St andards Track [ Page 5]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

o juliet@xanple.com-- an XMPP user.

o juliet@xanple.conm ynOcl 4bnwOyr3vym -- a particul ar endpoi nt
associated with the XMPP user.

0 exanple.com-- an XMPP server with an associ ated XMPP-to-SIP
gateway ("X2S GW) to SIP and an XMPP-to- MSRP gateway ("X2M GW)
to MSRP.

0 roons. exanple.com-- an XMPP MJC service associated with
exanpl e. com

0 capul et @oons. exanpl e.com -- a chat room at an XMPP MJC servi ce;
not shown in di agram

These are logical entities, and several of them m ght be co-located
in the sane physical entity. For exanple, the SIP conference focus
and MSRP switch and associ ated gateways, or the XMPP server and MJC
service and associ ated gat eways, mght be part of the sane depl oyed
code. In addition, it is likely that an XMPP service woul d not have
separate gateways for XMPP-to-SIP translation and XMPP-t o- MSRP
transl ation, but would instead have a single gateway.
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# #
# e + #
# o &&ERE&KELEZEZER&R&&E| chat . exanpl e. org | <%E808888880 #
# & &&&&| (MSRP switch) +----- + % #
# & & A----eiao----- | M2X | % #
# & & % | GW | % #
# & & % +o---- + % #
# & & % : % #
# & & % FETEEEEEE bbbl #
# & & % I % #
# & & % T +o---- + #
# & & % / | X2M | #
# & & % / Fommmm - | GW |---+ #
# & & % / >| +----- + | #
# & & % / | | #
# & - + % I o+----- + | #
# & | chat.exanple.org |<****x***x[/x| X2S | exanple.com | #
# & | (conference | % **/*] GN | (XWPP server) | #
# & | focus) +----- + % * | +----- + | #
# & - | S2X | % * [/ | R T P + #
# & * | GV |...... * o003 | rooms.exanple.com| #
# & * +--- - + % x|/ +--- - | (MJC service) |  #
# & % x|/ A TP + #
# & 4o + % x|/ #
# && exanple.org | kxxxFrxT* [ #
# | (SIP proxy) +----- + % / #
# A | S2X | % / : #
# | GW |....... Lo ooe. #
# +o---- + % / #
# % / : #
# roneo@xanpl e. org / juliet @xanpl e. com #
# ; gr =dr 4hcr Ost 31 up4c / /ynOcl 4bnwOyr 3vym #
# / #
# -- SI P/ MSRP DOVAI N- - / - - XMPP DOVAI N- - #
# / #
HHHBHHBHHBHH B HE R R R R R R

Legend:
. = XWPP
% = MBSRP
* = SIP
& = unstandardi zed comuni cati on pat hs
/| = separation of administrative domains

Figure 1: Logical Deploynment Architecture
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In SIP, there is no necessity for a SIP user such as

roneo@xanpl e.org to make use of his SIP proxy in order to join a
chat roomon the XMPP network; for exanple, he could try to directly
find a SIP service at exanple.comor independently |ocate a SIP-to-
XMPP gateway. Although, as a sinplifying assunption, this docunent
shows the nore expected path of using one’'s "home" SIP proxy and
shows gateways as associated with the sending domain, nothing in this
docunent ought to be construed as di scouragi ng ot her depl oynent
architectures or conmuni cation paths (e.g., services hosting their
own i nbound gat eways).

5. Milti-party Messaging Session from XMPP MJC to MSRP

This section describes howto map an XMPP MJC session to an MSRP
Mul ti-party Messaging session. The follow ng diagramoutlines the
overal |l protocol flow of a sanple session, which includes sone
optional exchanges (such as sendi ng nessages, changi ng a ni cknane,
and inviting another user).

enter room
[ >

XMPP XMPP SIP MSRP
User Server Conf erence Swi tch
| + X2S GW Focus + M2X GW
| & X2M GW + S2X GW
I I I
| (F1) XWPP
I

(F2) SIP INVITE
*

Fhkkkkkkkxkhk kS

I

I

I I
I I
I I
I I
I I
| (F3) I
| unstandardi zed |
| interaction |
I I
I I
I I
I I
I

I

I

I

(F4) SIP 200 OK
* Kk k ok k ok ok k ok k ok ok ok ok kk
(F5) SIP ACK
*
(

**************>|
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****************>
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Event :
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(F14) XWPP
MJC subj ect

presence
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5.1. Ent er Room

As defined in the XMPP Miulti-User Chat (MJC) specification

[ XEP- 0045], when an XWMPP user (say, "juliet@xanple.con') wants to
join a groupchat room (say, "nontague@hat.exanple.org"), she sends a
directed <presence/ > stanza [RFC6121] to that chat room In her
request she al so specifies the nickname she wants to use within the
room (say, "JuliC'); in XMPP this roomnickname is the resourcepart

of an occupant JID (thus "nontague@hat. exanple.org/JuliC'). The
joining client signals its ability to speak the multi-user chat
protocol by including in the initial presence stanza an enpty <x/>

el ement qualified by the "http://jabber.org/protocol/nmic’ nanmespace.

Example 1: Juliet Enters Room (F1)

| <presence fron¥ juliet@xanple.com ynOcl 4bnwOyr 3vyn
| t o=" nont ague@hat . exanpl e. org/ Juli C >

| <x xm ns='"http://jabber.org/protocol/muc’/>

| </presence>

Upon receiving such a presence stanza, the XMPP server needs to
determne the identity of the domainpart in the 'to’ address, which
it does by follow ng the procedures discussed in [RFC7247]. Here we
assune that the XWMPP server has determ ned the domain is serviced by
a SIP server, that it contains or has available to it an XMPP-to-SIP
gateway or connection nmanager (which enables it to speak natively to
SIP servers), and that it hands off the presence stanza to the
XMPP-t 0- SI P gat ewnay.

Because a nulti-user chat service accepts the presence stanza shown
above as a request to enter a room the XMPP-to-SIP gateway
transforns it into a SIP I NVITE request.
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Exanpl e 2: SI P Mappi ng of Room Join (F2)

| INVITE sip: nontague@hat . exanple.org SIP/2.0

| To: <sip:nontague@hat.exanpl e. org>

| From "Juliet" <sip:juliet@xanple.con;tag=786

| Contact: <sip:juliet@xanple.conk;gr=yn0cl 4bnwlyr 3vym
| Call-ID: BC466CLC- EO1D- 4FD1- B766- 9AD174BAF2E7

| CSeq: 1 INVITE

| Content-Type: application/sdp

| Content-Length:

I

| c=INI1P4 x2s.exanple.org

| meEnessage 7654 TCP/ MSRP *

| a=accept-types:text/cpim

| a=accept-w apped-types:text/plain text/htm

| a=path:nmsrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp
| a=chatroom ni cknane private-nessages

Here the Session Description Protocol (SDP) offer specifies the XWMPP-
to- MSRP gateway on the XMPP side (in the SDP 'path’ attribute
specified in [RFC4975]) as well as other particulars of the session.

There is no direct mapping for the MSRP URIs. |In fact, an MSRP
URI identifies a session of instant nessages at a particul ar
device; it is epheneral and has no neani ng outside the scope of
that session. The authority conponent of the MSRP URI here MUST
contain the XMPP-to- MSRP gat eway hostnanme or nuneric | P address
(as well as, in accordance with [ RFC4975], an explicit port
nunber) .

The mappi ng of XMPP syntax elenents to SIP and [ RFC4566] syntax
el ements MUST be as shown in the follow ng table.

Table 1. Message Syntax Mapping from XVPP to Sl P/ SDP

o mm e e e e e e e i o mm e e e e e e e i +
| XMPP El ement or Attribute | SIP Header or SDP Contents |
o e e e e e e e ememao - o e e e e e e e ememao - +
| from | From |
| to (without the /nick) | To |
o m e e e e e iee i o m e e e e e iee i +

As shown in the foregoing exanpl e and described in [RFC7247], the
XMPP-t 0- SI P gateway MJUST map the bare JID ("l ocal part @onai npart") of
the XMPP sender to the SIP From header and include the resourcepart
of the full JID as the @obally Routable User Agent URI (GRUU)
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portion [RFC5627] of the SIP URI. However, note that a SIP response
uses the same Fromand To as in the SIP request, whereas an XMPP
response swaps the fromand to attributes.

Here we assunme that the SIP conference focus accepts the session
establishment. The Contact header field of the SIP 200 CK response
includes the "isfocus’ feature tag specified in [RFC4353] along with
other relevant feature tags. The conference focus al so includes an
answer session description that acknow edges the choice of nedia,
specifies the MSRP URI of the switch (in the 'path’ attribute
specified in [RFC4975]), and contains the extensions specified in

[ RFC7701] .

Exanpl e 3: Chat Room Accepts Session Establishment (F4)

SIP/2.0 200 K

From "Juliet" <sip:juliet@xanple.con>;tag=786

To: <sip: nont ague@hat . exanpl e. or g>; t ag=087j s

Cal | -1 D: BC466CLC- EO1D- 4FD1- B766- 9AD174BAF2E7

CSeq: 1 INVITE

Cont act: <sip:nontague@hat. exanpl e. org; transport=tcp>;isfocus
Cont ent - Type: application/sdp

Cont ent - Lengt h: .

I
I
I
I
I
I
I
I
I
| v=0

| c=INI1P4 exanple.org

| s=-

| mEmessage 12763 TCP/ MBRP *

| a=accept-types: nessage/ cpim

| a=accept-w apped-types:text/plain text/htn

| a=path:nsrp://chat.exanple.org: 12763/ kj hd37s2s20w2a; t cp

| a=chatroom ni ckname private- nessages

Upon receiving such a response, the XMPP-to-SIP gateway sends a SIP
ACK to the conference focus on behalf of the joining user

Exanpl e 4: Gateway Sends ACK to Conference Focus (F5)

| ACK sip: nmontague@hat . exanple.org SIP/ 2.0

| To: <sip:nontague@hat.exanpl e. org>;tag=087js

| From "Juliet" <sip:juliet@xanple.con;tag=786
| Call-1D BC466CLC- EO1D 4FD1- B766- 9AD174BAF2E7

| CSeqg: 2 ACK

In accordance with [RFC4975], the gateway sends a bodil ess MSRP

message (F6) to the switch imedi ately upon establishing the
connection, and the switch acknow edges that nessage (F7).
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5.2. Set N cknane

If the chat room server accepted the session, the XMPP-to- MSRP
gateway sets up the nicknane as received in the presence stanza
(i.e., the resourcepart of the 'to’ address, such as "JuliC' in

"nmont ague@hat . exanpl e.org/JuliC'). This is done using the extension
specified in [ RFC7701] .

Exampl e 5: Gateway Sets Up N cknanme (F8)

| MBSRP a786hj s2 NI CKNAME

| To-Path: msrp://nmontague@hat. exanpl e. org: 12763/ kj hd37s2s20w2a; t cp
| FromPath: nsrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp

| Use-Ni cknane: "JuliC

| ------- a786hj s2

The MSRP switch anal yzes the existing allocation of nicknanes,
accepts the nicknane proposal, and answers with a 200 response.

Exanmpl e 6: MSRP Switch Accepts N ckname Proposal (F9)

| MBRP a786hjs2 200 K

| To-Path: msrp://x2m exanpl e. com 7654/ shA7wezt as; tcp

| From Path: nsrp://nontague@hat. exanpl e. org: 12763/ kj hd37s2s20wW2a
I ;tep

| ------- a786hj s2

Thi s section assunes that the nickname request is successful. The
error flowresulting froma nickname conflict is described under
Section 5. 6.

5.3. Conference Subscription

As nmentioned in [ RFC7701], the joining user will typically also
subscribe to a conference event package (see [ RFC4575] and [ RFC6502])
at the focus. Although such a subscription is not required by

[ RFC7701] in practice the tenporary and context-dependent presence
subscriptions and roomrosters involved in joining an XMPP MJC room
are best mapped to the conference event package.

Sai nt-Andre, et al. St andards Track [ Page 14]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

Exanpl e 7: Gateway Subscribes to the Conference (F10)

| SUBSCRI BE si p: nont ague@hat . exanple.org SIP/2.0
| To: <sip:nontague@hat.exanpl e. org>;tag=087js

| From "Juliet" <sip:juliet@xanple.con;tag=786
| Contact: <sip:juliet@xanple.conp;gr=ynOcl 4bnwOyr 3vym
| Call-ID: BC466CLC- EO1D- 4FD1- B766- 9AD174BAF2E7

| CSeq: 3 SUBSCRI BE

| Event: conference

| Expires: 600

| Accept: application/conference-info+xmn

| Al owEvents: conference

| Content-Length: O

The focus will accept or reject the request based on | ocal policy.
Exanpl e 8: Focus Accepts Subscription Request (F11)

| SIP/2.0 200 K

| To: <sip:nontague@hat. exanpl e. org>; tag=087j s

| From "Juliet" <sip:juliet@xanple.comn;tag=786

| Call-1D BC466CL1C- E0O1D- 4FD1- B766- 9AD174BAF2E7

| CSeq: 3 SUBSCRI BE

| Contact: <sip:nontague@hat.exanple.org;transport=tcp>;isfocus
| Expires: 600

| Content-Length: O

If the conference focus accepts the request to enter a room the XMPP
user expects to receive back presence information fromall the

exi sting occupants of the room To nmake this happen, the XMPP-to-SIP
gateway subscribes to the conference event package [ RFC4575] at the

f ocus.

5.4. Presence Broadcast
When the conference event package subscription is conpleted, the
focus sends to the XMPP-to-SIP gateway a NOTIFY request containing

the presence information of all the existing occupants, represented
using the format defined in [ RFC4575].
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Exanpl e 9: Conference Focus Sends Presence |Information (F12)

NOTI FY si p: nont ague@hat . exanpl e.org SIP/ 2.0
To: "Juliet" <sip:juliet@xanple.conpr;tag=786
From <si p: nont ague@hat . exanpl e. org>; t ag=087j s
Call -1 D. BC466CLlC- EO1LD- 4FD1- B766- 9AD174BAF2E7
CSeq: 4 NOTI FY

Event: conference

Subscription-State: active; expires=3600
Cont ent - Type: application/conference-i nfo+xm
Cont ent - Lengt h:

I

I

I

I

I

I

I

I

I

I

| <conference-info version="0" state="full"
| entity="sip: 3402934234@hat . exanpl e. org" >
| <conf erence-descri pti on>

| <subj ect >Today i n Verona</subj ect >

| <conf-uris>

| <entry>

| <uri>tel:+18882934234</uri >

| </entry>

| </ conf-uris>

| </ conf erence-descri pti on>

| <user s>

| <user entity="sip: nontague@hat . exanpl e. org; gr =Roneo"
| state="full">

| <di spl ay-t ext >Ronmeo</ di spl ay-t ext >
| <rol es>

| <entry>participant</entry>

| </rol es>

| <associ at ed- aor s>

| <entry>

| <uri >xmpp: r oneo@xanpl e. or g/ dr 4hcr Ost 3l up4dc</ uri >

| </entry>

| </ associ at ed- aor s>

| <endpoi nt entity="si p: nont ague@hat . exanpl e. or g; gr =Roneo”
| state="full">

| <st at us>connect ed</ st at us>

| <j oi ni ng-i nf o>

| <when>2013- 12- 12T10: 01: 03. 691128+01: 00</ when>

| </j oi ni ng-i nf o>

| <medi a i d="211835820" >

| <t ype>nessage</type>

| </ medi a>

| </ endpoi nt >

| </ user >

| <user entity="sip: nontague@hat . exanpl e. org; gr =Ben"

| state="full">

| <di spl ay-t ext >Ben</ di spl ay-t ext >
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<rol es>
<entry>participant</entry>
</rol es>
<endpoi nt entity="si p: nontague@hat . exanpl e. org; gr=
state="full">
<st at us>connect ed</ st at us>
<nedi a i d="211835821" >
<t ype>nmessage</type>
</ medi a>
</ endpoi nt >
</ user>
<user entity="sip: montague@hat . exanpl e. org; gr=Juli C'
state="full">
<di spl ay-text >Jul i C</ di spl ay-text>
<rol es>
<entry>participant</entry>
</rol es>
<endpoi nt entity="sip: nontague@hat . exanpl e. org; gr
state="full">
<st at us>connect ed</ st at us>
<medi a i d="211835822">
<t ype>nessage</type>
</ medi a>
</ endpoi nt >
</ user>
</ users>

</ conf er ence-i nf 0>

nmber 2015

Ben

=Juli C'

The syntax mapping fromthe RFC 4575 payl oad to the XMPP parti ci pant

list MUST be as shown in the following table. (Mppings for elenents

not mentioned are undefined.)

Table 2: Participant |ist mapping
o m e e e e e e e e eea oo o m e e e e e iee i +
| RFC 4575 Elenent or Attribute | XWMPP Elenent or Attribute |
o m e e e e e e e e e e aa oo Fom e e e e i +
| <conference-info/> 'entity’ | roomJID |
| <subject/> | room subject |
| <user/> 'entity’ | occupant JID |
| <display-text/> | participant nicknane |
| <endpoint/> ’entity’ | occupant JID |
| <user/> 'associated-aors’ | user full JID (if avail.) |
o m e e e e e e e e e o e e e e e e e ememao - +
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Upon receiving such a response, the XMPP-to-SIP gateway sends a SIP
200 K response to the conference focus (exanple not shown) and
translates the participant list into a series of XMPP presence

st anzas.

Exanpl e 10: XWMPP Mappi ng of Chat Room Presence (F14)

| <presence from=’ nont ague@hat . exanpl e. or g/ Roneo

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vymi >
| <x xm ns="http://jabber.org/ protocol/nuc#user’ >

| <itemaffiliation="none' role=participant’/>

| </ x>

| </presence>

| <presence from=’ nont ague@hat . exanpl e. or g/ Ben

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vyni >
| <x xm ns="http://jabber.org/protocol/nuc#user’ >

| <itemaffiliation="none’ role=" participant’/>

| </ x>

| </presence>

| <presence fron¥ nontague@hat. exanple.org/JuliC

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vyni >
| <x xm ns="http://jabber.org/protocol/nmuc#user’ >

| <itemaffiliation="none’ role=" participant’/>

| <status code="110"/>

| </ x>

| </presence>

If the NOTIFY request included a subject, the gateway converts that
into a separate XMPP nessage

Exanmpl e 11: XWMPP Mappi ng of Chat Room Subj ect (F15)

| <message fron¥ nontague@hat . exanpl e. or g/ nayor’

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vymi
| i d=" nbh2vd68’ >

| <subj ect >Today i n Verona</ subj ect >

| </ nessage>

The mapping of SIP and [ RFC4575] payl oad syntax el enents to XWPP

syntax el enents MJUST be as shown in the following table. (Mappings
for elements not nentioned are undefined.)
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Tabl e 3: Message Syntax Mapping from SIP to XMPP

| SIP Header or RFC 4575 Contents | XMPP El enent or Attribute |

| <user/>'entity’ | from

| To with <display-text> | occupant JID

| <role>participant</rol e> | role="participant’
|  [NA] | affiliation= none’

5.5. Exchange Messages

Once the user has joined the chat room the user can exchange an
unbounded nunber of nessages, both public and private.

The mappi ng of XMPP syntax el enents to MSRP syntax el enents MJST be
as shown in the following table. (Mappings for elements not
menti oned are undefined.)

Tabl e 4: Message Syntax Mapping from XMPP Message to MSRP

o m e e e e e iee i o m e e e e e iee i +
| XWPP Element or Attribute | CPIM Header |
Fom e e e e i Fom e e e e i +
| to | To |
| from | From |
| <body/> | body of the SEND request |
o m e e e e e iee i o m e e e e e iee i +

5.5.1. Send a Message to Al Cccupants

VWhen Juliet wants to sends a nessage to all other occupants in the
room she sends a nmessage of type "groupchat" to the <room@&ervice>
itself (in our exanple, <nontague@hat.exanple.org>).

The foll owi ng exanpl es show an exchange of a public nmessage.
Exampl e 12: Juliet Sends Message to All QOccupants (F16)

| <message fron¥' juliet@xanple.con ynOcl 4bnwOyr 3vymi
| t o=" nont ague@hat . exanpl e. or g’

| type=' groupchat’

| id="12zfed24s’ >

| <body>Who knows where Roneo is?</body>

| </ message>
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Upon receiving such a nessage, the XMPP-to- MSRP gateway translates it
into an MSRP SEND nessage

Exampl e 13: Gateway Maps XMPP Message to MSRP (F17)

MBRP a786hj s2 SEND

To-Path: nsrp://chat. exanpl e.org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: msrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp
Message- 1 D: 87652491

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpim

To: <sip: nont ague@hat . exanpl e. or g>
From "Juliet" <sip:juliet@xanple.conr
Dat eTi me: 2008- 10-15T15: 02: 31- 03: 00
Content - Type: text/plain

Who knows where Roneo is?
| ------- a786hj s2%

Upon receiving the SEND request, if the request either contains a
Fai | ure- Report header field value of "yes" or does not contain a
Fai | ure- Report header at all, the MSRP switch i nmedi ately generates
and sends a response.

Exanpl e 14: MSRP Switch Returns 200 OK (F18)

| MSRP d93kswow 200 OK

| To-Path: msrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp

| FromPath: msrp://chat.exanple.org: 12763/ kj hd37s2s20wW2a; t cp
| ------- d93kswows

Since an XMPP MJC room coul d be noderated and an XMPP user cannot be
sure whet her her nessage has been accepted wi thout receiving it back
fromthe server, [XEP-0045] states that the sender needs to receive a
reflected copy of the nessage it sent. So, in this scenario, the
XMPP-t 0- MSRP gateway has to reflect the nessage back to the sender
This procedure only applies to XMPP endpoi nts.

Exampl e 15: Gateway Reflects Message to XMPP User (F19)

| <message fron¥ nontague@hat. exanple.org/JuliC

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vymi
| type=' groupchat’

| id="ix51z73m >

| <body>Who knows where Roneo is?</body>

| </ nessage>
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5.5.2. Send a Private Message

Si nce each occupant has a unique JID, Juliet can send a "private
message" to a sel ected occupant through the service by sending a
message to the user’s occupant JID. The XMPP nessage type ought to
be "chat" (and is not allowed to be "groupchat").

The foll owi ng exanpl es show an exchange of a private nessage.
Exanmpl e 16: Juliet Sends Private Message (F20)

| <message fron¥' juliet@xanple.con ynOcl 4bnwOyr 3vymi

| t o=" nont ague@hat . exanpl e. or g/ Roneo’

| type=' chat’

| i d=" 6sfl n45q’ >

| <body>0O Roneo, Roneo! wherefore art thou Roneo?</body>
| </ nessage>

Upon receiving such a nessage, the XMPP-to- MSRP gateway translates it
into an MSRP SEND message.

Exampl e 17: Gateway Maps Private Message from XVPP to MSRP (F21)

MBRP a786hj s2 SEND

To-Path: nsrp://chat. exanpl e. org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: msrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp
Message- 1 D: 87652491

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpim

I
I
I
|
I
I
| To: <sip:nmontague@hat. exanpl e. or g>; gr =Roneo

|  From <sip:juliet@xanple.org>; gr=ynOcl 4bnwOyr 3vym
| DateTime: 2008-10-15T15: 02: 31-03: 00

| Content-Type: text/plain

I

| O Roneo, Roneo! wherefore art thou Romeo?

| ------- a786hj s2%

After acknow edgi ng the nessage by sending an MSRP 200 OK nessage
(step F22, not shown), the MSRP switch is responsible for sending the
nmessage to the intended recipient. Wen doing so, it nodifies the
From header to the sender’s address within the chat room
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Exanpl e 18: Switch Sends Private Message to SIP User

MSRP a786hj s2 SEND

To-Path: nsrp://chat.exanple.org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: nsrp://x2m exanpl e. com 7654/ j shA7wezt as; tcp
Message- 1 D. 87652491

Byt e- Range: 1-*/*

Cont ent - Type: message/ cpim

I
I
I
I
I
|
| To: <sip:romeo@xanple.org>

| From <sip:nontague@hat. exanple.org>; gr=JuliC
| DateTinme: 2008-10-15T15:02: 31-03: 00

| Content-Type: text/plain

I

| O Roneo, Romeo! wherefore art thou Romeo?

| ------- a786hj s2%

Note: |If an XWMPP-to- MBRP gateway has support for private nessaging,
it MJUST advertise that fact by adding a "private-nessages" value to
the a=chatroom SDP attribute it sends to the conference focus, as
specified in [ RFC7701] .

| a=chatroom ni cknane private-nessages

5.6. Change N ckname
The XMPP user m ght want to change her nickname. She can do so by
sendi ng an updated presence stanza to the room containing a new
ni cknane.

Exanpl e 19: Juliet Changes Her N ckname (F23)

| <presence from="juliet@xanple.com ynOcl 4bnwOyr 3vym
| t o=" nont ague@hat . exanpl e. org/ CapuletGrl’' />

So far we have assuned that the requested nicknanme did not conflict
with any existing nicknanes. The follow ng text describes the
handl i ng of a nicknanme conflict.

The MSRP switch anal yzes the existing allocation of nicknanes, and
detects that the nicknane proposal is already provided to another
participant. |In this case, the MSRP switch answers with a 425
response.
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Exanpl e 20: MSRP Switch Does Not Accept N ckname Proposal (F25)

| MSRP a786hj s2 425 Ni ckname usage fail ed

| To-Path: nsrp://x2m exanpl e. com 7654/ shA7wezt as;tcp

|  FromPath: nsrp://chat.exanpl e.org: 12763/ kj hd37s2s20wW2a; t cp
| ------- a786hj s2

Upon receiving such a response, the XMPP-to- MSRP gateway transl ates
it into an XMPP presence stanza of type "error", specifying a
<conflict/> error condition (which inplies that the XMPP client will
then need to choose anot her nicknane and repeat the process of

j oi ning).

Exanmpl e 21: Conflict Error for N ckname (F26)

| <presence fron¥ nontague@hat. exanple.org/JuliC

| to="juliet@xanpl e.com ynOcl 4bnwOyr 3vymi

| type='error’' >

| <x xm ns="http://jabber. org/protocol/mc’/>

| <error type='cancel’ by='nontague@hat.exanmple.org >

| <conflict xmns="urn:ietf:paranms: xm : ns: xnpp-stanzas’ />
| </error>
| </ presence>

Al ternatively, the gateway ni ght generate a new ni ckname request on
behal f of the XMPP user, thus shielding the XMPP client from handling
the conflict error.

5.7. Invite Another User to a Room

In XMPP, there are two nethods for inviting another user to a room
direct invitations [ XEP-0249] (sent directly fromthe user’s real JID
outside the roomto the invitee's real JID) and nediated invitations
(sent through the roomfromthe user’s occupant JIDto the invitee's
JID). In this docunent, we cover nediated invitations only.

For exanple, if Juliet decides to invite Benvolio to the room she

sends a nmessage stanza with an invite and Benvolio’s JID (which could
be his real JID or an occupant JID in another roon
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Exanpl e 22: Juliet Invites Benvolio to the Room (F27)

| <message fron¥ juliet@xanple.com ynOcl 4bnwOyr 3vyni
| i d=" nzd143v8’

| t o=" nont ague@hat . exanpl e. org’ >

| <x xm ns="http://jabber.org/protocol/nmuc#user’ >

| <invite to='benvolio@xanple.coni/>

| </ x>

| </ nessage>

The XMPP-to-SI P gateway then sends a SIP REFER request to the
conference focus indicating who needs to be invited in the Refer-To
header, as per Section 5.5 of [RFC4579].

Exanmpl e 23: SIP Mapping of Invite (F28)

| REFER sip: nontague@hat . exanpl e.org SIP/ 2.0

| To: <sip:nontague@hat.exanpl e. org>

| From "Juliet" <sip:juliet@xanple.comnm;tag=786

| Call-1D BC466CIC- E01D- 4FD1- B766- 9AD174BAF2E7

| CSeq: 5 REFER

| Contact: <sip:juliet@xanple.conm; gr=ynOcl 4bnwOyr 3vym
| Accept: nessage/sipfrag

| Refer-To: <sip:benvolio@xanple.con>

| Supported: replaces

| Content-Length: O

The conference focus then acknow edges the SI P REFER request with a
200 K response (step F29, not shown).

The progress of the invitation will be tracked by the received NOTIFY
requests as per [RFC3515].

Exampl e 24: Progress Notification for Invitation (F30)

|  NOTIFY sip:juliet@xanmple.comSIP/2.0
| To: <sip:juliet@xanple.con;tag=786
| From <sip:nontague@hat. exanpl e. org>; t ag=087j s
| Call-ID: BC466CLC- EO1D- 4FD1- B766- 9AD174BAF2E7
| CSeq: 6 NOTIFY

| Max-Forwards: 70
| Event: refer

| Subscription-State: active; expires=60

| Contact: <sip:nontague@hat.exanpl e.org;transport=tcp>;isfocus
| Content-Type: nessage/sipfrag;version=2.0

| Content-Length:
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Note: Inplementers might want to be aware that several recently
publ i shed specifications nodify the way in which REFER requests
handl e SIP notifications (see [RFC7647] and [ RFC7614]).

5.8. Exit Room

If Juliet decides to exit the chat room her client sends a directed
presence stanza of type "unavail able" to the occupant JID she is
currently using in the room (here <nmontague@hat. exanpl e. org/ Juli C)

Exampl e 25: Juliet Exits Room (F31)

| <presence from='juliet@xanple.com ynOcl 4bnwOyr 3vym
| t o=" mont ague@hat . exanpl e. org/Juli C
| type='unavail able’ />

Upon receiving such a stanza, the XMPP-to-SIP gateway term nates the
SI P session by sending a SIP BYE to the conference focus and the
conference focus responds with a SIP 200 OK (steps F32 and F33, not
shown) .

Juliet can include a customexit nessage in the presence stanza of
type "unavailable", in which case it is broadcast to other
partici pants using the nethods described above.

Exanmpl e 26: Juliet Exits the Chat Room (F31)

| <presence fron¥ juliet@xanple.com ynOcl 4bnwOyr 3vyn

| t o=" nont ague@hat . exanpl e. org/Juli C

| type='unavail abl e’ >

| <status>0O, |ook! nethinks | see ny cousin’s ghost</status>
| </presence>

6. MSRP Miulti-party Messaging Session to XMPP MJC

This section describes howto nap a Miulti-party Instant Message (I M
MSRP session to an XMPP MJC session. As before, the follow ng
diagram outlines the overall protocol flow of a sanple session, which
i ncl udes sone optional exchanges (such as sendi ng nessages, changi ng
ni cknanme, and inviting another user).
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SIP SIP VSRP XMPP
User Pr oxy Switch Server
| + S2X GW + M2X GW +X2S GW
| +X2M GW
I
(F35) SIP |
I NVI TE
****************>|
(F36) SIP |
200 X

I I
I I
I I
I I
| |
I<****************| I
| (F37) SIP ACK | |
|****************>| |
| (F38) SIP | |
| SUBSCRI BE | |
| Event: | |
| conference | |
|****************>| |
| (F39) SIP | |
| 200 K | |
I |
I
I
I
I
|
I
I
I
I

<****************

| (F40) XMPP presence: enter room

.................................. >
| (F41) XMPP presence
| <o |
(F42) SIP | | |
NOTI FY | | |
<**************** | |
(F43) SIP | | |
200 &K | | |
****************>| | |
I I I
I > I
| | | (F45) XMPP |
| | | groupchat |
| | | nmessage |
| | [ >|
| | | (F46) XMPP |
| | | groupchat |
| | | nessage |
| | | <o |
| (F47) MBRP 200 K |
| <98888 AR
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If the XMPP presence stanza is received before the SI P SUBSCRI BE
dialog is established for the conference event, then the server
SHOULD cache the participant list until the subscription is
established and delivered in a SIP NOTIFY request.

6. 1. Ent er Room

When the SIP user ("Ronmeo") wants to join a groupchat room
("capulet"), he first has to start the SIP session by sending out a
SIP INVI TE request containing an offered session description that

i ncludes an MSRP nedi a |ine acconpani ed by mandatory 'path’ and
"chatroomi attributes. Here we assune that Roneo’'s user agent has
been configured to be aware of an MSRP switch (chat.exanple.org) it
can use. The MSRP nedia line is al so acconpani ed by an ’accept -
types’ attribute specifying support for a Message/ CPl M [ RFC3862] top-
| evel wrapper for the MBRP nessage.

Exampl e 27: SIP User Starts Session (F35)

| INVITE sip:capul et @oons. exanpl e.com SI P/ 2.0

| From "Romeo" <sip:romeo@xanpl e.org>;tag=43524545
| To: <sip:capul et @oons. exanpl e. conp

| Contact: <sip:ronmeo@xanpl e. org>; gr=dr4hcr0st 3l up4c
| Call-1D 08CFDAA4- FAED- 4E83-9317- 253691908CD2

| CSeq: 1 INVITE

| Content-Type: application/sdp

| Content-Length: .

I

| c=IN1P4 s2x.exanple.org

| meEnessage 7313 TCP/ MSRP *

| a=accept-types: nessage/cpimtext/plain text/htm

| a=accept-w apped-types:text/plain text/htm

| a=path:nsrp://chat.exanple.org: 7313/ ansp7lwezt as; tcp
| a=chatroom ni cknane privat e- nessages

Upon receiving the INVITE, the SIP proxy needs to deternine the
identity of the domain portion of the Request-URlI or To header, which
it does by follow ng the procedures discussed in [RFC7247]. Here we
assune that the SIP proxy has determ ned that the domain is serviced
by an XMPP server, that it contains or has available to it a SIP-to-
XMPP gat eway or connection nanager (which enables it to speak
natively to XMPP servers), and that it hands off the nessage to the
gat eway.

I mpl enent ati ons MAY wait until the nickname is set with an MSRP

NI CKNAME chunk before joining the XMPP MJUC or MAY choose a tenporary
ni ckname (such as the SIP From header display nane) and use it to
join the room Here we assune the latter.
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Exanpl e 28: SIP-to- XMPP Gat eway ACKs Session (F36)

SIP/2.0 200 X

From "Roneo" <sip:roneo@xanpl e.org>;tag=43524545

To: <sip: capul et @oons. exanpl e. con; t ag=a3343df 32

Decenber 2015

Contact: <sip:roons. exanpl e.comtransport=tcp>;isfocus

Cal | -1 D: 08CFDAA4- FAED- 4E83- 9317-253691908CD2
CSeq: 1 INVITE

m=nessage 8763 TCP/ MBRP *
a=accept-types: nessage/cpimtext/plain text/htm
a=accept -w apped-types:text/plain text/htm

a=pat h: msrp: // chat . exanpl e. org: 8763/ 1 kj h37s2s20wW2a; t cp

I
I
I
I
|
| Content-Type: application/sdp
I
I
I
I
I
I

a=chat room ni cknane pri vat e- mnessages

The SI P/ MBRP user agent subscribes to a conference event package at

the destinati on groupchat service.

Exanmpl e 29: Gateway Subscribes to the Conference (F38)

SUBSCRI BE si p: capul et @ oons. exanpl e.com SIP/ 2.0
To: <sip: capul et @oons. exanpl e. con; t ag=a3343df 32

From "Romeo" <sip:ronmeo@xanpl e.org>; tag=43524545
Cont act: <sip: romeo@xanpl e. or g>; gr =dr 4hcr Ost 3l up4c

I

I

|

| Call-ID: 08CFDAA4- FAED- 4E83-9317-253691908CD2
| CSeq: 2 SUBSCRI BE

| Event: conference

| Expires: 600

| Accept: application/conference-info+xm

| Al owEvents: conference

| Content-Length: O

After the conference subscription request is acknow edged, the SIP-
to- XMPP gat eway sends presence from Roneo to the MJC chat room

Exanpl e 30: Romeo Enters XWMPP Chat Room ( F40)

| <presence from=' roneo@xanpl e. or g/ dr 4hcr Ost 3l up4c’
| t o=" nont ague@hat . exanpl e. or g/ Roneo’ >

| <x xm ns="http://jabber.org/protocol/muc’/>

| </presence>
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6.2. Presence Broadcast

If the MIJC service is able to add the SIP/MSRP user to the room it
sends presence fromall the existing occupants’ roomJIDs to the new
occupant’s full JID, including extended presence infornmation about
roles in an <x/> el enent.

Exanmpl e 31: XMPP Service Sends Presence from Existing Occupants to
New Cccupant (F41)

<presence from=' capul et @ oons. exanpl e. com Roneo’
to=" roneo@xanpl e. or g/ dr 4hcr Ost 3l up4c’ >
<x xm ns="http://jabber. org/protocol/ muc#user’ >
<itemaffiliation="none’ role= participant’/>
<status code=’'110'/>
</ x>
</ presence>

I
I
I
I
|
I
I
I
| <presence from=' capul et @ oons. exanpl e. conl Ben

| to=" roneo@xanpl e. or g/ dr 4hcr Ost 3l up4c’ >
| <x xm ns="http://jabber. org/ protocol / muc#user’ >
| <itemaffiliation="none' role= participant’/>
| </ x>

| </presence>

I

I

|

I

I

I

I

<presence from=' capul et @ oons. exanpl e. com Juli C
to="roneo@xanpl e. or g/ dr 4hcr Ost 3| up4c’ >
<x xm ns="http://jabber.org/ protocol/nuc#user’ >
<itemaffiliation="none' role=participant’/>
</ x>
</ presence>

Upon receiving these presence stanzas, if the conference focus has

al ready conpl eted the subscription to the conference event package

[ RFC4575], the XMPP-to-SIP gateway translates theminto a SIP NOTI FY
request containing the participant list (represented in the
conference-info format specified in [ RFC4575]).

Sai nt-Andre, et al. St andards Track [ Page 30]



RFC 7702 SI P- XMPP | nt erwor ki ng: Groupchat Decenber 2015

Exanpl e 32: SI P Mapping of XMPP Participant Presence Stanzas (F42)

NOTI FY si p: roneo@xanpl e.org SIP/ 2.0

To: <sip:roneo@xanpl e. org>; t ag=43524545

From <si p: capul et @ oons. exanpl e. con; t ag=a3343df 32
Cal | -1 D: 08CFDAA4- FAED- 4E83- 9317-253691908CD2

CSeq: 3 NOTI FY

Event: conference

Subscription-State: active; expires=3600
Cont ent - Type: application/conference-i nfo+xm

Cont ent - Lengt h:

I

I

I

I

I

I

I

I

I

I

| <conference-info version="0" state="full"
| entity="sip: capul et @oons. exanpl e. cont' >
| <conf erence-descri pti on>
| <subj ect >Today i n Verona</subj ect >
| <conf-uris>

| <entry>

| <uri>tel:+18882934234</uri >
| <uri >si p: capul et @ oons. exanpl e. conx/ uri >
| </entry>

| </conf-uris>

| </ conf erence-descri pti on>
| <user s>

| <user entity="sip:capul et @oons. exanpl e. com gr=Juli C'
| state="full">
| <di spl ay-t ext >Jul i C</ di spl ay-t ext >

| <rol es>

| <entry>participant</entry>

| </rol es>

| <endpoi nt entity="sip: capul et @oons. exanpl e. conm gr=Juli C'
| state="full">

| <st at us>connect ed</ st at us>

| <medi a i d="211835821">

| <t ype>nessage</type>

| </ medi a>

| </ endpoi nt >

| </ user >

| <user entity="sip:capul et @ oons. exanpl e. com gr =Ben"

| state="full">

| <di spl ay-t ext >Ben</ di spl ay-t ext >

| <rol es>

| <entry>participant</entry>

| </rol es>

| <endpoi nt entity="sip: capul et @ oons. exanpl e. con gr =Ben"

| state="full">

| <st at us>connect ed</ st at us>

| <medi a i d="211835822">
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| <t ype>nessage</type>
| </ medi a>

| </ endpoi nt >

| </ user >

| </ users>

| </conference-info>

Because the "roomroster" is communi cated in XMPP by means of
mul ti pl e presence stanzas (one for each participant) whereas the
participant list is communicated in SIP by nmeans of a single
conference informati on docunent, the SIP-to-XMPP gateway will need to
keep track of the user’s SIP URI and the mapping of that URI into an
XMPP address; then, based on that mapping, it will need to determ ne
when it has received a conmplete roomroster fromthe MJC room i.e.
when it has received the in-room presence of the SIP user (which
according to [ XEP-0045] is the | ast presence stanza received in the
initial batch sent after joining). Once that happens, the SIP-to-
XMPP gat eway can construct the conference information docunent

contai ning the conplete participant list and send that to the SIP
user.

6.3. Exchange Messages

Once the user has joined the chat room the user can exchange an
unbounded nunber of nessages, both public and private.

The mappi ng of MSRP syntax el enents to XMPP syntax el enents MJST be
as shown in the following table. (Mappings for el enments not
menti oned are undefined.)

Table 5: Message Syntax Mapping from MSRP Message to XMPP

o e e e e e e e e m o o e e e e e e e e m o +
| CPI'M Header | XMPP El ement or Attribute |
O O +
| To | to |
| From | from |
| body of the SEND request | <body/> |
o e e e e e e e e m o o e e e e e e e e m o +

6.3.1. Send a Message to All Cccupants
When Ronmeo wants to send a nessage to all other occupants in the

room he sends an MSRP SEND request to <room@ervice>
(<capul et @ oons. exanpl e. com> i n our exanple).
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The foll owi ng exanpl es show an exchange of a public nmessage.
Exanpl e 33: Romeo Sends a Message to the Chat Room (F44)

MSRP a786hj s2 SEND

To-Path: nsrp://room exanpl e.com 7313/ ansp71lweztas;tcp
From Pat h: mnsrp://chat. exanpl e. org: 8763/ 1 kj h37s2s20wW2a; t cp
Message- |1 D. 87652492

Byt e- Range: 1-*/*

Cont ent - Type: nessage/cpim

I
I
I
I
I
I
I
| To: <sip:capul et @oons. exanpl e. conp

| From "Romeo" <sip:ronmeo@xanpl e. org>; gr=dr4hcr0st 3l up4c
| DateTinme: 2008-10-15T15: 02: 31-03: 00

| Content-Type: text/plain

I

| Romeo is here!

| ------- a786hj s2%

Upon receiving the SEND request, if the request either contains a
Fai | ure- Report header field value of "yes" or does not contain a

Fai | ure- Report header at all, the SIP-to-XMPP gateway i nmedi ately
translates it into an XMPP nessage stanza and then generates and

sends an MSRP response.

Exanpl e 34: XWMPP Mappi ng of Message (F45)

| <nessage fron¥ roneo@xanpl e. or g/ dr4hcr 0st 3l up4c
| t o=" capul et @ oons. exanpl e. com

| type=' groupchat’

| i d=" 8gbx1g4p’ >

| <body>Romeo i s here! </ body>

| </ nessage>

Exanpl e 35: MSRP Response to Public Message (F47)

| MBRP d93kswow 200 K

| To-Path: msrp://roons. exanpl e. com 8763/ kj h37s2s20wW2a; t cp
| FromPath: nsrp://chat.exanpl e.org: 7313/ ansp71lwezt as; tcp
| ------- d93kswowd

Note well that the XMPP MJC roomwi || reflect the sender’s nessage
back to all users, including the sender. The MSRP-to- XMPP gat eway
SHOULD wait until receiving this reflected nessage before sending an
MSRP 200 CK reply to the original sender
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6.3.2. Send a Private Message

Roneo can send a "private nessage" to a selected occupant via the
chat room service by sending a nessage to the occupant’s room
ni cknane.

The foll owi ng exanpl es show an exchange of a private nessage.
Exanpl e 36: Romeo Sends a Private Message (F48)

MSRP a786hj s2 SEND

To-Path: nsrp://roons. exanpl e. com 7313/ ansp71lweztas;tcp
From Pat h: msrp://chat. exanpl e. org: 8763/ 1 kj h37s2s20wW2a; t cp
Message- |1 D. 87652492

Byt e- Range: 1-*/*

Cont ent - Type: nessage/cpim

I
I
I
I
|
I
| To: <sip:capul et @oons. exanpl e. conp; gr=Juli C

| From "Romeo" <sip:ronmeo@xanpl e. org>; gr=dr4hcrO0st 3l up4c
| DateTinme: 2008-10-15T15: 02: 31-03: 00

| Content-Type: text/plain

I

| | am here!!

| ------- a786hj s2%

The MSRP switch is responsible for transfornmng the 'Fron address
into an in-room address (not shown).

Once the MBRP switch sends that nessage to the gateway, the gateway
is responsible for translating it into XMPP synt ax.

Exanpl e 37: XMPP Mapping of Private Message (F50)

| <nessage fronF capul et @ oons. exanpl e. conf Roneo’
| t o=" capul et @ oons. exanpl e. com Jul i C

| type=' chat’

| i d="rg2ca9k7’ >

| <body>l am here!!!</body>

| </ nessage>

6.4. Change N cknane

If Romeo decides to change his nickname within the room he sends a

new MSRP NI CKNAME request. In fact, nodification of the nicknanme in
MBRP is not different fromthe initial reservation and usage of a
ni ckname.
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Exanpl e 38: MSRP User Changes Ni cknane (F51)

| MBRP a786hj s2 NI CKNAME

| To-Path: nsrp://chat.exanple.org: 7313/ ansp7lwezt as; tcp

|  FromPath: nsrp://roons. exanpl e.com 8763/ | kj h37s2s20wW2a; tcp
| Use-Ni cknane: "nontecchi"

| ------- a786hj s2

Upon receiving such a nessage, the MSRP-to- XMPP gateway translates it
into an XMPP presence stanza.

Exanpl e 39: XMPP Mappi ng of Ni cknane Change (F52)

| <presence from=' roneo@xanpl e. or g/ dr4hcr0st 3l up4c
to=" capul et @ oons. exanpl e. com nmont ecchi’ />

The XMPP server will analyze the nicknane allocation and deternmine if
the requested nicknane is available. |In case the nickname is not
avai l abl e or not usable, the server will generate a presence stanza
of type "error" specifying a <conflict/> error condition

Exanmpl e 40: XWMPP Conflict Error for N ckname (F53)

| <presence from=' capul et @ oons. exanpl e. com Roneo’

| to="roneo@xanpl e. or g/ dr 4hcr Ost 3l up4c

| type='error’ >

| <x xm ns="http://jabber. org/protocol /muc’/>

| <error type='cancel’ by='capul et @oons. exanpl e. coni >

| <conflict xm ns="urn:ietf:parans: xm : ns: xnpp-stanzas’/ >
| </error>

| </presence>

Upon receiving this stanza, the XMPP-to- MSRP gateway will reply to
the NI CKNAME request with code 425.

Exampl e 41: Gateway Translates XMPP N ckname Conflict to MSRP Error
Code (F54)

| MSRP a786hj s2 425 Ni ckname usage fail ed

| To-Path: nsrp://chat.exanple.org: 7313/ ansp7lwezt as;tcp

|  From Path: nsrp://roons. exanpl e.com 8763/ | kj h37s2s20wW2a; tcp
| ------- a786hj s2

6.5. Invite Another User to a Room
If a SIP user wants to invite another user to join the conference he

will send a REFER request indicating who needs to be invited in the
Ref er-To header, as per Section 5.5 of [RFC4579].
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6

6

Exanpl e 42: SIP User Invites Another User (F55)

| REFER sip: capul et @ oons. exanpl e.com SI P/ 2.0

| To: <sip:capul et @oons. exanpl e. conp; t ag=a3343df 32

|  From "Ronmeo" <sip:ronmeo@xanple. org>;tag=5534562

| Call-I1D: 08CFDAA4- FAED- 4E83-9317-253691908CD2

| CSeq: 4 REFER

| Contact: <sip:ronmeo@xanple.org>; gr=dr4hcr0st 3l up4c
| Accept: message/sipfrag

| Refer-To: <sip:benvolio@xanple.com

| Supported: replaces

| Content-Length: O

The Sl P-to- XMPP gat eway t hen acknow edges the SIP REFER request with
a 200 K response (step F56).

The gateway will then send a NOTIFY request as per [RFC3515]
indicating that the invitation is in progress. Since there is no way
to know the progress of the invitation until the user has joined,

i mpl ementations are advised to term nate the REFER di al og
subscription upon receiving the first NOTIFY request, with a status
code of 100 Tryi ng.

Exanpl e 43: Progress Notification for Invitation (F56)

| NOTIFY sip:romeo@xanple.org SIP/2.0

| To: <sip:romeo@xanpl e. org>; tag=5534562

| From <sip:capul et @oons. exanpl e. conr; t ag=a3343df 32

| Call-ID: 08CFDAA4- FAED- 4E83-9317-253691908CD2

| CSeqg: 5 NOTIFY

| Event: refer

| Subscription-State: term nated;reason=noresource

| Contact: <sip:capul et @oons. exanpl e.comtransport=tcp>;isfocus
| Content-Type: message/sipfrag;version=2.0

| Content-Length:

I
I

SIP/2.0 100 Trying
Exit Room

If Romeo decides to exit the chat room his client sends a SIP BYE to
t he <nont ague@hat . exanpl e. org> chat room
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Exanpl e 44: Romeo Termi nates Session (F59)

| BYE sip: capul et @oons. exanpl e.com SI P/ 2.0

| Max-Forwards: 70

|  From "Ronmeo" <sip:ronmeo@xanple. org>;tag=5534562
| To: <sip:capul et @oons. exanpl e. conp; t ag=a3343df 32
| Call-ID: 08CFDAA4- FAED- 4E83-9317-253691908CD2

| CSeq: 6 BYE

| Content-Length: O

Upon receiving the SIP BYE, the SIP-to-XMPP gateway translates it
into a presence stanza of type "unavail able" (F60) and sends it to
the XMPP MJC room service. Then, the SIP-to-XMPP gateway responds
with a 200 OK to the MSRP user (F62).

Exampl e 45: Roneo Exits Chat Room ( F60)

| <presence from=' roneo@xanpl e. or g/ dr4hcr0st 3l up4c
t o=" capul et @ oons. exanpl e. com Roneo’
| type='unavail able' />

7. Handling of N cknames and Di spl ay Nanes

Fundanental rul es for mapping addresses between XMPP and SIP are
provided in [ RFC7247]. However, chat roons include a nore
speci al i zed, unique identifier for each participant in a room called
a "nicknane". |Inplenmentations SHOULD apply the rules for preparation
and conparison of nicknanmes specified in [ RFC7700].

In addition to nicknanes, sone groupchat inplenmentations also include
di spl ay nanes (which might or mght not be different fromusers

ni cknames). A display nane need not be unique within the context of
a roombut instead sinply provides a user-friendly nane for a

partici pant.

In the SIP conference event package, the nicknane is the value of the
Centralized Conferencing (XCON) 'nicknane’ attribute of the <user/>
el ement [ RFC6501] and the display name is the XML character data of
the conference-info <display-text/> elenment [RFC4575]. |In XMPP, the
ni ckname i s the value of the resourcepart of the occupant JID

[ XEP- 0045] and the display nane is the XML character data of the

<ni ck/ > el enent [ XEP-0172].

In practice, the <display-text/> elenent is treated as canonical in
SIP inmpl enentations, and the <nick/> elenment is rarely used in XWPP
i npl ementations. Therefore, for display purposes, SIP

i mpl ement ati ons ought to use the <display-text/> elenent if the XCON
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"ni cknane’ attribute is not present, and XMPP i npl enentati ons ought
to use the resourcepart of the occupant JIDif the <nick/> elenment is
not present.

If there is a conflict between the SIP nickname and the XMPP

ni ckname, the SIP-to-XMPP or XMPP-to-SIP gateway is responsible for
adjusting the nickname to avoid the conflict and for informng the
SIP or XMPP client of the unique nickname used to join the chat room

8. Message Size

It is possible for MSRP nessages to exceed the size allowed by an
XMPP service on the far end of an MSRP-to- XMPP gat eway; see [ RFC7573]
for a discussion of this issue.

9. Security Considerations

The security considerations of [RFC3261], [RFC4975], [RFC6120],
[ RFC7247], [RFC7701], and [ XEP-0045] apply.

Thi s docunent specifies methods for exchangi ng groupchat messages
through a gateway that translates between SIP and XMPP. Such a
gateway MJST be conpliant with the mnimum security requirenments of
the protocols for which it translates (i.e., MSRP/SIP and XMPP). The
addition of gateways to the security nodels of MSRP, SIP, and XMPP

i ntroduces some new risks. In particular, end-to-end security
properties (especially confidentiality and integrity) between user
agents that interface through an MSRP-to- XMPP gat eway can be provi ded
only if common formats are supported; unfortunately, although

[ RFC3862] specifies such a format for one-to-one instant messages,
the problem of end-to-end security for nulti-party nmessagi ng has not
been solved in a standardi zed way.

Sone of the features that are not addressed by the m ninal
interoperability baseline defined in this docunent are relevant to
security, such as the ability to adnmi nister rooms, kick out and ban
users, and enabl e room noderation. Users needing to take advantage
of such features cannot do so through a gateway in a standardized
manner and therefore will need to use native clients for the rel evant
protocol (NMSRP or XMPP).

As nentioned in [ RFC7572], there are several possible nmethods for
end-to-end encryption of one-to-one instant nmessages. Unfortunately,
because there is no wi dely depl oyed nethod for end-to-end encryption
of multi-party instant messages, this docunment cannot provide a
recomendation in this regard.
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