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Abst ract

Thi s docunent describes nethods for handling Unicode strings
representing menorabl e, human-friendly nanes (called "nicknames”,
"di spl ay nanes", or "petnanes") for people, devices, accounts,
websites, and other entities.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7700

Copyri ght Notice
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(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunent. Code Conponents extracted fromthis docunment nust
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I ntroduction
Overvi ew

A nunber of technol ogi es and applications provide the ability for a
person to choose a nenorabl e, human-friendly nanme in a communicatio
context, or to set such a name for another entity such as a device,
account, contact, or website. Such nanes are variously called

"ni cknames" (e.g., in chat room applications), "display nanes" (e.g
inlInternet mail), or "petnanes" (see [ PETNAVE- SYSTEMS]); for

consi stency, these are all called "nicknames" in this docunent.

Ni cknames are comonly supported in technol ogi es for textual chat
rooms, e.g., Internet Relay Chat [ RFC2811] and multi-party chat
technol ogi es based on the Extensible Messagi ng and Presence Protoco
(XWMPP) [ RFC6120] [ XEP-0045], the Message Session Relay Protocol
(MBRP) [ RFC4975] [RFC7701], and Centralized Conferencing (XCQON)

[ RFC5239] [ XCON- SYSTEM . Recent chat roomtechnol ogi es al so al | ow
i nternationalized nicknames because they support characters from
outside the ASCII range [ RFC20], typically by neans of the Unicode
character set [Unicode]. Although such nicknanes tend to be used
primarily for display purposes, they are sonetinmes used for
programmati ¢ purposes as well (e.g., kicking users or avoiding

ni ckname conflicts).
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A simlar usage enables a person to set their own preferred display
nane or to set a preferred display nanme for another user (e.g., the
"di spl ay-nane" construct in the Internet message format [RFC5322] and
[ XEP- 0172] in XMPP).

Menor abl e, hunman-friendly nanes are also used in contexts other than
personal messagi ng, such as nanmes for devices (e.g., in a network

vi sual i zation application), websites (e.g., for bookmarks in a web
browser), accounts (e.g., in a web interface for a list of payees in
a bank account), people (e.g., in a contact |list application), and
the like.

The rules specified in this docunment can be applied in all of the
f oregoi ng cont exts.

To increase the likelihood that nenorable, human-friendly names will
work in ways that make sense for typical users throughout the world,
thi s docunent defines rules for preparing, enforcing, and conparing
i nternationalized ni cknanes.

1.2. Term nol ogy

Many inportant terns used in this docunment are defined in [ RFC7564],
[ RFC6365], and [ Uni code].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

2. Ni cknanme Profile
2.1. Rules

The following rules apply within the N cknane profile of the PRECI S
Fr eef or nCl ass.

1. Wdth Mapping Rule: There is no wi dth-mapping rule (such a rule
is not necessary because wi dth mapping is performed as part of
nornal i zati on using Normalization Form KC (NFKC) as specified
bel ow) .
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2. Additional Mpping Rule: The additional mapping rule consists of
the follow ng sub-rules.

1. Any instances of non-ASCI| space MJST be mapped to ASCI |
space (U+0020); a non-ASCI| space is any Uni code code point
havi ng a general category of "Zs", naturally with the
exception of W+0020.

2. Any instances of the ASCI| space character at the beginning
or end of a nicknane MJUST be renoved (e.g., "stpeter " is
mapped to "stpeter").

3. Interior sequences of nore than one ASCI| space character
MJUST be mapped to a single ASCI|I space character (e.qg.
"St Peter" is mapped to "St Peter").

3. Case Mapping Rule: Unicode Default Case Fol di ng MJST be appli ed,
as defined in the Unicode Standard [ Unicode] (at the tinme of this
witing, the algorithmis specified in Chapter 3 of
[ Unicode7.0]). In applications that prohibit conflicting
ni cknanmes, this rule helps to reduce the possibility of confusion
by ensuring that nicknanes differing only by case (e.qg.,
"stpeter" vs. "StPeter") would not be presented to a human user
at the sane tine.

4. Normalization Rule: The string MJUST be normalized using Unicode
NFKC. Because NFKC is nore "aggressive" in finding matches than
other nornalization forns (in the termnol ogy of Unicode, it
performs both canonical and conpatibility deconposition before
reconposi ng code points), this rule helps to reduce the
possibility of confusion by increasing the nunber of characters
that would match (e.g., U+2163 ROVAN NUMERAL FOUR woul d match t he
conbi nati on of UW+0049 LATIN CAPI TAL LETTER | and W+0056 LATIN
CAPI TAL LETTER V)

5. Directionality Rule: There is no directionality rule. The "Bidi
Rul e" (defined in [ RFC5893]) and similar rules are unnecessary
and inapplicable to nicknanmes, because it is perfectly acceptable
for a given nicknanme to be presented differently in different
| ayout systens (e.g., a user interface that is configured to
handle primarily a right-to-left script versus an interface that
is configured to handle primarily a left-to-right script), as
long as the presentation is consistent in any given |ayout
system
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2.2. Preparation

An entity that prepares a string for subsequent enforcenent according
to this profile MIUST ensure that the string consists only of Unicode
code points that conformto the FreefornC ass string class defined in
[RFC7564]. In addition, the entity MJST ensure that the string is
encoded as UTF-8 [ RFC3629].

2.3. Enf or cenent

An entity that perforns enforcenment according to this profile MJST
prepare a string as described in Section 2.2 and MJST al so apply the
following rules specified in Section 2.1 in the order shown:

1. Additional Mpping Rule
2. Nornmalization Rule
3. Directionality Rule

After all of the foregoing rules have been enforced, the entity MJST
ensure that the nicknane is not zero bytes in length (this is done
after enforcing the rules to prevent applications from m stakenly
omtting a nicknane entirely, because when internationalized
characters are accepted, a non-enpty sequence of characters can
result in a zero-length nicknane after canonicalization).

2.4. Comparison
An entity that perforns conparison of two strings according to this

profile MJST prepare each string as specified in Section 2.2 and MJST
apply the following rules specified in Section 2.1 in the order

shown:

1. Additional Mpping Rule
2. Case Mapping Rule

3. Normalization Rule

4. Directionality Rule

The two strings are to be considered equivalent if they are an exact
octet-for-octet match (sonetinmes called "bit-string identity")

3. Exanples

The following exanples illustrate a small nunber of nicknanes that
are consistent with the format defined above, along with the output
string resulting fromapplication of the PRECIS rules (note that the
characters < and > are used to delineate the actual nickname and are
not part of the nicknane strings).
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Table 1: A Sanple of Legal N cknanes

o e e e e e o e e e e e e e e e e e e e o m o +
| # | N cknane | Qutput for Comparison |
e e e e e e e eaea oo n o m e e e e e e e e mee oo s +
| 1| <Foo> | <foo> |
o e e e e e e e e e e oo - o m m e e e e e e e e e e e eo oo s +
| 2| <foo> | <foo> |
o e e e e e o e e e e e e e e e e e e e o m o +
| 3 | <Foo Bar> | <foo bar> |
e e e e e e e eaea oo n o m e e e e e e e e mee oo s +
| 4] <foo bar> | <foo bar> |
o e e e e e e e e e e oo - o m m e e e e e e e e e e e eo oo s +
| 5| <&#x3A3;> | GREEK SMALL LETTER SI GVA (U+03C3)

o e e e e e o e e e e e e e e e e e e e o m o +
| 6 | <&#x3C3;> | GREEK SMALL LETTER SI GVA (U+03C3)

e e e e e e e eaea oo n o m e e e e e e e e mee oo s +
| 7 | <&#x3C2;> | GREEK SMALL LETTER SI GVA (U+03C3) |
o e e e e e e e e e e oo - o m m e e e e e e e e e e e eo oo s +
| 8 | <&#x265A; > | BLACK CHESS KI NG (U+265A) |
o e e e e e o e e e e e e e e e e e e e o m o +
| 9| <Richard &#x2163; > | <richard iv> |
e e e e e e e eaea oo n o m e e e e e e e e mee oo s +

Regardi ng exanples 5, 6, and 7: applying Unicode Default Case Fol ding
to GREEK CAPI TAL LETTER SI GVA (U+03A3) results in GREEK SVMALL LETTER
SI GVA (U+03C3), and the same is true of GREEK SMALL LETTER FI NAL
SIGVA (U+03C2); therefore, the conparison operation defined in
Section 2.4 would result in matching of the nicknanes in exanples 5,
6, and 7. Regarding exanple 8: synbol characters such as BLACK CHESS
KING (U+265A) are allowed by the PRECI S FreefornCl ass and thus can be
used i n nicknames. Regarding exanple 9: applying Uni code Default
Case Fol ding to ROVAN NUMERAL FOUR (U+2163) results in SMALL ROVAN
NUMERAL FOUR (UW+2173), and applying NFKC to SMALL ROVAN NUMERAL FOUR
(U+2173) results in LATIN SVMALL LETTER | (UW+0069) LATIN SMALL LETTER
V (U+0086) .

4. Use in Application Protocols

Thi s specification defines only the PRECI S-based rul es for handling
of nicknane strings. It is the responsibility of an application
protocol (e.g., MSRP, XCON, or XMPP) or application definition to
specify the protocol slots in which nicknane strings can appear, the
entities that are expected to enforce the rul es governi ng nicknane
strings, and when in protocol processing or interface handling the
rules need to be enforced. See Section 6 of [RFC7564] for guidelines
about using PRECIS profiles in applications.
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Above and beyond the PRECI S-based rul es specified here, application
protocol s can al so define application-specific rules governing

ni ckname strings (rules regarding the m ni mum or maxi mum | ength of
ni cknanmes, further restrictions on allowable characters or character
ranges, safeguards to mtigate the effects of visually simlar
characters, etc.).

Natural ly, application protocols can also specify rules governing the
actual use of nicknames in applications (reserved nicknanes,

aut hori zation requirenments for using nicknanes, whether certain

ni cknames can be prohibited, handling of duplicates, the rel ationship
bet ween ni cknanmes and underlying identifiers such as SIP URI's or
Jabber 1Ds, etc.).

Entities that enforce the rules specified in this docunent are

encouraged to be liberal in what they accept by following this

pr ocedur e:

1. \here possible, map characters (e.g, through w dth mappi ng,
addi ti onal mappi ng, case mapping, or nornalization) and accept
the mapped string.

2. |If mapping is not possible (e.g., because a character is
disallowed in the FreefornC ass), reject the string.

5. | ANA Consi der ati ons

The 1 ANA shall add the following entry to the PRECIS Profiles
Regi stry:

Name: N ckname

Base C ass: FreefornC ass

Applicability: N cknames in nessaging and text conferencing
technol ogi es; petnanes for devices, accounts, and people; and
ot her uses of nicknanes or petnanes.

Repl aces: None

W dth Mapping Rule: None (handl ed via NFKC)

Addi tional Mapping Rule: Map non-ASCI| space characters to ASC |
space, strip leading and trailing space characters, map interior

sequences of multiple space characters to a single ASCI| space

Case Mapping Rule: Map uppercase and titlecase characters to
| ower case using Uni code Default Case Fol di ng.
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Normal i zation Rule: NFKC

Directionality Rule: None

Enforcenent: To be specified by applications.
Specification: RFC 7700 (this docunent)
Security Considerations

1. Reuse of PRECIS

The security considerations described in [RFC7564] apply to the
FreefornCl ass string class used in this docunent for nicknanes.

2. Reuse of Unicode

The security considerations described in [UTS39] apply to the use of
Uni code characters in nicknanes.

3. Visually Simlar Characters

[ RFC7564] describes sonme of the security considerations related to
visually sinilar characters, also called "confusable characters" or
"conf usabl es".

Al t hough the mapping rules defined in Section 2 of this docunent are
designed, in part, to reduce the possibility of confusion about

ni cknanmes, this docunent does not provide nore-detail ed
recommendat i ons regarding the handling of visually sinilar
characters, such as those provided in [UTS39].
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