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Abst r act

A common format sinplifies exchange of secondary school acadenic
transcripts via electronic mail. Existing standards are applied to
prevent unauthorized alteration of transcript content and to deliver
transcripts directly and securely fromeach student to his or her
chosen recipients. By elimnating third-party intervention and
surveill ance, the defined protocol better protects student privacy
and i ndependence than does current practice.
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1. Introduction

Tradi tional ,

protects the rights and interests of all

secondary school

i ndi vi dual
st akehol ders - -
the students

paper - based comuni cati on of

officials who curate student

Cct ober 2015

student records

t he

who are both the subjects and distributors of their own individua

records,

and the coll ege adm ssion officers,
and others who, with the perm ssion of individua

and revi ew such records. In the traditiona

prospective enpl oyers,
students, receive
when a

graduati ng student applies for enployment or admission to an

institution of higher |earning,
her secondary schoo

she asks the gui dance counsel or at
for a transcript of her academ ¢ achi evenents to

support her application. |n response, the gui dance counsel or
prepares a paper record of that student’s achi evenents and presents
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it to her so that she mght forward that transcript to whomever she
pl eases. In order to prevent forgery of academ c transcripts, the
paper record presented to the student often includes various marks of
its authenticity, such as an inprint of the school seal or the
signature of an authorized school official. |In order to prevent
unaut hori zed alteration of transcript content, the prepared docunent
is sonmetinmes presented to the student inside a seal ed postal envel ope
that cannot easily be opened wi thout detection -- perhaps ai ded by
tanper - proof tape, signed envel ope flaps, or even inprinted wax
seals. The integrity of the envel ope’s physical seal assures the
recipient that its contents have not been altered in transit; seals
and signatures affixed to the encl osed docunment assure the recipient
of the transcript’'s legitimcy. The student’s privacy is assured by
her ability to forward the sealed transcript to whonmever she pl eases
wi t hout the know edge of or further consultation with the school

+++
/ \
/\ Digital Transcript / \
[\ Via Wb or Database Connection / \
/ 88\ / \
/ 88 \ \\ /Y | College
/ \ (---) H--mmemmeo - >> | |
| School | +--------- >>  (###) L +
I I ||
, R + <<... | | Copies of Digital Transcript
School Gui dance Dept \@ |@ Via Wb or Database Connection
L L oo - + +++
e >> \
Third-Party Processor / \
Monitors and Control s / \
St udent Conmuni cati on / \
| College
I I
S +

Figure 1: Corrupted Mddel for Exchangi ng Secondary School Transcripts

Wil e the traditional process of distributing academ c transcripts
adm rably protects student privacy and prerogatives, that process

al so requires manual effort fromthe school staff for the preparation
of each transcript. On the prenise of reducing that effort, sone
school officials have gratuitously m sapplied technology in a way
that guts student privacy and effectively excludes students from
their own business. Figure 1 illustrates an increasingly common
aberration. Rather than adopting standardi zed, readily avail able
technology to protect the integrity of transmitted student data -- as
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it had once been protected by their own signatures on seal ed

envel opes -- school officials interpose thenselves (or their agents)
bet ween students and transcript recipients, claimng falsely that no
ot her approach adequately assures the confidentiality, origin, and
integrity of transcript content or the reliability of transcript
transm ssion. By introducing the role of "third-party processor" in
Figure 1, educators disrupt what should be private, bilatera

rel ati onshi ps between students and their chosen correspondents,
inmplicitly denying the legitimcy of any technical neans by which a
student m ght nanage and secure his/her own conmmuni cation

By coercing students into a fal se choice between surrendering their
privacy or accepting the limtations of a neglected, |argely manual
system educators and allied service providers gain significant new
benefits at student expense. Anmpbng these benefits is the creation of
an ot herwi se unneeded educati onal services industry to nediate
conmuni cati on between students and transcript recipients --

communi cation that, by the nobst natural operation of the Internet,
woul d ot herwi se be end-to-end. A second consequence of coerced

medi ation is that the mediators gain unfettered control over schoo
records that would otherw se be private and often protected by | aw

A third consequence of coerced nediation is that nediators can
harvest candid data on student behavi or outside the secondary schoo
domain. Even the nost basic information about college and enpl oynent
appl i cations, successful or not, individual or in the aggregate, can
have significant value for secondary school officials, college

adm nistrators, enployers, and general marketing professionals.

Mor eover, al though such data is historically private, it is also nore
val uable and legally less well protected than internal secondary
school records.

Medi ated transcript distribution vitiates student privacy while
endowi ng school bureaucrats and their confederates wi th undeserved
privilege, but these political concessions are utterly unnecessary to
automated transcript distribution. As suggested by Figure 2, the
political concessions intrinsic to nediated transcript exchange can
be largely elimnated by the nost straightforward automati on of the
traditional transcript process.

This nmeno specifies a common format for exchangi ng secondary schoo
academic transcripts via electronic nmail. Because the defined fornat
supports digital signature of transcripts by their originator, a
student cannot fabricate or alter transcript information provided by
school officials. Because the described format supports encrypted
transm ssi on of school transcripts, the distribution of each
student’s information can remain private and under his or her
control. Because the format supports asymmetric cryptography, the
origin and integrity of received transcripts can be verified
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i ndependently by the recipient; confidential content can be

i ndependently recovered by an intended recipient while remaining
protected from unauthorized access. Because the Internet emai
protocol provides fail-safe delivery, transcripts are reliably
delivered to their intended recipients, and the sending student is
directly notified of any exceptions. No centralized, trusted
authority is needed to nmedi ate comruni cati on between students,
transcript originators, or transcript recipients. Thus, a student’s
need for an authoritative record of his education cannot be exploited
to restrict or nonitor his/her free and private interactions with
col | eges, enployers, or others. Students can reclaimcontrol over
their own personal information and their relationships with
prospective enpl oyers and adnissions officers; students can prevent
surreptitious harvesting of information about their affairs. Last
but not |east, specialized software is not required by nost
participants in the school transcript exchange protocol: the needs of
all students and nany transcript recipients can be net by existing,
st andar ds- based, secure email clients.

+++
/ \
/\ Digitally Signed Transcript / \
[\ Via CD-ROM Secure Emmil, etc. / \
/ 88\ / \
[/ 88 \ --- | Coll ege
/ \ (0 0) +------mmmmmmn- >> | |
| School | +--------- > (- ) e +
| | | ] Copi es of
Fooem- - + | | Digitally Signed Transcript
School Gui dance Dept | | Via Secure Enmail, CD-ROM etc.
I I N + +++
8 8 e >> \
St udent / \
Privately and Aut ononously / \
Forwards Digitally Signed Transcript / \
| Coll ege
e .

Figure 2: Traditional Mdel for Exchangi ng Secondary Schoo
Transcripts
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The acronym EESST (Email Exchange of Secondary School Transcripts)
nanes the format and met hods defined here for securely conveying
student academ c records under student control. Requirenents for

i npl ementors of this specification are expressed here using a keyword
vocabul ary [ RFC2119] that is widely understood within the Internet
communi ty.

2. Design Mdtivation

Inmplicit in any protocol definition is sone assignnent of functions
to the various protocol participants. Wen those participants are
adm ni stratively independent one from another, binding assignnents of
protocol function -- which m ght otherw se seempurely technica
choices -- are politically significant. For the sake of
transparency, this protocol specification explicitly reckons the
political consequences of its inplicit design choices.

Preparation and delivery of secondary school transcripts nost affects
the interests of individual students. After all, the process is
entirely notivated by a student’s need to certify his or her persona
academ c achi evenents as evidence of nerit for enploynent, higher
education, or other social advancenment or reward. Accordingly,

i ndi vi dual student needs properly dom nate the design of a comon
system for transcript exchange. Because a secondary schoo

transcript certifies a student’s personal nerit, students need
transcript docunments that are credible to recipients -- for which the
origin and integrity of transcript content is assured. Because a
school transcript records personal infornmation about an individua
student, student privacy is paranount: control of transcript
distribution rmust be closely held by the individual student, and each
student nust be able to protect the confidentiality of his or her
transcript in transit.

Conmuni cati on of transcript content between originator, student, and
ultimate recipient is nost secure only if that conmunication is end-
to-end. Wiile the end-to-end argunent [Sal 84] is fundanental to the
design of the Internet, it is also critical to the design of secure
communi cati on protocols (see Section 6.2 of RFC 1958 [ RFC1958]). In
contrast, securely comunicating student information to a centralized
(and ot herw se uninvolved) third party clearly degrades student
privacy and increases cost. Clains to the contrary are at best

| ogically absurd and at worst darkly notivated.

After students, transcript handling nust address the interests of

transcript recipients, which may include college adm ssion officers,
prospective enployers, and schol arship foundations. Recipients nust
be able to evaluate the origin and integrity of received transcript
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docunents easily and independently. Secondarily, recipients may
benefit from mechani cal extraction and sunmary of transcript content
to support their own internal decision processes.

Finally, comon transcript handling nust address the needs of the
transcript originator -- typically a secondary school guidance
counsel or or other school official. An originator’s legitimate
interests are reducing the cost of preparing transcript documents and
meeting any | egal or noral obligations to protect student privacy.

I nsofar as the very notion of electronic school transcripts inplies
their automated preparation by conputers, dramatic cost reductions
over traditional nanual processes are also inplicit. An originator’s
obligation to protect student privacy is nost elegantly and

i nexpensively met by sinply not conveying transcript information
about a particular student to anyone other than that student.

A protocol by which students nust request transcript distributions
addresses no actual student need but, rather, only the | egal needs of
third parties seeking to intervene in otherw se private

communi cations. The additional effort of formal transcript requests
is needed only when a nediating third party is involved, because, in
many jurisdictions, sharing personal information with the third party
| egal ly requires student consent, and an el ectronic transcript
request may be conveniently construed as inplicit consent. Moreover,
a formal transcript request-response protocol is not needed to
docunent delivery of a transcript to its intended recipient. Wen
the student, rather than a third party, directly conveys his/her
transcript to a chosen recipient, that student has the greatest
interest in successful communication, can observe any comruni cation
failures firsthand, and can take corrective action if needed.

Fam |iar, standardized protocols provide unanbi guous feedback to the
student about successful transcript delivery. The SMIP protocol, in
particular, is defined and inplenented to be fail-safe, as described
in Section 4.1.1.4 of its specification [ RFC5321]:

Receipt of the end of nmail data indication requires the server to
process the stored mail transaction information. This processing
consunmes the information in the reverse-path buffer, the forward-
path buffer, and the mail data buffer, and on the conpl etion of
this command these buffers are cleared. |If the processing is
successful, the receiver MIUST send an OK reply. |f the processing
fails, the receiver MJST send a failure reply. The SMIP node
does not allow for partial failures at this point: either the
message is accepted by the server for delivery and a positive
response is returned or it is not accepted and a failure reply is
returned. In sending a positive "250 OK" conpletion reply to the
end of data indication, the receiver takes full responsibility for
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3.

3.

the message (see Section 6.1). FErrors that are diagnosed
subsequently MJST be reported in a nmail nessage, as discussed in
Section 4. 4.

Prot ocol Overvi ew

Exi sting, standardized technology sinplifies the process of preparing
and distributing secondary school transcripts. Using a conputerized
procedure, a secondary school adm nistrator prepares a digita
transcript docunent that records the academ ¢ achi evenents of a
particul ar student and presents that docunent to that student. Using
postal delivery, secure enail, or other nmethod, the student conveys
digital copies of the prepared transcript to recipients of his or her
choice. Using a conputerized procedure, each recipient nmay

i ndependently verify that the received transcript has not been forged
or altered in transit. Because the received transcript is digital,
each recipient may use conputerized procedures to extract and
summari ze transcript content for |ocal review and processing.

Preparing and delivering a secondary school transcript entails

interaction among three kinds of participant -- transcript
originator, student, and transcript recipient -- each of whom
performs a distinct functional role. Interactions between each kind

of participant are proscribed bel ow.
1. Student and Oiginator

A transcript originator assenbles and digitally signs acadenic
transcripts that docunent the achi evenents of individual students in

a secondary school. The role of transcript originator is frequently
filled by the director of a high-school guidance departnent or other
secondary school official. At fixed times throughout the schoo

year, using then-current information froma student database, the

gui dance director executes a conputer programthat, for each rel evant
student, automatically creates an individual transcript report and
digitally signs that report on the director’s behalf. The format of
each signed transcript docunent is defined in Section 5 bel ow.

The principal responsibilities of a transcript originator are:

1. Cenerate an OpenPGP key pair that can be used to sign schoo
transcripts.

2. Create and securely store a key revocation certificate for the
signing key pair for possible future use should it be
conprom sed
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3. Publish on the Wrld Wde Wb the public conponent of the
transcript signing key pair, together with its OpenPGP
fingerprint.

4. Securely store the private conmponent of the signing key pair and
protect its use with a judiciously chosen passphrase known only
to the transcript originator

5. Use the signing key pair to create and digitally sign transcripts
for individual students.

6. Present each signed transcript confidentially to the individua
student to which it pertains.

Once generated by the transcript originator, each transcript is
conveyed to the rel evant student using any neans that protects the
confidentiality of individual student data. For exanple, a digita
transcript nay be witten to a CD- ROM storage di sk and presented to
the rel evant student when he conmes to school. Alternatively, that
same CD-ROM coul d be sealed in an envel ope and sent to the student
via postal delivery. A student could present a USB flash drive in
person at the school guidance office, and her digital transcript
could be copied onto that drive. A digital school transcript could
al so be presented to the rel evant student as a MM attachnent to an
emai | nessage that is encrypted according to the QpenPGP
specification. Wen email is used to convey school transcripts to
students, formatting such nmessages as specified in Section 6 bel ow
will foster security and interoperability.

After a student receives his/her transcript fromits originator, that
student is solely responsible for conveying that transcript to any
reci pi ents of his/her choosing, as described in Section 3.2 bel ow

3.1.1. Transcript Requests

For several reasons, how students request generation of an acadenic
transcript fromtheir secondary school is a local natter that need
not and ought not be addressed here.

First, the volune of requests for transcripts is likely to be
relatively | ow, because transcripts can be pre-issued to nost
students (e.g., graduating seniors) who are likely to need them

When transcripts are digital and easily duplicated by the student,
there is no need to generate a new transcript docunent for each
desired recipient. Accordingly, nmpost transcript generation is driven
not by student requests but rather by content updates arising from
the predictabl e passing of marking periods or acadeni c sessions

t hroughout the school year. Thus, explicit requests for transcript
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generation will be the exception rather than the rule -- from
students who have lost a previously issued transcript, or students
| eaving the school prior to their graduation

Second, a historical notivation for formalizing transcript requests
has been to satisfy the school’s legal obligation to protect student
privacy. In many legal jurisdictions, school officials are required
to seek student authorization for releasing information to a third
party. El aborate procedures for requesting transcripts are attenpts
to codify or automate that authorization process. However, because,
under the procedure defined here, each student’s information is
provided only to that student, no authorization for releasing
information to a third party is required.

Third, a codified transcript request protocol affords al nbst no
benefit beyond enabling third-party processors to assune the role of
transcript originator and/or distributor. Students need no fornal
"acknow edgnent"” of their transcript requests: the transcript itself
serves that purpose. Because a digital transcript is easily
generated by an automated procedure, there is no benefit to returning
a request acknow edgment rather than the docunent actually requested.
The primary goal of this protocol design is to strengthen student
privacy and agency by elimnating third-party intrusion into what
woul d ot herw se be private, bilateral interactions between a student
and his school. To codify transcript requests is to undercut
directly that fundanental purpose, while gratuitously restricting

| ocal interactions between student and school

When each student -- rather than a school official or nediating third
party -- exercises principal control of distributing his or her own
transcript information, any need for transcript requests is largely
obviated. Thus, exchangi ng and processi ng such requests is properly
a local matter and not further addressed here.

3.2. Student and Reci pi ent

When a student is asked (e.g., by a college admi ssions office or
prospective enmployer) to provide an official transcript of his or her
academ c achi evenents, that student may send to the requesting party
a copy of the digitally signed transcript docunment that he has
previously received fromhis secondary school. In this context, the
party requesting that the student send a transcript is called a
transcript recipient. Because it is the student who conveys his own
transcript information, he or she unanbi guously controls the set of
reci pients, and neither the secondary school nor any third party is
responsible for or privy to the identities of his correspondents.
Simlarly, the student is responsible for assuring the privacy of his
or her personal information as he conveys it to these recipients.
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The student may convey his transcript to his chosen recipient using
any nutual ly agreeable strategy. For example, he may print a copy of
his transcript onto a postcard and send it via postal delivery. This
strategy does not strongly protect the confidentiality of the
student’s information in transit, nor does this strategy allow the
recipient to automate verification or other processing of the
received transcript information. Sending a paper transcript seal ed
in a postal envel ope better protects student confidentiality, but
simlarly restricts the recipient’s ability to verify or process
transcript contents. By copying his digital transcript onto a CD ROM
storage disk and sending that disk, sealed in a postal envel ope, via
surface mail, the recipient can automatically verify and process the
transcript content, although protection of student confidentiality in
transit m ght be stronger.

Al ternatively, a student could send a copy of the digital transcript
provi ded by his secondary school nerely by attaching the rel evant
computer file to an emai|l nessage addressed to the recipient. |[If the
student conpletely trusts the end-to-end email transm ssion path from
hinself to his intended recipient (e.g., if student and recipient are
connected by a conmon, private network), then the student could send
his transcript in a plaintext email; otherw se, the student SHOULD
encrypt the email contents to protect his privacy during

transm ssi on.

If a student chooses to convey his/her school transcript to a
transcript recipient via electronic mail, then the principa
responsibilities of that student are:

1. Create a personal enmil account and associ ated enail address from
whi ch transmi ssions of the student’s signed school transcript may
be sent.

2. For each potential recipient of the student’s signed schoo
transcript, discover and record the enail address and the public
QpenPGP key published by that transcript recipient.

3. Inport the QpenPGP public key for each chosen recipient into the
| ocal OpenPGP key dat abase.

4. Use an enmil client application that inplenents the CoenPGP/ M ME
specification [ RFC3156] in order to encrypt and transmt a copy
of the signed school transcript to each chosen recipient.

Usi ng conmon formats and nmethods to convey transcript content
protects students while also sinplifying processing for transcript
reci pients. The representation of transcripts as specified in
Section 5 and the use of the transmission formats specified in
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Section 6 afford privacy and autonony to students. By using these
formats, recipients may independently verify the origin and integrity
of the transcript information that students provide. Conmon
transcript representation also allows recipients to automate the
storage, analysis, and review of received transcripts.

However, a student cannot use the format specified here to convey
hi s/ her transcript to a chosen recipient unless that recipient is
prepared to participate in the exchange. The principa
responsibilities of a transcript recipient are:

1. Cenerate an OpenPGP key pair that can be used to encrypt student
transm ssi ons of signed school transcripts to the recipient.

2. Create and securely store a key revocation certificate for the
key pair generated above for possible future use in the event
that the private key conponent is conpronised.

3. Create a (preferably dedi cated) email address and mail box to
whi ch students may direct transm ssions of signed schoo
transcripts.

4. Publish on the Wrld Wde Wb both the dedicated transcript enail
address and the public conmponent of the QpenPGP key pair
gener at ed above, together with its OpenPGP fingerprint.

5. Securely store the private conponent of the OpenPGP key pair
gener ated above and guard its use with a judiciously chosen
passphrase known only to the transcript recipient.

6. Assenble a collection of public OpenPGP keys published by
legitimate transcript originators.

7. Receive and decrypt transcripts transnmtted by students.

8. Validate the origin and integrity of each received transcript
usi ng the public OpenPGP key of the relevant transcript
ori gi nat or.

The simlarity between the EESST transcript format and generic
QpenPGP/ M ME emai | nmessages all ows transcript recipients to inspect,
verify, and extract received school transcripts using existing,

wi dely deployed email clients. By using email client applications
that support both the M ME and OpenPGP specifications, transcript
reci pients should easily be able to verify the signature of the
transcript originator and to save the various transcript conmponents
locally for later review or processing.
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Using fanmiliar email client applications for receiving and revi ew ng
smal | nunmbers of received school transcripts does not preclude using
nmore automated systens to meet the needs of university adm ssions
departnents or | arge enployers. Larger-volune transcript recipients
m ght ask students to direct their school transcripts to a particul ar
emai | mail box. Transcripts so delivered could be periodically
received, validated, and otherw se organi zed by specialized
application software. Information in the conputational conponent of
received transcripts mght be incorporated into a candi date dat abase
to sinplify nore quantitative evaluations of the applicant pool

4. Transcript Content

The content of a school transcript is represented as a single MM
body part whose content type is "nultipart/mxed". This multipart
representation conprises individual MME el enents that represent (in
order) prefatory coments fromthe transcript originator regarding
the validation and interpretation of the represented transcript
(described in Section 4.1), a rendering of the relevant schoo
transcript suitable for automated processing (described in

Section 4.2), and a rendering of that same school transcript suitable
for human revi ew and consideration (described in Section 4.3).
Figure 3 bel ow schematically presents the M ME structure used to
represent transcript content; Figure 4 illustrates an exanple
representation of transcript content.

Every representation of transcript content MJST include exactly the
followi ng set of MME content headers:

Content-Type: This header is defined in Section 5 of the M M fornat
speci ficati on [ RFC2045] and, when associated with the content of
a signed school transcript, MJST have the value "nultipart/
m xed".

Content-Description: This header is defined in Section 8 of the MM
format specification [ RFC2045]. |Its value provides humans with
"descriptive information" about the content of the represented
school transcript. Notw thstanding the statement in RFC 2045
that a content description header is optional, this header MJST
be included in the MM representation of school transcript
content.

M ME-Version: This header is defined in Section 4 of the M ME format
specification [ RFC2045]. Its value identifies the version of
the M ME specification to which the associ ated body part
conforns. Currently, the value of this header MJST al ways be
"1.0". Sonetines, the EESST specification can require an
appearance of the M Me-Version header where it is not otherw se
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strictly required by the M ME format specification. These
seem ngly gratuitous M Me-Version headers are deliberately
introduced to help users who may need to apply | ess-capabl e
email clients recursively in order to navigate and display a
transmtted transcript.

Eesst-Version: The value of this header identifies the version of
the EESST format to which the represented school transcript
conforns. Currently, the value of this header MJST al ways be
"1.0".

From The value of this header identifies the originator of the
represented school transcript. This value nanmes the originating
official, his organizational title, and includes, enclosed
within angle brackets, the identity of the OQpenPGP key with
whi ch the represented school transcript has been digitally
si ghed.

Organi zation: The value of this header identifies the organization
or institution to which the originator of the rel evant nessage
bel ongs. Wthin a school transcript docunent, the value of this
header identifies the secondary school that has issued the
represented school transcript. By convention, the value of this
header nanes the originating institution along with its
geogr aphi cal | ocation.

Subj ect: The value of this header provides humans with "descriptive
i nformati on" about the semantic content of the represented
school transcript. Inclusion of this header is optional, but,
if included, its value MUST match that of the "Content-
Description" header above. The presence of the "Subject" header
hel ps sone email|l reader applications to present schoo
transcript transm ssions nore el egantly.

Date: The value of this header identifies the date on which the
represented school transcript was created, and its fornmat MJST
be consistent with Section 3.3 of the specification for emsil
messages [ RFC5322].

Wth the exception of the optional "Subject" header, each header
enuner at ed above nust appear in the M Me body part that represents
the aggregate content of a school transcript. No other headers are
permitted, and the all owed set of headers may appear in any order
Exanpl e M ME headers for transcript content are presented in

Figure 4. In the figure, "PESC' stands for the Postsecondary

El ectronic Standards Council; see Section 4.2 for nore information
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TRANSCRI PT CONTENT
Cont ent - Type: rmul ti part/ m xed

S IS +
| TRANSCRI PT PREFACE |
| Content-Type: text/plain |
I I
| Body represents transcript preface |
oo o e e e e e e e e e e e e e oo oo +
R . +

COVPUTATI ONAL TRANSCRI PT
Cont ent - Type: application/xm

Body represents PESC XM. conput ati onal
transcri pt

| DI SPLAY TRANSCRI PT |
| Content-Type: application/pdf |
I I
I I

Body represents PDF display transcript

Figure 3: MME Structure of Transcript Content
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Content-Type: multipart/nxed; boundary="===============BBBBBBBBBB=="
M ME- Version: 1.0
Content-Description: Oficial School Transcript for Herm one G anger
Subj ect: O ficial School Transcript for Herm one G anger
From Transcript Authority at Hogwarts School

<transcri pt-aut hority@ogwarts. edu. exanpl e>
Organi zation: Hogwarts School for Wtchcraft and W zardry
Eesst-Version: 1.0
Date: Fri, 22 Mar 2013 09:55:06 -0600

- - —========——=—=——=BBBBBBBBBB==

Content - Type: text/plain; charset="us-ascii"

M ME-Version: 1.0

Cont ent - Transf er- Encodi ng: 7bi t

Content-Di sposition: attachment; fil ename="preface.txt"
Cont ent - Descri ption: School Transcript Preface

To Whom It May Concern:

Thi s academ c transcript describes the acconplishnments of an

- - ==========——=—=—=—=BBBBBBBBBB==

Cont ent - Type: application/xm

M ME-Version: 1.0

Cont ent - Tr ansf er - Encodi ng: quot ed-pri ntabl e
Content-Disposition: attachnment; filename="transcript.xm"
Cont ent - Descri ption: School Transcript rendered as PESC XM

<HSTr n: H ghSchool Transcri pt =20xm ns: AcRec=3D"ur n: or g: pesc: sect or: Acad
cor d></ St udent ></ HSTr n: Hi ghSchool Transcri pt >

- - —=====—===—=—=—=—=—==BBBBBBBBBB==

Cont ent - Type: application/ pdf

M ME-Version: 1.0

Cont ent - Transf er - Encodi ng: base64

Content - Di sposition: attachnent; filenane="transcript. pdf"

Cont ent - Descri ption: School Transcript rendered as PDF

JVBER OxLj MNC WIj | uel FJI c®ydExhYi BHZW5I cmFOZWQUERG CGRv Y3Vt ZW501 GhOd
| COSh2901 DEWl DAgUgOKI COTaXpl | DE2I D4+DQpzdGFy dHhy ZWYNG E30TI 2DQol JUVPR
- - ==========—=—====BBBBBBBBBB==

Figure 4: Exanple Transcript Content
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4.1. School Transcript Preface

A school transcript preface conveys generic comments about a schoo
transcript fromthe originating school official. This comentary is
inaformthat is wdely readabl e by humans wi t hout speci al
application tools. This comentary SHOULD be generic in character,
provi di ng general information about the preparation and
interpretation of transcripts issued by the originating institution;
the transcript preface SHOULD NOT provide information about an

i ndi vidual student. The rhetorical formof a transcript preface is
sonetines that of a cover letter addressed to a generic transcript
reci pient. For exanple, a preface could provide instructions on how
to verify the digital signature on the transcript or an explanation
of unusual grading practices at the issuing school. A schoo
transcript preface is represented as a M MeE body part whose content
type is "text/plain".

When a school transcript is encapsulated for transmssion into a

| arger email message, arbitrary text within a transcript preface
could be accidentally m sinterpreted as structural M ME boundaries or
emai | headers. The |ikelihood of such errors is reduced when preface
content does not include Iines that begin with hyphen (-) characters,
angl e bracket (>) characters, or the word "From" Al though, ideally,
the transcript preface should be readabl e by humans without special
assi stance, when these constructs absolutely cannot be avoided within
preface text, transcript originators SHOULD apply a content transfer
encoding to the preface that insulates it frommsinterpretation by
intermediary mail transfer agents.

The representation of a transcript preface SHOULD NOT i ncl ude any
header fields beyond those enunerated in the specification for the
format of M ME nmessage bodi es [ RFC2045].

4.2. Computational School Transcript

A conput ational school transcript represents the acadenic
acconpl i shments of an individual student in a formsuitable for
aut omat ed processing. Accordingly, the content of a conputationa
school transcript is rendered in Extensible Markup Language (XM.)

[ XML11] and conveyed as a M ME body part whose content type is
"application/xm". The syntax of the data conveyed by a

conmput ational transcript MJST conformto the XM. schema for High
School Transcripts, Version 1.3.0 [Funl2b], published by the

Post secondary El ectroni ¢ Standards Council (PESC). This XM. schema
depends in turn upon the Acadenmi c Record XML schema, Version 1.7.0
[ Funi2a] and the Core Main XM. schema, Version 1.2.0 [Mar06], also
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publi shed by PESC. Detailed semantics for the data el ements defined
by these XML schema are defined in the PESC XM inpl erentati on gui de,
Version 1.3.0 [Stel2], which al so provi des usage exanpl es.

In order to protect student privacy, this specification does not
require a school transcript to convey any particul ar student

i nformati on but, rather, defines only a common format for whatever
student information may be voluntarily exchanged between consenting
parties. The scope of the information exchanged is a conpletely

| ocal matter, and a transcript originator MAY onmit fromtranscript
content any information (e.g., a student’s social security nunber,
the identity and | ocation of a student’s parents, a student’s race,
ethnicity, or transgender status) that might be regarded locally as
sensitive or irrelevant. |ndeed, the requirenent that a

comput ational transcript conformsyntactically to the PESC XM. schema
i nposes few, if any, constraints upon the transcript originator’s
choi ces regarding transcript content. Figure 5 illustrates a m ninal
set of XML elenents that satisfies the syntactic requirenents of the
PESC XM_ schena. A conputational transcript need convey no nore

i nformati on about an individual student than what little is conveyed
by that figure

In order to prevent inplicit nonitoring and control of student
interactions with transcript recipients, this specification restricts
certain uses of the PESC XM. schema by transcript originators. In
every conputational transcript, the "Destination" sub-element of the
"Dat aTransm ssi on" el enent MJUST convey no distingui shabl e information
and have the particular representation

"<Desti nati on><Organi zati on/ ></ Desti nati on>"

that is illustrated in Figure 5. This requirement assures that a
student may use self-nmade copies of a signed transcript docunment for
what ever purposes he/ she chooses w thout further consultation with

i ssuing school officials. |If the transcript originator is allowed to
brand particul ar destinations onto each copy of a student transcript,
then the originator can easily nmonitor and (to sonme degree) contro
the set of college adm ssions officers, prospective enployers, or
other third parties to whomthe student is providing that transcript.
Transcript recipients MIUST reject any transcript whose content in any
way specifies or restricts the audience, recipient, or distribution
for that transcript. Notwithstanding this restriction upon the
"Destination" element, the "Source" el enment SHOULD be included within
a conputational transcript and convey information sufficient to
identify the secondary school or other institution by which the

rel evant transcript is issued.
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<HSTr n: H ghSchool Transcri pt
xm ns: HSTr n="ur n: or g: pesc: nessage: H ghSchool Transcri pt:v1l. 3. 0"
xm ns: AcRec="ur n: or g: pesc: sector: Academ cRecord: v1. 7. 0"
xm ns: core="urn: org: pesc: core: CoreMai n: vl. 12. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : schermalLocat i on="urn: or g: pesc: nessage: H ghSchool Transcript:v1.3.0

H ghSchool Transcri pt_v1. 3. 0. xsd">

<Transm ssi onDat a>

<Docunent | D>X</ Docunent | D>
<Cr eat edDat eTi me>2011- 04- 04T09: 30: 47- 05: 00</ Cr eat edDat eTi me>
<Docunent TypeCode>St udent Request </ Docunent TypeCode>
<Transm ssi onType>Mut ual | yDef i ned</ Tr ansmi ssi onType>
<Sour ce>
<Organi zati on/ >
</ Sour ce>
<Destination>
<Organi zati on/ >
</ Destination>

</ Transm ssi onDat a>
<St udent >

<Per son>

<Nane/ >
</ Per son>
<Academ cRecord/ >

</ St udent >

</ HSTr n: Hi ghSchool Transcri pt >

Figure 50 A Mniml Set of PESC XM. El enents

Additional restrictions on the use of the PESC XM. schema foster
common, unanbi guous interpretation and sinplified processing of
comput ational transcripts:

1.

Davi n

In order to satisfy the mniml syntactic requirenents of the
PESC XM. schenm, every conputational transcript MJST conprise at
| east those XM. el enents that appear in Figure 5. Even when a
transcript originator seeks to convey no information within a
comput ational transcript, the conputational transcript nust be
included within the relevant transcript content, and its payl oad
must have the formillustrated in Figure 5.

Consi stent with the PESC XM. schenma, any val ue ascribed to the

"Docunent | D' XM. el enment nust be at | east one non-whitespace
character in |ength.
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3. Consistent with the PESC XM. schema, any val ue ascribed to the
"Creat edDat eTi ne" XM el enent nust have the form of an XM
"dateTi me" value, as defined in Section 3.2.7 of the XML Schema
Dat at ype specification [ XSD.

4. Lest the origin and correct handling for a conputationa
transcript be mi sunderstood, the value ascribed to the
"Docunent TypeCode" XM el ement MJST be " Student Request ™.

5. Lest the origin and correct handling for a conputationa
transcript be m sunderstood, the value ascribed to the
"Transm ssi onType" XM el emrent MJST be "Mitual | yDefi ned"

6. Wth the exception of those XM. el ements that appear in Figure 5,
information that is not provided in a conputational transcript
MUST be represented by entirely omtting the relevant XM. data
el ement; onmitted informati on MUST NOT be represented by including
an XM. el enment whose textual value is of zero length or contains
only whitespace.

The representation of a conputational transcript SHOULD NOT incl ude
any header fields beyond those enunerated in the specification for
the format of M ME nessage bodi es [ RFC2045]. Al though any valid
content transfer encoding is acceptable for a conputational schoo
transcript, the "quoted-printable" encoding is preferred.

4.3. Display School Transcript

A display school transcript describes the academ ¢ acconplishnments of
an individual student in a formsuitable for human readi ng and
review. A display school transcript is represented as a M ME body
part whose content type is "application/pdf" and whose content
conforns to the Portable Docunment Format (PDF) specification [ PDF17].
A di splay school transcript nmay conprise one or nore physical pages.

In order to reduce the chance that the recipient of a signed schoo
transcript could misinterpret its content, the conputationa

component (described in Section 4.2 above) and the di splay conponent
(defined here) of each signed school transcript SHOULD convey, to the
great est degree possible, identical information about the academc
acconpl i shnments of the rel evant student.

Nothing in this specification should be construed as requiring

i mpl ementation or use of digital signature features enbedded in

i ndi vi dual PDF docunents pursuant to the PDF specification. Rather,
the data integrity and origin identity of all conponents in a schoo
transcript --- including the PDF display transcript --- are
adequately protected by the QpenPGP signature of the transcript
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originator, required by this specification. Accordingly,

i mpl ement ati on of PDF-specific signature features is optional and
| argely unwarranted; although transcript recipients MIST accept
transcripts that include PDF signatures, recipients SHOULD neit her
verify nor depend upon the enbedded signatures thensel ves.

Transcript originators MJST NOT use the encryption features described
in the PDF specification to encrypt a display school transcript. The
OpenPGP encryption mechani snms specified in Section 6 bel ow adequately
protect the confidentiality of student information while in transit.
Thus, separately encrypting the display transcript is redundant.
Doubl e encryption increases inplenmentation conplexity while al so

i ncreasing security risk by requiring additional key distributions.
Transcript recipients MIUST NOT accept or process school transcripts
for which the PDF display conponent is independently encrypted.

Previous work [RFC3778] identifies security considerations arising
fromusing the PDF as a M ME nedia type. Anpbng these considerations
is that PDF documents may include executable "scripts" or references
to external, executable plug-in nodules. Including arbitrary

execut abl e prograns (or references thereto) in a PDF transcript
docunent poses a security risk to transcript recipients. Digitally
si gni ng PDF docunents (or even the transcripts that contain them
does not help transcript recipients to evaluate the safety of
executing any enbedded programs or plug-ins. The primary purpose of
using PDF is to present static transcript information in an
attractive format for human review. Because this limted purpose is
adm rably served wi thout enbeddi ng executable elements in PDF files,
any risk posed by their inclusion is unwarranted. Accordingly,
transcript originators MJST NOT include in a PDF display transcript
any executable scripts or external plug-in references. In order to
precl ude execution of untrusted prograns on their |ocal system
transcript recipients SHOULD use only trusted tools to process and
vi ew di splay transcripts.

The representation of a display school transcript SHOULD NOT incl ude
any header fields beyond those enunerated in the specification for
the format of M ME nessage bodi es [ RFC2045].

5. Signed School Transcript

A signed school transcript is a MM body part whose form corresponds
to that of a signed OpenPGP/ M ME nessage, as described in section 5
of the OpenPGP/ M ME speci fication [ RFC3156]. Accordingly, the MM
content type of a signed school transcript is "multipart/signed’, and
its formreflects the traditional use of nultipart MME structures to
secure emmi | communication [ RFC1847]. Thus, the body of a signed
school transcript conprises exactly two parts, as illustrated in
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Figure 6. The first part of the signed transcript body conveys the
transcript content, in MM canonical format, including an
appropriate set of MM content headers. The formand interpretation
of the transcript content is described in Section 4 above. The
second part of the signed transcript body is the school transcript
signature. The signature part represents the QpenPGP digita
signature of the transcript originator as it has been applied to the
transcript content conveyed by the first part of the signed
transcript. The transcript signature is assigned the content type
"application/pgp-signature". Transcript recipients MIST reject
transcripts that are not validly signed pursuant to the specification
for QpenPGP signatures [ RFC3156].

S| GNED TRANSCRI PT
Cont ent - Type: multi part/signed

TRANSCRI PT CONTENT
Cont ent - Type: mul ti part/m xed

Body represents transcript content

TRANSCRI PT SI GNATURE
Cont ent - Type: application/pgp-signature

Body represents OpenPGP signature over
transcript content

+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

+

Figure 6: MME Structure of Signed Transcript

Wth the sole exception of the "Content-Type" header, the MM
content headers for each signed school transcript MJST correspond
exactly to those for the enbedded transcript content, as described
above in Section 4. For a signed school transcript, the value of the
"Cont ent - Type" header MUST be "nultipart/signed', its paraneters MJST
conformto those described in Section 5 of the M Me/ QpenPGP
specification [ RFC3156], and the value of the "boundary" paraneter
shal |, of course, differ fromall other boundary paraneter val ues
within the sane nessage. Figure 7 presents exanple headers for a

si gned school transcript. Although the allowed headers may appear in
any order, transcript recipients MIST reject signed transcripts for
whi ch the set of included headers differs fromthe set of headers
associated with the enbedded transcript content.
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Cont ent - Type: multi part/signed;

prot ocol ="appl i cati on/ pgp-si gnature"”;

m cal g=" pgp- sha256";

boundar y=" ===============AAAAAAAAAA=="
M ME-Version: 1.0
Content-Description: Oficial School Transcript for Hermi one G anger
Subject: O ficial School Transcript for Herm one G anger
From Transcript Authority at Hogwarts School

<transcri pt-aut hority@ogwarts. edu. exanpl e>
Organi zation: Hogwarts School for Wtchcraft and W zardry
Eesst-Version: 1.0
Date: Fri, 22 Mar 2013 09:55:06 -0600

- - =============== AAAAAAAAAA==

Cont ent - Type: multi part/ m xed; boundary="===============BBBBBBBBBB=="

M ME-Version: 1.0

Content-Description: Oficial School Transcript for Herm one G anger
Transcript Content as illustrated in Figure 4

- - —===—=—=—=—=—=—=—=—=————BBBBBBBBBB==- -

======—=========AAAAAAAAAA==

Cont ent - Type: application/pgp-signhature; name="signature. asc"
M ME-Version: 1.0

Cont ent - Descri pti on: QpenPGP signature

Content-Di sposition: attachment; fil ename="signature. asc"

————— BEG N PGP S| GNATURE- - - - -
Versi on: GiuPG vl1.4.10 (GNU Li nux)

i QEc BAABAQAGBQIRTkkLAA0JEBzD54azv/ d4j 4gH 1A] 8poEHLs Ehxdv26H76URX
8/ SQRZGUGUCOX Sej 5UQWI 59Yr i y3ded! zi b7EadK6f nz70SsEzUcQy5| HEKNNA=
=8QLW
————— END PGP SI GNATURE- - - - -
- - =============== AAAAAAAAAA==- -

Figure 7: Exanpl e Signed School Transcript
The "Eesst-Version" header serves a crucial if non-obvious purpose
for protocol inplenentors. The presence of this header unanbi guously
di stingui shes a signed school transcript fromelenents of an
envel opi ng emai |l nessage by which that transcript may be conveyed.
For good reason, the format defined here for signed school

transcripts intentionally shares many characteristics with the
standard format for QpenPGP/ M ME nmessages [RFC3156]. This simlarity
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not only adnmits sonme code reuse wthin recipient inplenentations,
but, nost inportantly, also allows transcript recipients to inspect,
verify, and extract received school transcripts using existing,

wi dely depl oyed enmmil clients.

However, the formal sinmilarity between signed school transcripts and
generic signed nmessages can conplicate recipient inplenmentations of
the transcript exchange protocol, because every signed body part nust
be fully evaluated to determine its status. Wen a signed schoo
transcript is conveyed to its recipient enclosed within a signed
QpenPGP emai | nmessage, both transcript and conveyi ng nessage share
the conmmon M ME type "mul tipart/signed'. Mreover, both signed
transcript and its conveyi ng nessage share a comon, high-Ieve
structure conprising exactly two M ME body parts, independently
representing the signed content and the applied digital signature.
When a "nmultipart/signed" MM body part is encountered as part of a
received enmail nessage, should that body part be construed as a
proper signed school transcript, a signed email nmessage by which a
school transcript is conveyed, ill-formed school transcript, or

somet hing el se altogether? Wthout additional information,

unanbi guously answering these questions requires that every signed
body part be fully verified, parsed, validated, and checked, because,
absent additional information, a receiving inplenentation cannot know
what tests need to be applied.

Thus, the "Eesst-Version" header serves at |east two inportant
functions. Most obviously, this header identifies what version of
the EESST format has been applied in preparation of the rel evant
transcript. Although, currently, the only acceptabl e version of the
EESST format is 1.0, to deny even the possibility of future protoco
evolution is to deny the | essons of history. Less obviously, the
"Eesst - Versi on" header allows sinple, unambiguous detection of signed
school transcripts while still allowi ng transcript recipients to
val i date and revi ew school transcripts using famliar, widely

avail able email clients. For these reasons, the "Eesst-Version"
header MJST be included in signed school transcripts and their
content conponent, but, in order to nost fully realize its value as
syntactic di sanbi guator, the "Eesst-Version" header MJST NOT appear
anywhere el se

6. Transcript Transm ssion

Provided that the transcript originator is prohibited fromdisclosing
personal information wthout student consent, use of the EESST

prot ocol enpowers each student to limt sharing of his or her own
school transcript to recipients chosen by that student. The design
of the protocol not only protects the confidentiality of transcript
content in transit but also increases the cost of surveillance by the
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school or other interested parties of the student’s interactions with
col | eges, prospective enployers, or other third parties.

A student may convey his signed school transcript to his chosen
reci pi ent using any nediumor technology that is agreeable to them
both. For exanple, a student may copy his signed digital transcript
onto a CD-ROM storage di sk and send that physical mediumto his
intended recipient via a postal mail service. However, because enai
will frequently be the nost conveni ent neans for students to
distribute their transcripts, this specification defines a common
emai | format by which each student nay privately convey his/her
signed school transcript to each recipient. A comon form for
transcript transm ssion sinplifies inplenmentations of the transcript
exchange protocol and fosters their interoperability. A common
format all ows high-volunme transcript recipients to automate
decryption and validation of received transcripts as well as their
preparation for subsequent review and analysis. A comon format that
derives fromexisting email standards allows | ow volune transcript
reci pients to use popular email client software to receive, decrypt,
val i date, and review transcripts.

When a student conveys his transcript to a recipient via email, that
student’s confidential transcript information is vulnerable to
interception and disclosure. In order to mitigate this threat, this

specification generally requires that the conveying emai|l message be
encrypted as described in the OpenPGP standard [ RFC3156]. Every
transcript recipient MIST be prepared to accept all transcript
transm ssions that are encrypted as described in any of the sections
bel ow. A student SHOULD use either the encrypted transm ssion fornmat
(Section 6.1) or the encrypted and signed transm ssion fornmat
(Section 6.2), if he or she independently trusts that the
transmtting conmputer will correctly transmt his or her transcript
according to the OpenPGP/ M ME specification without disclosing its
pl ai ntext content. QO herw se, students MAY use the encrypted file
transm ssion format (Section 6.3) or traditional inline transni ssion
format (Section 6.4) below. These latter formats sinplify using a
more trusted conputer to encrypt a student’s transcript and | ater
transferring its encrypted formto a | ess trusted conmputer for
transm ssion to the chosen recipient.

Because transcript transm ssions nmust be encrypted in order to assure
student privacy, every potential transcript recipient MIST generate
an OpenPCGP key pair and publish its public conponent for use by
students in the preparation of those transm ssions. The public key
for each transcript recipient should be published (together with its
QpenPGP fingerprint) on the web page for that recipient or in the

gl obal OpenPGP key database. To protect the privacy of persona
information transmtted to each chosen recipient, a student need only
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retrieve the published key for that recipient and use it to encrypt
the transcript transm ssion

Wth sone effort, however, an attacker could, by masquerading as a
legitimate transcript recipient, perhaps trick a student into
transmtting private information to the attacker, encrypted in a key
that is known to the attacker. In order to protect student privacy
in the face of such attacks, a transcript recipient should resist
successful forgery of his/her CpenPGP identity by asking ot her
trustworthy individuals (e.g., respected colleagues or institutiona
officers) to certify that identity. An OpenPGP identity is certified
by affixing another’s digital signhature to the associated OpenPGP key
(see Section 12 of the OpenPGP nessage format specification [ RFC4880]
and Section 3 in the GNU Privacy Handbook [GPH]). Those who sign a
recipient’s public key are inplicitly vouching for the association
bet ween that key and the true identity of the recipient. Consistent
with the view that the student bears prinmary responsibility for the
privacy of his/her transcript information, the student is ultinately
responsi ble for evaluating the authenticity of public keys that he/
she uses to encrypt that information while in transit. Adding
certifying signatures to a recipient’s key reduces the chance that a
student coul d be deceived by an inposter

In order to maxim ze student privacy and autonony, the operation of
this protocol sharply separates the function of transcript creation
fromthe function of transcript transm ssion. The former function is
assigned exclusively to the issuing secondary school (the transcript
originator), while the latter function is assigned exclusively to the
i ndi vi dual student. Participants in the protocol nust behave so as
to preserve the privacy afforded by this separation. A transcript
originator MJUST NOT transnit, share, or distribute a schoo

transcript or any conmponent thereof to any party other than the

i ndi vi dual student to whomit pertains. A transcript recipient MJIST
reject any transcript that seens to have been transmtted by or on
behal f of anyone but the student. Although non-student transcript
transm ssion can be difficult to detect reliably, certain
transm ssi on characteristics unanbi guously suggest abuse of student
prerogatives. Accordingly, all recipient inplementations MJST detect
and reject transcript transm ssions with any of the foll ow ng
characteristics:

0 A transcript recipient MIST reject any transcript that is
delivered in the same emai|l nmessage or on the same physica
storage medi um as any ot her.

0 A transcript recipient MIST reject any transcript for which the

transcript originator and the sender of the transcript
transm ssion are identical
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0 A transcript recipient MIST reject any transcript for which the
transcript originator (who signs that transcript) and the signer
of the transcript transm ssion are identical

0 A transcript recipient MJST reject any transcript for which the
received transcript transnmission is addressed to nmultiple
recipients.

6.1. Encrypted Format

In the encrypted transm ssion format, the signed school transcript is
conveyed to a single recipient as a MM attachment to an OpenPGP
encrypted email nmessage. Consistent with Section 4 of the OpenPGP/
M ME specification [ RFC3156], the transnission enmail message mnust
have M ME content type "mnultipart/encrypted', and, as illustrated in
Figure 8, the body of the nessage nust conprise exactly two parts
The first body part must have M ME content type "application/
pgp-encrypted”, and its content must include only the literal value
"Version: 1" on a line by itself. The second body part nust have

M ME content type "application/octet-streanf. |Its content is the
result of applying the OpenPGP encryption algorithmto the MM
canoni cal representation of the relevant signed school transcript.

ENCRYPTED TRANSCRI PT TRANSM SSI ON
Cont ent - Type: mul ti part/encrypted

| GRATUI TOUS TEXTUAL PREAMBLE

| Content-Type: application/pgp-encrypted
I

I

Body is literal "Version: 1"

ENCRYPTED SI GNED TRANSCRI PT
Cont ent - Type: application/octet-stream

Body represents QpenPGP encryption of
si gned school transcript

+
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

+

Figure 8 MME Structure of Encrypted Transcript Transm ssion
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6.2. Encrypted and Signed For nat

In the encrypted and signed transm ssion format, the signed schoo
transcript is conveyed to a single recipient as an attachnment to an
QpenPGP encrypted and signed enmail nessage. Consistent with

Section 6.1 of the OCpenPGP/ M ME specification [ RFC3156], preparation
of a nmessage in this format is a two-stage process. During this
process, the transcript transmssion is, first, digitally signed by
the transmtting student and, second, encrypted to protect student

i nformati on fromdisclosure to anyone but the | one recipient.

S| GNED TRANSCRI PT TRANSM SSI ON
Cont ent - Type: multi part/signed

S| GNED TRANSM SSI ON CONTENT
Cont ent - Type: multi part/signed

Body is signed school transcript

TRANSM SSI ON SI GNATURE
Cont ent - Type: application/ pgp-sighature

Body is OpenPGP signature over signed
transm ssion content

+
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

+

Figure 90 MME Structure of Signed Transcript Transm ssion

The first stage of preparing an encrypted and signed transcript
transmission is applying the student’s signhature to the transni ssion
content. As illustrated in Figure 9, the resulting M ME body part
has content type "nultipart/signed" and conprises exactly two parts.
The first part is the signed transm ssion content and corresponds to
the signed school transcript in its entirety, whose structure is
illustrated in Figure 6. The second part is the transm ssion
signature. Its MM content type is "application/pgp-signature", and
its content is the result of applying the QoenPGP signature
algorithm using the student’s private key, to the transni ssion
content, the canonical representation of the signed schoo
transcript, which is already signed by the transcript originator
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ENCRYPTED TRANSCRI PT TRANSM SSI ON
Cont ent - Type: multi part/encrypted

GRATUI TOUS TEXTUAL PREAMBLE
Cont ent - Type: appli cati on/ pgp-encrypted

Body is literal "Version: 1"

ENCRYPTED SI GNED TRANSCRI PT
Cont ent - Type: application/octet-stream

Body represents QpenPGP encryption of
signed transcript transm ssion

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
=+

Figure 10: M ME Structure of Encrypted Transcript Transm ssion

The second stage of preparing an encrypted and signed transcript
transm ssion is wapping the result of the first stage into an
penPGP encrypt ed nmessage, protecting student information from

di scl osure to anyone but the lone recipient. As illustrated in
Figure 10, the encrypted transcript transm ssion has the form
proscribed in Section 6.1 of the CpenPG/ M ME specification. The

M ME content type is "nmultipart/encrypted’ and the result conprises
exactly two body parts. The first body part nust have M ME content
type "application/pgp-encrypted’, and its content nust include only
the literal value "Version: 1" on a line by itself. The second body
part must have M ME content type "application/octet-streant. |Its
content is the result of applying the QpenPGP encryption algorithmto
the M ME canoni cal representation of the rel evant signed transcript
transm ssi on, which was produced during the first stage of the two-
st age process.
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6.3. Encrypted File Format

Privacy protections afforded by the EESST protocol depend upon the
assunption that the conputer used by the student to transmt his or
her school transcript reliably executes the required EESST protoco
operations wi thout disclosing confidential information. In
particular, the transmtting conputer is assunmed to prevent any
access to the plaintext formof a school transcript by anyone but the
student. The hardware and software of the transmitting conputer is
assuned to be free of any flaws that coul d weaken the encryption
applied to his or her transcript. The transmtting conputer is also
assuned to send the transcript reliably and directly to each chosen
reci pient without reporting to any third party either the fact of
this transmission or the identity of the recipient. Validating these
assunptions can be especially problematic when the student does not
unilaterally own and control the transmitting conputer

Sonetinmes the conputer from which a student must transnit his or her
transcript cannot reasonably be trusted. Indeed, sonme email client

i mpl ementations manifestly do not permt students to conmpose a secure
emai | nessage without sharing private information with either their
emai | provider, systemadnmnistrator, or other third party. Wb-
based ennil clients are perhaps the nost obvious and w despread
exanple of intrinsically insecure enail platfornms: neither

crypt ographi ¢ keys nor plai ntext nmessage content can be safely stored
or processed on such systenms. Another exanple of intrinsically
insecure platforns are conputers and enmail servers provided for
student use by schools, to which, as a practical matter, schoo

adm nistrators and technical staff enjoy unrestricted access.

A student may use the encrypted file transm ssion format when the
computer that he or she nmust use to transmit his or her transcript
cannot be trusted to performthe necessary encryption correctly or
wi t hout disclosing the plaintext transcript. This format sinplifies
using a nore trusted conputer to encrypt a student’s transcript and
|later transferring its encrypted formto a | ess trusted conmputer for
transm ssion to the chosen recipient.

For exanple, the student may use an inplenentation of the OpenPGP
cryptographic algorithns on a trusted conputer to encrypt the

pl ai ntext version of his or her signed school transcript, received
fromthe transcript originator. The key used for this encryption is
the public OpenPGP key of the intended transcript recipient. The
binary file that results fromthis encryption is then transferred
(e.g., via a USB flash drive or networked file transfer protocol) to
a less trusted conputer for email transmission to the chosen
recipient. On this |less trusted conmputer, the student invokes an
email client application to conpose and send a plaintext enmail
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message (for exanple, see Figure 11) to the recipient that is
formatted according to the M ME specification [ RFC2045]. The binary
file containing the encrypted version of the student transcript is
included in the nessage as a M ME attachnment whose content type is
"application/octet-streant.

When the email nmessage is received by the transcript recipient, the
M ME attachment containing the encrypted school transcript may be
detached and saved as a binary file on the local disk. A loca
QpenPGP i npl ementation is invoked to decrypt the saved file using the
private QpenPGP encryption key generated by the transcript recipient.
The process of detaching and decrypting the attached schoo

transcript nay be automated by | arge-volunme transcript recipients.
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Message- | D <55650A7F. 7090800@r anger - dent i stry. com exanpl e>
Date: Tue, 26 May 2015 20: 06: 23 -0400
From Herm one G anger <herm one@ranger-dentistry.com exanpl e>
M ME-Version: 1.0
To: Dean Vernon Worner <transcript-receiver @ aber. edu. exanpl e>
Subj ect: Transm ssion of School Transcript
Cont ent - Type: mul ti part/ m xed;

boundary="------------ 010307000006020005010307"

This is a nulti-part nmessage in MM format.
—————————————— 010307000006020005010307
Content - Type: text/plain; charset=utf-8

Cont ent - Transf er- Encodi ng: 7bi t

Dear Dean Worner:

Pl ease find attached ny high school transcript, encrypted in the
public encryption key published by Faber College for transcript
transm ssion. | stored the plaintext signed transcript that |
received frommy high school on nmy own secure conmputer under the
filename TrnGranger.em and encrypted its contents for transm ssion
by invoking the foll ow ng conmand:

gpg --encrypt --recipient transcript-receiver@aber.edu TrnG anger. em
The resulting encrypted file, TrnGanger.em .gpg, is attached to

this email nessage. Save that file to the disk on your | ocal

conputer and decrypt the transcript by invoking the conmmand:

gpg --output TrnG anger.en --decrypt TrnG anger.em.gpg

Si ncerely,
Her m one G anger

—————————————— 010307000006020005010307
Content - Type: application/octet-stream name="TrnG anger.emn .gpg"

Cont ent - Transf er - Encodi ng: base64
Content-Disposition: attachment; fil ename="TrnG anger.enl . gpg"

hQEMAAFU2Js7ul kaAQY / aei Leoy9L+YddG OHi eHd3KH3wi gLnal nsBaLf boGx+EdTI Rn
cSJl VbeKj 6nPULT5zqYsf TEHPf +5escZab4J2Rkt / wLBhNDt ul NJr bv6g2l k3xBzl t +Z
kQ==

-------------- 010307000006020005010307- -

Figure 11: Encrypted File Transcript Transni ssion
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6.4. Traditional Inline Format

A student may use the traditional inline transm ssion format when the
conputer that he or she nust use to transmt his or her transcript
cannot be trusted to performthe necessary encryption correctly or

wi t hout disclosing the plaintext transcript. |In common with the
encrypted file transm ssion format described above (Section 6.3), the
traditional inline format sinplifies using a nore trusted conmputer to
encrypt a student’s transcript and later transferring its encrypted
formto a less trusted conputer for transm ssion to the chosen
reci pi ent.

The traditional inline format allows a student to use an

i npl ement ati on of the OpenPGP cryptographic algorithms on a trusted
computer to encrypt the plaintext version of his or her signed schoo
transcript, received fromthe transcript originator. The key used
for this encryption is the public OpenPGP key of the intended
transcript recipient. The encrypted transcript is represented as an
ASClI | -arnored text file that is then transferred (e.g., via a USB
flash drive or networked file transfer protocol) to a less trusted
computer for email transmission to the chosen recipient. On this

| ess trusted conputer, the student invokes an enmil client
application to conpose and send a plaintext email nessage to the
recipient. The content of the ASCII-arnored file containing the
encrypted version of the student transcript is pasted (or otherw se
inserted) into the new ermail message as the sole content of its body.

A traditional inline transcript transm ssion has the formof a sinple
emai |l nessage (in the Internet Message Format [ RFC5322]) whose body
is exclusively and entirely the encrypted formof the signed schoo
transcript being transnmtted. Representation of the included
transcript MJUST conformto the OpenPGP Message Format specification

[ RFC4880] for the ASCII-arnored encodi ng of the QpenPGP encryption of
the canonical M ME representation of the rel evant signed schoo
transcript. An exanple inline transcript transmssion is illustrated
in Figure 12.

When the email message is received by the transcript recipient, a

| ocal OpenPGP inplenentation is invoked to extract and decrypt the
inline representation of the encrypted school transcript, using the
private QpenPGP encryption key generated by the transcript recipient.
The process of extracting and decrypting the transmtted schoo
transcript nay be automated by | arge-volunme transcript recipients.

VWhile the traditional inline format is an acceptabl e nethod of secure
transcript transmssion, it is probably best suited to students who

| ack ready alternatives. Because inline representation of OpenPGP
messages can sonetinmes be inconpatible with other email features and
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conventions, the encrypted file fornmat may be a better alternative
for transcript transm ssions when the transmtting conputer cannot be
trusted. A brief essay by Josefsson [Jos07] identifies multiple
difficulties that can arise fromuse of inline OQpenPGP, although none
is strictly relevant to a correctly formed EESST transcri pt

transm ssion. Accordingly, the traditional inline format nmay be used
when needed but only with full consideration of its potenti al
limtations on interoperability.

Ret ur n- Pat h: <her m one@r anger - denti stry. com exanpl e>

Del i vered-To: transcript-receiver @ aber. edu. exanpl e

M ME-Version: 1.0

Content-Di sposition: inline

Cont ent - Type: text/plain

Date: Wed, 3 Jul 2013 12:40:01 -0400

From Herm one G anger <hermni one@ranger-dentistry.com exanpl e>

To: Transcript Receiver at Faber Coll ege
<transcript-recei ver @ aber . edu. exanpl e>

Subj ect: Encrypted Inline Transm ssion of School Transcript

X-Mailer: snmp-cli 3.3, see http://snmtp-cli.logix.cz

Cont ent - Tr ansf er - Encodi ng: 8bi t

Message- | D <1372869801. 14441. 1. canel @er m one>

————— BEG N PGP MESSACE- - - - -
Version: GiuPG v1.4.10 (GNU Linux)

hQEMAFU2Js7ul kaAQF 9Fmi+75KE6gQLT8pj zf 4GIht Bgx TTh2AaGt KZkZy 9TW8h
zshSNzZuTVF 8QvJIRSF kOnzywRG42di | f 4Zoygpj 3xJgKf 7J1 CEXnY5miLug5hvnW

hKgY5Kye/ cu/ 4qwYdFQO | j KMRLt v1Avh370mtMOZ6Hy 9gbdr gQz Hs PVW.DONUYY
j XUANBt hZooRj / j Hgg23EZaNy KxD

=Dga7

————— END PGP MESSAGE- - - - -

Figure 12: Traditional Inline Signed Transcript Transmn ssion
7. Security Considerations

The security of the EESST protocol depends upon the security of the
QpenPGP protocols on which it is based. Although the cryptographic
al gorithms included in QoenPGP are anpong the strongest used in any
known protocol, the integrity, authenticity, and confidentiality of
conveyed student information is not assured unless EESST protoco

i mpl ementors and users faithfully observe all requirenments and
recomrendat i ons of the rel evant specifications ([ RFC4880], [RFC3156],
and [ RFC4270]). In particular, the SHA-256 digest algorithmand RSA
key lengths of at |east 2048 bits MJST be used. Happily, these are
supported by all najor OpenPGP inpl enentations.
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7.1. Oiginator Private Key

The authority and integrity of generated school transcripts depend on
the continued secrecy of the private cryptographic key by which those
transcripts are signed. For greatest security, the guidance director
shoul d be physically present when and where the conputer programis

i nvoked to generate and sign the transcripts.

VWhen an OpenPGP public-private key pair is generated for use by a
transcript originator, a key revocation certificate should al so be
generated and securely stored. In the event that the generated key
pair is conprom sed, the stored revocation certificate may be used to
notify others to reject subsequent uses of that key.

7.2. Oiginator Public Key

The public cryptographic key for each transcript originator should be
publ i shed (together with its OpenPGP fingerprint) on the web page for
the originating institution and/or in the gl obal OpenPGP key

dat abase. Instructions for retrieving and validating the
originator’s public key should be included in the preface of all

i ssued transcripts.

An associ ation of school guidance professionals nmay wi sh to publish
an online collection of OpenPGP public keys submitted by their
menbers. A col |l ege admi ssions officer (or other high-volume
transcript recipient) could then downl oad and inport this key
collection into a |l ocal key database for use in verifying received
transcripts.

7.3. Oiginator Certification

In order to reduce the chance that an inposter mght successfully
masquerade as a particular transcript originator and substitute a
false key for the authentic one, the identification of each
transcript originator with a particular OpenPG key shoul d be
certified by other well-known, trustworthy officials. To this end,
the public key for a transcript originator should be signed by other
officials of the originating secondary school, e.g., its principal,
senior faculty, or local school board menbers. The QpenPGP public
keys of these certifying officials should be published.

7.4. Recipient Public Key
The public cryptographic key for each transcript recipient should be

publ i shed (together with its OpenPGP fingerprint) on the web page for
the receiving institution and/or in the gl obal OpenPGP key dat abase.
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7.5. Secure Cients

The cryptographi c operations upon which the security properties of
this protocol depend nust be performed in private by the rel evant

st akehol der. The confidentiality of a student’s personal transcript

i nformati on cannot be sustained if others enjoy unauthorized access
to that content during the process of encryption. The integrity of
an originator’s signature on each transcript cannot be assured if
others can learn the originator’s secret key by observing the
signature process. The confidentiality of personal infornmation sent
by many students to a particular transcript recipient cannot be
assured if others can learn that recipient’s secret key by observing
the decryption of received transcripts. Therefore, every stakehol der
shoul d performthe cryptographic operations proscribed here only when
present at a physically isolated conputer that is entirely controlled
by that stakeholder and that locally stores all keys and confidential
information. Using "thin clients" or web-based conputing to perform
sensitive cryptographic operations forfeits whatever protections this
prot ocol m ght have otherw se afforded

7.6. Automatic Replies

Reci pi ent inplenentations should not reply autonmatically or routinely
to received transcript transm ssions. Such replies could provide

val uabl e feedback to an attacker, especially if they can be elicited
at will.

8. | ANA Consi derati ons

The EESST exchange format is compatible with and entails no
alterations to existing email standards. |ndeed, the syntactic
simlarity between the exchange format and standardi zed ermai|l message
formats enmpowers users to apply w dely deployed enmail tools to
verify, interpret, or otherw se mani pul ate secondary schoo
transcripts.

In the hope of preventing any inconpatibilities that could arise from
future standards evol ution or changes in comon usage, this section
describes the registration of two nessage header fields that are used
in the EESST exchange format but currently lack any formal definition
in existing standards. Consistent with registration procedures
defined in RFC 3864 [ RFC3864], the subsections bel ow descri be
additions to the "Message Headers" registry maintai ned by the

I nternet Assigned Numbers Authority.
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8.1. Registration of Eesst-Version Header

The "Eesst-Version" message header field is conpletely internal to
the EESST transcript format, and, indeed, explicitly precluded from
appearing within an envel oping email nessage (see Section 5).

Regi stration has been conpleted in order to discourage its use in
ot her contexts.

Header field nane: Eesst-Version
Appl i cabl e protocol: nmail
Status: provisional

Aut hor/ Change controller: Janes R Davin
i nfo@esst.org
http://ww. eesst.org

Speci fication docunment(s): RFC 7681

Rel ated i nformati on:
The value of this header field identifies the version of the
EESST exchange format to which the represented school transcript
conforns. This header may appear only wthin EESST school
transcripts.

8.2. Registration of Organization Header

The EESST exchange format entails use of the "Organization" nessage
header field to identify the originating institution for a student
transcript. A header field of this name and senmantics is already
defined for use within network news articles (see [ RFC5536]).

Mor eover, the "Organi zati on" header field also frequently appears in
electronic mai| nessages, although, perhaps surprisingly, it
currently lacks any explicit, witten definition in that context.
This registration publicly docunents ongoi ng use of this header field
and may di scourage inconpatible uses in future.

Header field nane: Organization

Appl i cabl e protocol: nmail

Status: informational

Aut hor/ Change controller: Janes R Davin

i nfo@esst.org
http://ww. eesst.org
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Speci fication docunment(s): RFC 7681

Rel ated i nformati on:
The val ue of this header field identifies the organization or
institution to which the originator of the rel evant nessage

bel ongs.

Not e:

this field is quite distinct fromthe mail address fields

MTIS. Or gani zat i onNane and MIS. Or gani zati onal Uni t Nanes used in
X. 400 mail .
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