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1. Introduction

This meno defines a netric for one-way packet |oss across Internet
paths. It builds on notions introduced and di scussed in the | PPM
Framewor k docunent, [RFC2330]; the reader is assuned to be famliar
with that document and its recent update [ RFC7312].

This menmo is intended to be parallel in structure to a companion
docunent for One-way Delay ("A One-Way Delay Metric for IP
Performance Metrics (IPPM") [RFC7679]; the reader is assuned to be
familiar with that docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Although

[ RFC2119] was witten with protocols in mnd, the key words are used
in this docunent for sinilar reasons. They are used to ensure the
results of nmeasurenments fromtwo different inplenentations are
conmparable and to note instances when an inplenmentation could perturb
t he networ k.

Whenever a technical termfromthe | PPM Framework docunent is first
used in this meno, it will be tagged with a trailing asterisk. For
exanple, "ternt" indicates that "ternm is defined in the Framework
docunent .

The structure of the neno is as foll ows:

0 A '’'singleton*’ analytic netric, called Type-P-One-way-Packet-Loss,
is introduced to neasure a single observation of packet
transm ssion or | oss.

0o Using this singleton netric, a ' sanple*’ called Type-P-One-way-
Packet - Loss- Poi sson-Streamis introduced to neasure a sequence of
singl eton transm ssions and/or |osses neasured at tinmes taken from
a Poi sson process, as defined in Section 11.1.1 of [RFC2330].

o0 Using this sanple, several ’'statistics* of the sanple will be
defined and di scussed.

This progression fromsingleton to sanple to statistics, with clear
separation anong them is inportant.
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1.1

Mot i vati on

Under st andi ng one-way packet | oss of Type-P* packets from a source
host* to a destination host is useful for several reasons:

(o]

Sone applications do not performwell (or at all) if end-to-end
| oss between hosts is large relative to some threshold val ue.

Excessive packet loss may nake it difficult to support certain
real -tinme applications (where the precise threshold of "excessive"
depends on the application).

The larger the value of packet loss, the nore difficult it is for
transport-layer protocols to sustain high bandw dt hs.

The sensitivity of real-tinme applications and of transport-I|ayer
protocols to | oss becone especially inmportant when very | arge
del ay- bandwi dt h products nust be support ed.

The neasurenent of one-way |oss instead of round-trip loss is
motivated by the follow ng factors:

(o]

Al nes,

In today’'s Internet, the path froma source to a destination may
be different than the path fromthe destination back to the source
("asymretric paths"), such that different sequences of routers are
used for the forward and reverse paths. Therefore, round-trip
measur enents actually nmeasure the performance of two distinct
pat hs together. Measuring each path independently highlights the
performance difference between the two paths that may traverse
different Internet service providers and even radically different
types of networks (for exanple, research versus conmodity

net wor ks, or networks with asymretric |link capacities, or wreless
versus wreline access).

Even when the two paths are symmetric, they may have radically
di fferent performance characteristics due to asymetric queui ng.

Per f ormance of an application may depend nostly on the performance
in one direction. For exanple, a TCP-based conmuni cation wl|l
experience reduced throughput if congestion occurs in one
direction of its comrunication. Troubl eshooting may be sinplified
if the congested direction of TCP transm ssion can be identified.

In networks in which quality of service (QS) is enabl ed,
provisioning in one direction may be radically different than
provisioning in the reverse direction and thus the QS guarantees
differ. Measuring the paths independently allows the verification
of both guarantees.
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It is outside the scope of this docunent to say precisely how | oss
metrics would be applied to specific problens.

1.2. General |ssues regarding Tine

{Coment: The term nol ogy below differs fromthat defined by ITUT
docunents (e.g., G 810, "Definitions and termn nol ogy for
synchroni zati on networks" and |.356, "B-1SDN ATM | ayer cell transfer
performance") but is consistent with the | PPM Franmework document. In
general, these differences derive fromthe different backgrounds; the
I TU-T docunents historically have a tel ephony origin, while the
authors of this docunent (and the Framework docunent) have a conputer
systens background. Although the terns defined bel ow have no direct
equivalent in the ITUT definitions, after our definitions we wll
provi de a rough mappi ng. However, note one potential confusion: our
definition of "clock"” is the conputer operating systens definition
denoting a tinme-of-day clock, while the ITUT definition of clock
denotes a frequency reference.}

VWhenever a tine (i.e., a nonent in history) is nentioned here, it is
understood to be neasured in seconds (and fractions) relative to UTC

As described nore fully in the Franmework docunent, there are four
distinct, but related notions of clock uncertainty:

synchroni zati on*

measures the extent to which two clocks agree on what tinme it is.
For exanple, the clock on one host might be 5.4 nsec ahead of the
clock on a second host. {Comrent: A rough ITU T equivalent is "tine
error".}

accuracy*

nmeasures the extent to which a given clock agrees with UTC. For
exanpl e, the clock on a host mght be 27.1 nsec behind UTC. {Coment:
A rough ITUT equivalent is "tine error from UTC'.}

resol uti on*

is a specification of the smallest unit by which the clock’s tine is
updated. It gives a | ower bound on the clock’s uncertainty. For
exanpl e, the clock on an old Unix host might tick only once every 10
msec and thus have a resolution of only 10 msec. {Conment: A very
rough I TU-T equivalent is "sanmpling period".}
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skew*

measur es the change of accuracy, or of synchronization, with tine.
For exanple, the clock on a given host nmight gain 1.3 nsec per hour
and thus be 27.1 nsec behind UTC at one tine and only 25.8 nsec an
hour later. In this case, we say that the clock of the given host
has a skew of 1.3 nsec per hour relative to UTC, which threatens
accuracy. We mght also speak of the skew of one clock relative to

anot her cl ock, which threatens synchronization. {Conment: A rough
ITUT equivalent is "tine drift".}

A Singleton Definition for One-Way Packet Loss
1. Metric Nane
Type- P- One- way- Packet - Loss
2. Metric Paraneters
0o Src, the IP address of a host
o Dst, the | P address of a host
o T, atine
o Tmax, a loss threshold waiting time
3. Metric Units
The val ue of a Type- P-One-way- Packet-Loss is either a zero
(signifying successful transm ssion of the packet) or a one
(signifying |oss).
4. Definition
>>The *Type- P- One-way- Packet-Loss* from Src to Dst at T is 0<< neans
that Src sent the first bit of a Type-P packet to Dst at wire time* T
and that Dst received that packet.
>>The *Type- P- One-way- Packet-Loss* from Src to Dst at T is 1<< neans
that Src sent the first bit of a Type-P packet to Dst at wire time T

and that Dst did not receive that packet (within the |oss threshold
waiting time, Tmax).
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2.5. Discussion

Thus, Type-P-One-way- Packet-Loss is 0 exactly when Type- P- One-way-
Delay is a finite value, and it is 1 exactly when Type- P-One-way-
Del ay i s undefi ned.

The followi ng issues are likely to cone up in practice:

0 A given nethodology will have to include a way to distinguish
bet ween a packet loss and a very large (but finite) delay. As
not ed by Mahdavi and Paxson [ RFC2678], sinple upper bounds (such
as the 255-second theoretical upper bound on the lifetimes of IP
packets [RFC791]) coul d be used, but good engi neering, including
an under st andi ng of packet lifetines, will be needed in practice.
{Comment: Note that, for many applications of these netrics, there
may be no harmin treating a | arge delay as packet loss. An audio
pl ayback packet, for exanple, that arrives only after the playback
point may as well have been lost. See Section 4.1.1 of [RFC6703]
for exam nation of unusual packet delays and application
performance estimation.}

o |If the packet arrives but is corrupted, then it is counted as
|l ost. {Coment: One is tenpted to count the packet as received
since corruption and packet |oss are related but distinct
phenonmena. |If the I P header is corrupted, however, one cannot be
sure about the source or destination |P addresses and is thus on
shaky grounds about knowi ng that the corrupted received packet
corresponds to a given sent test packet. Simlarly, if other
parts of the packet needed by the nethodol ogy to know that the
corrupted received packet corresponds to a given sent test packet,
then such a packet would have to be counted as lost. It would be
i nconsistent to count packets with corrupted methodol ogy-specific
fields as lost, and not to count packets with other corrupted
aspects in the sane category.} Section 15 of [RFC2330] defines the
"standard-fornmed" packet that is applicable to all netrics. Note
that at this time the definition of standard-formed packets only
applies to I Pv4 (see also [| PPM UPDATES] ) .

o |If the packet is duplicated along the path (or paths) so that
mul tiple non-corrupt copies arrive at the destination, then the
packet is counted as received.

o |If the packet is fragnented and if, for whatever reason,
reassenbly does not occur, then the packet will be deened |ost.
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2.6. Methodol ogi es

As with other Type-P-* nmetrics, the detail ed nethodol ogy will depend
on the Type-P (e.g., protocol nunber, UDP/TCP port nunber, size,
Differentiated Services (DS) Field [ RFC2780]).

Generally, for a given Type-P, one possible nethodol ogy woul d proceed
as foll ows:

o Arrange that Src and Dst have clocks that are synchronized with
each other. The degree of synchronization is a paraneter of the
met hodol ogy and depends on the threshold used to determ ne | oss
(see bel ow).

o At the Src host, select Src and Dst | P addresses and forma test
packet of Type-P with these addresses.

o At the Dst host, arrange to receive the packet.

0o At the Src host, place a tinestanp in the prepared Type-P packet,
and send it towards Dst (ideally mnimzing tinme before sending).

o |If the packet arrives within a reasonable period of tinme, the one-
way packet loss is taken to be zero (and take a tinestanp as soon
as possi bl e upon the recei pt of the packet).

o If the packet fails to arrive within a reasonable period of tinme,
Tmax, the one-way packet loss is taken to be one. Note that the
threshol d of "reasonable" here is a paraneter of the netric.

{Comment: The definition of reasonable is intentionally vague and is
intended to indicate a value "Th" so large that any value in the
closed interval [Th-delta, Th+delta] is an equival ent threshold for

| oss. Here, delta enconpasses all error in clock synchronization and
ti mestanp acquisition and assignnent al ong the neasured path. |If
there is a single value, Tmax, after which the packet nmust be counted
as lost, then we reintroduce the need for a degree of clock

synchroni zation simlar to that needed for one-way del ay, and
virtually all practical neasurenent systens conbi ne nethods for del ay
and |l oss. Therefore, if a neasure of packet |oss paraneterized by a
speci fi c non-huge "reasonabl e" time-out value is needed, one can

al ways neasure one-way del ay and see what percentage of packets from
a given stream exceed a given tinme-out value. This point is examn ned

in detail in [RFC6703], including analysis preferences to assign
undefined delay to packets that fail to arrive with the difficulties
energing fromthe informal "infinite delay" assignnent, and an

estimati on of an upper bound on waiting tinme for packets in transit.
Further, enforcing a specific constant waiting tine on stored
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singl etons of one-way delay is conmpliant with this specification and
may allow the results to serve nore than one reporting audi ence.}

I ssues such as the packet format, the nmeans by which Dst knows when
to expect the test packet, and the nmeans by which Src and Dst are
synchroni zed are outside the scope of this docunent. {Conment: W
pl an to docunent the inplenmentation techniques of our work in nuch
more detail el sewhere; we encourage others to do so as well.}

2.7. FErrors and Uncertainties

The description of any specific neasurenent nethod shoul d include an
accounting and anal ysis of various sources of error or uncertainty.
The Framewor k docunent provi des general guidance on this point.

For loss, there are three sources of error
o0 synchroni zati on between cl ocks on Src and Dst.

o0 the packet-loss threshold (which is related to the synchroni zation
bet ween cl ocks).

0 resource limts in the network interface or software on the
receiving instrunent.

The first two sources are interrelated and could result in a test
packet with finite delay being reported as lost. Type-P-0One-way-
Packet-Loss is 1 if the test packet does not arrive, or if it does
arrive and the difference between the Src tinestanp and the Dst
timestanp is greater than the "reasonabl e period of tinme" or |oss
threshold. |If the clocks are not sufficiently synchronized, the |oss
threshold may not be "reasonabl e" - the packet may take much | ess
time to arrive than its Src timestanp indicates. Simlarly, if the

| oss threshold is set too | ow, then many packets nmay be counted as

|l ost. The loss threshold nmust be high enough and the cl ocks
synchroni zed well enough so that a packet that arrives is rarely
counted as lost. (See the discussions in the previous two sections.)

Since the sensitivity of packet-1loss nmeasurenment alone to | ack of

cl ock synchronization is less than for delay, we refer the reader to
the treatnment of synchronization errors in the "One-way Delay Metric
for IPPM [RFC2330] for nore details.

The | ast source of error, resource limts, cause the packet to be

dropped by the measurenent instrument and counted as |ost when in
fact the network delivered the packet in reasonable tine.
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The nmeasurement instrunents should be calibrated such that the | oss
threshold is reasonable for application of the netrics and the cl ocks
are synchroni zed enough so the | oss threshold renai ns reasonabl e.

In addition, the instrunents shoul d be checked to ensure that the
possibility a packet arrives at the network interface but is |ost due
to congestion on the interface or to other resource exhaustion (e.g.,
buffers) on the instrument is |ow.

2.8. Reporting the Metric

The calibration and context in which the netric is measured MJUST be
carefully considered and SHOULD al ways be reported along with nmetric
results. We now present four itens to consider: Type-P of the test
packets, the |l oss threshold, instrument calibration, and the path
traversed by the test packets. This list is not exhaustive; any
additional information that could be useful in interpreting
applications of the metrics should al so be reported (see [ RFC6703]
for extensive discussion of reporting considerations for different
audi ences) .

2.8.1. Type-P

As noted in Section 13 of the Franmework docunent [RFC2330], the value
of the metric nmay depend on the type of |IP packets used to nake the
measur enent, or "Type-P'. The value of Type-P-One-way-Delay could
change if the protocol (UDP or TCP), port nunber, size, or
arrangenent for special treatnment (e.g., IP DS Field [ RFC2780],
Explicit Congestion Notification (ECN) [ RFC3168], or RSVP) changes.
Addi tional packet distinctions identified in future extensions of the
Type-P definition will apply. The exact Type-P used to nake the
measur enent s MJUST be accurately reported.

2.8.2. Loss Threshol d

The threshol d, Tmax, between a large finite delay and | oss (or other
met hodol ogy to distinguish between finite delay and | oss) MJST be
report ed.

2.8.3. Calibration Results
The degree of synchronization between the Src and Dst cl ocks MJST be
reported. |If possible, a test packet that arrives at the Dst network

interface and is reported as | ost due to resource exhaustion on Dst
SHOULD be report ed.
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2.8.4. Path

Finally, the path traversed by the packet SHOULD be reported, if
possible. In general, it is inpractical to know the precise path a
gi ven packet takes through the network. The precise path may be
known for certain Type-P on short or stable paths. |f Type-P
includes the record route (or |oose-source route) option in the IP
header, and the path is short enough, and all routers* on the path
support record (or |oose-source) route, then the path will be
precisely recorded. This is inpractical because the route nust be
short enough, nmany routers do not support (or are not configured for)
record route, and use of this feature would often artificially worsen
the performance observed by renpving the packet from conmon-case

processing. However, partial information is still valuable context.
For exanple, if a host can choose between two |inks* (and hence, two
separate routes fromSrc to Dst), then the initial link used is

val uabl e context. {Comrent: Backbone path sel ection services cone and
go. A historical exanple was Merit’'s Net Now setup, where a Src on
one Network Access Point (NAP) can reach a Dst on another NAP by
either of several different backbone networks.}

3. A Definition for Sanples of One-Way Packet Loss

G ven the singleton netric Type-P-One-way-Packet-Loss, we now define
one particul ar sanple of such singletons. The idea of the sanple is
to select a particular binding of the paraneters Src, Dst, and Type-
P, then define a sample of values of parameter T. The neans for
defining the values of T is to select a beginning tinme TO, a fina
time Tf, and an average rate | anbda, then define a pseudorandom

Poi sson process of rate | anbda, whose values fall between TO and Tf.
The tinme interval between successive values of T will then average 1/
| anbda.

Not e that Poi sson sanpling is only one way of defining a sanple.

Poi sson has the advantage of limting bias, but other nethods of
sampling will be appropriate for different situations. For exanple,
a truncated Poi sson distribution may be needed to avoid reactive
network state changes during intervals of inactivity, see Section 4.6
of [RFC7312]. Sonetimes the goal is sanpling with a known bias, and
[ RFC3432] describes a nethod for periodic sanpling with random start
times.

3.1. Metric Nane

Type- P- One- way- Packet - Loss- Poi sson- St ream
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3.

3.

3.

3.

2. Metric Paraneters

0o Src, the IP address of a host

o Dst, the | P address of a host

o TO, atime

o Tf, atine

o Tnmax, a loss threshold waiting tine

o lanbda, a rate in reciprocal seconds
3. Metric Units

A sequence of pairs; the elenents of each pair are:

o T, atime, and

o L, either a zero or a one.

The values of T in the sequence are nonotonic increasing. Note that
T would be a valid paraneter to Type-P-One-way-Packet-Loss and that L
woul d be a valid value of Type-P-One-way-Packet - Loss.

4. Definition

G ven TO, Tf, and | anbda, we conpute a pseudorandom Poi sson process
begi nning at or before TO, with average arrival rate |anbda, and
ending at or after Tf. Those tine values greater than or equal to TO
and less than or equal to Tf are then selected. At each of the
selected tines in this process, we obtain one value of Type-P-One-
way- Del ay. The value of the sanple is the sequence made up of the
resulting <time, loss> pairs. |If there are no such pairs, the
sequence is of length zero and the sanple is said to be enpty.

5. Discussion

The reader should be famliar with the in-depth di scussion of Poisson
sanpling in the Franmework docunent [RFC2330], which includes nethods

to conpute and verify the pseudorandom Poi sson process.

We specifically do not constrain the value of |anbda except to note

the extremes. |If the rate is too |arge, then the neasurenent traffic
will perturb the network and itself cause congestion. |If the rate is
too small, then you might not capture interesting network behavior

{Coment: W expect to docunment our experiences with, and suggestions
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for, lanbda el sewhere, culmnating in a "Best Current Practice"
docunent .}

Si nce a pseudorandom nunber sequence is enployed, the sequence of
times, and hence the value of the sanple, is not fully specified.
Pseudor andom nunber generators of good quality will be needed to
achi eve the desired qualities

The sanple is defined in terms of a Poisson process both to avoid the
effects of self-synchronization and al so capture a sanple that is
statistically as unbiased as possible. The Poisson process is used
to schedule the | oss neasurenents. The test packets will generally
not arrive at Dst according to a Poisson distribution, since they are
i nfluenced by the network. Tine-slotted |inks described in

Section 3.4 [ RFC7312] can greatly nmodify the sample characteristics.
The main concern is that unbi ased packet streans with randoni zed
inter-packet tine intervals will be converted to sone new
distribution after encountering a tinme-slotted link, possibly with
strong periodic characteristics instead.

{Comrent: there is, of course, no claimthat real Internet traffic
arrives according to a Poisson arrival process.

It is inportant to note that, in contrast to this nmetric, loss ratios
observed by transport connections do not reflect unbiased sanpl es.

For exanple, TCP transmi ssions both (1) occur in bursts, which can

i nduce | oss due to the burst volune that would not otherw se have
been observed, and (2) adapt their transmission rate in an attenpt to
mnimze the | oss rati o observed by the connection.}

Al'l the singleton Type-P-One-way- Packet-Loss netrics in the sequence
wi |l have the sane values of Src, Dst, and Type-P

Note al so that, given one sanple that runs fromTO to Tf, and given
new time values TO' and Tf' such that TO <= TO® <= Tf’' <= Tf, the
subsequence of the given sanple whose tine values fall between TO’
and Tf' are also a valid Type-P- One-way- Packet - Loss- Poi sson- Stream
sampl e.

3.6. Met hodol ogi es
The net hodol ogies follow directly from

o the selection of specific times using the specified Poisson
arrival process, and

o the nethodol ogi es discussion already given for the singleton Type-
P- One- way- Packet - Loss netric.
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Care must be given to correctly handle out-of-order arrival of test
packets; it is possible that the Src could send one test packet at
TS[i], then send a second one (later) at TS[i+1] while the Dst could
receive the second test packet at TR[i+1], and then receive the first
one (later) at TR[i]. Metrics for reordering may be found in

[ RFCA737] .

3. 7. Errors and Uncertainties

In addition to sources of errors and uncertainties associated with
met hods enpl oyed to neasure the singleton values that nake up the
sanpl e, care nmust be given to analyze the accuracy of the Poisson
arrival process of the wire tines of the sending of the test packets.
Problems with this process could be caused by several things,

i ncluding problenms with the pseudorandom nunmber techni ques used to
generate the Poisson arrival process. The Framework docunent shows
how to use the Anderson-Darling test to verify the accuracy of the
Poi sson process over snall tine frames. {Comment: The goal is to
ensure that the test packets are sent "close enough" to a Poisson
schedul e and avoi d periodi c behavior.}

3.8. Reporting the Metric

The calibration and context for the underlying singletons MIST be
reported along with the stream (see "Reporting the Metric"
(Section 2.8) for Type-P-One-way- Packet -Loss).

4. Sone Statistics Definitions for One-Way Packet Loss

G ven the sanple netric Type-P-One-way- Packet - Loss- Poi sson-Stream we
now of fer several statistics of that sanple. These statistics are
offered nostly to be illustrative of what could be done. See

[ RFC6703] for additional discussion of statistics that are rel evant
to different audiences.

4.1. Type-P-One-way- Packet-Loss-Ratio
G ven a Type- P- One-way- Packet - Loss- Poi sson-Stream the average of al
the L values in the streamis the ratio of |osses to total packets in

the stream In addition, the Type-P-One-way-Packet-Loss-Ratio is
undefined if the sanple is enpty.
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For exanple, suppose we take a sanple and the results are as foll ows:

Streaml = <
<T1, 0>
<T2, 0>
<T3, 1>
<T4, 0>
<T5, 0>

>

Then, the average of loss results would be 0.2, the loss ratio.

Note that, since healthy Internet paths should be operating at |oss
rati os below 1% (particularly if high del ay-bandw dth products are to
be sustained), the sample sizes needed m ght be |arger than one would
like. Thus, for exanple, if one wants to discrimnate between
various fractions of 1% over one-mnute periods, then several hundred
sanpl es per mnute m ght be needed. This would result in |arger

val ues of |anbda than one would ordinarily want.

Note that although the |oss threshold should be set such that any
errors in loss are not significant, if the possibility that a packet
that arrived is counted as |ost due to resource exhaustion is
significant conpared to the loss ratio of interest, Type-P-One-way-
Packet - Loss-Ratio will be meaningl ess.

5. Security Considerations

Conducting Internet neasurenents raises both security and privacy
concerns. This nmeno does not specify an inplenmentation of the
metrics, so it does not directly affect the security of the Internet
nor of applications that run on the Internet. However,

i mpl ement ati ons of these netrics nust be m ndful of security and
privacy concerns.

There are two types of security concerns: potential harm caused by
the measurenents and potential harmto the measurenents. The

measur enents coul d cause harm because they are active and inject
packets into the network. The measurenent parameters MJST be
carefully selected so that the neasurenents inject trivial anmounts of
additional traffic into the networks they neasure. |f they inject
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"too much" traffic, they can skew the results of the neasurenment and
in extreme cases cause congestion and denial of service.

The neasurenents thensel ves could be harned by routers giving
measurenent traffic a different priority than "nornmal" traffic or by

an attacker injecting artificial measurenent traffic. |f routers can
recogni ze neasurenent traffic and treat it separately, the
measurenents will not reflect actual user traffic. |f an attacker

injects artificial traffic that is accepted as legitimte, the |oss
ratio will be artificially |lowered. Therefore, the nmeasurenent

met hodol ogi es SHOULD i ncl ude appropriate techniques to reduce the
probability that neasurenent traffic can be distingui shed from
"normal " traffic. Authentication techniques, such as digita
signatures, may be used where appropriate to guard agai nst injected
traffic attacks.

When consi dering privacy of those involved in neasurenent or those
whose traffic is neasured, the sensitive information available to
potential observers is greatly reduced when using active techniques
that are within this scope of work. Passive observations of user
traffic for measurenent purposes raise many privacy issues. W refer
the reader to the privacy considerations described in the Large Scal e
Measur enment of Broadband Perfornmance (LMAP) Franework [ RFC7594],

whi ch covers active and passive techniques.

Col I ecting measurenments or using neasurement results for

reconnai ssance to assist in subsequent system attacks is quite
common. Access to measurenent results or control of the neasurenent
systens to performreconnai ssance shoul d be guarded against. See
Section 7 of [RFC7594] (the Security Considerations section of the
LMAP Franmework) for systemrequirenents that help to avoid

measur ement system conpromn se

6. Changes from RFC 2680

The text above constitutes a revision to RFC 2680, which is now an
| nt ernet Standard.

[ RFC7290] provides the test plan and results supporting [ RFC2680]
advancenent al ong the Standards Track, according to the process in
[ RFC6576]. The concl usions of [RFC7290] list four mnor
nmodi fi cations for inclusion:

1. Section 6.2.3 of [RFC7290] asserts that the assunption of post-
processing to enforce a constant waiting tine threshold is
compliant and that the text of the RFC should be revised slightly
to include this point. The applicability of post-processing was
added in the last list itemof Section 2.6, above.
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2. Section 6.5 of [RFC7290] indicates that the Type-P-One-way-
Packet - Loss- Average statistic is nore commonly called a Packet
Loss Ratio, so it is renanmed in this docunent (this smal
di screpancy does not affect candi dacy for advancenent). The
renam ng was inplemented in Section 4.1, above.

3. The | ETF has reached consensus on gui dance for reporting netrics
in [RFC6703], and the nmeno is referenced this docunment to
i ncorporate recent experience where appropriate. This reference
was added in the last list itemof Section 2.6, in Section 2.8,
and in Section 4 above.

4. There are currently two errata with status "Verified" (EI D 1528)
and "Held for Document Update" (EID 3186) for [RFC2680], and
these minor revisions were incorporated in Sections 1 and 2.7.

A nunber of updates to the [ RFC2680] text have been inplenented in
the text to reference key | PPM RFCs that were approved after

[ RFC2680] (see Sections 3 and 3.6, above) and to address coments on
the IPPMmailing |ist describing current conditions and experience.

1. Near the end of Section 1.1, there is an update of a network
exanpl e using ATM a clarification of TCP's affect on queue
occupation, and discussion of the inportance of one-way del ay
nmeasur enent .

2. Clarification of the definition of "resolution" in Section 1.2.

3. Explicit inclusion of the nmaximumwaiting tine input paraneter
in Sections 2.2, 2.4, and 3.2, reflecting recognition of this
paraneter in nmore recent RFCs and | TU-T Reconmendati on Y. 1540.

4. Addition of a reference to RFC 6703 in the discussion of packet
lifetime and application timeouts in Section 2.5.

5. Repl aced "precedence" w th updated terninology (DS Field) in
Sections 2.6 and 2.8.1 (with reference).

6. Added parenthetical guidance on nminimzing the interval between
ti mestanp placenent to send tinme or reception tine in
Section 2.6. Also, the text now recogni zes the tinestanp
acqui sition process and that practical systens neasure both
delay and loss (thus requiring the nax waiting time paraneter).

7. Added a reference to RFC 3432 regardi ng periodic sanpling
al ongsi de Poi sson sanpling in Section 3 and al so noted that a
truncat ed Poi sson distribution my be needed wi th nodern
networks as described in the | PPM Framework update [ RFC7312].
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7.

7.

8. Recognition that tinme-slotted |inks described in [RFC7312] can
greatly nodi fy the sanple characteristics, in Section 3.5.

9. Added a reference to RFC 4737 regarding reordering nmetrics in
the rel ated discussion of Section 3.6, "Methodol ogi es".

10. Expanded and updated the material on privacy and added cautions
on use of measurenents for reconnai ssance in Section 5,
"Security Considerations"”.

Section 5.4.4 of [RFC6390] suggests a comon tenplate for perfornmance
metrics partially derived from previous | PPM and Benchnar ki ng

Met hodol ogy Working G oup (BMAG RFCs, but it also contains sone new
items. Al of the normative parts of [RFC6390] are covered, but not
quite in the same section names or orientation. Several of the
informative parts are covered. Miintaining the famliar outline of
IPPM literature has value and mninmzes unnecessary differences
between this revised RFC and current/future | PPM RFCs.
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