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Abstract

The DNS-Based Aut hentication of Named Entities (DANE) specification
(RFC 6698) describes how to use TLSA resource records secured by
DNSSEC (RFC 4033) to associate a server’s connection endpoint with
its Transport Layer Security (TLS) certificate (thus enabling

adm ni strators of domain nanes to specify the keys used in that

domai n’s TLS servers). However, application protocols that use SRV
records (RFC 2782) to indirectly nane the target server connection
endpoints for a service domain nane cannot apply the rules from RFC
6698. Therefore, this document provides guidelines that enable such
protocols to | ocate and use TLSA records.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7673
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1.

I nt roducti on

The base DNS-Based Authentication of Named Entities (DANE)
specification [ RFC6698] descri bes how to use TLSA resource records
secured by DNSSEC [ RFC4033] to associate a target server’s connection
endpoint with its Transport Layer Security (TLS) certificate (thus
enabling administrators of domain nanmes to specify the keys used in
that domain’s TLS servers). Some application protocols |ocate
connection endpoints indirectly via SRV records [ RFC2782]. As a
result of this indirection, the rules specified in [ RFC6698] cannot
be directly applied to such application protocols. (Rules for SMIP

[ RFC5321], which uses MX resource records instead of SRV records, are
described in [RFC7672].)

Thi s docunent descri bes how to use DANE TLSA records with SRV
records. To summri ze

0 W rely on DNSSEC to secure SRV records that nap the desired
service, transport protocol, and service donain name to the
correspondi ng target server connection endpoints (i.e., the target
server hostnanmes and port numbers returned in the SRV records for
that service type)

o0 Although in accordance with [RFC2782] a service domai n name can
advertise a nunber of SRV records (some of which might map to
connecti on endpoints that do not support TLS), the intent of this
specification is for a client to securely discover connection
endpoi nts that support TLS

0 The TLSA records for each connection endpoint are |ocated using
the transport protocol, port number, and hostnane for the target
server (not the service domai n nane).

0 \When DNSSEC-validated TLSA records are published for a given
connection endpoint, clients always use TLS when connecting (even
i f the connection endpoint supports cleartext comunication).

o If there is at |least one usable TLSA record for a given connection
endpoi nt, the connection endpoint’s TLS certificate or public key
needs to match at |east one of those usable TLSA records.

o |If there are no usable TLSA records for a given connection
endpoi nt, the target server hostnane is used as one of the
acceptable reference identifiers, as described in [ RFC6125].

O her reference identifiers mght arise through CNAMVE expansi on of
either the service domain nane or target server hostnanme, as
detailed in [ RFC7671].
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2

3.

3.

o |If there are no usable TLSA records for any connection endpoi nt
(and thus the client cannot securely discover a connection
endpoi nt that supports TLS), the client’s behavior is a matter for
the application protocol or client inplenentation; this nght
i nvolve a fall back to non- DANE behavi or using the public key
i nfrastructure [ RFC5280].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this neno are to be interpreted as described in

[ RFC2119] .

Thi s docunent uses the definitions for "secure", "insecure", "bogus",
and "indeterm nate" from Section 4.3 of [RFC4035]. This docunent
uses the acronyns from [ RFC7218] for the values of TLSA fields where
appropri at e.

Additionally, this docurment uses the follow ng terns:

connection endpoint: A tuple of a fully qualified DNS hostnane,
transport protocol, and port nunber that a client uses to
establish a connection to the target server

service domain nane: The fully qualified DNS domai n name that
identifies an application service; corresponds to the term "source
domai n" from [ RFC6125] .

Thi s document uses the term"target server hostname" in place of the
term "derived domain" fromthe so-called CertlD specification
[ RFC6125] .

DNS Checks
1. SRV Query
When the client nakes an SRV query, a successful result wll
typically be a list of one or more SRV records (or possibly a chain
of CNAME/ DNAME al i ases leading to such a list).
NOTE: | nplenmenters need to be aware that unsuccessful results can

occur because of various DNS-related errors; gui dance on avoi ding
downgrade attacks can be found in Section 2.1 of [RFC7672].
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For this specification to apply, the entire chain of DNS RRset(s)
returned MJST be "secure" according to DNSSEC validation (Section 5
of [RFC4035]). |In the case where the answer is obtained via a chain
of CNAME and/ or DNAME al i ases, the whole chain of CNAME and DNAME
RRset s MJUST al so be secure.

If the SRV | ookup fails because the RRset is "bogus" (or the |ookup
fails for reasons other than no records), the client MJST abort its
attenpt to connect to the desired service. |If the |ookup result is
"insecure" (or no SRV records exist), this protocol does not apply
and the client SHOULD fall back to its non- DNSSEC, non- DANE (and
possi bly non- SRV) behavi or

When the | ookup returns a "secure" RRset (possibly via a chain of
"secure" CNAME/ DNAME records), the client now has an authentic |ist
of target server connection endpoints with weight and priority
values. It performs server ordering and sel ection using the weight
and priority values without regard to the presence or absence of
DNSSEC or TLSA records. It also takes note of the DNSSEC vali dation
status of the SRV response for use when checking certificate nanes
(see Section 4). The client can then proceed to naking address
queries on the target server hostnanes as described in the follow ng
section.

3.2. Address Queries

For each SRV target server connection endpoint, the client makes
A and/ or AAAA queries, perforns DNSSEC validation on the address
(A or AAAA) response, and continues as follows, based on the results

o If areturned RRSet is "secure", the client MJUST performa TLSA
query for that target server connection endpoint, as described in
t he next section.

o I|If no returned RRsets are "secure", the client MJST NOT performa
TLSA query for that target server connection endpoint; the TLSA
query will nost likely fail or produce spurious results.

o |If the address record | ookup fails (a validation status of either
"bogus" or "indeterm nate"), the client MJUST NOT connect to this
connection endpoint; instead, it uses the next nobst appropriate
SRV target. This hel ps prevent downgrade attacks.
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3.3. TLSA Queries

The client SHALL construct the TLSA query name as described in
Section 3 of [RFC6698], based on the fields fromthe SRV record: the
port nunber fromthe SRV RDATA, the transport protocol fromthe SRV
query name, and the TLSA base domain fromthe SRV target server

host nane.

For exanple, the follow ng SRV record for | MAP (see [ RFC6186])
_imap. _tcp.exanple.com 86400 IN SRV 10 0 9143 i map. exanpl e. net .
| eads to the TLSA query shown bel ow
_9143. tcp.imap.exanmple.net. I N TLSA ?
3.4. Inpact on TLS Usage

The client SHALL determine if the TLSA records returned in the
previous step are usable according to Section 4.1 of [RFC6698]. This
affects the use of TLS as foll ows:

o |If the TLSA response is "secure" and usable, then the client MJST
use TLS when connecting to the target server. The TLSA records
are used when validating the server’'s certificate as described in
Section 4.

o |If the TLSA response is "bogus" or "indeterm nate" (or the | ookup
fails for reasons other than no records), then the client MJUST NOT
connect to the target server (the client can still use other SRV
targets).

o If the TLSA response is "insecure" (or no TLSA records exist),
then the client SHALL proceed as if the target server had no TLSA
records. It MAY connect to the target server with or wi thout TLS
subject to the policies of the application protocol or client
i mpl ement ati on.
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4.

4.

TLS Checks

When connecting to a server, the client MJUST use TLS if the responses
to the SRV and TLSA queries were "secure" as described above. The

rul es described in the next two sections -- Section 4.2 for cases
where there is at | east one usable TLSA record, and Section 4.1
otherwi se -- apply to such secure responses.

1. SRV Records Only

If the client received zero usable TLSA certificate associations, it
SHALL validate the server’s TLS certificate using the normal PKI X
rul es [ RFC5280] or protocol -specific rules (e.g., follow ng

[ RFC6125]) without further input fromthe TLSA records. In this
case, the client uses the information in the server certificate and
the DNSSEC validation status of the SRV query in its authentication
checks. It SHOULD use the Server Nane |ndication extension (TLS SNI)
[ RFC6066] or its functional equivalent in the relevant application
protocol (e.g., in the Extensible Messagi ng and Presence Protoco
(XWMPP) [ RFC6120], this is the 'to’ address of the initial stream
header). The preferred nane SHALL be chosen as follows, and the
client SHALL verify the identity asserted by the server’s certificate
according to Section 6 of [RFC6125], using a |list of reference
identifiers constructed as follows (note again that in RFC 6125 the
terns "source donain" and "derived domain" refer to the sanme things
as "service donmain nanme" and "target server hostname" in this
docunent). The exanpl es bel ow assune a service domai n name of
"imexanpl e.cont and a target server hostnane of
"xnmpp23. hosti ng. exanpl e. net".

SRV is insecure: The reference identifiers SHALL include the service
domai n nane and MJUST NOT include the SRV target server hostnane
(e.g., include "imexanple.com but not
"xnmpp23. hosti ng. exanpl e. net"). The service domain nane is the
preferred nane for TLS SNI or its equivalent.

SRV is secure: The reference identifiers SHALL include both the
service domai n nane and the SRV target server hostnane (e.qg.
i nclude both "im exanple.com and "xnpp23. hosti ng. exanpl e.net").
The service domain nane is still the preferred name for TLS SNI or
its equivalent (this reduces code conplexity and the possibility
of interoperability problens).

In the latter case, the client will accept either identity to ensure
compatibility with servers that support this specification as well as
servers that do not support this specification
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4.2. TLSA Records

If the client received one or nore usable TLSA certificate
associations, it SHALL process them as described in Section 2.1 of
[ RFC6698] .

If the TLS server’s certificate -- or the public key of the server’s
certificate -- matches a usable TLSA record with certificate usage

DANE- EE, the client MJST ignore validation checks from [ RFC5280] and
reference identifier checks from|[RFC6125]. The information in such
a TLSA record supersedes the non-key information in the certificate.

5. @uidance for Protocol Authors

Thi s docunent describes how to use DANE with application protocols in
which target servers are discovered via SRV records. Although this
docunent attenpts to provide generic guidance applying to all such
protocol s, additional documents for particular application protocols
coul d cover related topics, such as:

o Fallback logic in the event that a client is unable to connect
securely to a target server by follow ng the procedures defined in
thi s docunent.

0 How clients ought to behave if (1) they do not support SRV | ookups
or (2) they do support SRV | ookups and encounter service domain
nanes that do not offer SRV records.

o \Whether or not the application protocol has a functiona
equi valent for TLS SNI that is preferred within that protocol

o0 The use of SRV records with additional discovery technol ogies,
such as the use of both SRV records and NAPTR records [RFC3403]
for transport selection in the Session Initiation Protocol (SIP).

For exanple, [ XMPP-DNA] covers such topics for XMPP
6. CQuidance for Server Qperators

To conformto this specification, the published SRV records and
subsequent address (A and AAAA) records MUST be secured w th DNSSEC
There SHOULD al so be at | east one TLSA record published that
authenticates the server’s certificate.

When using TLSA records with certificate usage DANE-EE, it is not
necessary for the deployed certificate to contain an identifier for
either the source domain or target server hostnane. However,
operators need to be aware that servers relying solely on validation
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using certificate usage DANE-EE TLSA records might prevent clients
that do not support this specification fromsuccessfully connecting
wi th TLS.

For TLSA records with certificate usage types other than DANE-EE, the
certificate(s) MJST contain an identifier that matches:

o the service domain name (the "source domain" in [ RFC6125] terns,
which is the SRV query domain), and/or

o0 the target server hostnane (the "derived domain" in [ RFC6125]
terms, which is the SRV target hostnane).

Servers that support multiple service domain names (i.e., so-called
"mul ti-tenanted environments”) can inplenent TLS SNI [ RFC6066] or its
functional equivalent to determ ne which certificate to offer

Clients that do not support this specification will indicate a
preference for the service domain nane, while clients that support
this specification will indicate the target server hostnane.

However, the server determ nes what certificate to present in the TLS
handshake; e.g., the presented certificate mght only authenticate
the target server hostnane.

7. Quidance for Application Devel opers

Devel opers of application clients that depend on DANE- SRV often woul d
like to prepare as quickly as possible for making a connection to the
i ntended service, thus reducing the wait tine for end users. To nake
this optimzation possible, a DNS |ibrary m ght performthe address
queries and TLSA queries in parallel. (Because a TLSA record can be
ignored if it turns out that the address record on which it depends
is not secure, performng the TLSA queries in parallel with the
address queries is not harnful froma security perspective and can

yi el d sone operational benefits.)

8. Internationalization Considerations

If any of the DNS queries are for an internationalized donmai n nane,
then they need to use the A-label form [ RFC5890].
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9. Security Considerations
9.1. Mxed Security Status

We do not specify that all of the target server connection endpoints
for a service domain nanme need to be consistent in whether they have
or do not have TLSA records. This is so that partial or incremental
depl oynent does not break the service. Different |evels of

depl oynent are likely if a service domain name has a third-party
fall back server, for exanple.

The SRV sorting rules are unchanged; in particular, they have not
been altered in order to prioritize secure connection endpoints over
i nsecure connection endpoints. |If a site wants to be secure, it
needs to deploy this protocol conpletely; a partial deploynent is not
secure, and we make no special effort to support it.

9.2. Certificate Subject Name Matching

Section 4 of the TLSA specification [ RFC6698] | eaves the details of
checking nanes in certificates to higher-1evel application protocols,
though it suggests the use of [RFC6125].

Nane checks are not necessary if the matching TLSA record is of
certificate usage DANE-EE. Because such a record identifies the
specific certificate (or public key of the certificate), additiona
checks are superfluous and potentially conflicting.

O herwi se, while DNSSEC provides a secure binding between the server
nane and the TLSA record, and the TLSA record provides a binding to a
certificate, this latter step can be indirect via a chain of
certificates. For exanple, a certificate usage PKI X-TA TLSA record
only authenticates the Certification Authority (CA) that issued the
certificate, and third parties can obtain certificates fromthe sane
CA. Therefore, clients need to check to see whether or not the
server’'s certificate matches one of the expected reference
identifiers to ensure that the certificate was issued by the CAto
the server the client expects (naturally, this is in addition to
standard certificate-related checks as specified in [ RFC5280],
including but not Iimted to certificate syntax, certificate

ext ensi ons such as nanme constraints and extended key usage, and
handl i ng of certification paths).
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App

A1l

A 2.

Fin

endi x A. Exanpl es

In the followi ng, nost of the DNS resource data is elided for
simplicity.

| MAP
; mail domain
_imap. _tcp. exanpl e. com SRV 10 0 9143 i nap. exanpl e. net.
exanpl e. com RRSIG SRV ...
; target server hostnane
i map. exanpl e. net . A 192.0.2.1
i map. exanpl e. net . RRSIG A ..
i map. exanpl e. net . AAAA  2001:db8:212:8::e:1
i map. exanpl e. net . RRSI G

; TLSA resource record
_9143. tcp.imap.example.net. TLSA ...
_9143. tcp.imap.exanmple.net. RRSIG TLSA ...

Mai | nessages received for addresses at exanple.comare retrieved via
| MAP at i map. exanpl e.net. Connections to inmap.exanple.net port 9143
that use STARTTLS will get a server certificate that authenticates
the nane i map. exanpl e. net .

XMPP
;. XMPP domai n
_Xxnpp-client._tcp. exampl e.com SRV 1 0 5222 i m exanpl e. net.

_Xxnpp-client. _tcp.exanple.com RRSIG SRV ...

; target server hostnane

i m exanpl e. net. A 192.0.2.3

i m exanpl e. net. RRSIG A ...

i m exanpl e. net. AAAA  2001: db8:212:8::e:4
i m exanpl e. net. RRSI G AAAA . ..

; TLSA resource record
_5222. tcp.imexanple.net. TLSA ...
_5222. tcp.imexanple.net. RRSIG TLSA ...

XMPP sessions for addresses at exanpl e.com are established at

i mexanpl e.net. Connections to i mexanple.net port 5222 that use
STARTTLS will get a server certificate that authenticates the nane
i m exanpl e. net.
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Appendi x B. Rationale

The long-termgoal of this specification is to settle on TLS
certificates that verify the target server hostname rather than the
service domain name, since this is nore convenient for servers
hosting nultiple domains (so-called "multi-tenanted environnents")
and scales up nore easily to larger nunbers of service domai n nanes.

There are a nunber of other reasons for doing it this way:

(o]

Fi nch,

The certificate is part of the server configuration, so it nakes
sense to associate it with the target server hostnane rather than
the service domain nane.

In the absence of TLS SNI, if the certificate identifies the
target server hostnane, then it does not need to list all the
possi bl e service donmai n nanes.

When the server certificate is replaced, it is nmuch easier if
there is one part of the DNS that needs updating to match, instead
of an unbounded nunber of hosted service domai n nanes.

The sane TLSA records work with this specification, and with
direct connections to the connection endpoint in the style of
[ RFC6698] .

Sone application protocols, such as SMIP, allow a client to
performtransactions with nmultiple service domain names in the
same connection. It is not, in general, feasible for the client
to specify the service donmain nane using TLS SNI when the
connection is established, and the server might not be able to
present a certificate that authenticates all possible service
domai n nanes. See [RFC7672] for details.

It is common for SMIP servers to act in nultiple roles -- for
exanpl e, as outgoing relays or as inconing MX servers, depending
on the client identity. It is sinpler if the server can present
the sane certificate regardless of the role in which it is to act.
Sonetinmes the server does not knowits role until the client has
aut henti cated, which usually occurs after TLS has been
established. See [RFC7672] for details.
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Thi s specification does not provide an option to put TLSA records
under the service donmain name, because that would add conplexity

wi t hout providing any benefit; security protocols are best kept
sinmple. As described above, there are real-world cases where

aut henticating the service domai n nanme cannot be nmade to work, so
there woul d be conplicated criteria regarding when service donain
name TLSA records might be used and when they cannot. This is al
avoi ded by putting the TLSA records under the target server hostnane.

The di sadvantage is that clients that do not conpl ete DNSSEC

val idation nust, according to [ RFC6125] rules, check the server
certificate against the service donmain nanme, since they have no other
way to authenticate the server. This nmeans that SNl support or its
functional equivalent is necessary for backward conpatibility.
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